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1.   SAS-065 is a NATO research task group operating under the auspices of the 
SAS Panel. It was formed in 2006 for the purpose of developing a C2 Maturity 
Model for network-enabled operations. SAS-065’s principal products include 
a detailed description of a NATO NEC Command and Control Maturity Model 
(N2C2M2) with a User Guide (see section entitled Applying the NATO NEC 
C2 Maturity Model) and a revised C2 Conceptual Reference Model (originally 
developed by SAS-050). SAS-065 builds on the work of a series of research task 
groups dating back to 1995 that have explored issues in command and control. 
These have included RSG-19 and SAS-026, which produced the NATO Code of 
Best Practice for C2 Assessment, and SAS-050, which produced the C2 Concep-
tual Reference Model. The members of SAS-065 and the countries and organisa-
tions they represent can be found in the Acknowledgments section.
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Executive Summary

Two key realities dominate thinking about command and
control (C2) in the 21st century. The first is the nature of  the 

21st century military mission space. This space is character-
ised by its extreme uncertainty. In addition to the high intensity 
combat operations that are traditionally associated with mili-
tary operations, the 21st century mission space has expanded 
to include a wide spectrum of  mission challenges, ranging from 
providing support to multi-agency disaster relief  operations to 
complex coalition efforts within a political-military environ-
ment involving a large variety of  military and non-military 
actors; which we describe as Complex Endeavours.

The second reality is the ongoing transformation of  21st cen-
tury militaries, and for that matter, other 21st century institu-
tions and actors from the Industrial Age to the Information 
Age. With this transformation comes the ability to leverage 
new information technologies. This has had, and will continue 
to have, a profound effect on how institutions manage them-
selves and how they can work with coalition partners.

These fundamental realities put the emphasis on command and 
control (C2), interpreted in its broadest sense to include acquiring, 
managing, sharing and exploiting information, and supporting 
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individual and collective decision-making. In particular, more 
mature C2 includes the ability to recognise situational change, 
and to adopt the C2 approach required to meet that change—
which we term C2 Agility.

The NATO NEC C2 Maturity Model (N2C2M2) we have 
developed builds on dearly won insights from the past, but 
goes beyond them in order that we can exploit Information 
Age approaches to address these new mission challenges. This 
way of  thinking about C2 is thus entirely compatible with cur-
rent NATO Allied Command Transformation (ACT) thinking 
on Future Capable Forces which puts the emphasis on Mission 
Command within federated complex environments and ad hoc 
coalitions.

This NATO NEC C2 Maturity Model (N2C2M2) was devel-
oped by the RTO SAS-065 Research Task Group over a 
period of  about three years. It starts by defining a number of  
C2 approaches, ranging from Conflicted C2 to Edge C2, that cor-
respond to different regions within the C2 Approach Space 
shown in Figure ES 1.
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Figure ES 1: 
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C2 Approaches as regions in the C2 Approach Space

The C2 approach space contains the different possible 
approaches to accomplishing the functions that are associated 
with command and control. This approach space can be viewed 
from two perspectives. First, it can be used to think about C2 
within existing organisations. Second, it can be used to think 
about how a disparate set of  independent (yet inter-dependent) 
entities, that is, a collective, can achieve focus and convergence.

SAS-065 concentrated its attention on the second perspective 
to address C2 for a collective or ad hoc coalition, based on 
variations in the allocation of  decision rights to the collective, 
patterns of  interaction and information sharing behaviours 
among the entities of  the collective, and the distribution of  
information among these entities.
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In Figure ES 1, there is a gap between Conflicted and 
De-Conflicted C2 and a gap between Collaborative and Edge 
C2. De-Conflicted, Coordinated, and Collaborative C2 are 
shown without gaps between them. This is because the exact 
boundaries between De-Conflicted and Coordinated and 
between Coordinated and Collaborative are difficult to define 
precisely. Figure ES 2 below gives a brief  description of  each of  
these C2 approaches, in terms of  the region they occupy on the 
C2 approach space (described by the three variables across the 
top). In Figure ES 2 the relationships among the approaches 
are depicted by gaps between Conflicted and De-Conflicted 
and Collaborative and Edge C2, and dashed lines between 
De-Conflicted, Coordinated, and Collaborative.

Figure ES 2: 
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As indicated in Figure ES 2, Conflicted C2 stands on its own—
it is a situation to be avoided. De-Conflicted C2, Coordinated 
C2 and Collaborative C2 represent increasingly capable C2 
approaches that correspond to greater allocation of  decision 
rights to the collective and increasing levels of  information shar-
ing; which increases awareness and shared awareness. Edge C2 
then also stands by itself. It is achieved only by the exploitation 
of  a critical level of  shared awareness, and shared intent.

These different approaches to collective C2 are key considera-
tions in determining C2 maturity. C2 maturity levels are defined 
in terms of  the specific approaches to C2 that an entity or col-
lection of  entities can implement and the ability to recognise 
which approach is appropriate and adopt the most appropriate 
approach given the situation. Thus each C2 maturity level is 
associated with a specific set of  C2 capabilities. Furthermore, 
each higher level of  C2 maturity subsumes the capabilities 
associated with the lower levels. From the collective or coalition 
perspective there are thus five possible levels of  C2 maturity, as 
shown in Figure ES 3.

Figure ES 3: 
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As indicated in Figure ES 3, collectives or entities that are 
capable of  only Conflicted C2 correspond to Maturity Level 
1. Those that can implement De-Conflicted C2 correspond to 
Maturity Level 2. For Maturity Level 3, an entity or collective 
must be able to move their C2 approach between De-Conflicted 
and Coordinated C2 appropriately, as circumstances change. 
For Maturity Level 4 this approach option space is expanded 
to include Collaborative C2. Finally, Maturity Level 5 involves 
the widest set of  possible C2 approach options, ranging from 
De-Conflicted C2 through to Edge C2. Thus in moving from 
Maturity Level 1 through to Maturity Level 5, the number of  
options available in matching its C2 approach to the dynamic 
and complex circumstances it finds itself  in is increasingly 
expanded. In other words, its C2 agility is enhanced.

The number of  C2 approaches within each maturity level, as 
well as the ability to transition between approaches (i.e., C2 agil-
ity), are two key components of  the NATO NEC C2 Maturity 
Model (N2C2M2). Together, these components are required to 
address increasingly demanding and complex operational cir-
cumstances. It is thus possible to relate our C2 maturity levels 
to increasing levels of  NATO NNEC operational (or capabil-
ity) maturity, as shown in Figure ES 4.
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Figure ES 4: 
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*
Relation between C2 Maturity Levels and NNEC Capability Levels

Understanding these C2 maturity levels, together with the 
examples provided in the body of  the report, and their detailed 
descriptions, allow an organisation, coalition, and/or nation to 
assess its current level of  C2 maturity and the changes required 
to transition to a more network-centric C2 approach. Thus, 
each C2 maturity level provides the set of  C2 capabilities 
required to support the corresponding NNEC capability level.

In constructing the NATO NEC C2 Maturity Model (N2C2M2), 
we made some initial assumptions about the number of  matu-
rity levels required and the detailed indicators or characteristics 
which distinguish them from one another. In order to validate 
these descriptions a significant number of  case studies, rang-
ing from (at one extreme) multi-agency humanitarian relief  
operations with military involvement through to (at the other 
extreme) warfighting within a complex coalition context, were 
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considered. These are brought together in an overarching anal-
ysis in the body of  this report which shows the need to track not 
just the whole coalition, but coherent parts of  it.

Moreover, in any operational circumstance, it is important to 
choose the C2 approach required by the operational context. 
In establishing a strategy for an entity, it is important that an 
appropriate C2 maturity level is selected; one that will allow the 
entity to function appropriately in the mix of  situations and cir-
cumstances that the entity will be involved in over time. Excess 
maturity (C2 approach options that are not required for the set 
of  circumstances envisioned) comes at a cost, while deficient 
maturity (not being able to utilise the appropriate approach 
when it is required) may result in failures to cope successfully. 
We describe the specific maturity level that fits an entity’s mis-
sion space as Requisite C2 Maturity.

We have also used the results of  this extensive case study review 
to update and enhance the C2 Conceptual Reference Model 
(C2CRM) and relate it to the N2C2M2.

Having gone through this iterative process of  improving our 
understanding and description of  the C2 approaches and C2 
maturity levels, we presented our ideas to an authoritative 
group of  peer reviewers drawn from across NATO, PfP and 
other nations in a special two-day meeting held in Washington, 
DC; which included cross briefings with NATO ACT activities 
related to Network Enabled Capability (NEC). Their feedback 
and suggestions have been taken into account in the final ver-
sion here presented.
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Finally, a number of  ways of  exploiting the rich set of  ideas we 
have gathered together is described, covering the operational 
design of  a force; strategic planning and roadmapping; and 
establishing objectives for joint research and experimentation. 
A number of  the NATO nations represented in the RTO SAS-
065 Research Task Group are already exploiting the N2C2M2 
to support their transformational efforts.
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Chapter 1

Introduction

NATO NEC Challenge

NATO has identified Network Enabled Capability (NEC) 
as a high priority alliance goal. NATO is thus in the proc-

ess of  developing a maturity model related to improving force 
capability and transformation. Achieving this goal clearly 
depends on the development of  an appropriate approach to 
NATO Consultation, Command, and Control and the iden-
tification of  a corresponding Command and Control (C2) 
Maturity Model.

Within NATO, the Research and Technology Organisation 
(RTO) sponsors a number of  panels including the Studies 
Analysis and Simulation (SAS) panel. This in turn has a number 
of  research task groups. SAS-065 was chartered in 2006 to 
develop this C2 Maturity Model.
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SAS-065 Goals 

The primary goal of  SAS-065 was to create a NATO NEC 
C2 Maturity Model (N2C2M2) to facilitate the exploration of  
network-enabled command and control approaches and capa-
bilities in a coalition context. Thus each C2 maturity level is 
associated with a specific set of  C2 capabilities. Furthermore, 
each higher level of  C2 maturity subsumes the capabilities 
associated with the lower levels. These NNEC C2 maturity lev-
els are mapped to NNEC transformation maturity levels.

This NATO NEC C2 Maturity Model (N2C2M2) that has 
been created is an instrument (including metrics) that will ena-
ble organisations to orient themselves and measure their cur-
rent capabilities more specifically, in relation to the C2 aspects 
of  the NNEC vision.

Our secondary goal was to produce a refined version of  the C2 
Conceptual Reference Model (C2CRM), originally developed 
by SAS-050. 

SAS-065 Scope and Approach

Our effort is focused on C2-related aspects of  NNEC. It began 
with a review of  the NNEC Vision and the creation of  an ini-
tial version of  the NNEC C2 Maturity Model. This was used to 
facilitate discussions with stakeholders (HQ SACT, NC3A, and 
other interested parties) to help ensure that our understanding 
of  the NNEC vision was comprehensive and that the NNEC 
C2 Maturity Model envisioned was both relevant and transpar-
ent to the wider community. 
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This initial NNEC C2 Maturity Model was then applied to 
a range of  case studies (see Table 1), that involved a review 
of  the perceived C2 approaches and corresponding levels 
of  C2 maturity of  selected forces and coalitions, spanning a 
wide range of  complex endeavours from predominantly warfight-
ing (e.g., Bosnia, Kosovo) to predominantly disaster relief  (e.g., 
Tsunami, Pakistan Earthquake, and Katrina). An analysis of  
experimental data was also used to contribute to the validation 
effort. The NNEC C2 Maturity Model was refined based on 
the results of  these case studies. Based on this work, we have 
produced a number of  products. A formal peer review of  these 
SAS-065 products was undertaken by experienced analysts, 
researchers, and operators with relevant expertise.

SAS-065 Products

The following products have been produced by SAS-065:

•	 NATO NEC C2 Maturity Model description;
•	 Analysis integrating the case studies;
•	 Illustrative applications;
•	 Glossary; 
•	 Updated C2 Conceptual Reference Model (C2CRM);
•	 Composition of  SAS-065.

The NATO countries and organisations represented in this 
research task group are NATO ACT, Belgium, the C2CoE (C2 
Centre of  Excellence), Canada, Germany, Italy, Netherlands, 
Norway, Portugal, Slovakia, United Kingdom, and United 
States. Contributions have also been made by Australia, 
Sweden, and Switzerland.
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History of  SAS C2 related Research Groups 

The history of  SAS-065 dates back to 1991 when the Ad Hoc 
Working Group on the Impact of  C3I on the Battlefield was 
formed by Panel 7 (on Defence Applications of  Operational 
Research) of  the NATO Defence Research Group (DRG) to 
assess the state of  the art in C2 analysis. Based on the recom-
mendations of  the Ad Hoc Working Group, Panel 7 consti-
tuted Research Study Group-19 (RSG-19) to address issues of  
methodology, measures of  merit, and tools and analysis. The 
panel also addressed issues concerned with improving a nation’s 
capability to examine C2 acquisition and decision making. At 
the October 1995 RSG-19 planning meeting, the group deter-
mined that the primary product of  RSG-19 was to be a Code 
of  Best Practice (COBP) for assessing C2 to be presented and 
discussed at a symposium in January 1999. In response to a 
query by Panel 7, the RSG-19 acknowledged the need for a 
follow-on group. 

In 1998, RSG-19 was re-designated SAS-002 under the aegis of  
the Studies Analysis and Simulation (SAS) Panel that assumed 
some of  the responsibilities of  Panel 7 when NATO reorganised 
its science and research activities, joining DRG and AGARD 
into the NATO Research and Technology Organization 
(RTO). In 1999, the SAS panel approved the formation of  
a follow-on group, designated SAS-026 to assess, revise, and 
extend the combat-oriented initial version of  the COBP devel-
oped by RSG-19 and SAS-002 respectively, to account for C2 
in Operations-Other-Than-War (OOTW) and their implications, in 
particular with regard to Human Factors. SAS-026 began its 
work in January 2000 and submitted the revised NATO COBP 
for C2 Assessment in November 2002.



		  Chapter 1	 5

Introduction

Under the designation SAS-051, a lecture tour was organised by 
RTO to present the COBP to NATO and its member nations. 
In September/October 2004, five members of  the SAS-026 
team gave a series of  lectures on the steps to be taken to ensure 
success in C2 assessment and engaging the auditorium in role 
plays to illustrate responsibilities of  and interactions between 
the actors involved in an assessment. The lectures took place at 
NATO in Brussels; Farnborough, UK; Brno, Czech Republic; 
and Ankara, Turkey. 

In response to the proposal of  an exploratory group follow-
ing up recommendations made by SAS-026, the SAS Panel 
authorised the formation of  SAS-050 to develop a conceptual 
model for representing C2 in general, and new network-centric 
command concepts in particular, as a prerequisite for under-
standing, exploring, and assessing emerging concepts of  opera-
tion and transformational capabilities. Beginning in March 
2003, SAS-050 finished its work in December 2005. The C2 
Conceptual Model consists of  a Reference Model, a value view 
reflecting the value chain from force and C2 characteristics to 
measures of  effectiveness, and a generic C2 process view. The 
C2 Conceptual Reference Model (C2CRM) contains some 
300 variables, and selected subsets of  the possible relationships 
between and among them that were judged to be important to 
understand C2 and the implications of  different approaches to 
C2. It is considered a point of  departure for researchers, ana-
lysts, and experimenters engaging in C2-related research, con-
ducting analyses of  C2 concepts and capabilities, and design-
ing and conducting experiments.

SAS-065 was chartered in 2006 to create a conceptual C2 matu-
rity model, building on the C2 Conceptual Reference Model 
of  SAS-050, to facilitate the exploration of  network-enabled 
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command and control approaches and network-enabled capa-
bilities (NEC) and to identify options for C2 within complex 
endeavours, i.e., coalitions involving a variety of  military and 
non-military partners each of  which may be at different C2 
maturity levels and each of  which may pursue different C2 
approaches.2

2.   Care has been taken to differentiate between C2 maturity levels and C2 
approaches, in full recognition that they both can be described in terms of  the 
C2 Approach Space.  Please refer to the Glossary definitions while reading this 
report to avoid confusion.
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21st Century Mission Challenges 

The challenges faced by NATO and its member nations in 
the 21st century require the creation of  a coalition; a collec-

tion of  disparate entities who are pursuing related but not iden-
tical goals. This collective is composed of  a number of  contributing 
entities, both military and non-military (interagency or whole of  
government) from the various NATO nations. This coalition 
will likely include contributions from non-NATO countries and 
international organisations as well as non-governmental organ-
isations (NGOs) and private voluntary organisations (PVOs). 
The heterogeneous make-up of  the enterprise implies that no 
single element is in charge of  the entire endeavour. The interac-
tions between and among these contributing elements need to 
be considered in terms of  the Physical, Information, Cognitive, 
and Social Domains.3

3. Alberts and Hayes, Understanding Command and Control, Washington, DC: CCRP, 
2006; Alberts and Hayes, Planning: Complex Endeavors, Washington, DC: CCRP, 
2007. 
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Complex Endeavours

The 21st century mission challenges described above are referred 
to as complex endeavours.4 The complexity of  future endeavours 
will require greater agility, not only in terms of  thought proc-
esses, but also in terms of  the means to enable the transfor-
mation of  those processes into action. Past endeavours were 
defined by a fairly small subset of  activities in which military 
commanders were assured virtual “ownership” of  the entirety 
of  the operational environment. The complex endeavours of  today 
and tomorrow encompass a more inclusive and broader envi-
ronment. In some circles this is referred to by the acronym 
PMESII (Political, Military, Economic, Social, Information, 
and Infrastructure). Other terms for this are “Hybrid War” and 
“4 Block War.”5 This broader construct demands greater agility 
on the part of  both military and non-military leadership and 
organisations. Therefore, agility must be an inherent character-
istic of  the approach to collective command and control that is 
adopted.

4. Complex endeavours refers to undertakings that are distinguished by one or more 
of  the following characteristics:

1) The number and diversity of  participants is such that
a. there are multiple interdependent chains of  command,
b. the intents and priorities of  the participants conflict with one another 

or their components have significantly different weights, or
c. the participants’ perceptions of  the situation differ in important ways; 

and 
2) The effects space spans multiple domains and there is

a. a lack of  understanding of  networked cause and effect relationships, 
b. a resulting inability to accurately predict all of  the relevant effects that 

are likely to arrive from alternative courses of  action, and therefore, 
c. a lack of  ability to appropriately react to undesirable effects by 

making timely decisions, developing appropriate plans, and taking the 
necessary actions.

5. These terms refer to a complex mix of  peacekeeping, stability, and warfighting 
operations.
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The low agility of  the traditional command processes matched 
the characteristics of  the Industrial Age mission environment, 
characterised specifically by the familiarity of  the mission, the 
relative linearity of  the battlespace, the predictability of  actions 
and effects, and the relatively small rate of  change (i.e., modest 
dynamics). Complex endeavours are more challenging because 
they may contain multiple phases that span from static to highly 
dynamic mission environments. This is not to say that there is 
no place for “traditional” command and control approaches. 
However, the increasingly volatile, uncertain, complex and 
ambiguous operational environment, characterised by a more 
agile and increasingly capable antagonist, requires similarly 
enabled protagonists. Throughout history, changing environ-
ments have lead to the adoption of  new practices to augment 
or replace existing approaches.

Hence, Industrial Age approaches to command and control 
have proved to be successful in simpler, albeit highly complicated 
environments where manoeuvre was limited and the concepts 
of  operation employed were based on massed forces to create 
attrition-based effects. Industrial Age approaches to command 
and control can prove limiting in this nonlinear, more dynamic, 
and less predictable environment, just as similar “traditional” 
approaches are proving suboptimal in the areas of  civil and 
industrial management and governance. 

Complexity in the Environment
and in the Mission

Meeting the challenges we face in the 21st century requires 
dealing with not only military effects, but also simultaneously 
social, political, and economic effects. These effects are inter-
related (e.g., it is hard to increase economic activity without 
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security). This means that the environment we are trying to 
influence6 is less well understood, less predictable, and more 
dynamic. 

This also means that the complex endeavours undertaken in 
the 21st century by NATO, its member Nations, and others 
require broad civil-military coalitions. These endeavours are 
characterised by a high degree of  complexity, dynamics, and 
uncertainty. The variables by which these characteristics may 
be described and measured include:

•	 The nature and objectives of  the endeavour (combat, 
peacekeeping, stability, counter-terrorism, humanitarian 
assistance, disaster relief);

•	 The number, nature, and diversity of  entities compris-
ing the endeavour (friendly, neutral and adversarial 
actors including the relationships and interactions 
between them);

•	 The nature of  the military contribution;
•	 The stability of  the environment;
•	 The predictability of  the environment;
•	 The transparency or uncertainty concerning interac-

tions and variable values;
•	 The degree to which entities are familiar with the situa-

tion and each other;
•	 The nature of  the infrastructure available (ranging from 

austere to well-developed);
•	 The degree of  clarity and unity of  intent (purpose) and 

strategy; 

6. Industrial Age thinkers and practitioners would have used the word control here 
(NATO SAS-050, 2006).
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•	 The nature of  the effects space (from one to multidi-
mensional), including interactions between and among 
the physical, information, cognitive, and social domains.

Complexity in Self (Collective)

In addition to a significantly more complex environment, the 
nature of  self is more complex, again because these 21st cen-
tury complex endeavours require civil-military coalitions or 
collectives of  a wide variety of  different organisations. These 
collectives typically have the following characteristics:

•	 A large number of  entities;
•	 Entities with significantly different cultures, values, and 

norms;
•	 Where trust between and among the entities varies con-

siderably from mistrust to a high degree of  trust;
•	 Entities that speak a variety of  different languages;
•	 Entities that possess a range of  information and com-

munications capabilities; 
•	 Entities that approach organisation and management in 

different ways.

In summary, the opportunity to develop new ways to approach 
“traditional” command and control was provided by advances 
in communications, information processing, and networking 
technologies that combined to enable new, distributed ways of  
working together. SAS-065 has considered the nature of  21st 
century mission challenges, the uncertainty of  the environment 
and effects space, and this revolution in information-related 
technologies as the operational context for the development of  
the NATO NEC C2 Maturity Model (N2C2M2). 
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NATO Mission Space

The problem space that SAS-065 addressed is likely NATO 
missions. These missions represent a very large variety of  situ-
ations and circumstance. These include out of  area operations, 
coalitions that extend beyond the core NATO nations, civil-
military operations where cooperation with interagency part-
ners is essential, and challenges where effective collaboration 
with host governments, international organisations, non-gov-
ernmental organisations, and private industry are important. 
As they explored the problem space together over time, SAS-
065 came to recognise these as “complex endeavours.”7 

The variety of  relevant experience covered by the case studies 
undertaken by SAS-065 includes, as listed in Table 1. 

•	 Combat Organisations (Stryker Brigade Exercises and 
Operations, WISE Wargames8);

•	 Peace Operations (IFOR in Bosnia and KFOR in 
Kosovo);

•	 Small Natural Disasters (Elbe River Flood, Golden 
Phoenix 07 and Strong Angel III);

•	 Major Natural Disasters (Katrina, Pakistan Earthquake, 
Tsunami);

•	 ELICIT experimentation comparing Hierarchical and 
Edge organisations. 

7. Alberts and Hayes, Planning: Complex Endeavors; Alberts, David S “Agility, Focus, 
and Convergence: The Future of  Command and Control.” The International 
C2 Journal, 2007. http://www.dodccrp.org/html4/journal_v1n1.html; Complex 
endeavours definition-see footnote 4; Hayes, Richard E. “It’s an Endeavor, Not 
a Force.” The International C2 Journal, 2007. http://www.dodccrp.org/html4/
journal_v1n1.html.
8. WISE—Wargame Infrastructure and Simulation Environment.

http://www.dodccrp.org/html4/journal_v1n1.html
http://www.dodccrp.org/html4/journal_v1n1.html
http://www.dodccrp.org/html4/journal_v1n1.html
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Table 1: 

Subject Focus Dates
Combat Organisation: Brigade Exercises 2005

Combat Organisation: Operations (Iraq) 2003-2005

WISE Wargames C2 Alternatives 2006-2007

Peace Operations: IFOR in Bosnia 1995-1996

Peace Operations: KFOR in Kosovo 1999-2000

Small Natural Disaster: Elbe River Flood 2002

Small Natural Disaster: Golden Phoenix 2007

Small Natural Disaster: Strong Angel III 2006

Major Natural Disasters:  Katrina 2005

Major Natural Disasters:  Pakistan Earthquake 2005

Major Natural Disasters:  Tsunami 2004

ELICIT Experimentation Edge vs. Hierarchy 2006-2008

     

Case Studies and Experiments

By drawing upon this wide variety of  relevant evidence SAS-
065 was able to conduct an extensive assessment regarding the 
clarity, utility, and validity of  the NATO NEC C2 Maturity 
Model. These efforts were all conducted prior to the Peer 
Review Workshop, which provided an opportunity for addi-
tional practitioners and experts to assess the model and make 
suggestions for its improvement and refinement.

Evolution of Command and Control

The term command and control is clearly a product of  the Industrial 
age. The first use of  the term as we understand it appears to be 
by Jomini9 in The Art of  War, when he entitles a section of  the 
book, “The Command of  Armies and the Supreme Control 

9. Baron Antione Henri de Jomini, The Art of  War. New York, NY: Greenhill 
Press, 1838. Chapter 2, Article 14. “The Command of  Armies and the Supreme 
Control of  Operations.” Precis de l’Art de Guerre. 1996.
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of  Operations.” It emerges as a term of  art around the middle 
of  the last century when President Truman instructs General 
MacArthur to “take command and control of  the forces.”10 
Prior to this, command was always associated with a commander 
(an individual) and a headquarters (a management team). Even 
the idea of  a formal staff  does not emerge before Gutaavus 
Adophus (1594-1632) and modern staff  structures not until 
Napoleon Bonaparte.11 Since the concept of  command was 
traditionally anthropomorphised (interpreted as embodied 
in a human), the term command became associated with the 
authority vested in a commander and the study of  command 
involved how particular commanders exercised this authority. 

Unfortunately, many official definitions continue to be focused 
on the authorities associated with command, not on the what 
and the how of  what needs to be accomplished.12 Since the 
term command has become personalised, each commander is 
expected to have an individual style which is a reflection (an 
instance) of  the art of  command. This approach to command 
fits well with the hierarchical nature of  military organisations 
both in the Industrial Age and in prior ages, when command-
ers were often royal or political figures representing or being an 
embodiment of  the state. 

10. MacArthur, Douglas, Reminiscences, McGraw-Hill, New York, 1964.
11. Alberts and Hayes, Planning: Complex Endeavors. Chapter 3.
12. Alberts and Hayes, Command Arrangements for Peace Operations. Washington 
DC: CCRP, 1995 pp. 5-6; Alberts and Hayes, Understanding Command and Control. 
Chapter 4; NATO Glossary: http://www.nato.int/docu/glossary/eng/15-main.
pdf  & http://www.dtic.mil/doctrine/jel/other_pubs/aap_15_04rev1.pdf  ; BiSC 
C2 Plan: Bi Strategic Commands (NATO), the coordinated position of  the two 
Strategic Commands: Allied Command Europe (ACE) and Allied Command 
Atlantic (ACLANT).

http://www.nato.int/docu/glossary/eng/15-main.pdf
http://www.nato.int/docu/glossary/eng/15-main.pdf
http://www.dtic.mil/doctrine/jel/other_pubs/aap_15_04rev1.pdf
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This commander-centric view of  what is after all a set of  functions 
required for mission success is totally antithetical to the way in 
which these functions need to be accomplished in 21st century 
complex endeavours.13 These civil-military endeavours are nec-
essary because no single entity has the wherewithal to succeed. 
For a variety of  reasons no single entity will be “in command.” 
Hence, a commander-centric view makes no sense. 

This reality and the opportunities provided by Information Age 
concepts and technologies have stimulated calls to rethink com-
mand and control.14 Rethinking command and control does 
not mean discarding everything we have learned. On the con-
trary it means revisiting assumptions and building upon what 
remains valid. Without competent command and control, mili-
tary operations would never have succeeded in the past, par-
ticularly the very large operations that have been undertaken. 

Modern command and control organisations trace their ori-
gins to Napoleon who is credited with the development of  the 
first modern military headquarters and the associated creation 
of  a “modern” command staff.15 At this point, the functioning 
of  a command staff  became a subject of  analysis. Different 
militaries had different approaches to headquarters organisa-
tion and correspondingly different approaches to the way in 
which intent was expressed and control was exercised.16 

13. Alberts and Hayes, Planning: Complex Endeavors; Hayes. “It’s an Endeavor, Not 
a Force.” 
14. Alberts, “Agility, Focus, and Convergence: The Future of  Command and 
Control.” 
15. Alberts and Hayes, Planning: Complex Endeavors.
16. Alberts and Hayes, Command Arrangements for Peace Operations. pp. 77-125.
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It was not until the middle of  the century, following Napoleon’s 
staff  innovations that the term command and control began 
to be widely used. This raised the question of  what the addi-
tional term control meant. Several explanations have been pro-
vided. One view maintains that the term command referred to 
what a commander does and the term control was associated 
with how the “will” of  the commander became translated into 
instructions and promulgated throughout forces by the com-
mand staff.17 This view parses the term the art and science of  com-
mand and control with command being the art while control is the 
science.18 The control (or scientific) aspect of  command and con-
trol fit well into an Industrial Age perspective that assumed that 
organisations and situations could be adequately represented 
as a machine, albeit a complicated one. Given that machines 
behaved according to a knowable set of  rules, results could be 
controlled scientifically. 

This resulted in, until very recently, a bifurcation of  inquiry 
where the study of  commanders and their behaviours con-
tinued to be a subject for military historians and the study of  
control became fair game for a variety of  scientific disciplines. 
Two disciplines dominated this academic space. The first 
was, as seems fitting, Control Theory and the related field of  
Cybernetics. The second was Decision Making. 

17. Bolger, MAJ Daniel P., Command or Control, Military Review. July 1990. pp. 
69-79.
18. Schoffner, LTG Wilson A., Future Battlefield Dynamics and Complexities Require 
Timely Relevant Information. PHALANX: The Bulletin of  Military Operations 
Research. March 1993. pp. 1, 31-35.
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Examples of  the way the C2 problem was formulated in 
Control Theory can be found in the classic work by Lawson,19 
Wohl,20 Levis and Athans,21 and the development of  HEAT 
(the Headquarters Effectiveness Assessment Tool)22 and its 
Army counterpart, ACCES (the Army Command and Control 
Evaluation System).23 All these specific approaches evolved from 
work reported to or building on a significant symposium organ-
ised by the Joint Directors of  Laboratories in 1989. In essence, 
they decompose the military process into steps required for 
controlling a battlespace—monitoring the situation, developing 
situational awareness and understanding, developing courses 
of  action, decision making that selects among the courses of  
action, developing and promulgating guidance to implement 
those decisions, and establishing mechanisms for feedback that 
allow the cycle to be continuous by monitoring the situation 
during implementation. They also posit that the purpose of  
command and control is to (a) reduce uncertainty and (b) gain 
control over specific parts of  the situation (casualty ratios, key 
terrain, etc.). These approaches proved effective when examin-

19. Lawson, Joel S. Jr. “Naval Tactical C3 Architecture 1985-1995,” Signal, Vol. 
33, No. 10, Aug. 1979, pp. 71-76; Lawson, Joel, S. Jr. “Command Control as a 
Process” Proc. IEEE Conference on Decision and Control, Albuquerque, N.M., 
Dec. 1980. Naval Electronic Systems Command, Washington, DC, USA ISSN: 
0272-1708, pp. 5-11. 
20. Wohl, Force Management Decision Requirements for Air Force Tactical Command and 
Control, 1981.
21. Levis, Alexander and Michael Athans, The Quest for a C3 Theory: Dreams and 
Realities, August 1987.
22. HEAT User’s Manual. McLean, VA: Defense Systems, Inc., 1984. 
Headquarters Effectiveness Program Summary Task 002, Prepared for 
C3 Architecture and Mission Analysis, Planning, and Systems Integration 
Directorate, Defense Communications Agency. McLean, VA: Defense Systems, 
Inc., 1983.
23. Hayes, Layton, Ross, and Girdler. An Evaluation of  the Army Command and 
Control Evaluation System (ACCES) and Recommendations to Enhance the Measurement 
System, 1990.
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ing Industrial Age conflicts where situations could be decom-
posed into manageable arenas (e.g., intelligence, logistics, and 
planning) and where those situations had enough manageable 
parameters that they could be addressed as relatively closed, 
engineering type problems.

Examples of  how Decision Making was seen as the key to stud-
ying C2 included the work of  Janis on Groupthink,24 Klein on 
Recognition Primed Decision Making (RPD)25 and Naturalistic 
Decision Making, Weick on Sensemaking,26 and theorists who 
see command as the key issue such as Allard and Pigeau and 
McCann.27 These approaches emphasise the nature of  the 
decisions being made and the individuals making them. They 
place the burden on understanding how people make decisions 
(from cognitive psychology to theories of  learning and knowl-
edge), and the limits of  individual cognition. The implication 
of  this school of  thought is to focus analyses of  C2 inward—on 
the processes and people involved. This has the natural impact 
of  failing to recognise when situations or adversaries are truly 
complex and inherently not knowable. Like Control Theory, 
this classic approach should not be ignored, it represents a part 
of  the understanding needed to analyse command and control. 
However, complex endeavours require a larger perspective and 
a broader understanding of  what is needed for success. These 
approaches focus on the individual and well-practiced manage-
ment processes. However, no one individual or management 

24. Janis, Irving. Groupthink: Psychological Studies of  Policy Decisions and Fiascoes, 1982.
25. Klein. Sources of  Power: How People Make Decisions, 1998; Klein and Salas. 
Linking Expertise and Naturalistic Decision Making, 2001.
26. Weick and Sutcliffe, Managing the Unexpected: Assuring High Performance in an Age 
of  Complexity, 2001.
27. Allard, Kenneth C., Somalia Operations: Lessons Learned, Institute for National 
Strategic Studies, 1995; Pigeau and McCann. “Re-conceptualizing Command 
and Control.” Canadian Military Journal, 2002.
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team would hope to successfully engage a complex endeavour 
alone. Complex endeavours necessarily require multiple indi-
viduals and teams with a broad range of  expertise and capa-
bilities working together toward complementary goals. This is 
a key challenge of  complex endeavours.

During the latter part of  the 20th century, technology became 
an increasingly important consideration. Communications 
technology became so important that the term command and 
control or simply C2, became C3 for Command, Control, and 
Communications. The Information Age dawned and with it 
the term for C3 evolved to C3I (the I for Intelligence) and again 
to C4I (the fourth C for Computers). The study of  command 
and control evolved along with the language. There was an 
increasing emphasis put on communications-related metrics 
such as the probability of  correct message receipt (PCMR) and 
measures of  information throughput.28 The focus of  research 
during this period moved from a preoccupation with a com-
mander to a preoccupation with C2 (C3, C3I, C4I) systems. 
Unfortunately, this remains to be the case today, although there 
is significant activity beginning to be focused on team, group, 
and collective behaviours related to accomplishing the func-
tions associated with command and control. 

Despite this emerging focus on collective behaviours, the bulk 
of  research and analysis of  command and control systems has 
and continues to be commander-centric and the related decision 
making processes. In the Industrial Age, command was all 

28. PCMR, see: Bjorklund, Raymond C., Dollars and Sense of  Command and Control, 
NDU Press, 1995; Perry, Walter, David Signori, and John Boon, “A Methodology 
for Measuring the Quality of  Information and Its Impact on Shared Awareness,” 
RAND, 2004; and Headquarters Effectiveness Assessment Tool “HEAT”User’s 
Manual, McLean, VA: Defense Systems Inc., 1984.



20		 NATO NEC C2 Maturity Model

Orientation

about the commander. In the Information Age the emphasis 
shifted to technical systems. However, these systems were con-
ceived, designed, and operated as essentially one-way roads of  
information to a commander or the command staff. The only 
decisions considered worthy of  attention were those made by 
a commander or the command staff. This kept the tradition of  
the art of  command and a commander-centric view in place, driving 
how communications and information systems and command 
and control processes were conceived and studied.

21st century mission challenges in the form of  complex endeav-
ours and the continued maturation of  networking (social, com-
munications, information) concepts, technologies, and services 
combined to create a schism between the ways in which com-
mand and control was conceptualised, studied, and practiced 
and what was required for success. This disconnect is not lim-
ited to the military. Networking capabilities have not only fun-
damentally changed the economics of  information29 but they 
have also changed the way individuals and organisations relate 
to one another. The idea that military institutions in general 
and command and control in specific should co-evolve with 
advances in information-related technologies30 was central to 
a new theory of  warfare, Network Centric Warfare (NCW), as it 
was coined in the United States.31 NCW suggested a new rela-
tionship between those in positions of  command and those 
responsible for the large variety of  functions that need to be 
accomplished in military operations. As a consequence, ideas 
that foreshadowed the conceptualisation of  NCW such as 

29. Alberts, Garstka, and Stein. Network Centric Warfare. Washington, DC: CCRP, 
1999.
30. Alberts, Garstka, Hayes, and Signori. Understanding Information Age Warfare. 
Washington, DC: CCRP, 2001.
31. Alberts et al., Network Centric Warfare; Network Centric Warfare 
Department of  Defense Report to Congress. Washington, DC, 27 July 2001. 

http://www.defenselink.mil/cio-nii/docs/pt2_ncw_main.pdf
http://www.defenselink.mil/cio-nii/docs/pt2_ncw_main.pdf
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information being freed from the chain of  command32 and questions 
that challenged the existence of  a single chain of  command,33 set the stage 
for the lynch pin of  NCW, self-synchronisation.34 The next step in the 
process of  making the study of  command and control less per-
sonalised was the change in the term commander’s intent to com-
mand intent.35 This change highlighted both the fact that there 
are many decision makers (or commanders) in any battlespace 
or complex endeavour and the fact that no single person is in 
charge or “in command” during complex endeavours.36 

While NCW suggested a new way of  looking at how to accom-
plish the functions associated with command and control, many 
chose to focus on providing the information infrastructure to 
support network-centric operations, thereby neglecting the 
need to explore new approaches to command and control. The 
term NEC, Network Enabled Capability, adopted by NATO 
and several countries, is aimed at emphasising capability rather 
than the infrastructure. 

The lack of  attention on the co-evolution of  cognitive and 
social processes demanded a response. The articulation of  a set 
of  Power to the Edge principles and related policies37 was such a 
response. Power to the Edge directly addresses the seismic shift 

32. Alberts, The Unintended Consequences of  Information Age Technologies. CCRP, 1996. 
pp. 15-20, 33-40; Alberts and Hayes, Power to the Edge.
33. Mauer, Coalition Command and Control, NDU Press, 1994; Allard, Somalia 
Operations: Lessons Learned; Hayes, Margaret and Gary Wheatley. (eds). Interagency 
and Political-Military Dimensions of  Peace Operations: Haiti—A Case Study, 1996; 
Alberts and Hayes, Command Arrangements for Peace Operations, pp. 77-125.
34. Alberts et al., Network Centric Warfare, pp. 87-114; Alberts et al., Understanding 
Information Age Warfare, Chapter 9.
35. Alberts and Hayes. Understanding Command and Control. p. 38.
36. Hayes, “It’s an Endeavor, Not a Force”; complex endeavours definition, see 
footnote 4 .
37. Department of  Defense, Net-Centric Data Strategy. May 9, 2003. 

http://www.dodccrp.org/html4/journal_v1n1.html
http://www.defenselink.mil/cio-nii/docs/Net-Centric-Data-Strategy-2003-05-092.pdf
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in relationships that is required to leverage shared awareness to 
foster self-synchronisation and achieve dramatic improvements 
in mission effectiveness. Power to the Edge thus explains what 
NCW left to the imagination, that is, the “magic” that connects 
the links in the Network-Centric Value Chain.38 

From a theoretical and analytic point of  view, the emergence 
of  NCW and Power to the Edge focused attention on a new set of  
independent variables including but not limited to those vari-
ables that specify a particular approach to C2.39 The idea of  a 
C2 approach space that includes non-traditional approaches 
to military organisation moves C2 organisation and doctrine 
from an assumption to a treatment in the experimentation sense. 
Without this shift in the conceptual framework, there would be 
no feasible solution to the problem of  civil-military coalition 
command and control or what is called “collective command 
and control.”40 

Another development has contributed to the re-conceptuali-
sation of  command and control. This development strikes 
at the assumption that one can optimise C2 or employ a C2 
approach that is optimal for the given situation. One cannot 
and should not think about optimising command and control in 
the 21st century. There is no single approach, no best system 
design or configuration, no best process for all situations and 
circumstances. Uncertainty in the mission space and complex-
ity in the environment, the effects space, and the complexity 
inherent in a collective dominate.41 Thus, rather than trying to 

38. Alberts and Hayes, Power to the Edge.
39. Alberts and Hayes, Understanding Command and Control. p. 75, figure 11 and p. 
82, figure 13; Alberts and Hayes, Planning: Complex Endeavors.
40. NATO SAS-065 Research Task Group, NATO NEC C2 Maturity Model 
Overview. Oct 28, 2008. p. 4.
41. Alberts and. Hayes, Understanding Command and Control, p. 77, figure 12.
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optimise one needs to focus on agility.42 To engineers and ana-
lysts this development creates both a fundamental challenge 
and an opportunity. The challenge is to rethink an approach 
and process that assumes a level of  understanding that simply 
is not present in most relevant efforts. 

Language 

The fundamental changes in the way we need to think about 
command and control call into question the very language we 
have used to talk about C2 and, in fact, the term itself. 

The term command and control, although used by a number 
of  communities, is primarily associated with military organisa-
tions and operations. Therefore, there is a large community 
that understands this term as it is defined by military organisa-
tions. At present, the way that command and control is defined 
by NATO43 is based upon traditional military practice, practice 
that is based upon a number of  organisational and doctrinal 
assumptions that do not hold in the case of  complex endeav-
ours. This creates a semantic problem. If  one continues to 
use the term command and control to talk about the way col-
lections of  entities could interact and work toward a shared 
objective, many people will think that these collectives are to 
be expected to organise and behave as if  they were traditional 
military organisations. This is clearly not the case. In fact, busi-
ness communities, non-governmental organisations and many 
interagency partners perceive the term command and control 
to imply a rigid hierarchy, information flows that move from 

42. Alberts, Agility, Focus, and Convergence: The Future of  Command and 
Control. 
43. NATO Glossary: http://www.nato.int/docu/glossary/eng/15-main.pdf  and 
http://www.dtic.mil/doctrine/jel/other_pubs/aap_15_04rev1.pdf.

http://www.dodccrp.org/files/IC2J_v1n1_01_Alberts.pdf
http://www.dodccrp.org/files/IC2J_v1n1_01_Alberts.pdf
http://www.nato.int/docu/glossary/eng/15-main.pdf
http://www.dtic.mil/doctrine/jel/other_pubs/aap_15_04rev1.pdf
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the bottom to the top, and guidance that flows from the top 
to the bottom as well as centralised decision making. This, of  
course, represents only one way to accomplish the functions 
associated with command and control. 

To avoid this confusion, we need to think differently about 
what the term command and control means at a minimum 
or introduce a different term that refers to the ways in which 
the functions that are normally associated with the practice of  
command and control could be accomplished. Continuing to 
use the term command and control but defining it in non-tra-
ditional ways is likely to cause confusion among many readers. 
Thus, if  a new term can be found that captures the intended 
concepts, this may be preferable.

The term focus and convergence has been suggested,44 where 
focus is meant to convey the idea that a collection of  entities 
share an understanding of  a situation and some degree of  col-
lective purpose and where convergence is meant to refer to the 
ability of  the collective to apply information and resources to 
make progress and achieve this collective purpose. 

Focus and convergence relates to the term command and con-
trol in the following manner. Focus and convergence can be 
achieved by traditional approaches to command and control, 
but can also be achieved by new approaches to accomplish-
ing the functions associated with command and control. Thus 
focus and convergence includes but is not limited by the cur-
rent practice of  command and control. 

44. Alberts, Agility, Focus, and Convergence: The Future of  Command and 
Control. 

http://www.dodccrp.org/files/IC2J_v1n1_01_Alberts.pdf
http://www.dodccrp.org/files/IC2J_v1n1_01_Alberts.pdf
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The intent of  the NATO NEC C2 Maturity Model was clearly 
not to limit the options to current practice but to describe the 
full range of  possible C2 approaches to achieving focus and 
convergence of  complex endeavours. Thus there will be C2 
maturity levels that include non-traditional approaches to com-
mand and control [or more accurately, new approaches to 
accomplishing the functions associated with command and 
control]. As discussed in the next section, properly understood 
network-centric approaches to command and control involve 
the ability to readily transition between traditional and non-
traditional approaches. However, being able to develop and 
adopt these approaches is critical to achieving a mature NEC 
adequate to meet anticipated mission challenges. 

To minimise difficulty for readers who, on the one hand are 
steeped in military terminology or on the other hand, come 
from non-military backgrounds and organisations, we have 
chosen to (1) continue to title the document NATO NEC C2 
Maturity Model and use the term C2 maturity levels, (2) use the 
terms focus and convergence when we are referring to the ways 
in which the functions associated with command and control 
could be accomplished, and (3) add focus and convergence in 
places when command and control is used, but not in its tradi-
tional sense. 
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Network Enabled Capability

NATO is committed to developing the capability to conduct 
network enabled operations.45 The ability to conduct such oper-
ations, referred to as NEC46 or Network Enabled Capability, is 
considered critical for mission success in the challenging com-
plex civil-military operations that have been described above 
and will challenge NATO in the 21st century.

The accumulating evidence points to the operational value of  
NEC.47 As a result, a number of  NATO nations are committed 
to increasing their levels of  Network Enabled Capability. The 
competitive advantage of  NEC derives from a value chain, 
depicted below (see Figure 1), that begins with a robustly net-
worked force or, in the case of  complex endeavours, with a set 
of  participating entities that are connected. If  these participat-
ing entities are willing and able to share information and to 
collaborate in the Information and Cognitive Domains, they 
can create improved information positions (individually and 
collectively), turn their improved information positions into 

45. At their meeting in Nov 2002, in the weeks prior to the Prague Summit, 
the NATO C3 Board (NC3B) agreed that there was a need to develop a NATO 
concept to adapt national initiatives such as the U.S. Network-Centric Warfare 
(NCW) and the U.K. Network-Enabled Capability (NEC) to the NATO context. 
This NATO concept is referred to as “NATO Network Enabled Capability” 
(NNEC). In 2003, nine NATO nations launched a two-year feasibility study on 
Network Enabled Capability. http://www.nato.int/docu/pr/2003/p03-135e.
htm (2006).
46. Different nations have different terms for NEC such as Network Centric 
Operations and Network Enabled Operations.
47. Network Centric Warfare Department of  Defense Report to Congress 
(Washington: CCRP, 2001).

http://www.nato.int/docu/pr/2003/p03-135e.htm
http://www.nato.int/docu/pr/2003/p03-135e.htm
http://www.defenselink.mil/cio-nii/docs/pt2_ncw_main.pdf
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improved awareness and understanding,48 and develop high 
levels of  shared49 awareness and understanding across a col-
lective. Achieving a significant amount of  shared understand-
ing enables a collective to be more agile and span more of  the 
C2 approach space, which is needed to realise higher levels of  
NEC capability. Higher levels of  C2 maturity and NEC capa-
bility promise to be both more effective and more agile.

Figure 1: 

Information Domain
Cognitive

 

Domain

Physical

 
Domain

Social Domain

Figure  NCW Tenents

 

nd t eir e ationshi s

AwarenessQuality of

 

Information

Shared

 

Awareness
Robustly

 

Networked

 

Endeavour
Information

 

Sharing

Shared

 

IntentCollaboration

Self-

 

Synchronisation
Misson

 

Effectiveness

Network Centric Value Chain

48. Awareness and understanding are two different measures. Awareness refers 
to perceptions of  a current situation and what it is becoming, while understanding 
goes beyond awareness and includes perceptions of  a larger picture including 
cause and effect as well as temporal dynamics. See Understanding Command and 
Control, Chapter 3.
49. Shared as used in the terms shared awareness and shared understanding connote 
entities having similar (but not necessarily exactly the same) perceptions and 
interpretations of  available information. Thus, in order to achieve a useful 
level of  shared awareness and shared understanding, the information shared 
must include not only situational information but also information that reflects 
cultural aspects of  and experiences relevant to the situation so that entities can 
better understand the filters and models being employed. 
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Thus, new network-enabled command and control concepts 
and capabilities are critical to the success of  operations. The 
need to achieve higher levels of  C2 maturity (i.e., the ability 
to appropriately span the C2 Approach Space) has been rec-
ognised at the highest levels of  NATO. This need is not simply 
a reflection of  a desire to leverage advancing technology but 
instead a recognition that more capable C2 approaches are 
needed to meet mission challenges. Of  course, not every mis-
sion will require the most capable C2 approaches and sophisti-
cated processes and technologies. Since there are both benefits 
and costs associated with operating a given C2 approach, there 
will not be a one-size-fits-all solution. Different C2 approaches 
will be most appropriate for different kinds of  missions and 
circumstances. Thus, the appropriate C2 approach is what is 
sought, not simply an Edge C2 approach all the time. On the 
other hand, the highest C2 Maturity Level 5 is always sought 
because this level contains all possible C2 approaches and the 
ability to transition between approaches depending on the situ-
ation. This idea is supported by a number of  case studies.

The new C2 approaches required for NATO’s most complex 
and dynamic missions will differ in fundamental ways from tra-
ditional C2 practices. Transforming traditional military organ-
isations into network-enabled ones will require the co-evolution 
of  doctrine, organisation, training, education, materiel, and 
network-centric approaches to command and control. This will 
take considerable time and effort. Therefore, it is important 
to define interim milestones on the road to a more network-
centric C2 approach. 
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NATO has defined five such milestones representing increasing 
levels of  operational capability. Each succeeding level is related 
to increasing the coherence of  the operation or endeavour. 
These five levels, in increasingly degrees of  capability, are:

•	 Stand alone (Disjointed) operations;
•	 De-Conflicted operations;
•	 Coordinated operations;
•	 Integrated operations; 
•	 Transformed (coherent) operations. 

Increasing C2 maturity levels are required to support levels of  
increasing operational capability. This is described in detail 
later in this report. These five levels and their relationship to 
the NEC operational levels are depicted in Figure 3. 

C2 in the Context of a Complex 
Endeavour (Collective)

Our emphasis is on the collective rather than the individual 
entities within the collective. However, the application of  the 
NATO NEC C2 Maturity Model (N2C2M2) that we have 
adopted is fractal in nature. That is, the structure of  the set of  
entities is basically the same regardless of  the scale at which the 
entities are considered. This is illustrated in Figure 2, where the 
basic structure consists of  entities linked to each other through 
their interactions. Although the basic structure is the same at 
each scale or level, the nature of  interactions may be qualita-
tively different. As an example of  the differences at the various 
entity levels, we might consider collectives (the overall coalition 
and larger group of  contributors), organisations (military and 
civilian), and teams (military units). 
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Figure 2: 
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Collective—Multiple loosely-coupled organisations may 
work together if  in their best interest, or sometimes for the 
greater good or a collective purpose. Note that the links may 
be less robust with less of  a central tendency. The organi-
sations bring their specific and complementary capabilities. 
They may also have different intent as well as different C2 
maturity levels. A collective matures primarily by growth 
(given enough time working together) and less so by deliber-
ate design (legislation, policy, and training).

Organisation—Multiple teams bound by a common 
vision, a common mission, core values, monetary incentives, 
business rules, legislation, policy, well-established commu-
nication and interaction, and some degree of  shared intent 
required to achieve the mission and realise the vision.

Team—Multiple people work together with high levels of  
common intent towards a common objective. They train 
together and develop a common work culture. The team typ-
ically consists of  a leader and followers who fully understand 
each other’s competencies, authorities, and responsibilities.

Although the N2C2M2 can be applied across a number of  
organisational levels, how it is applied still depends on the 
specifics of  the entities and the environment in which they 
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operate. We have focused on complex endeavours involving 
government, non-government, indigenous and international 
organisations. That is, the case studies we considered covered a 
wide set of  entities working in a variety of  environments. 

Conceptual Model

Conceptual models are representations of  how we think about 
something.50 They are built from concepts. A concept is:

•	 “A general idea derived or inferred from specific 
instances or occurrences;

•	 Something formed in the mind, a thought or notion.”51

Concepts can be used to capture the essence of  sets of  concrete 
objects (for example, tables or chairs) as well as to deal with 
abstracts sets such as the physical, informational, cognitive, and 
social domains in the study of  command and control.

Models are representations of  reality. They can be iconic (phys-
ical instantiations that are generally smaller than the object of  
interest) or conceptual. Iconic models include toys, and physi-
cal models of  ships or planes used to study alternative designs 
in artificial environments such as wind tunnels and artificial 
waterways, which are in themselves, iconic models. Conceptual 
models are made up of  abstractions or concepts, but they must 
include relationships posited between those concepts or ideas. 
Indeed, the relationships themselves are also concepts. They 
might include:

50. Alberts and Hayes, Understanding Command and Control, p. 17.
51. American College Dictionary, Third Edition, Boston: Houghton Mifflin 
Company, 1997.
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•	 A simple statement that two or more concepts are 
related or influence one another;

•	 A statement that includes the direction of  influence;
•	 A statement that includes the valence of  the 

relationship;
•	 A statement that includes the strength of  the relation-

ship (which can be ordinal, interval, or ratio in nature);
•	 Statements about the conditions under which the 

relationships between the concepts will change or be 
different. 

Given that the concepts in a model can take different values, 
they become variables when used to explore the model, explain 
cause and effect within it, or make predictions about it under 
different circumstances. This is why a conceptual model is con-
sidered a vital part of  any experiment design.

Conceptual models describe the generic structure of  spe-
cific categories of  problems, systems, or processes in qualita-
tive terms as a guideline for their analysis and assessment in 
a specific context or application. To this end, generic concep-
tual models must be instantiated by describing the controlla-
ble and uncontrollable variables, and their relationships, that 
influence the problem solution or performance of  systems and 
processes in the respective specific context. Together with the 
context-related assumptions and constraints on the variables, 
and high-level Measures of  Merit (MoM), the problem-specific 
conceptual models provide the basis for a structured qualitative 
assessment and, if  available data permits, also the development 
of  “executable” models. 
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Executable models specify the conceptual models in terms 
of  mathematical and logical functions and, transformed into 
computer code, may be used to generate, via computational 
or simulation experiments, numerate results to support a more 
comprehensive search for problem solutions than a purely 
qualitative assessment permits.

What is necessary for a Conceptual 
Model to be Useful for Research 
and Development?

Conceptual models are easy to create. However, research, devel-
opment, and operational applications require that we demand 
more than speculation. The dominant quotation on the subject 
is “all models are wrong, some are useful.”52 To be useful, a 
conceptual model must have several particular attributes.

•	 Clearly defined assumptions and limitations; 
•	 Be made up of  clearly defined variables;
•	 Explicitly identify cause and effect;

•	 Specify independent variables;
•	 Specify controllable and uncontrollable variables;
•	 Specify dependent variables;

•	 Be seen as a valid representation of  the phenomenon of  
interest;

•	 Be limited to those factors considered essential to the 
purpose at hand.53

52. Box and Draper, 1987, p. 17. 
53. Alberts and Hayes, Understanding Command and Control, ch. 3.



34		 NATO NEC C2 Maturity Model

Orientation

However, conceptual models are not executable. Rather they 
provide the ideas needed to develop executable models and 
simulations. The modellers must add the precision and dynam-
ics needed for those applications.

Properly constructed, “conceptual models represent our cur-
rent state of  understanding and provide a firm foundation 
to test and improve our understanding.”54 The NATO C2 
Conceptual Reference Model (C2CRM) was intended to serve 
as a point of  departure for researchers, analysts, and exper-
imenters. It currently contains more than 300 variables and 
identifies more than 3000 relationships between and among 
them. It serves as a checklist to ensure that appropriate atten-
tion is given to all the relevant variables and relationships. One 
product of  the SAS-065 work is an update to that model. More 
importantly, the N2C2M2 focuses attention on those specific 
variables and relationships that distinguish different levels of  
C2 maturity and collective C2 maturity. 

The N2C2M2 and the C2CRM are not executable models capa-
ble of  generating data to immediately support assessment tasks 
facing operational and strategic planners in the context of  C2 
for NEC. Rather, N2C2M2 and the C2CRM are generic con-
ceptual models of  C2 systems and processes. Together they 
support the development of  a structured process for the analy-
sis and assessment of  C2 problems in the context of  NEC, in 
general, and its implementation in specific scenarios.

A Maturity Model

A maturity model has the following essential properties:

54. Alberts and Hayes, Understanding Command and Control, p. 30.
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•	 It identifies different levels of  capability that are 
achievable; 

•	 It usually assumes that organisations, as they mature, 
will be able to achieve higher levels of  capability; 

•	 Some maturity models map maturity levels to the 
degree of  achievement and/or to the specific character-
istics of  a number of  key variables; 

•	 The maturity levels must be measurable.

A maturity model is like a map, it helps you determine where 
you are relative to where you want to go. It also identifies places 
along the way that are intermediate destinations on the journey 
to maturity and transformation. Typically the highest levels of  
maturity are desirable for more complex situations.

When planning a journey together with others it is obviously 
important to first know where you and others who are partici-
pating in the journey are located relative to one another. For 
researchers and analysts is it important to be able to recognise 
or create, in experiments, the conditions associated with differ-
ent C2 maturity levels.

C2 Maturity

The Network-Centric Maturity Model55 was designed to 
suggest a strategy that organisations could adopt to improve 
network-centric capability with a set of  milestones that repre-
sented significantly different levels of  capability. These mile-
stones were expressed as maturity levels. The network-centric 
maturity model provided, for the first time, a conceptual tool 
that could be used to understand and assess the emerging body 

55. Alberts et al., Understanding Information Age Warfare, p. 241.
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of  evidence related to the implementation of  network-centric 
concepts. The concept of  C2 maturity is thus relatively recent 
having been introduced less than the decade ago in the book, 
Understanding Information Age Warfare (Alberts, Garstka, Hayes and 
Signori, 2001). The challenge at hand was to provide a means 
of  evaluating the accumulating body of  evidence related to the 
adoption of  network-centric concepts; what in NATO is known 
as NEC. It was well understood that these concepts could not 
be fully instantiated in the near term and that a transition strat-
egy would be required. Further, that during this period of  tran-
sition, organisations should be focused on a series of  measur-
able milestones that were associated with increasing capability 
to conduct network-enabled operations. Thus, a specific level 
of  C2 maturity is associated with a specific set of  capabilities 
that focus an entity or set of  entities and converge on a desired 
set of  outcomes. These are the capabilities formerly included 
in the set of  command and control responsibilities. 

A C2 maturity level allows you to choose from one or more C2 
approaches together with the ability to transition between the 
approaches based on an understanding of  the situation. The 
C2 maturity model is a layered framework consisting of  five 
such C2 maturity levels with increasing maturity as the levels 
increase from one to five.

Thus, C2 maturity in the context of  this model, the N2C2M2, 
equates to a given level of  capability to focus attention and effort 
and converge on desired outcomes in the context of  NEC. A 
higher level of  C2 maturity is equated with increased levels 
of  C2 performance and effectiveness as seen from a network-
centric perspective. 



		  Chapter 2	 37

Orientation

C2 Approach

A C2 Approach can be defined as a specific region within the 
C2 approach space. A region defined by specific ranges of  these 
dimensions: Allocation of  Decision Rights, Patterns of  Interaction, and 
Distribution of  Information. As part of  the C2 maturity model, five 
representative C2 approaches were associated with five specific 
regions of  the C2 approach space. These five C2 approaches 
are: Conflicted C2, De-Conflicted C2, Coordinated C2, Collaborative 
C2, and Edge C2. These regions lie sequentially along the diago-
nal vector of  the C2 approach space, with Conflicted C2 at 
the origin and Edge C2 towards the farthest end of  the C2 
approach space. As an entity moves along this diagonal vec-
tor (from Conflicted to Edge C2), the approach to C2 is more 
network-enabled (or network-centric). The Network-Centric 
Maturity Model56 referred to more network-centric approaches 
as being more “mature.” Since the N2C2M2 adds other con-
ditions for maturity (recognition of  the situation, appropriate-
ness of  various C2 approaches, and the ability to transition), to 
avoid confusion, we have decided to call C2 approaches that 
are nearer the edge more network-centric, rather than more 
mature. Thus, a C2 approach is not equivalent to a C2 matu-
rity level; however they are related. The report illustrates the 
relationship between C2 approaches and C2 maturity levels 
using a toolkit analogy. That is, each C2 maturity level can be 
viewed as a toolkit that has a number of  C2 approaches in it. 
For instance, C2 Maturity Level 1 has only Conflicted C2 in 
it; C2 Maturity Level 2 has only De-Conflicted C2 in it; C2 
Maturity Level 3 has De-Conflicted C2 and Coordinated C2 in 
it; C2 Maturity Level 4 has three C2 approaches in it; and C2 
Maturity Level 5 has all 4 approaches in it.

56. Alberts et al., Understanding Information Age Warfare.
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Agility

Agility is a concept that can apply to entities, systems, and 
material. Agility is discussed in the context of  a force or col-
lection of  entities that are participating in a complex endeav-
our and in the context of  the capability of  the entity or col-
lective to focus and converge. It is the synergistic combination 
of  robustness, resilience, responsiveness, flexibility, innovation, 
and adaptation. 

Force Agility 

Given the increased complexity and dynamics of  the environ-
ment, the effects space, and the collection of  entities involved 
in the endeavour, a corresponding increase in force agility57 is 
required for success (Atkinson and Moffat 2005, Alberts and 
Hayes 2003). Increasing agility requires improving a number 
of  focus and convergence-related capabilities and processes as 
well as changing intra-entity and inter-entity behaviours. For 
example, the ability to share information within and among 
participating entities must be accompanied by changes in 
information sharing behaviours and policies including a move 
from decisions to share based on “need to know” to infor-
mation-sharing decisions based on an understanding of  the 
“need to share.” This change in behaviours will result in the 
enrichment of  peer-to-peer (P2P) interactions (e.g., horizontal 
exchanges and interactions with peer contributing force ele-
ments and other actors). The resulting increases in information 
sharing will improve the quality and accessibility of  available 
information which will, in turn, improve entity awareness and 

57. Force agility is all about maintaining an acceptable level of  effectiveness 
in the face of  changing circumstances. A more detailed definition of  agility is 
provided in (Atkinson and Moffat, 2005; Alberts and Hayes, 2003).
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shared awareness. Peer-to-peer interactions do not replace, but 
are added to the well-established vertical interactions present 
in command hierarchies. Such a development will, for many 
organisations, require a change in culture—both in how infor-
mation is viewed and how individuals/organisations relate to 
one another.

C2 Agility (Focus and Convergence) 

Continuing with the toolkit analogy, agility is the ability to 
select the right tool for the right job. A collective is said to be C2 
agile if  they can recognise the dynamic nature of  the situation 
and apply the appropriate C2 approach. Different approaches 
to C2 involve changes in one or more characteristics of  the 
approach to collective C2 (focus and convergence). This results 
in approaches that correspond to different degrees of  being 
network-centric being located in different parts of  the C2 
approach space (Alberts and Hayes 2007).58 For example, one 
of  the dimensions of  the C2 approach space represents the pat-
terns of  the interaction between and among participants (in this 
case the contributing elements and the individuals and groups 
of  individuals including organisations that comprise them). As 
maturity increases, the nature and frequency of  the interac-
tions that take place between and among the entities increase 
and the focus of  these interactions shift from the Information 
Domain (from sparse to rich exchange of  information) to the 
Cognitive Domain (from low to high degrees of  shared aware-
ness and understanding) and then to the Social Domain (from 
low to high sharing of  resources). These are the key “tipping 

58. Alberts and Hayes, Planning: Complex Endeavors.
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points” leading to qualitatively different NNEC C2 maturity 
levels. Being able to choose among a larger set of  C2 approaches is the 
essence of  C2 agility.

The net result is that entities have the ability to work more 
closely together (as appropriate) as the maturity of  C2 increases. 
An increased ability to work together in the Information and 
Cognitive Domains (to share information and to collaborate) 
can, if  accompanied by an appropriate approach to accom-
plishing the functions associated with command and control 
(management and governance), translate into dramatically 
increased effectiveness and agility. This is, in fact the value 
proposition that forms the basis for network-centric or network-
enabled operations.59

Uses of the Model

There are many potential uses for this maturity model. Among 
these uses are to help organisations and coalitions:

•	 understand their current approach to command and 
control (or management and governance);

•	 determine their level of  C2 maturity;
•	 determine what they need to do in terms of  organisa-

tion, doctrine, process, training, and/or materiel invest-
ments to develop a capability to operate at a more 
mature level;

•	 measure progress; 
•	 understand what is needed to be effective in a greater 

variety of  situations;
•	 develop a strategic C2 vision; 

59.  Network Centric Warfare, DoD Report to Congress; Alberts et al., 
Understanding Information Age Warfare.

http://www.defenselink.mil/cio-nii/docs/pt2_ncw_main.pdf
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•	 create educational and training materials to increase C2 
related awareness and competence;

•	 develop appropriate experiments and/or exercises to 
enhance their ability to employ various approaches to 
C2-related awareness and competency;

•	 understand what C2 approach and level of  C2 maturity 
is appropriate or inappropriate for a given situation;

•	 develop an associated investment plan and roadmap 
to develop a capability to conduct network-enabled 
operations; 

•	 formulate appropriate campaigns of  research and 
experimentation designed to improve our understand-
ing of  command and control.

Thus, the N2C2M2 supports a variety of  users—from senior 
management to project managers, from strategic planners to 
budget analysts, from doctrine developers to commanders in 
the field, and from educators to researchers to analysts. 

We continue, in more detail below, with a discussion of  the 
challenges we face in 21st century operations, explain the rea-
sons why traditional approaches to C2 (management/govern-
ance) are increasingly inappropriate, discuss the implications 
for C2, and document NATO’s commitment to leverage the 
concepts and technologies of  the Information Age by develop-
ing a capability to conduct network-enabled operations. This 
introductory section is thus followed by a discussion of  what 
a maturity model is, how C2 maturity levels map to NNEC 
capabilities, and a description of  the NATO NEC C2 Maturity 
Model (NNEC C2 Maturity Model or N2C2M2) itself; which 
includes how C2 approaches are related to C2 maturity levels. 
Since many terms may not be familiar to readers, a Glossary is 
provided at the end of  the document.
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Introduction

The NATO NEC C2 Maturity Model (N2C2M2) provides 
a framework that can be used to assess appropriateness of  

the C2 approaches and related capabilities possessed by a col-
lection of  entities (both military and non-military). The model 
consists of  five C2 maturity levels that are associated with the 
degree to which an entity or a collective is able to effectively 
conduct network centric operations.

Operating at a higher level of  C2 maturity provides collec-
tions of  entities (or an entity) with a larger set of  C2 approach 
options from among which to employ. Having options is of  lit-
tle value unless one understands which of  the available options 
is appropriate for the situation at hand. Thus, a maturity level 
not only involves being able to select from a particular set of  
C2 approaches but also the ability to recognise the appropriate 
C2 approach and the ability to transition from one approach 
to another, as appropriate. This dynamic applies not only to 
preparing for an endeavour but also during an endeavour as 
required.
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Since increasing command and control capability is not an end 
unto itself, progress towards NEC requires that links be made 
between C2 maturity levels and NNEC capability levels. The 
maturity model establishes these performance-related links.

Knowing where you are is not sufficient for the journey at 
hand. One also needs a roadmap that shows how to get to the 
next step along the way. The N2C2M2 helps in this regard by 
identifying what is needed to move an entity (a nation, or a 
coalition) from one maturity level to the next.

Thus, the N2C2M2 provides a set of  milestones that can be 
used by NATO as well as nations for C2 and NEC planning 
(strategic planning for an expected set of  mission contexts or 
planning for a particular mission). It also provides a set of  met-
rics to measure progress toward the achievement of  a desired 
level of  C2 maturity which, in turn, is required to achieve a 
desired level of  NNEC operational capability.

Mission Context

NNEC and its associated command and control capabilities 
need to be analysed and assessed in a realistic context. Given 
the large uncertainty of  the future operational space, including 
the nature and challenges of  complex 21st century civil-mili-
tary endeavours, agility across this spectrum of  future opera-
tions provides the context for considering the implications of  
operating at each of  the defined C2 maturity and NNEC levels.
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Links Between NEC C2 Maturity Levels and NNEC 
Operational Capability Levels

The degree of  operational coherence (the ability to generate 
synergy across a set of  participants) that can be achieved, as 
reflected by increased levels of  NATO NEC operational capa-
bility, will depend upon the nature of  the command and con-
trol arrangements that exist (both within entities and across a 
set of  entities) and the degree to which the functions associated 
with C2 are achieved (e.g., shared awareness). Thus, the ability 
to command and control60 the endeavour determines the opera-
tional capability level that can be achieved. The five NEC C2 
Maturity Levels and their relationship to the NEC Operational 
Levels61 are depicted below in Figure 3. The horizontal arrows 
imply that a particular level of  C2 maturity is adequate to 
achieve the corresponding NNEC capability level.

60. The word focus has been suggested to replace command for complex 
civil-military endeavours; convergence has been suggested to replace control in 
environments and situations where control is simply not realistic (Alberts, 2007).
61. NNEC Feasibility Study, EAPC(AC/322)N(2006)0002, (2006).

http://antigo.mdn.gov.pt/Defesa/Estrutura/Organigrama/DGAED/DGAED_PDF/NNEC FS Executive Summary_2.0__NU_.pdf
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Figure 3: 
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Outline of  the Section

This section begins with a description of  the three dimensional 
C2 Approach Space, the space of  all possible C2 approaches. It 
then indentifies five representative approaches for accomplish-
ing the functions associated with command and control and 
locates these different approaches in appropriate regions of  the 
C2 Approach Space. Each of  these approaches has, in fact, 
been employed in practice although some have been more 
extensively employed by military and industrial organisations. 
The characteristics associated with each of  these representative 
approaches is then described in some detail along with what is 
required to transition from one approach to another. The sec-
tion concludes with a discussion of  the relative effectiveness of  
these C2 approaches.
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C2 Approach Space

The NATO NEC C2 Maturity Model associates the ability to 
appropriately adopt different sets of  representative approaches 
to accomplishing the functions that are associated with differ-
ent levels of  C2 maturity. Increased C2 maturity corresponds 
to the ability of  an entity to adopt a wider range of  approaches 
to command and control that, in turn, covers a larger portion 
of  the C2 Approach Space. This ability to approach C2 in 
a variety of  ways must be accompanied by an ability to rec-
ognise the appropriate approach. The appropriateness of  an 
approach is determined by the nature of  the situation and how 
it is likely to evolve. The entity must also be able to change its 
C2 approach if  necessary in a timely manner. A particular C2 
approach differs from other approaches along one or more of  
three interrelated dimensions.62 These dimensions are (1) the 
allocation of  decision rights, (2) the patterns of  interaction that 
take place between and among entities, and (3) the distribution 
of  information.

Normally the concept of  C2 approach is applied to a single 
organisation. SAS-065, however, is concerned with complex 
endeavours63. These are endeavours in which there are two or 
more entities present and where one or more of  the following 
conditions exists: the entities have a degree of  common intent; 
the entities are operating in the same space at the same time; 
and, the actions taken by an entity can come into conflict with 
those taken by other entities. The temporal dynamics of  the 
situation and the timeliness requirements associated with a 
response can vary widely.

62. Alberts and Hayes, Understanding Command and Control.
63. See footnote 4.
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Therefore, we will interpret the dimensions of  C2 approach 
from the perspective of  a collective, i.e., the set of  entities engaged 
in a complex endeavour. Thus, while each of  the individual 
entities will have its own C2 approach, the way these entities 
work together (or fail to work together) is what is of  interest. In 
other words, we are interested in collective C2. Looking at C2 
approach from a collective perspective implies the following re-
interpretation of  the dimensions of  a single organisation’s C2 
approach:

1.	Allocation of  decision rights to the collective
In a collection of  entities, the allocation of  decision 
rights reflects the actual rights exercised by the enti-
ties in a complex endeavour. This allocation can be the 
result of  explicit or implicit laws, regulations, roles, and 
practices or it can be as a result of  emergent behaviour. 
The allocation of  the rights of  participating entities to 
the collective can likewise be explicit, implicit or emer-
gent. An allocation of  a right to the collective refers to 
the degree to which individual entities have given up 
their respective rights for the benefit of  the endeavour 
as a whole.

2.	Patterns of  interaction 
among participating entities
Patterns of  interaction between and among participat-
ing entities are a function of  their respective abilities 
and willingness to interact as well as the opportunities 
they have as a result of  the actual occurrence of  inter-
actions and collaborations. Interactions are enabled and 
their quality is enhanced by the ability to have (face-to-
face or virtual) meetings, the connectivity of  the infos-
tructure, and the degree of  interoperability that exists 
between and among a set of  participants (technical, 
semantic, and cooperability).



		  Chapter 3	 49

NNEC C2 Maturity Model

3.	Distribution of  information 
across participating entities 
The distribution of  information across participating 
entities refers to the extent to which the information 
needed to accomplish required tasks is available to each 
participant.

The manner in which decision rights are allocated influences 
who interacts with whom and the frequency and nature of  
the interactions that take place between and among endeav-
our participants. These interactions take place within an entity 
and between and among individuals in different entities. These 
three dimensions form a three-dimensional space, as illustrated 
in Figure 4.

Figure 4: 
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Different regions in this space equate to different approaches 
to collective command and control. Clearly the appropriate-
ness of  a particular approach to command and control, as well 
as the selection of  an option or course of  action, involves a 
consideration of  responsiveness. In the discussions that follow, 
it is assumed that the frequency of  information sharing, the 
frequency of  interactions and, the allocation of  decision rights 
all match mission requirements.

Furthermore, information sharing and other forms of  work-
ing together require willingness on the part of  the participating 
entities. Such willingness is assumed in the discussions that fol-
low. As a practical matter, it is possible that entities will agree 
to operate at a certain level of  maturity but not have or have 
limited willingness to do what is necessary to make the selected 
approach to command and control work. For the purposes of  
this discussion we consider this to be a failure to implement.

C2 Approaches

We have grouped C2 approaches into five classes that are 
described in the following sections. The objectives of  each 
of  these C2 approaches and the implications for information 
sharing, collaboration, and delegations of  decision rights are 
briefly discussed. Note that each entity that is participating in 
a collective is expected to have its own (internal) approach to 
command and control, one that may or may not be compatible 
with the approach adopted (or defaulted into) by the coalition 
or collective.
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Conflicted C2

There is no collective objective. The only C2 that exists is that 
exercised by the individual contributors over their own forces 
or organisations. There is no distribution of  information 
between or among the entities, all of  the decision rights remain 
within each of  the entities, and there are no interactions (in a 
C2 sense) between or among the entities. Given that, the only 
C2 present with Conflicted C2 is the organic C2 within each of  
the entities (see Figure 5).

Figure 5: 
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In the case of  Conflicted C2, all interactions are within individ-
ual entities. That is all of  the interactions that take place occur 
between and among individuals within some entity. Thus, a 
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graph of  the interactions for the collective of  participating 
entities would show a number of  clusters, each corresponding 
to an individual entity with no links between individuals in dif-
ferent entities; in other words, a set of  isolated entity clusters. 
This is illustrated in Figure 6.

Figure 6: 
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Conflicted C2: Interactions for the Collective of Participating Entities

De-Conflicted C2

The objective of  De-Conflicted C2 is the avoidance of  adverse 
cross-impacts between and among the participants by parti-
tioning the problem space. In order for entities to de-conflict 
their intents, plans, or actions, they need to be able to recog-
nise potential conflicts and attempt to resolve them by parti-
tioning across geography, function, echelon, and/or time. This 
involves limited information sharing and limited interactions. 
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It requires that entities give up the freedom to operate without 
any constraints and thus, in effect, agree to delegate those deci-
sion rights that are necessary to ensure de-confliction. It also 
requires that participating entities delegate their rights associ-
ated with operating without any constraints. Instead, partici-
pating entities agree not to act in a manner that violates any 
agreed upon constraint. This is the most limited form of  collec-
tive decision rights in the set of  C2 approaches, which includes 
De-Conflicted, Coordinated, and Collaborative. Given the 
limited nature of  the information exchange and the interac-
tions required, a De-Conflicted C2 approach occupies a small 
region (locus of  points) near the origin of  the C2 Approach 
Space (see Figure 7)

Figure 7: 
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Depicted in Figure 8, De-Conflicted C2 requires minimal, epi-
sodic interactions between and among individual clusters, each 
of  which represents a given participating entity.

Figure 8: 
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De-Conflicted C2: Interactions for the Collective of Participating Entities

Coordinated C2

The objective of  Coordinated C2 is to increase overall effec-
tiveness by (1) seeking mutual support for intent, (2) developing 
relationships and linkages between and among entity plans and 
actions to reinforce or enhance effects, (3) some initial pool-
ing of  non-organic resources,64 and (4) increased sharing in the 
Information Domain to improve the quality of  information. 

64. Non-organic resources refers to resources not owned by participants. These 
include access to bridges and roads, and sharing of  higher level ISTAR and 
logistics.
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Coordination involves more than an agreement to modify 
one’s intent, plans, and actions to avoid potential conflicts. It 
involves development of  a degree of  common intent and an 
agreement to link actions in the various plans being developed 
by the individual entities. This in turn requires a significant 
amount of  information sharing (broader dissemination) and a 
richer set of  interactions, both formal and informal (relative to 
those required for de-confliction), among those in the various 
elements that are involved in establishing intent and developing 
plans. While the interactions required may be quite frequent, 
they do not approach continuous interaction. A Coordinated 
C2 approach requires participating entities be constrained 
by common intent and linked plans. Thus, operating with a 
Coordinated C2 approach requires the delegation of  decision 
rights to the collective that are associated with the coordination 
process and the implementation of  agreements that are a result 
of  this process.

With a Coordinated C2 approach, more decision rights need 
to be allocated to the collective. Specifically, the decision of  
individual entities related to links between and among entities’ 
plans are now collective decisions. Correspondingly, the need 
for interactions, the amount and frequency of  information shar-
ing, and the amount of  shared information are all increased. 
Thus the region of  the C2 Approach Space that corresponds 
to Coordinated C2 occupies a region that extends considerably 
along the information dissemination and interactions dimen-
sions but only a small distance along the distribution of  deci-
sion rights dimension (see Figure 9).
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Figure 9: 
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In Coordinated C2, some clusters of  interactions appear that 
correspond to tasks that involve two or more individual entities 
working together. The number of  links (interactions) between 
and among clusters is still limited and although, more fre-
quent and continuous than in the case of  De-Conflicted C2, 
interactions are periodic, not anywhere near continuous (see 
Figure 10).
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Figure 10: 
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Coordinated C2: Interactions for the Collective of Participating Entities

Collaborative C2

The objective of  Collaborative C2 is to develop significant syn-
ergies by (1) negotiating and establishing collective intent and a 
shared plan, (2) establishing or reconfiguring roles, (3) coupling 
actions, (4) rich sharing of  non-organic resources, (5) some pool-
ing of  organic65 resources, and (6) increasing interactions in the 
Social Domain to increase shared awareness. This approach 
to C2 involves more than common intent; it involves the col-
laborative development of  a single shared plan. The intents 
of  the entities/elements are subordinate to common intent. 
Entities may have other intents as long as they do not conflict 
with, or detract from, common intent. Similarly, entity plans 

65. Organic resources are those owned by a participant. They may include 
vehicles, weapons, and local supplies.
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need to be supportive of  the single integrated plan. Entities 
employing a Collaborative C2 approach accept symbiotic rela-
tionships and are interdependent. Very frequent interactions, 
indeed approaching continuous interactions between/among 
identified individuals/organisations, involving richer and more 
extensive interchange in both the Information and Cognitive 
Domains, is required to establish shared understanding and the 
development of  a single shared plan. Collaborative C2 involves 
a considerable amount of  delegation of  decision rights to the 
collective. However, once common intent has been established 
and an integrated plan has been developed, the collective “del-
egates” back to the entities—the rights to develop supporting 
plans and to dynamically adjust these plans collaboratively.

Thus, Collaborative C2 requires that entities accept significant 
constraints on their plans and actions. This C2 approach cor-
responds to a region in the C2 approach space that extends 
across almost the full range of  information dissemination and 
interaction dimensions and along a great deal of  the decision 
rights dimension (see Figure 11).
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Figure 11: 
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Significant task-related clusters of  entities working together 
form and, in fact, begin to compete with entity clusters. Thus, 
interactions are as much between and among entity clusters 
and within task-related clusters as they are within entity clus-
ters (see Figure 12). The degree of  inter-cluster connectivity 
increases dramatically and can be characterised as rich and 
continuous (or near continuous).
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Figure 12: 
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Collaborative C2: Interactions to the Collective Participating Entities

Edge C2

The objective of  Edge C2 is to enable the collective to self-
synchronise. The ability to self-synchronise requires that a 
rich, shared understanding exists across the contributing ele-
ments. This, in turn, requires a robustly networked collection 
of  entities with widespread and easy access to information, 
extensive sharing of  information, rich and continuous interac-
tions, and the broadest possible distribution of  decision rights. 
Self-synchronisation includes self-organisation. Thus, entities 
or collections of  entities can look and behave as if  they are 
employing other approaches to C2. The key differences are: 
In Edge C2 the rights to decisions are broadly distributed even 
when it appears that decisions are being made by a limited set 
of  individuals or entities. This is because other entities main-
tain their decision rights. In Edge C2, patterns of  interaction 
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are dynamic and reflect the confluence of  mission and circum-
stances. The resulting distribution of  information is emergent 
as a function of  the emergent decision-related and interaction-
related behaviours.

An Edge approach to C2 distinguishes itself  from the other C2 
approaches by replacing deliberate and formal coordination-
collaboration mechanisms with the dynamics of  emergence 
and self-synchronisation. In Edge C2 the entities, enabled by 
a high degree of  shared awareness, widespread access to infor-
mation, and unconstrained interactions, self-synchronise. In 
terms of  the C2 approach space, an Edge C2 approach allows 
the collection of  entities to operate in a region where collective 
decision rights can be dynamically allocated by rich and con-
tinuous interactions and wide-spread sharing of  information 
(the corner furthest from the origin, see Figure 13), a space pre-
viously associated with Edge organisations (Alberts and Hayes 
2003).
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Figure 13: 
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Region of Edge C2

In the case of  Edge C2, the clusters of  entities related to tasks 
dominate. These task-organised clusters are not static as may be 
the case in Coordinated or Collaborative C2, but are in fact 
emergent, being both tailored to the evolving situation and 
dynamic in response to changes in the endeavour and/or the 
environment (see Figure 14).
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Figure 14: 
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Edge C2: Interactions Between and Among Participating Entities

C2 Approaches and the C2 Approach 
Space

Figure 15 summarises the attributes of  each of  the C2 
approaches in terms of  the region they occupy on the C2 
approach space (described by the three variables listed 
across the top). The relationships among the approaches are 
depicted by gaps between Conflicted and De-Conflicted C2 
and Collaborative and Edge C2. Because the exact bounda-
ries are difficult to precisely define, the boundaries between 
De-Conflicted, Coordinated, and Collaborative C2 are illus-
trated by dashed lines (see Figure 15).
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Figure 15: 
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Variables Defining Collective C2 Approach

The first column, the allocation of  decision rights reflects the 
nature and extent of  the decision rights held by individual enti-
ties that are explicitly ceded or transferred to the collective. This 
reallocation of  decision rights may be the result of  a pre-existing 
agreement (as in NATO) or it may be negotiated on-the-fly. 
The second column reflects interactions among participating 
entities, including information sharing across the entities (as 
opposed to within entities) while the third column reflects the 
way information is distributed. An entity’s information posi-
tion (the extent to which it possesses the information needed) 
is determined by the information that an entity has received or 
can access. Given the limited amount of  information organic 
to entities, the ability to develop information positions required 
to develop adequate awareness depends on interactions as well 
as information sharing behaviours.
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A break between Conflicted C2 and De-Conflicted C2 indi-
cates that there is a qualitative difference between, in effect, 
no collective C2 and some form of  collective C2. The fact that 
there is no break between De-Conflicted, Coordinated, and 
Collaborative means that these three approaches differ in the 
degree of  rights allocated to the collective, the nature of  inter-
entity interactions, information sharing behaviours, and the 
degree to which the information positions of  participating enti-
ties differ. Another break, this time between Collaborative C2 
and Edge C2, indicates a qualitative difference in the decision 
rights dimension. Given entities’ willingness to allow dynamic 
distribution of  decision rights to the collective in Edge C2, the 
allocation of  decision rights in this C2 approach is an emergent 
process which results from the peer-to-peer sharing of  informa-
tion, and the dynamic patterns of  interaction that occur. This 
allows for the full sharing of  both organic and non-organic 
resources and the ability to self-synchronise, creating dynamic, 
task-organised groupings of  force as required by the dynamics 
of  the operational context.

As was stated earlier, different classes of  command and control 
approach occupy different regions of  the C2 approach space, a 
three dimensional space with axes66 that correspond to: alloca-
tion of  decision rights to the collective, patterns of  interaction 
among the entities, and distribution of  information across enti-
ties. The five classes of  C2 approach are depicted as different 
regions in the C2 Approach Space (see Figure 16) and are dis-
cussed in the following sections.

66. These axes are not independent. In fact, the allocation of  decision rights 
influence the patterns of  interactions and both of  these in part determine how 
information is distributed.
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Figure 16: 
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C2 Approaches and the C2 Approach Space

Discussion of C2 Approaches

This section is devoted to a discussion of  some of  the implica-
tions associated with adopting the different approaches to C2 
that correspond to different regions of  the C2 Approach Space. 
This discussion begins with a more detailed look at the patterns 
of  interaction between and among participating entities associ-
ated with each of  the C2 approaches. These patterns of  inter-
action directly reflect the actual distribution of  decision rights 
and determine, in large part, the way information flows. The 
resulting distribution of  information, together with the pat-
terns of  interaction and the allocation of  decision rights have 
an expected impact on the effectiveness of  the C2 approach 
and on C2 agility.
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Figure 17 summarises the discussion of  the characteristics of  
the patterns of  interaction associated with each of  the different 
approaches to collective C2.

Figure 17: 
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Characteristics of the Patterns of Interaction by C2 Approach

C2 Approach Transition 
Requirements

The ability to be able to move from regions in the lower left 
of  the C2 approach space to the upper right of  the space 
requires the addition of  one or more key capabilities that, in 
turn, require improvement in the infostructure that supports 
command and control as well as changes in C2 concepts and 
processes. This section identifies some of  these C2 approach-
related requirements.
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From Conflicted to De-Conflicted

C2 Tasks Required: Identification of  potential conflicts and 
resolution of  conflicts by establishing constraints and/or 
boundaries.

Capabilities Required: Limited communications involving lim-
ited individuals and limited information exchanges restricted 
to constraints and seams (strict Information Exchange 
Requirements (IER) on a need-to-know basis).

From De-Conflicted to Coordinated

C2 Tasks Required: Development of  a limited degree of  com-
mon intent and development of  links between and among indi-
vidual plans and actions.

Capabilities Required: Establishment of  a coordination proc-
ess. Requires sufficient communications, information-related 
capabilities involving the appropriate individuals, and neces-
sary information exchanges (fixed IERs on a need-to-know 
basis).

From Coordinated to Collaborative

C2 Tasks Required: Development of  common intent, shared 
understanding and trust, development of  a single integrated 
plan, and parallel development of  entities’ plans that are syn-
chronised with the overall plan.

Capabilities Required: Establishment of  a set of  collaborative 
processes, supported by a sufficiently robust and extensively dis-
tributed collaborative environment available to all appropriate 
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individuals and organisations. A high degree of  interoperabil-
ity in all domains needs to be achieved in order to develop suf-
ficient levels of  shared awareness and understanding (dynamic 
IERs on a need-to-share basis).

From Collaborative to Edge

C2 Tasks Required: Development of  shared intent, awareness, 
and understanding.

Capabilities Required: Power to the Edge principles and associ-
ated doctrine must be adopted, supported by a robust, secure, 
ubiquitous, interoperable, info-structure that extends to all par-
ticipating entities (dynamic IERs on a need-to-share basis).

C2 Effectiveness and C2 Adaptability 
as a Function of C2 Approach

C2 effectiveness can be calculated or assessed in a number of  
ways. For the purpose of  assessing the ability of  a particular 
approach to command and control to support NNEC, the 
creation of  shared awareness and shared understanding are 
of  critical importance. The NEC Value Chain establishes the 
link between these two measures and C2 effectiveness. The 
more network-centric an approach is, the more likely it is to 
develop shared awareness and shared understanding. As a 
result, the approach will be more able to cope with changing 
circumstances.

Figure 18 depicts the measures of  C2 effectiveness that are 
expected to result from employing each of  the C2 approaches 
under consideration.
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Figure 18: 
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Both shared awareness and shared understanding (across par-
ticipating entities) are expected to improve as one moves from 
a Conflicted C2 approach to a De-Conflicted C2 approach 
and so forth. Edge C2 is expected to result in the highest level 
of  shared awareness and shared understanding. As a result, 
Edge C2 is expected to also be more effective than other C2 
approaches. This should not be taken to suggest that Edge 
C2 is always the appropriate approach to C2. The appropri-
ate approach to C2 depends on circumstances. Operational 
effectiveness, not C2 effectiveness needs to be the prime con-
sideration when selecting a C2 approach. Operational effec-
tiveness depends on a number of  factors such as the nature 
and capabilities of  endeavour partners, the challenges at hand, 
and the dynamics of  the situation. Decisions regarding what 
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C2 approaches should be in an entity’s toolkit and which one 
should be selected for a particular endeavour are addressed 
later in this document.

The ability of  C2 to cope with a variety of  circumstances and 
stresses by altering structures and processes (adaptability) is also 
expected to increase as one moves toward the edge corner in the 
C2 Approach Space as a result of  increasing shared awareness 
and understanding. In addition, the emergent behaviours that 
accompany an edge approach to command and control are able 
to be more adaptive because edge organisations can dynami-
cally tailor patterns of  interaction in response to changes in 
the environment more quickly than less network-centric C2 
approaches.





73

Chapter 4

Endeavour Effectiveness

This section looks at the various approaches to C2 in terms 
of  the impact they can be expected to have on mission or 

endeavour effectiveness.

Endeavour Effectiveness 
with Conflicted C2: 

It should be kept in mind that when a Conflicted C2 approach 
is adopted or in place by default, no C2 is being exercised at 
the endeavour or collective level. Each entity is pursuing its 
individual intent and taking independent actions. Entities are 
operating without communicating with or sharing information 
with each other, or engaging in any C2-related interactions. 
This means that there is no way to avoid negative cross-impacts 
between or among participating entities. It also implies that 
some entity actions will, in all likelihood, lead to adverse inter-
actions—actions that interfere negatively with others. In other 
words, some of  the actions of  the independent entities will be 
in conflict and increase costs, degrade effectiveness, or both. 
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At times, the actions of  one entity may prevent, or make more 
difficult or more costly, the accomplishment of  an intended 
action of  another entity. The net result is that the options avail-
able to the individual entities are less than the options available 
if  the individual entities were operating alone in the space. In 
other words, the total is less than the sum of  its parts and, to 
the degree it is less, there are opportunity costs. There may be 
some situations where the probability of  adverse impacts is low, 
the consequences few, and the costs of  adopting a more capable 
C2 approach are high. There may also be times where it is not 
possible (e.g., due to politics or time) to adopt a C2 approach 
that requires a greater degree of  information sharing and col-
laboration. When the probability of  adverse impacts is low, 
this (non)approach to C2 may be suitable. When politics, time, 
or capabilities prevent information sharing, Conflicted C2 is 
just inevitable. For example, in the very early stages of  disaster 
relief  (e.g., immediately post-Tsunami) this may be appropri-
ate. But it has been shown both in our case studies and other 
historical situations that to succeed in these types of  situations 
the C2-related capabilities of  the collective or endeavour C2 
need to evolve over time.

Endeavour Effectiveness 
with De-Conflicted C2: 

Entities that wish to de-conflict must be willing, at a minimum, 
to accept constraints on their plans or actions. In return they 
hope to avoid or remove any adverse cross-impacts. Limited 
peer-to-peer interaction in the Information Domain must be 
sufficient to dynamically resolve potential cross-impacts. Total 
effectiveness in situations where a De-Conflicted approach to 
C2 is taken can approach the sum of  the parts. The main empha-
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sis of  C2 interactions and information flows is still on vertical 
interaction along ‘stove-piped’ chains of  command within each 
entity. 

A De-Conflicted approach to C2 allows partners with differ-
ent levels of  C2-related capability to work together, coexisting 
in the same operational space. The nature of  the constraints 
imposed will vary, but may include the creation of  boundaries 
(exclusive areas assigned to a given entity) along time, geog-
raphy, space, function, and/or echelon lines. These bounda-
ries serve to constrain each entity’s option space. Planning is 
required to establish the initial conditions (the decompositions 
or boundaries). This may be a lengthy process. Should these 
boundaries need to be changed, re-planning is generally cum-
bersome and slow. The boundaries become fault lines and are 
themselves targets; vulnerabilities to be protected. 

This approach to C2 is most appropriate when the situation 
and the response are stable and decomposable in terms of  
objectives, geography, space, time, and function (e.g., there are 
no-cross impacts). Hence the situations that can be effectively 
handled by de-confliction can be complicated, but not complex.

Endeavour Effectiveness 
with Coordinated C2: 

A Coordinated approach to C2 involves seeking opportuni-
ties to generate synergy or symbiosis by linking the plans and 
action(s) of  one entity with those of  another. In this manner, 
actions may reinforce each other in the action spaces or the 
effects spaces. Alternatively, the entities may, in effect, combine 
resources to achieve a necessary threshold for effective action 
or significant effects. Total effectiveness is more than the sum 
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of  the effectiveness of  individual actions. The option space 
expands for participating entities. However, planning time may 
increase as a function of  the number and nature of  the links 
between and among plans. A Coordinated approach to C2 
may make it possible to form ‘task organised’ forces or groups 
with contributions from different entities to simplify interac-
tions across the air, land, and maritime domains, and with 
other non-military actors. This approach to C2 is appropri-
ate for decomposable problems with limited cross-impacts and 
limited synergies resulting from working together. Problems 
may be usefully decomposed by space, time, and/or function.

Endeavour Effectiveness 
with Collaborative C2: 

A Collaborative approach to C2 involves sharing of  resources 
in addition to a requirement for more information sharing and 
interactions between and among the entities. It envisions going 
beyond specific and explicit links between and among plans 
to the collaborative development of  a single shared plan that 
establishes symbiotic relationships. Total effectiveness is signif-
icantly more than the sum of  the effectiveness of  individual 
actions due to the synergies that are created. The option space 
is significantly expanded. Entities plan in parallel basing their 
individual plans on the shared plan. Because of  this, planning 
times may be reduced. 
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Collaborative C2 may involve the use of  positive control67 to allow 
richer peer-to-peer interactions and collaboration. To a far 
greater extent than is present in De-Conflicted or Coordinated 
C2, entities become interdependent. This is made possible as 
a result of  the trust that is developed as a product of  creat-
ing the necessary shared understanding required to generate 
a single plan. As a consequence, risk is pooled (like insurance). 
This approach allows the full implementation of  task organised 
forces and groups across the endeavour. This C2 approach is 
appropriate for problems that are not fully decomposable in 
terms of  objectives, space, time, echelon, and function, and 
thus, for which a holistic approach is desirable.

Endeavour Effectiveness 
with Edge C2: 

Edge C2 is about achieving a high degree of  shared under-
standing and the emergence of  a common (collective) intent. 
It requires a rich and continuous set of  interactions between 
and among participants, involving widespread information 
exchanges to allow the build-up of  shared understanding and 
the ability to self-synchronise. The increased effectiveness that 
can be achieved may be accompanied by a potential reduc-
tion in the total resources required. Furthermore, Edge C2 has 
inherent C2 agility making it required for situations charac-
terised by high dynamics, uncertainty, and complexity. This is 
because Edge C2 includes the ability to create dynamic, task-
organised activities proactively and as required by the changing 
operational context.

67. Positive control allows the superior commander (military or civilian) to 
be informed of  such interchange, and to intervene only when he/she can see 
that such an interchange would not match with higher level, more strategic 
requirements.
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Endeavour Effectiveness And C2 
Agility Across C2 Approaches

Figure 19 summarises the return in terms of  endeavour effec-
tiveness that can be expected from operating with the different 
approaches to C2. 

Figure 19: 
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Components of C2 Maturity

C2 Maturity is a function of  the:

1.	C2 approaches in an entity’s C2 toolkit;
2.	ability to recognise when each of  the tools or C2 

approaches in the toolkit are appropriate; 
3.	ability to adopt or transition to the appropriate C2 

approach.

C2 Toolkit

Having more than one way to accomplish the functions asso-
ciated with command and control has long been a desirable 
capability for militaries (or for that matter any organisation or 
collective). The greater the choices available, the better able 
an entity is to match its operations to the challenges it faces. 
Theoretically there are a very large number of  possible C2 
approaches, since each point in the C2 approach space corre-
sponds to a different approach to C2. The N2C2M2 groups C2 
approaches of  interest into five specific regions: Conflicted C2, 
De-Conflicted C2, Coordinated C2, Collaborative C2, and Edge C2. 
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The N2C2M2 consists of  five maturity levels, Level 1 through 
Level 5. Figure 20 relates each of  these C2 maturity levels to 
the C2 approaches that are in their respective toolkits. 

Figure 20: 
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C2 Maturity and C2 Approaches in Toolkit

Entities that are deemed to be at C2 Maturity Level 1 are 
essentially operating without any Collective C2. As the C2 
maturity level increases the entity or collective is capable of  
employing a greater variety of  C2 approaches. Although Edge 
C2 is shown as being capable of  operating with De-Conflicted, 
Coordinated, or Collaborative C2 approaches, it accomplishes 
this in a self-synchronising manner. Hence, while the same pat-
terns of  behaviour may be observed, these patterns arise from 
a different set of  causes. 
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Recognition of Most Appropriate 
C2 Approaches

Having the right tools does little good unless an entity under-
stands (1) which tool is appropriate for which situation and (2) is 
aware of  the situation. Thus, as C2 maturity increases, not only 
are there more tools in one’s toolkit, but there is also an ability 
to recognise a greater variety of  circumstances and know the 
appropriate C2 response (which C2 approach is most appropri-
ate) to each of  these situations. This section briefly discusses the 
characteristics of  situations that are of  interest in determining 
an appropriate C2 response.

Situations may range from simple, characterised by a modest 
number of  well defined elements, to complicated, characterised 
by a large number of  more or less well defined elements with 
predictable interactions, and onto complex, characterised by a 
large number of  partly poorly defined elements and interac-
tions with uncertain outcomes. Situations, in addition to dif-
ferences by degree of  complexity, also differ by the degree to 
which they are dynamic. 

Whether or not a given C2 approach suits the situation at 
hand depends on the degree to which the situation can be 
decomposed in terms of  objectives, space, time, and functions. 
Decomposing a situation decreases complexity and reduces 
dynamics. 

De-Conflicted C2 is an option if  the situation is fully decom-
posable and there are no cross-impacts so that solutions can be 
found piecemeal. Coordinated C2 is an option if  the situation 
is fully decomposable but functional cross-impacts on a lim-
ited scale must be expected unless objectives and actions are 



82		 NATO NEC C2 Maturity Model

Components of  C2 Maturity

coordinated to manage those cross-impacts. Collaborative C2 
becomes indispensable if  the situation is not fully decompos-
able and cross-impacts on a significant scale must be expected 
unless actions are linked to exploit the symbiotic effects associ-
ated with interdependent actions. Edge C2 is suitable in situa-
tions with high dynamics, uncertainty, and complexity. 

Complexity, uncertainty, and dynamics are interdependent 
composite variables that can be measured in terms of  the fol-
lowing variables: 

•	 nature or objectives of  the operation under considera-
tion (combat, peacekeeping, stability, role of  military, 
counter-terrorism, humanitarian assistance, disaster 
relief  etc);

•	 number, nature, and diversity of  different friendly, neu-
tral, or adversarial actors including the relationships / 
interactions between them;

•	 stability and, or predictability of  the environment;
•	 transparency of  the situation;
•	 familiarity with the situation; 
•	 infrastructure (availability, quality);
•	 clarity, unity of  intent (purpose), and strategy; 
•	 nature of  effects space (PMESII). 

Transition Between C2 Approaches

Situations are dynamic. The most appropriate C2 approach 
may not have been selected at the onset of  an endeavour. For 
these reasons it is important that entities are able to transition 
from one C2 approach to another. This section briefly dis-
cusses the issues related to transitioning from a particular C2 
approach to another.
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C2 Maturity Level Summary

The N2C2M2 identifies five levels of  C2 maturity. Figure 21 
summarises the capabilities associated with each of  these five 
maturity levels in terms of  the approaches that are in the toolkit 
for each of  these maturity levels, the ability to recognise or par-
tition the situation space, and the ability to transition between 
and among tools or C2 approaches. Note that the toolkits asso-
ciated with higher levels of  maturity contain C2 approaches 
that are more network-centric. 

Figure 21: 
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C2 Maturity and C2 Agility

C2 maturity and C2 agility are not free; more maturity 
or agility is not always desirable. There are a variety of  

costs associated with operating at a given level of  C2 maturity 
and thus possessing a given level of  C2 agility. These include 
both costs to individual entities and to the collective as a whole 
(investment in infostructure, time, and efforts to develop shared 
awareness and understanding). Therefore, it makes sense for 
both individual entities and the collective as a whole to oper-
ate at the level of  C2 maturity required by the situation. The 
appropriate level of  C2 maturity is referred to as requisite C2 
maturity68 and is determined by the capabilities and agility required 
by the situation.

In other words, if  every potential mission could be success-
fully accomplished by de-confliction, it might not be worth the 
effort to develop a capability to function at a C2 maturity level 
equal to Level 3. An organisation or collective possessing the 
ability to operate at Level 3 may choose a De-Conflicted C2 

68.  The idea for the term requisite C2 maturity and requisite C2 agility came from 
Reiner Huber who led a number of  the case studies. The term is analogous to 
requisite variety. 



86		 NATO NEC C2 Maturity Model

C2 Maturity and C2 Agility

approach if  the situation permits. This being said, however, it 
has become clear from real-world exercises and the case studies 
that SAS-065 conducted, that the mission challenges faced in 
the 21st century are indeed complex and dynamic enough to 
require higher levels of  collective C2 maturity. An endeavour 
is not likely to be successful operating with a De-Conflicted C2 
approach when a situation is complex and dynamic to begin 
with, or when the situation increases in complexity or becomes 
more dynamic over time. Success, in these situations, requires 
that a collective must recognise this aspect of  the challenge and 
be able to choose the appropriate C2 approach. 

Transitioning from one approach of  command and control to 
another is a significant challenge. An entity or collective may 
be better off  operating at an approach to C2 that provides a 
“cushion” of  capability that would be needed if  the situation 
became more stressful, even though it may initially require 
greater investments in infostructure and/or training, but by 
doing so eliminates the need to adapt in real time. Thus, for 
example, even though operating with an Edge approach may 
not be initially required by the situation, (1) it may be required 
if  the situation deteriorates and (2) it may be easier to stay an 
Edge than (a) to transition to an Edge from another C2 approach 
or (b) to transition from an Edge to another C2 approach. At 
this time, these are all hypotheses which need to be tested. 

Edge organisations have the potential to operate with a 
Coordinated or Collaborative C2 approach. However, operat-
ing as an Edge will require a greater degree of  intra- and inter-
entity interoperability than many entities currently possess (par-
ticularly inter-entity). It also requires cultural changes for many 
entities, particularly military organisations. However, NATO 
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is committed to NNEC and, along with this commitment, is 
on the road to creating an infostructure that will support Edge 
approaches to command and control.
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Chapter 7

Model Verification  

and Validation

Background

The Terms of  Reference and Plan of  Work for SAS-
065 chartered the group to develop a NATO Network 

Enabled Capability Command and Control Maturity Model 
(N2C2M2). This effort was informed by the earlier efforts 
by NC3A to develop a maturity model for NATO Network 
Enabled Capability (Buckman, 2005)69 as well as broadly avail-
able research on Network Centric Operations. However, this 
effort was primarily driven by the knowledge and experience 
of  the command and control (C2) experts from 12 nations and 
two NATO related organisations who comprise the SAS-065 
Research Task Group. Based on past experience, these experts 
decided to undertake a series of  efforts, including both case 
studies and analysis of  relevant experiments, in order to vali-
date the initial model. This document describes those efforts 
and their impact on the C2 maturity model.

69. NATO Network Enabled Capability Feasibility Study, Executive Summary, Version 2.0
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Purposes

The case studies and analyses of  experimental data were under-
taken by SAS-065 for three specific reasons:

•	 Clarity: given the challenging subject of  C2 matu-
rity and the number and variety of  NATO members, 
the SAS-065 Research Task Group sought to ensure 
that the C2 maturity model was clear and easy to 
understand.

•	 Applicability: the members of  SAS-065 wanted to 
ensure that their product was actionable, could be 
applied to real world cases and research data, and could 
be assessed using C2 maturity-related measures and 
metrics (comparative measurements).

•	 Validity: the case studies themselves and the effort to 
integrate the results with the case studies were part of  
an extended effort to validate the C2 Maturity Model, 
including assessment of  the model’s empirical, con-
struct, and expert (or face) validity.

Hence, an effort was made to look at a variety of  well-docu-
mented cases as well as relevant data from C2 experimentation. 
These efforts and the dialogue surrounding them resulted in a 
number of  adjustments to the maturity model and the way it 
is presented. In addition, working with the N2C2M2 in these 
applications proved to be an important source of  insights and 
logical arguments when SAS-065 began to develop its illustra-
tive applications.
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Verification and Validation: 
Cases and Experiments

These verification and validation cases and experiments were 
chosen not only because they dealt with missions important 
to NATO today and in the future, but also because adequate 
unclassified information was available to make meaningful 
assessments of  the C2 maturity involved. Of  course, since 
all of  the analyses were performed after the fact, none of  the 
case studies were an ideal test of  the utility of  the C2 Maturity 
Model for either designing a force or planning an assessment. 
However, SAS-065 believes these validation efforts have pro-
vided rich insights into the clarity of  the maturity model and 
potential for applying the model in a variety of  ways.

Since those reporting about the events being studied had not 
developed a data collection plan with C2 maturity in mind and, 
in most cases, were not tasked to evaluate command and con-
trol, the members of  SAS-065 were called upon to rely on their 
experience and exercise their judgment in order to perform 
assessments. This proved valuable as it caused the Research 
Task Group to focus on the specific meaning of  the maturity 
levels and to identify the observables that would permit mean-
ingful differentiation between those levels. Even in the case of  
ELICIT70 experimentation that had been designed to differen-
tiate between Hierarchy and Edge cases, the analyses required 
selection of  appropriate measures and metrics that could be 
linked to the maturity levels defined by the N2C2M2.

70. Experimental Laboratory for Investigating Collaboration, Information-
sharing, and Trust. ELICIT is an online multi-user platform for conducting 
experiments in information sharing and trust. http://www.dodccrp.org/html4/
elicit.html.
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The C2 maturity levels relate to different regions of  the C2 
approach space (Alberts and Hayes, 2006; 2007). Each level 
of  maturity includes the ability to appropriately move within 
specific regions of  the C2 approach space (refer to Figure 16 
and Figure 20).

The C2 Approach Space was the guiding concept for the mem-
bers of  SAS-065 as they carried out the case studies. However, 
one result of  these applications was recognition that the three 
principal axes (Allocation of  Decision Rights, Patterns of  Interaction, 
and Distribution of  Information) needed to be redefined to reflect 
the collective nature of  C2 when conducting complex endeav-
ours. Thus, Allocation of  Decision Rights was better expressed as 
Allocation of  Decision Rights to the Collective because those alloca-
tions are the ones that matter for the collective as a whole.

All the case studies completed are included as appendices to 
this report. Table 1 (above) provides an integrated list of  the 
analyses conducted by SAS-065 members. In some cases the 
written reports are augmented by briefing materials. All are 
supported by bibliographies of  the sources consulted.

Validation Methodology

Validity, which means ensuring that a model or tool is appropri-
ate for the uses or purposes for which it is designed or intended 
(DoD Directive 5000.59 “DoD Modelling and Simulation 
(M&S) Management,” USD (AT&L August 8, 2007) was 
assessed through three lenses.

•	 Expert Validity (sometimes called Face Validity) – does 
the model appear credible to those who are knowledge-
able in the field?
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•	 Construct Validity – does the model include all the rele-
vant factors? Are all the relevant relationships included?

•	 Empirical Validity – does the model suggest patterns 
or relationships that can be observed in the real world? 
Alternatively, does the model behave in a way that 
reflects observed behaviours?

Each of  these issues was explicitly considered both in terms of  
individual applications and across the SAS-065 project.

The NATO NEC C2 Maturity Model (N2C2M2) case stud-
ies71 followed an inductive process for building a theory. In that 
process, phases of  developing the theory and case study analy-
ses are iterated. The validity of  a theory, here the N2C2M2, 
is ensured by the selection of  the cases, the quality of  the data 
collection, and analysis and the iterative process.72

The first step in the process was the identification of  poten-
tially useful cases. This often originated with a specific member 
of  SAS-065, though some cases were nominated by the group 
of  members from a particular nation. In addition, attention 
was paid to getting a rich variety of  cases that include missions 
NATO or NATO nations must be prepared to carry out in the 
foreseeable future. Cases or experiments that dealt with com-
plex endeavours were given priority for further exploration. 

71. Case studies are considered a well-established method to build a theory. 
Traditionally, authors develop theories by combining observations from previous 
literature, common sense, and experience. However the ties to actual data and 
real world phenomena are considered to be tenuous. One strength of  a theory 
developed in an inductive process from cases following the methods of  Yin 
(2002) or Eisenhardt (1989) is its connection to empirical reality.
72. Eisenhardt, K. M. “Building Theories from Case Study Research.” The 
Academy of  Management Review 14(4): 532-550, 1989; Yin, R. Case Study Research: 
Design and Methods, 3rd Edition, Sage Publications Inc., 2002.



94		 NATO NEC C2 Maturity Model

Model Verification and Validation 

Nominated cases were typically assigned to one or more mem-
bers to research the availability of  relevant information, both 
its breadth and depth. In particular, assessments that related 
to the basics of  a C2 approach (allocation of  decision rights, 
patterns of  interaction, and distribution of  information) were 
sought. The results of  this initial search were then reported 
back to the group as a whole and, where adequate information 
was available, a sub-group was formed to pursue the case or 
experiment.

Work on these cases often required several months. No indi-
vidual performed a case study independently—all were collab-
orative efforts. The bulk of  the effort was conducted between 
formal meetings, with heavy reliance on interactions over the 
internet. During the period when these efforts were underway 
the formal meetings, which occurred as often as four times per 
year, were largely devoted to focused discussions about conclu-
sions, reporting the applications to the larger group for con-
structive criticism, organising new applications, and exploring 
the implications of  the current applications for the N2C2M2.

Once a case was selected and the initial material identified, the 
work process within the teams completing the applications typ-
ically involved initial discussion of  how the N2C2M2 applied 
to the particular case, having two or more people review each 
relevant source document, and then assigning specific maturity 
levels for each of  the variables for which indicants were avail-
able. At the same time, continuous searches were occurring for 
other relevant sources and materials to consider. Initial cod-
ings were then shared with the rest of  the sub-group working 
on the case. Once these were agreed, they were captured in 
text and graphics that could be used to share them with the 
Research Task Group as a whole. Large case studies, such as 



		  Chapter 7	 95

Model Verification and Validation 

Hurricane Katrina, stretched over several months and were 
discussed in some detail at two or more meetings of  SAS-065. 
In the process of  developing and analysing the cases, several 
analysis instruments were crafted by the group to analyse and 
visualise cases through different lenses. Small groups with sev-
eral investigators were responsible for compiling and analysing 
the cases and affiliation to the groups changed in the process. 
This approach of  using groups of  investigators with different 
academic and professional backgrounds and changing group 
affiliations are a way to ensure creativity in the analysis and 
model development, to avoid groupthink and to ensure uni-
form standards in a multi-case analysis. The academic and pro-
fessional background of  the investigators facilitated an inter-
pretation of  data to reach the rich findings typically associated 
with the case study method.

However, the case studies and analyses of  experimentation 
data were never ends in themselves. Their purposes remained 
to discover and correct potential sources of  ambiguity and con-
fusion in the N2C2M2, to ensure the model could be applied 
by thoughtful analysts to a variety of  different types of  infor-
mation and situations, and to validate the arguments underly-
ing the levels of  maturity, the variables needed to assess C2 
maturity levels, and the factors that differentiate between them. 
Hence, the Research Task Group carried on a running dia-
logue, both in the context of  specific applications and on a 
cross-cutting basis, on how the logic and presentation of  the 
N2C2M2 might be improved.
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Sequencing of Validation Efforts

A small initial set of  case studies were carried out to explore 
the data requirements and methodology for effective case 
studies. These included a UK review of  several responses to 
crises reported in the UK literature and an analysis of  a US 
Stryker Brigade exercise in preparation for deployment as a 
counter-insurgency force. While these were being conducted 
other members of  SAS-065 were exploring source materials 
for other possible case studies.

After reviewing these initial efforts a working outline for case 
study reports was developed and implemented in a major effort 
to assess the response to Hurricane Katrina in the United 
States. This case was selected as the first for in-depth treatment 
because it was documented in detail and because it met the 
definition of  a complex endeavour—the kind of  civil-military 
effort considered most challenging. Work was first undertaken 
by SAS-065 during a face-to-face meeting. This facilitated the 
group’s understanding of  the process needed and the type of  
product required. At the same time, another group also initi-
ated a case study on Tsunami Relief  as a cross-check on the 
work process and products.

With this common experience as a guide, sub-groups were 
formed to explore the other cases of  interest for which ade-
quate unclassified data and information were identified. The 
case study list grew to include analyses of  the German expe-
rience responding to the Elbe River Flood, the international 
community’s response to the Tsunami, NATO operations in 
Bosnia and Kosovo, the response to a major earthquake in 
Pakistan, analyses of  UK wargame experiments that compare 
different approaches to C2, and analyses of  a US Airborne 
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Division and two Stryker Brigades operating in Iraq. When 
the results of  ELICIT experiments comparing Hierarchical 
organisations with Edge organisations became available for a 
number of  cases, the research task group used them as a tool 
for comparing different levels of  C2 maturity in a controlled 
laboratory setting. In addition, the group members developed 
a set of  templates designed to facilitate comparisons between 
and among the case studies. This template evolved over time 
as did the C2 Maturity Model and the way it was represented.

This sequencing ensured that the efforts of  SAS-065 were not 
dominated by a single type of  application or case. The evo-
lution of  the NATO NEC C2 Maturity Model was iterative, 
which is consistent with the NATO Code of  Best Practice for C2 
Assessment.73

Limitations

The case studies and analyses of  experimentation results pro-
vide valuable insights into how the N2C2M2 can be used for 
force design, assessment of  a specific force or endeavour, and 
how C2 maturity can be incorporated into doctrine, training 
and other aspects of  improved C2 maturity; however they were 
research efforts, not practical applications in their own right. 
Those applications would require a different approach and 
could be designed to ensure data and information availabil-
ity more directly applicable to the N2C2M2. The decision to 
generate illustrative applications as a part of  this report was a 
recognition of  the need to address these issues.

73.  NATO SAS-026, Code of  Best Practice for C2 Assessment, Washington, DC: 
CCRP, 2002.
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While these efforts were underway some changes were made 
to the working outline and also to the graphic template used to 
report results. This means that not all the cases are fully paral-
lel. Since the case studies were never an end in themselves, but 
rather a tool for validating, learning about and improving the 
N2C2M2, no effort was made to update the earlier case stud-
ies to make them fully compatible with the later ones in terms 
of  either the changed outline or the evolving integration tem-
plates. Hence, their reports are generally, but not totally, paral-
lel. That does not limit their value to the overall effort or their 
utility for others who are interested in the cases themselves and 
the bibliographies that support them. This report looks across 
the case studies and extracts key elements of  each in order to 
facilitate comparisons.

We argue that the validity and the wide applicability of  the 
N2C2M2, as outlined in the method of  building theories from 
case studies, is ensured through the selection of  cases, the itera-
tive process with alterations of  single and multi-case analysis, 
the triangulation of  findings using different data collection and 
analysis instruments and the analysis by various investigators 
and groups of  investigators with a variety of  academic and 
professional backgrounds over a long period of  time with many 
iterations.

Types of case Studies

Each case study (real world operation, exercise, experiment) 
was identified as including relevant evidence. In many case 
studies it made sense to look at different phases of  the opera-
tion; phases in which the nature of  the mission, the compo-
sition of  the endeavour, and the factors determining the C2 
approach differed. In addition, most of  the applications were 
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also reported in terms of  different elements of  the endeavour—
for example the military and the civilian efforts. This often 
revealed major differences between the C2 approaches found 
within particular phases or elements of  the overall endeavour. 
One genuine challenge was determining the logic by which an 
overall C2 approach might best be specified. However, no cases 
were found where wild mixes of  C2 occurred within one phase 
and element—typically the variables defining C2 approaches 
were linked and proved to be interdependent and somewhat 
correlated. Hence the underlying hypothesis, that the C2 
approaches adopted within an endeavour or a component of  
an endeavour generally establishes the level of  C2 maturity 
achieved, was supported by these research efforts.

Combat and Exercises

NATO is currently engaged in combat operations in 
Afghanistan. The SAS-065 Research Task Group made several 
efforts to identify rich, unclassified sources that would permit 
assessment of  the C2 approaches of  that experience. However, 
classification issues and the potential for political issues associ-
ated with a group of  experts providing critical analyses of  on-
going operations made this topic impractical to pursue.

The United States Army’s efforts to develop more advanced 
digitised C2 systems and approaches provided some well 
documented cases for analysis. In particular, the ASD/NII 
Command and Control Research Program (CCRP) and other 
parts of  the U.S. Office of  the Secretary of  Defence sponsored 
a series of  analyses of  the new Stryker Brigades, both in pre-
paring for deployment to Iraq and after those deployments 
when they assumed challenging counter-insurgency missions. 
Two carefully developed reports became available during the 
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research task group’s period of  performance. The first, enti-
tled Network-Centric Operations Case Study: the Stryker Brigade Combat 
Team was published in 2005.74 It described the Stryker Brigade 
concept, differentiated Stryker Brigades from the more stand-
ard US Army light and mechanised infantry organisations, 
and compared the exercise performances of  Stryker and other 
units training for counter-insurgency operations. The second, 
entitled Networked Forces in Stability Operations, was published in 
200775 and compared the performance of  the first two Stryker 
Brigades deployed to Iraq with that of  the 101st Airborne 
Division on similar terrain. Because Stryker Brigades are 
designed as more mature C2 organisations, including not only 
different IT equipment, but also very different doctrine, train-
ing, and tactics, assessing their performance was considered a 
valuable element in developing the N2C2M2.

A series of  UK wargames76 were designed and executed in 
order to compare two different C2 approaches. In one con-
dition, the command and control was organised around tra-
ditional geographic distribution of  responsibilities, creating 
a natural hierarchy in which a larger entity (division) worked 
with components (brigades) each responsible for a specific sec-
tor. In the other approach, responsibilities were assigned func-
tionally and cut across geographic regions. Both approaches 
were staffed with military professionals, demonstrating how 
they would exploit today’s technologies as well as the different 
opportunities inherent in these C2 approaches.

74. Gonzales, Johnson, McEver, Leedom, Kingston and Tseng, 2005. ISBN 
0-8330-3846-X.
75. Gonzales, Hollywood, Sollinger, McFadden, DeJarnette, Harting, and 
Temple, Network Forces In Stability Operations: 101st Airborne Division 3/2 And 1/25 
Stryker Brigades In Northern Iraq, 2007.
76. Lewthwaite, D., P. Pearce, and S. Fellows. “NEC Research Insights from 
Wargaming.” Dstl, UK, 2008.
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Peace Operations

NATO’s history in both Kosovo and Bosnia were also identified 
as significant sources for understanding C2 maturity. This was 
an experience shared by a number of  NATO nations, mak-
ing it important for the purposes of  SAS-065. Moreover, some 
excellent, unclassified material was located that shed light on 
this experience. The analysis of  the Kosovo experience focused 
on four different perspectives—The Air War, KFOR-UNMIK 
interactions, KFOR interactions with sector Multinational 
Brigades, and KFOR interfaces with humanitarian assistance 
efforts. Similarly, the work on Bosnia (which focused on IFOR) 
was directed at the relationships between the NATO forces and 
the other components of  that complex endeavour. Analysis of  
this case study was dominated by three phases of  the operation, 
each characterised by somewhat different approaches to C2.

Simple Disaster Responses

One issue of  interest turned out to be the importance of  scale—
whether relatively large challenges were qualitatively different 
from those of  lesser scope. One of  the earliest analyses under-
taken was a review of  several British responses to disasters (man 
made and natural).77 In addition, information was available on 
two natural disaster simulations, one a major earthquake in 
Los Angeles (Golden Phoenix 07) and the other (Strong Angel 
III) a major civil-military relief  effort explicitly focused on US 
Department of  Defence linkages to other entities, including 
state and local governments, first responders from the medi-
cal, fire, and medical communities, as well as private industry 

77. LN Van Wassenhove, “Blackett Memorial Lecture: Humanitarian Aid 
Logistics; Supply Chain Management in High Gear.” Journal of  the Operational 
Research Society, 2006, vol. 57, pp 475-489.
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(primarily the communications and utility sectors). In addition, 
German experience in dealing with major floods on the Elbe 
River in 2002 also proved very well documented and valuable 
to the Research Task Group. While useful in their own right, 
these cases were particularly valuable when compared with 
larger disasters where the scope of  the endeavour was a major 
challenge.

Complex Disaster Responses

NATO and its member nations are increasingly responding to 
major natural disasters that have the characteristic of  complex 
endeavours involving a wide variety of  actors with quite dif-
ferent capabilities, perspectives and internal C2 approaches. 
Hence, natural disaster cases were among the most impor-
tant examined by SAS-065. As noted earlier, the response to 
Hurricane Katrina, which was well documented, was the first 
in-depth case study carried out. The response to the Pakistan 
earthquake in 2005, an endeavour directly involving NATO, 
proved very helpful. Finally, the response to the 2004 Tsunami 
in the Pacific was very well documented and enabled good 
analyses. While a broad analysis across the region impacted 
by the Tsunami was conducted initially, detailed work on the 
experience involving the Aceh region was found to be both 
more feasible and more useful. All three of  these large disaster 
cases were found to have quite different phases in which the C2 
approaches were also different. In addition, all three provided 
situations in which different elements of  the overall endeavour 
(for example, civilian and military efforts) could be analysed 
independently, giving the Research Task Group greater experi-
ence in applying the N2C2M2. Because of  the phased nature 
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of  these experiences, each of  them provided some insight into 
the relative agility of  the C2 approaches that were associated 
with them.

Experimentation

Several members of  SAS-065 were involved in experiments 
using the ELICIT platform,78 which is designed to allow com-
parison between different C2 approaches. In particular, all of  
those using the experimentation platform are required to con-
duct an initial experiment comparing a hierarchy with an edge 
organisation in terms of  their capability to develop correct 
and timely shared awareness from a set of  widely distributed 
information elements. The CCRP performed an analysis of  37 
experimentation trials (19 edge, 18 hierarchy).78 The hierarchy 
runs had characteristics that approximate De-Conflicted C2 and 
the edge runs correspond to a region of  the C2 approach space 
further along the central diagonal vector (toward Edge C2). 
Hence, these data were seen as a way of  learning whether and 
how the behaviours under these two sets of  conditions would 
differ as well as whether the two different C2 approaches would 
provide differences in performance—mission accomplishment.

Review of Case Studies and 
Experimentation Analyses

Each case study and the analysis of  experimentation results 
stand on their own. However, there is considerable merit in 
viewing them through a common lens, which is the purpose of  
this report. To make the comparisons easier to follow, they have 
been grouped into the five categories (e.g., Combat Exercises, 

78. Experimental Laboratory for Investigating Collaboration, Information-
sharing, and Trust. http://www.dodccrp.org/html4/elicit.html.
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Peace Operations, etc.). The template for the comparison rec-
ognises five different levels of  C2 maturity as specified in the 
N2C2M2 in Figure 21.

The comparative template uses the following four groups of  
factors:

•	 Variables Defining Collective C2 Approaches (see 
Figure 15)
•	 Allocation of  Decision Rights to the Collective
•	 Inter-Entity Information Sharing Behaviours (used 

in these case studies as an indication of  patterns of  
interaction among the participating entities)

•	 Distribution of  Information (Entity Information 
Positions)

•	 Required Patterns of  Interaction (see Figure 17)
•	 Cluster Attractor
•	 Degree of  Inter-Cluster Connectivity
•	 Frequency/Continuity of  Interaction

•	 Measures of  C2 Effectiveness (see Figure 18)
•	 Degree of  Shared Awareness
•	 Degree of  Shared Understanding
•	 Adaptability of  the Collective C2 Process

•	 Measures of  Endeavour Effectiveness (see Figure 19)
•	 Relative Effectiveness
•	 Efficiency, Given Effectiveness
•	 Agility of  the Collective C2 Process

The least mature, Level 1, means that entities are not capa-
ble of  any collective C2 (Conflicted C2). At the most mature, 
Level 5 (Edge C2) entities that can adopt a variety of  different 
approaches to C2 are understood to be qualitatively different 
from the three middle levels. Those middle levels (De-Conflicted 
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C2, Coordinated C2 and Collaborative C2) are characterised 
as a continuum that has been segmented based on their domi-
nant collective C2 approach.

Combat Exercises

The first case study of  Stryker Brigade performance reviewed 
by the SAS-065 group compared the performance of  a 
Standard US Light Infantry Brigade with that of  the first 
Stryker Brigade in a counter-insurgency pre-deployment train-
ing exercise. That analysis emphasised the fact that Stryker 
Brigades differ from more traditional light infantry in more 
than just C2 capabilities but have substantial advantages in 
those capabilities. They use Stryker vehicles for greater mobil-
ity and have greater intelligence assets including more UAV 
and an embedded military intelligence company (normally a 
US Army division level asset). Stryker Brigades also require 
increased training due to their digitised information systems. 
They have stronger, more capable C2 systems, including the 
capability to rely on satellite communications, which give them 
greater capacity for information sharing, shared awareness, 
collaboration, and self-synchronisation.

As Figure 22 indicates, the Stryker Brigade consistently showed 
the attributes of  a Collaborative C2 approach, indicating greater 
C2 maturity. During the exercises under study, standard light 
infantry organisations have decision rights allocation consistent 
with De-Conflicted C2, but information sharing behaviours 
and information distributions consistent with Coordinated 
C2. Standard US Light Infantry Brigades did perform at 
Coordinated C2 when considering connectivity between their 
internal elements, but performed at the De-Conflicted level 
in terms of  the clusters where their activities were centralised 
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(the assigned units, not the functional activities that link their 
efforts). Moreover, they were impaired by their limited, line-
of-sight communications systems combined with doctrine that 
limited the frequency and continuity of  their interactions that 
were needed to de-conflict decision making, plans, and actions. 
In contrast, because of  its digital connectivity the Stryker 
Brigade showed during these exercises that it had rich and con-
tinuous connectivity that could support Edge C2. However, 
by doctrine and practice its activities tended to cluster around 
basics or traditional organisations, with functional clusters only 
created when particular efforts needed to be coordinated. At 
the same time, the Stryker Brigade did have more connectivity 
associated with the areas where functional collaboration was 
possible, another reflection of  digital communications enabled 
by satellite linkages.
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Edge C2 1/25 SBCT 1/25 SBCT 1/25 SBCT 1/25 SBCT
1/25 SBCT
3/2 SBCT
Stryker Ex.

Collaborative C2 3/2 SBCT
Stryker Ex.

3/2 SBCT
Stryker Ex

3/2 SBCT
Stryker Ex.

1/25 SBCT 3/2 SBCT
Stryker Ex.

Coordinated C2 101 Abn
Light Inf

101 Abn
Light Inf

3/2 SBCT
Stryker Ex.

 101 Abn
Light Light InfInf

De-Conflicted C2 101 Abn
Light Inf

101 Abn
Light Inf

101 Abn
Light Inf

Conflicted C2
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In terms of  measures of  C2 effectiveness, the Standard US 
Army Light Infantry Brigades were consistently rated as using 
De-Conflicted C2 approaches, very much in keeping with their 
doctrine and training. By contrast, for this exercise the Stryker 
Brigade used its stronger connectivity and greater training to 
establish shared awareness and shared understanding capable 
of  Collaborative C2. In terms of  endeavour effectiveness the 
Light Infantry Brigades were able to demonstrate Coordinated 
C2, showing the effectiveness of  their professionalism and train-
ing. By contrast the Stryker Brigade effectiveness was found 
to be Collaborative, a reflection of  their greater C2 capacity 
and additional information assets corresponding to a more net-
work-centric C2 approach.

The research comparing these two cases also stresses the fact 
that the Stryker Brigade was able to make qualitatively bet-
ter decisions and out-perform previous light infantry brigades 
dramatically in terms of  mission accomplishment and loss-
exchange ratios during this pre-deployment exercise. The 
report also stresses, however, that the greater speed, quietness, 
and mobility of  the Stryker Brigade clearly contributed to its 
better performance. Hence, not all the difference should be 
attributed to C2 maturity. Overall, Standard US Army Light 
Infantry would, as described in this case, be rated as achiev-
ing Coordinated C2, consistent with its doctrine, training, and 
communications capability. By contrast, the Stryker Brigade in 
this exercise would be rated as achieving Collaborative C2.

The second comparative study looked at the performance of  
the 101st Airborne Division, the 3/2 Stryker Brigade Combat 
Team (SBCT), which was the unit observed in the exercise 
reported above and the first unit of  its type to deploy to Iraq, 
and the 1/25 Stryker Brigade Combat Team, (SBCT) which 
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deployed later with upgraded equipment as well as some feed-
back on the experience of  the 3/2 SBCT. These three units 
were responsible for roughly the same geographic area in Iraq 
(the 101st area was larger, but included the areas where the 
other two were employed and, of  course, had more assets), 
although they were present during different periods of  time 
and quite different situations. The report includes considerable 
discussion of  the similarities and differences between the three 
cases, but concludes there is enough similarity to permit com-
parative analysis of  the command and control involved.

As Figure 22 indicates, the 101st Airborne had a very simi-
lar profile to that of  Light Infantry Brigades in the counter-
insurgency exercises. There were no differences between them 
in the C2 approach space variables or in the required patterns 
of  interaction. The 101st did generate a higher level of  shared 
information and shared awareness than the Light Infantry 
Brigades, but not in terms of  the adaptability of  the collective 
C2 process. In terms of  endeavour effectiveness and efficiency, 
the two (101st and Standard Light Infantry) were also identi-
cal—rated at Coordinated C2. Coordinated was also their over-
all rating for C2 approach. The parallel findings with respect 
to the 101st and the standard infantry brigades were seen as 
positive results for the application of  the N2C2M2. These two 
analyses, conducted a number of  months apart and reflecting 
very different operating environments, focused on units with 
similar doctrine, training, composition and equipment. Hence, 
concluding that they were very similar on C2 approach is a 
strong validating result.

The two Stryker Brigades demonstrated Collaborative and 
Edge C2 approaches in Iraq. The 3/2 SBCT met the defini-
tion of  Collaborative C2 on all three factors defining the C2 
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approach. By contrast, the later deploying 1/25 SBCT was 
rated as having achieved Edge C2 on these factors, reflecting 
both its greater connectivity (more of  its vehicles were fully 
networked) and training that benefited from emerging doctrine 
and lessons reported from the 3/2 experience in the field.

The 3/2 SBCT cluster attractor was rated as Coordinated, 
consistent with both relevant doctrine when it deployed and 
its performance during the pre-deployment exercise. The 1/25 
was seen as Collaborative, meaning that its working clusters 
were predominantly functional rather than organised around 
“home” units. Hence it appears that Stryker Brigades are bet-
ter prepared to adopt these functionally oriented ways of  doing 
business than more traditional light infantry organisations. Both 
3/2 and 1/25 SBCT were seen as having frequency and con-
tinuity of  interaction consistent with Edge C2, reflecting the 
value of  satellite communications and enhanced bandwidth.

In practice, both the 3/2 and 1/25 SBCT appeared to achieve 
levels of  shared awareness, shared understanding, and the 
adaptability measure of  C2 effectiveness consistent with a 
Collaborative approach to C2 with respect to collective proc-
esses, meaning that they displayed the same C2 approach as 
the Stryker Brigade during pre-deployment exercises. They 
were similarly all seen to exhibit a level of  effectiveness and 
efficiency consistent with a Collaborative approach to C2. As 
a group, therefore, the Stryker Brigades were seen as having 
achieved a Level 3 C2 maturity, with the potential to operate at 
a Level 4 maturity.

This finding is also a positive conclusion for the N2C2M2. 
Organisations with similar IT systems, training, and doctrine 
were found to be similar in observed C2 approach. Moreover, 
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the greater investments in these organisations were also seen as 
having resulted in a higher level of  C2 maturity, both in exer-
cises and in the field.

Finally, these comparative case studies indicate that the 
N2C2M2 can be applied to military organisations in the field, 
provided that their organisations, processes, training, doctrine 
and experiences are well and thoroughly documented. The 
N2C2M2 was found to provide clear enough guidance to per-
mit classification of  the C2 approach(es) adopted and the level 
of  C2 maturity observed.

Peace Operations

Two peace operations involving NATO were examined in 
case studies by the members of  SAS-065: IFOR in Bosnia 
from December 1995 through the establishment of  SFOR in 
December, 1996 (peace enforcement) and KFOR in Kosovo 
from March 1999 through June 2000 (peace imposition). Both 
were documented in detail in published reports. They were 
selected because they involved the real world issues associated 
with organising a complex endeavour within NATO.

IFOR (International Force) was the smaller, somewhat less 
complex of  these two NATO efforts. As Figure 23 indicates, 
the analysis of  this case looked at two primary issues, the matu-
rity of  the C2 within the NATO military forces involved and 
challenges associated with the interface between IFOR and the 
United Nations and other civilian organisations such as non-
governmental organisations (NGO). NATO’s charter for IFOR 
was explicitly military—to enforce the Bosnian peace agree-
ment’s military elements (separation of  forces, cantonment 
of  heavy weapons, etc.). The UN was formally responsible 
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for the civilian elements of  the agreement—political, social, 
and so forth. Other civilian actors worked with and through 
the UN on those aspects of  the endeavour. Hence the char-
ter was fundamentally one of  de-confliction between military 
and civilian functions. Those members of  SAS-065 conduct-
ing the case study also recognised three temporal phases and a 
number of  functional sub-elements in the operation, which are 
covered in their report. However, the temporal phases showed 
no differences except those naturally associated with placing a 
force in the field and allowing it to become familiar with the 
environment, so they have not been reported separately here 
in the integration discussion. Similarly, those performing the 
case study also looked at several functional sub-elements (e.g., 
media, EUCOM, NGO) but the patterns over time did not 
show important differences.
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As Figure 23 indicates, IFOR military command and control 
was consistently rated as Collaborative across all relevant meas-
ures and was ultimately rated as achieving Collaborative C2. 
This reflects the decades of  NATO preparation (standardisa-
tion, training, etc.) and working together as well as the relatively 
small area of  operations, which meant that NATO commu-
nications systems maintained nearly continuous flows of  data 
and information. By contrast, the interfaces between IFOR 
and its civilian partners (the UN, NGOs, etc.) were rated as 
consistently De-Conflicted for variables defining collective C2 
approaches: the required patterns of  interaction, and the meas-
ures of  C2 effectiveness. Clear problems emerged however, in 
terms of  relative effectiveness and efficiency in these interfaces. 
Those could be traced directly to the decision that military and 
civilian functions should be kept separate and independent, a 
seam that was repeatedly and effectively attacked by those who 
wanted to thwart the Bosnia Peace Agreement. In particular 
the lack of  meaningful police presence combined with IFOR’s 
unwillingness to use military forces in a police role consistently 
undercut the effort. Hence, the overall endeavour (military 
and civilian together) failed to perform effectively or efficiently 
despite having the capability to perform with a De-Conflicted 
C2 approach.

Operations in Kosovo were seen as more complicated and more 
challenging. Hence describing the case is more complicated. 
The factor that most limited C2 maturity in KFOR was its 
interfaces with non-governmental organisations (NGO). These 
were consistently rated as Conflicted, reflecting the fact that 
hundreds of  NGOs were active in the theatre and no genuinely 
effective mechanism was created to manage or coordinate their 
efforts as they related to KFOR. The interfaces between KFOR 
and the brigades that composed it were consistently rated as 
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De-Conflicted C2, reflecting established NATO doctrine and 
practice, but also indicating that they did not rise to the level of  
Coordinated C2; which would have been possible given their 
capabilities. As discussed earlier, this meant that little or no 
synergy was generated between the elements of  the force. The 
relationship that tied KFOR and the NATO forces conducting 
the air war (Kosovo Air) was somewhat more mature. While 
the allocation of  decision rights reflected NATO doctrine and 
practice, and were therefore De-Conflicted, the other indicators 
were consistently seen as reaching a Coordinated C2 approach. 
Since this was the main thrust of  NATO military activity in 
this peace imposition mission, achieving coordination here 
was a sign of  major efforts by all concerned. Somewhat sur-
prisingly, the SAS-065 group rated KFOR-UN consistently as 
Collaborative C2. This implies that the experience in Bosnia 
resulted in recognition of  the importance of  this interface. 
Moreover, the charter for KFOR explicitly recognised interde-
pendence between the military and international authorities in 
this mission.

Examining these two cases provided a strong indication that 
the charter of  a complex endeavour is an important determi-
nant of  its C2 maturity—in this case the allocation of  deci-
sion rights across the collective. These cases also demonstrated 
that NATO is capable of  a relatively high level of  C2 maturity, 
though it does not always rise to the most mature level pos-
sible. This was one indication that complex endeavours may 
satisfice—perform at the lowest level of  C2 maturity they per-
ceive is needed for mission accomplishment. However, as the 
IFOR-civilian interfaces indicate, C2 approach cannot over-
come structural interdependencies and unwillingness to coop-
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erate. NATO also demonstrated some ability to learn (agility 
across cases) in improving its interface with the UN between 
the Bosnian and Kosovo cases.

From the perspective of  the N2C2M2 these cases demon-
strate that NATO operations can be analysed with respect to 
C2 approach and evaluated for C2 maturity if  adequate access 
and information are available. The N2C2M2 was applied suc-
cessfully and found quite consistent patterns among the vari-
ables related to each element of  the analyses.

Simple Disaster Responses

As noted earlier, SAS-065 chose to examine some relatively 
small natural disasters (meaning those that could be managed 
by a single nation with its own assets) in order to assess the 
possibility that they are qualitatively different from their larger 
counterparts. Three cases were examined: the Elbe River floods 
in Germany, Strong Angel III (one of  a series of  US efforts 
to examine the processes, technology, and people needed to 
respond to a disaster), and Golden Phoenix 07, a training event 
involving first responders and the US military in dealing with a 
simulated earthquake. See Figure 24.
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The Elbe River flood occurred in Germany (Saxony) dur-
ing 2002. It required an endeavour composed of  local, state, 
and national organisations as well as a number of  NGOs. 
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More than 25,000 volunteers were reported to be involved. 
The detailed analysis in the case study report examines seven 
response elements: district authorities, fire departments, State 
Police, THW79 (Technical Aid Organisation), Federal Border 
Police, the German Armed Forces, and NGOs. The German 
disaster response system has a well prescribed structure that 
assigns specific roles to all the government players, less so for 
NGOs. As a consequence, the C2 was consistently scored as 
Coordinated—all the entities stayed in their lanes but were 
able to recognise times and functions in which they needed to 
work together functionally. The single exception was the evalu-
ation of  the adaptability of  the collective C2 process, which 
was evaluated as De-Conflicted, indicating the difficulty of  
altering the command arrangements that had been worked out 
in detail by the different parts of  the bureaucracy. Not visible 
in the summary provided in Figure 24 is the fact that linkages 
with the NGOs were consistently rated as Conflicted C2—they 
had no predetermined way to integrate their command and 
control into the formal system.

Strong Angel III was a 2006 exercise that simulated a lethal 
pandemic complicated by a cyber-terrorist attack that involved 
more than 800 participants. For most purposes this was an 
effort in developing C2 capabilities on-the-fly under enormous 
pressure from events. While there was token international 
presence, the vast majority of  the participants were from the 
United States. Because this was largely a come as you are party, 
little thought had been put into the allocation of  decision 
rights to the collective, setting the stage for Conflicted C2. The 

79. THW, a German Federal Agency for Technical Relief  (Bundesanstalt 
Technisches Hilfswerk) is a disaster relief  organisation. Its statutory tasks include 
the provision of  technical assistance at home and humanitarian aid abroad. The 
majority of  members are volunteers.
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heavy focus on communications led to De-Conflicted infor-
mation sharing behaviours and required patterns of  interac-
tion. However, the lack of  agreement of  how decision rights 
would be allocated made the measures of  C2 effectiveness and 
endeavour effectiveness score in the Conflicted C2 range. In 
essence, the primacy of  the allocation of  decision rights vari-
able was strongly confirmed here, very much as it was in the 
charter differences between IFOR and KFOR.

Golden Phoenix 07 was a training event based on a simulated 
major earthquake in the Los Angeles area. Similar to the Elbe 
River Flood and Strong Angel III, this event was driven from 
the bottom up—first responders were the primary actors. 
However, the Los Angeles area is one of  the best prepared 
within the US, partly because of  its considerable experience 
with natural disasters (wild fires, mud slides, earthquakes) and 
partly because the state and local authorities have made prepa-
ration an important priority.

In Golden Phoenix 07, the allocation of  decision rights to the 
collective was primarily De-Conflicted, reflecting the existing 
practice within and across first responder communities. This 
factor also limited the distribution of  information and the 
frequency and continuity of  interaction. Some coordinated 
information sharing behaviours were observed. These centred 
around specific events requiring cooperation and interdepend-
ence, for example, control of  rioters that involved US military 
helicopters for lift, local Special Weapons and Tactics (SWAT) 
teams as “boots on the ground,” fire-fighters, and medical per-
sonnel. These incidents also generated some shared awareness 
and shared understanding at the Coordinated level, but the 
processes that enabled them were rigid, demonstrating limited 
adaptability of  the collective C2 process. Overall efficiency 
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and effectiveness were seen as consistent with De-Conflicted 
C2, ultimately constrained by the allocation of  decision rights. 
Overall agility was found to be at a level associated with a 
De-Conflicted approach to C2.

The primary substantive conclusion arising from the examina-
tion of  C2 in small natural disasters was that they appear to 
lack the characteristics of  a truly complex endeavour—the vari-
ety of  actors, a complex structure that cannot be decomposed 
effectively, dynamics that challenge decision making speed and 
the need for interdependence beyond the level of  coordination. 
In addition, the willingness of  the participants to seek only the 
level of  maturity they believe is required rather than pay the 
price in time, energy, and resources needed for higher levels 
of  C2 maturity is clear from the analysis in these experiences. 
From the perspective of  the N2C2M2, these cases demon-
strated that the information needed to characterise and assess 
C2 within them can be gathered or gleaned from responsible 
reporting. These results also tend to support the hypothesis that 
De-Conflicted or Coordinated C2 approaches are adequate for 
problems that are decomposable in time, space, or function.

Complex Disaster Responses

Perhaps the most interesting of  the case studies conducted 
were those of  major disaster responses truly requiring com-
plex endeavours. As noted earlier, the Hurricane Katrina case 
study was done first and served as the prototype for the others. 
The NATO support relief  to efforts following the earthquake 
in Pakistan during 2005 was particularly important because it 
was heavily military and it involved a highly active and capa-
ble host government. Finally, the response to the Pacific Ocean 
Tsunami, primarily focused on the Indonesian Province of  
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Aceh, allowed review of  a case where the host government 
sought to control events while also ensuring timely and effec-
tive relief. These complex endeavours all changed dramatically 
over time, forcing consideration of  C2 approaches under dif-
ferent circumstances and involving different casts of  character-
istics. However, this also allowed for more thoughtful analyses 
of  the C2 agility required to manage the changing coalitions 
and missions.

Hurricane Katrina was analysed primarily from the perspec-
tive of  national and state actors. The local level efforts varied 
widely and would be extremely difficult to capture succinctly. 
Hurricane Katrina Phase 1 was the period of  preparation 
while the storm was well out to sea and perceived as a possible 
threat. As Figure 25 indicates, except for efficiency, all aspects 
of  Phase 1 were seen as De-Conflicted. That is to say, all the 
relevant organisations stayed in their lane. However, because of  
their failure to work together considerable duplicative effort 
was reported, indicating Conflicted C2 in the efficiency arena. 
Phase 2 was the period during which the threat from Katrina 
was confirmed, but its scale was not fully understood; the pri-
mary activities were warning the population, initial planning, 
and the beginning of  an orderly evacuation. Most C2 related 
variables reported during Phase 2 were perceived to correspond 
to Coordinated C2, the exceptions being (a) the tendency for 
entities to organise their activities in their own organisations 
and spaces (not around functional areas); (b) their failure to 
achieve shared understanding of  the danger (each organisa-
tion made its own assessment); and (c) efficiency, which was 
impacted by the failure to recognise the need for synergistic 
actions.
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However, when the storm struck, Phase 3 or Landfall, both 
the communications infrastructure and the C2 arrangements 
between and among those responsible collapsed. Effectively, 
there was no command and control for the endeavour leaving 
each organisation, and in many cases elements of  those organi-
sations, isolated and making the best decisions they could in the 
absence of  shared information and without plans appropriate 
to the situation. Hence, Phase 3 was perceived to correspond 
to Conflicted C2 across the board. The response period, Phase 
4, really was not up and running until nearly a week after the 
storm struck. This was built largely on the planning for national 
disaster management, which had governed the preparation 
period (Phase 1). As a result, allocation of  decision rights to 
the collective remained almost exclusively De-Conflicted. This 
was also true for the cluster attractor (organisations dominated 
to the near exclusion of  functionally formed activities), the 
degree of  inter-cluster connectivity, shared understanding, the 
adaptability of  the collective C2 process, and the effectiveness 
of  command and control. The re-established communications 
systems did move the inter-entity sharing behaviours, distribu-
tion of  information across entities, frequency and continuity 
of  interactions, and the degree of  shared awareness up to the 
Coordinated C2 level. Phase 5, the recovery period, reflected 
both learning over time and continuing improved communica-
tions infrastructure. Efforts during Phase 5 were seen as achiev-
ing Coordinated C2, the level apparently needed for success in 
such complex endeavours.

Response to the Pakistan earthquake was divided into three 
phases—Search and Rescue, Relief  and Stabilisation, and 
Reconstruction. While NATO played an important role in 
this effort the Government of  Pakistan was the dominant 
player, both setting the priorities and organising the effort. The 
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Pakistan approach was to employ both military and civilian 
assets (including foreign military and NGOs) and to separate 
national decision making from local (termed clusters).
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Pakistan settled on de-confliction as their approach to manag-
ing the aftermath of  the earthquake. As Figure 26 indicates, in 
Phase 1 activities (Search and Rescue) all the variables defin-
ing collective C2 approaches and required patterns of  inter-
action, as well as the adaptability of  the collective C2 process 
corresponded to De-Conflicted C2. However, the results did 
not live up to the potential of  De-Conflicted C2; as the degree 
of  shared awareness, degree of  shared understanding, relative 
effectiveness, and efficiency were all assessed as a Conflicted 
C2 approach. In other words, the endeavour lacked a common 
picture of  what had happened and what needed to be done 
which strongly impacted effectiveness.

Phases 2 (Relief  and Stabilisation) and 3 (Reconstruction) had 
the same C2 approach as Phase 1, De-Conflicted C2, for the 
variables defining collective C2 approaches and the cluster 
attractor variable under required patterns of  interaction. In 
other words, the heavily segmented approach that kept military 
and civilian entities as well as national and local (cluster) entities 
working independently were still in place. However, improved 
communications (in many cases specialised and temporary) did 
allow for Coordinated C2 in terms of  frequency/continuity of  
interaction as well as degree of  inter-cluster connectivity. These, 
in addition to the experience of  working together during Phase 
1, resulted in improvements in the expected values for meas-
ures of  C2 effectiveness, thus it was De-Conflicted. However, 
the potential for achieving more mature C2 was not realised at 
all during Phase 2, which was judged to be Conflicted for both 
relative effectiveness and efficiency, given effectiveness. Time 
and additional experience did improve the assessment of  rela-
tive effectiveness during Phase 3 to the De-Conflicted level, but 
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efficiency was again rated as Conflicted. The maturity exhib-
ited across the three phases appeared to reach a level associated 
with De-Conflicted C2.

Once again, the variables defining collective C2 approaches 
were demonstrated to cast a long shadow—they appear to limit 
the C2 approaches possible. At the same time, the SAS-065 
Research Task Group found that they could apply the N2C2M2 
effectively to make sense of  the C2 involved in this case.

Tsunami Relief  was the largest and most complex of  the case 
studies executed. As with the other complex endeavours, this 
one involved both civilian and military elements and extended 
to a large number and variety of  foreign actors—military 
forces, NGOs, and international organisations. Summarising 
this case required considering six different situations, despite 
the fact that the SAS-065 analyses ultimately focused primarily 
on the Aceh Province in Indonesia. In addition, the endeavour 
changed dramatically across three phases: Search and Rescue, 
Relief, and Reconstruction. Six different analyses were required 
to capture the relevant dynamics:

•	 First Phase Local Authorities (largely isolated efforts);
•	 First Phase Military (almost exclusively Indonesian);
•	 First Phase Other (those close enough to participate 

quickly, including some NGOs);
•	 Second Phase Military (an emergent coalition including 

foreign militaries);
•	 Second Phase Civilians (national authorities, interna-

tional organisations, and NGOs);
•	 Third Phase All (foreign militaries had departed).
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During Phase 1, Search and Rescue, local officials were iso-
lated. Their C2 was heavily influenced by traditional practices, 
which were Collaborative. Hence, they were seen as achiev-
ing Collaborative C2 on all three variables defining the col-
lective C2 approach as well as those describing the required 
patterns of  interaction. However these high levels of  matu-
rity are somewhat illusory because they were measured at the 
level of  individual localities, not across the impacted area. 
Other factors comprising measures of  C2 effectiveness were, 
as a consequence, rated as Coordinated C2, down from the 
potential maturity established in the more fundamental factors. 
Moreover, the local leadership lacked the resources to impact 
the situations strongly so their relative effectiveness and effi-
ciency given effectiveness were seen as ultimately correspond-
ing to Conflicted C2.

During this first phase the Indonesian military were seen as 
Coordinated on the variables defining collective C2 approaches 
except for the distribution of  information, where their seg-
mentation of  the effort led to performance associated with 
De-Conflicted C2. Moreover, due to limited communications 
capabilities and traditional military doctrine and training for 
how to operate, they were perceived by the SAS-065 group as 
limited to Coordinated C2 in terms of  the required patterns 
of  interaction. Not surprisingly, these same factors resulted 
in Coordinated C2 for all three variables of  C2 effective-
ness. While their relative effectiveness was seen as holding at 
Coordinated C2, the efficiency of  their C2 approach was rated 
as De-Conflicted. This reflected an inability to take advantage 
of  potentials for synergy.
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Other actors present during Phase 1 (largely NGOs) lacked the 
preparations and coherence present in the local and Indonesian 
militaries. They had no capability to organise their efforts, no 
coherent approach to allocating decision rights, and no reli-
able means to share information. As a consequence, these 
other actors were clearly functioning at a level associated with 
Conflicted C2.

During Phase 2, Relief, independent activity by local councils 
all but disappeared under the weight of  civil authority from 
the national and regional government and a massive NGO 
presence. Hence, SAS-065 considered civilian activity as a unit 
of  analysis. However, on the variables defining collective C2 
approaches these efforts remained at Conflicted C2. There 
were efforts to work together, particularly at the functional level 
(food, housing, etc.) so civilian activity was seen as achieving 
Coordinated C2 in terms of  the degree of  inter-cluster activity 
and the nature of  the cluster attractors. However, their interac-
tions were far from continuous and only frequent enough to 
allow De-Conflicted C2 in practice. Constrained by the low 
base in variables defining C2 approaches, civilian activity in 
this phase was plagued by Conflicted C2 in terms of  shared 
awareness and shared understanding. Lacking a coherent 
approach, they were also seen as Conflicted and unable to find 
a way to adapt their collective C2 process. This ultimately led 
to the conclusion that they were also at the level of  Conflicted 
C2 in terms of  relative effectiveness and efficiency.

By contrast, the military actors, which now included multi-
national forces, were able to establish Collaborative C2 across 
the three variables defining collective C2 approaches. This rep-
resented interactions at senior levels. However, their patterns 
of  interaction remained at the Coordinated C2 level—the 
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result of  collaborations being implemented in a combination 
of  organisations that largely favoured the home or traditional 
units. The top level interactions did result in Collaborative C2 
ratings on both shared awareness and shared understanding. 
Overall however, traditional differences between the militaries 
limited the adaptability of  the collective C2 process and the 
relative effectiveness to the Coordinated C2 approach.

Phase 3, or Reconstruction, was carried out under the leader-
ship of  the Indonesian government, with NGOs and interna-
tional organisations following their lead. Foreign militaries had 
departed. Virtually all of  the variables for this period of  time 
were scored as reaching Coordinated C2. This clearly reflected 
the experience in prior phases and the opportunity to learn 
how to work with one another. However, both relative effective-
ness and efficiency were seen as De-Conflicted C2, indicating 
that actions on the ground did not take full advantage of  the 
C2 capability present.

Overall the agility of  the collective C2 process exhibited in the 
military area (effectiveness of  changes over phases) was seen 
as reaching the level of  Coordinated C2. The range of  agility 
was constrained by the established doctrine and training of  the 
various militaries involved. While the value of  Collaborative 
C2 was seen in some ways, it could not be carried over to the 
full suite of  C2, both because of  relatively weak communica-
tions capabilities between the militaries of  different nations, 
and because of  an unwillingness or inability to become more 
interdependent. The civilians involved across the three phases 
were rated as capable only of  De-Conflicted C2 apparently 
because they had serious problems agreeing on a goal structure 
that would allow them to implement a more network-centric 
C2 approach.
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The major impact of  this case study was a recognition that 
understanding C2 maturity for a complex endeavour may 
benefit from, or even require, analyses of  the C2 occurring 
in different sub-elements, whether those are organisational or 
functional.

Experimentation

SAS-065 sought to take advantage of  all the relevant informa-
tion available to understand C2 maturity. The ELICIT experi-
mentation platform was developed to examine key hypotheses 
related to the Network Centric Operations Value Chain. It uses 
a laboratory environment to examine the effect of  changes in 
the C2 approach space (allocation of  decision rights, patterns 
of  interaction, and distribution of  information) on group capa-
bility to solve a knowledge problem http://www.dodccrp.org/
html4/elicit.html. Its most basic application is the comparison 
of  classic hierarchies to edge organisations. Members of  SAS-
065, working with the US Command and Control Research 
Program (CCRP) carried out a specialised analysis of  37 
ELICIT experimentation trials conducted in the US, Portugal, 
and Singapore over a 3-year period. Table 2 provides a list of  
the ELICIT trials used in the analyses.



132		 NATO NEC C2 Maturity Model

Model Verification and Validation 

Table 2: 

Date of 
Experiment Experiment Location Date of 

Experiment Experiment Location

10-Jan-07 Naval Postgraduate School 24-Jan-07 Naval Postgraduate School
19-Jan-07 Naval Postgraduate School 31-Jan-07 Naval Postgraduate School
22-Jan-07 Naval Postgraduate School 2-Feb-07 Naval Postgraduate School
26-Jan-07 Naval Postgraduate School 6-Feb-07 Naval Postgraduate School
29-Jan-07 Naval Postgraduate School 8-Feb-07 Naval Postgraduate School
5-Feb-07 Naval Postgraduate School 9-Feb-08 Naval Postgraduate School
7-Feb-07 Naval Postgraduate School 13-Feb-07 Naval Postgraduate School

14-Feb-07 Naval Postgraduate School 15-Feb-07 Naval Postgraduate School
1-Feb-07 U.S. Military Academy 3-Mar-07 U.S. Military Academy
28-Jun-07 Portugal Military Academy 26-Jun-07 Portugal Military Academy
2-Jul-07 Portugal Military Academy 4-Jul-07 Portugal Military Academy
4-Jul-07 Portugal Military Academy 4-Sep-07 Portugal Military Academy

17-Oct-07 Singapore Military Academy 24-Jan-08 U.S. Military Academy
17-Oct-07 Singapore Military Academy 17-Oct-07 Singapore Military Academy 
17-Oct-07 Singapore Military Academy 17-Oct-07 Singapore Military Academy 
17-Oct-07 Singapore Military Academy 17-Oct-07 Singapore Military Academy 
17-Oct-07 Singapore Military Academy 17-Oct-07 Singapore Military Academy 
22-Jun-06 Boston University 17-Oct-07 Singapore Military Academy 

23-Jun-06 Boston University

Edge Hierarchy

    

ELICIT Experiments Analysed

The hierarchy instantiation was seen as the equivalent of  
De-Conflicted C2. The edge organisations were seen as the 
equivalent of  a more mature C2 approach, though they did 
not map specifically to a single C2 approach. However, the dif-
ference between the experimentation approaches was strong 
enough to permit testing the hypothesis that More Mature Levels 
of  C2 would Perform More Efficiently and More Effectively.

The results of  these analyses are posted at http://www.dod-
ccrp.org/html4/elicit.html. The results of  the analysis were 
clear and unambiguous.

•	 Edge Organisations were more likely to correctly solve 
the knowledge problem than Hierarchies;
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•	 Edge Organisations solved the knowledge problem 
more quickly than Hierarchies;

•	 Edge Organisations shared information more than 
Hierarchies;

•	 Edge Organisations were more efficient than 
Hierarchies in terms of  the experiment person-minutes 
required to generate correct identification attempts;

•	 Edge Organisations were generally more efficient than 
Hierarchies in terms of  the number of  actions required, 
on average, to correctly solve the knowledge problem, 
though the observed difference was only statistically 
significant at the 80 percent level.

Comparative Assessments

The members of  the SAS-065 Research Task Group were also 
interested in their ability to make comparisons across the cases. 
This was an effort to understand whether the factors being con-
sidered could be applied consistently and would differentiate 
levels of  maturity appropriately (or find them the same or simi-
lar when appropriate). Four such comparisons were made and 
reported to SAS-065: analytical comparisons between humani-
tarian operations, Wise Wargame comparison between current 
and task organised forces, comparison of  Elbe River floods to 
Tsunami Relief, and comparison of  Bosnia and Kosovo NATO 
operations. These later two were comparisons between the 
findings from case studies conducted by SAS-065.

Analytical comparisons between humanitarian oper-
ations: Very early in the case study efforts a professional arti-
cle reviewing and comparing humanitarian relief  efforts was 
identified and offered as a model for how complex endeavours 
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might be analysed.80 This effort examined its cases through the 
lens of  humanitarian logistics, sometimes defined as “the proc-
ess of  planning, implementing, and controlling the flow and 
storage of  goods and materials as well as related information, 
from point of  origin to point of  consumption for the purpose of  
meeting the end beneficiary’s requirements.” In another place 
eerily familiar to those who have worked with network ena-
bled operations, logistics is seen as including, “the planning and 
preparedness, design, procurement, transportation, inventory, 
warehousing, distribution and recipient satisfaction. In short, 
all logistics operations have to be designed in such a way that 
they get the right goods to the right people at the right time.”

The cases examined are (a) the South African food crisis of  2002, 
(b) the IFRC (a constituent element of  the International Red 
Cross and Red Crescent Societies) response to an earthquake 
in Gujarat, India in 2001, (c) the UNJLC’s (United Nations 
Joint Logistics Centre) role in responding to Mozambique 
floods in 2000, (d) the UNJLC’s winter season campaign 
in Afghanistan, and (e) events in Sumatra after the Indian 
Ocean Tsunami. Comparisons were made across three clas-
sical phases—Disaster Preparedness, Disaster Response, and 
Disaster Management. These three phases were often reported 
in SAS-065 case studies. This analysis also looked at several 
factors considered important in determining success: Human 
Resources, Knowledge Management, Process Management, 
Resources, and Community. More importantly from the per-
spective of  command and control, the analysis identified three 
different types of  coordination in humanitarian relief: coordina-
tion by command, coordination by consensus, and coordination 

80. Van Wassenhove. “Blackett Memorial Lecture: Humanitarian Aid Logistics; 
Supply Chain Management in High Gear.” Journal of  the Operational Research 
Society, 2006.
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by default. In addition, the analysis recognised the possibility 
of  no coordination. These four categories proved to be quite simi-
lar to the five C2 approaches defined by SAS-065.

This comparative analysis also recognised the importance of  
being alert to the need for change, citing (in their own words) 
agility (ability to deploy rapidly as needed), adaptability (creat-
ing alliances and joint organisations as needed) and alignment 
(dynamic roles including risk and resource sharing) as desir-
able characteristics for a humanitarian logistics system. Finally, 
the analysis recognised lack of  trust, both among humanitarian 
organisations and between them and private organisations as 
an important barrier to success.

WISE Wargame Case Study: The UK conducted a series of  
WISE (Wargame Infrastructure and Simulation Environment) 
Wargames in which they sought to compare two different 
approaches to command and control: (1) traditional hierarchy 
using geographic de-confliction (Current Case or Baseline) and 
(2) functional task organisation (Task Group Case or Treatment) 
with overlapping geographic areas and a relatively flat organi-
sational structure that included resource sharing. In the Task 
Group Case the Joint Task Force Headquarters (JTFHQ) could 
arbitrate conflicts (over resources as well as the use of  space). 
This experimentation design was understood by SAS-065 to 
allow comparison of  a traditional approach to C2 (Baseline 
using Coordinated C2) with a non-traditional approach 
(Treatment, largely using Collaborative C2, with some aspects 
achieving Edge C2). The missions assigned and the time avail-
able to complete them were identical.
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Both the Baseline and Treatment groups were assessed in qual-
itative terms, including in-depth interviews of  the participants. 
Quantitative assessments were restricted to measures of  per-
formance as the wargame did not permit enough time to assess 
the success of  the campaign.

The Baseline (current case) group was found to be less stressful, 
undoubtedly because it was more familiar. From the division 
perspective (the senior headquarters in the wargame), greater 
positive control was achieved and maintained, meaning in 
part that there was greater confidence that longer term per-
formance was possible and perspective was being maintained. 
Communications needs were less, again apparently because the 
roles, responsibilities, and communications protocols were more 
familiar, but also because there was no need for peer-to-peer 
cross-talk at the brigade (lower level headquarters). The brigades 
also focused more on their specific, more tactical responsibili-
ties and showed less interest in the division level (more opera-
tional) situation and mission. The effort in the Baseline group 
was judged to be more risk averse, at least partly because of  
restraints imposed by the division and the practice of  retaining 
reserves at all levels and throughout the organisation. Finally, 
the Red Team perceived that Blue was operating at a lower 
tempo in the Baseline when compared with the Treatment.

The Treatment group (task group case) was seen very different. 
First there was greater unity of  effort and teamwork within the 
overall command. Secondly, there was greater shared aware-
ness, particularly at the operational level where the efforts of  
the three task groups had to come together. In addition, the 
Treatment group was seen as resulting in more pro-active plan-
ning and more collaborative planning. However, the Treatment 
group also showed some challenges. First, this C2 approach 
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appeared to require more joint training in order to ensure the 
appropriate levels of  trust and mutual understanding were 
available. Second, richer communications tools were required 
to handle the level of  interaction needed to achieve success in 
this mode. Moreover, planning needs better decision-support 
tools in order to recognise and deal with the interdependencies 
inherent in this more network-centric C2 approach. This was 
reflected in the need to ensure clarity of  responsibility of  the 
tasks that arise at the seams between functional task groups, 
including rear area security and logistics support in this war-
game. Finally, the task groups were perceived as being more 
willing to follow the paths of  least resistance (achieve their mis-
sions partly by defining them narrowly) and to blur the strong 
spirit of  the band of  brothers that binds UK forces together in 
important ways.

Overall, this comparative case study demonstrated both that 
the N2C2M2 could be applied meaningfully in a rich wargam-
ing setting and also that many of  the hypotheses built into it are 
consistent with efforts involving professional military officers. 
At the substantive level it also showed the continuing primacy 
of  the variables defining the collective C2 approaches. That 
is, these key factors drive the C2 approach observed across the 
other variables of  interest.

Analytical Comparison of  Elbe and Tsunami Case 
Studies: A specific comparison of  the results from examining 
the C2 approaches used in the Elbe River Flood and Tsunami 
Relief  efforts was undertaken to (a) report on the differences 
required when dealing with disasters of  different scope and (b) 
to explore an emerging hypothesis about the requisite C2 matu-
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rity; which argues that the costs of  C2 maturity (effort, time, 
infostructure) are great enough that endeavours will tend to 
generate only that C2 maturity required for success.

The Elbe River flood was evaluated as relatively low in com-
plexity in contrast with Tsunami Relief, which was seen as 
highly complex. As noted earlier, the Elbe River flood relief  
efforts were observed to achieve Coordinated C2, following 
the processes and procedures developed within Germany and 
reflecting the variety of  actors involved. The effectiveness of  
the Elbe River efforts were, however, seen as high—relief  was 
provided. While the level of  efficiency was seen as more mod-
est, reflecting the loss of  synergy available if  more mature C2 
had been present, the level of  C2 maturity observed was clearly 
adequate to meet the need.

While some aspects of  the effort to respond to the 2004 Tsunami 
were observed to reach the level of  Coordinated C2, the same 
as Elbe Flood relief, that level of  C2 maturity was not ade-
quate to achieve effectiveness and was clearly very inefficient. 
In other words, the level of  C2 maturity adequate to manage 
a relatively small disaster was inadequate to deal with a larger, 
truly complex situation. SAS-065 concluded that this find-
ing was consistent with the relative maturity hypothesis. First, 
endeavours are not going to seek as much maturity as they can; 
instead they will seek a level of  maturity adequate to deal with 
their purposes. Secondly, there is no one C2 approach or level 
of  maturity that is appropriate for all situations.

Analytical Comparison of  Bosnia and Kosovo Case 
Studies: As noted above, the NATO operations in Bosnia 
(IFOR) and Kosovo (KFOR), and particularly their interactions 
with their international partners in the UN, were observed to 
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have performed at very different levels of  C2 maturity. Hence, 
comparing these efforts and particularly understanding the 
roots of  the differences between them and their effectiveness 
was undertaken as a useful comparison.

Not surprisingly, the core differences arose from the allocation 
of  decisions rights, not only to the collective, but also between 
the members of  the partnership. In Bosnia the charters of  the 
UN and NATO were sharply differentiated, particularly with 
respect to police functions. In Kosovo the UN was charged 
with not only supporting the development of  police capability, 
but also with providing police services necessary for security 
when and where internationally trained police or police moni-
tors were not available. In both cases the UN and its member 
nations took considerable time to identify, train, and provide 
police monitors and trainers. However, in Bosnia NATO forces 
deliberately and consistently refused to step in and provide 
police services, even when illegal acts (sometimes perpetrated 
by local police) were undermining the mission. By contrast, in 
Kosovo NATO was proactive in ensuring police services were 
provided, which both controlled and deterred illegal actions. 
This comparative analysis also made it clear that both NATO 
and the UN learned valuable lessons from the Bosnia expe-
rience and applied them in the later Kosovo operations. The 
data underlying these analyses are reported in Figure 23.

This analysis confirmed the capacity for using the N2C2M2 
as a comparative tool when the cases of  interest share mis-
sion characteristics. It also demonstrated, once again, that the 
determinants of  C2 maturity are interrelated.
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Conclusions of Validation Efforts

The case studies, experimentation, and comparative analyses 
undertaken by SAS-065 had three clear purposes:

•	 Ensuring the NATO NEC C2 Maturity Model 
(N2C2M2) was clear and easy to understand;

•	 Testing and improving the utility of  the N2C2M2 by 
applying it to a variety of  situations drawn from real 
world experiences, exercises, and war games; and

•	 Validating the N2C2M2 by assessing its empirical valid-
ity, its construct validity, and its expert (or face) validity.

In addition, SAS-065 sought to learn as much as possible about 
the process of  applying the N2C2M2 in order to create illustra-
tive applications that would be valuable to the community.

Clarity

Ensuring the N2C2M2 was clear and easy to understand was 
given a great deal of  attention. While some basic issues proved 
easy to communicate, others were found to be more nuanced 
or more difficult to articulate successfully. The language used 
in the final version of  the C2 Maturity Model is very differ-
ent in some places from that in its early versions. For example, 
the most mature level recognised in the model was originally 
termed Agile C2. However, Agility was understood to be a vari-
able by which the different levels of  C2 could be compared. 
After much discussion and considering several alternatives, the 
most mature approach to C2 was ultimately termed Edge C2, 
the language used in the final version. This seemed to create 
the least confusion of  the options examined.
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Conducting the case studies, analysing the relevant experi-
ments, and carrying out comparative analyses also made it 
clear that the original formulation focused on the three dimen-
sions of  the C2 approach space (Allocation of  Decision Rights, 
Patterns of  Interaction, and Distribution of  Information) 
and made it unnecessarily difficult to discuss the differences 
between the C2 approaches of  a complex endeavour and the 
C2 approaches of  the entities participating in the endeavour, 
which might be quite different. Hence, the final version of  the 
N2C2M2 uses different language to specify the C2 approaches 
of  an endeavour:

•	 Allocation of  decision rights to the collective;
•	 Patterns of  interaction among the participating entities;
•	 Distribution of  information across participating entities.

At the same time, confusion kept arising between the five differ-
ent C2 approaches (Conflicted, De-Conflicted, Coordinated, 
Collaborative and Edge) and the C2 maturity levels. As a result, 
the C2 maturity levels are articulated in the final N2C2M2 
by number (Level 1 replaces Conflicted, Level 2 replaces 
De-Conflicted, Level 3 replaces Coordinated, Level 4 replaces 
Collaborative, and Level 5 replaces Edge).

This reformulation focuses the analyst on the complex endeav-
our level (on collective C2) rather than examining the C2 
approaches of  the individual entities that make up the collec-
tive endeavour. In addition, the fact that decision rights help 
shape information sharing behaviours and that those two fac-
tors (together) help determine the distribution of  information 
also became clear. Hence, the three defining axes for collec-
tive C2 maturity levels are not orthogonal to one another. This 
recognition also means that application of  the NATO NEC 
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C2 Maturity Model (N2C2M2) is best done by first examin-
ing decision rights, then looking at patterns of  interaction and 
finally examining the distribution of  information.

Any number of  minor changes to wording occurred within the 
model, greatly facilitated by the willingness and ability of  the 
SAS-065 members from different nations and with different 
backgrounds, experience, and training to work together, read 
one another’s drafts carefully, suggest improvements, and seek 
mutually agreed formulations. And finally, as previously stated, 
the decision was made to add a Glossary in order to make it eas-
ier for those not familiar with the specialised, and sometimes 
somewhat arcane, language of  the international command and 
control research and development community.

Utility and Applicability

The NATO NEC C2 Maturity Model (N2C2M2) is not an end 
in itself. To be successful it must be useful to NATO and its 
member nations as they seek to assess their current C2 capa-
bilities and make decisions about whether and how they might 
be improved or made more mature. The case studies, analy-
ses of  experimentation results, and comparative analyses were 
ultimately tests of  the potential applicability and utility of  the 
N2C2M2. The value of  a tool can only be determined by using 
it, which was one of  the primary reasons for devoting so much 
effort to these activities.

As the C2 maturity model developed and the members of  SAS-
065 grew more familiar with it, they came to understand the 
emerging rationale behind it and gained experience in applying 
it; thus they were able to both appreciate and demonstrate its 
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value and potential. The process was aided by improvements 
in language and model clarity. Some valuable insights emerged 
about its application:

•	 First, C2 maturity changes over time, so applications 
may need to be segmented in order to focus on coherent 
patterns. These changes appear to be related primarily 
to changes in the mission. For example, crisis response 
and reconstruction levy different requirements and may 
develop very different command and control capacities 
and practices. Moreover, C2 maturity may change as a 
result of  the introduction of  new entities or the loss of  
entities in the endeavour. This commonly occurs as the 
mission changes, but is not necessarily caused by those 
changes.

•	 Secondly, C2 maturity typically is different for the 
endeavour as a whole subset of  entities and the indi-
vidual entities that comprise the endeavour. SAS-065 
quickly learned that gaining information and insight 
into the C2 approaches of  the endeavour and of  its 
components often exposed large differences. In a typi-
cal example, military entities, whether in a coalition 
or working at the national level have traditions, doc-
trine, equipment, and training that determines their 
C2 approach. However, they are often working within 
endeavours with civilian partners with quite different 
traditions, policies, practices, and equipment who have 
organised their efforts very differently. In most cases 
the overall endeavour in which these partnerships are 
brought together has yet a third C2 approach.

•	 Third, C2 maturity can be seen either as descriptive or 
prescriptive. When examining current organisations or 
performing assessments of  past experience, or analysing 
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the results of  an experiment, exercise or wargame, the 
N2C2M2 is descriptive. In these cases, it captures the 
essence of  the C2 approaches and capabilities observed. 
However, when used to design a C2 approach, develop 
a plan for transitioning to a more network-centric 
approach, or determine the correct C2 approach for a 
given situation, the N2C2M2 is prescriptive.

While these valuable insights emerged from the efforts of  SAS-
065, the most general finding with respect to utility and appli-
cability was that the N2C2M2, once clearly understood, could 
be readily applied to the variety of  cases selected for analysis: 
combat operations, peace operations, disaster relief, experi-
ments, and wargames. Moreover, it was a simple matter to 
organise the results of  the ELICIT experiments to test hypoth-
eses arising from the maturity model and the UK wargames 
demonstrated the ability to design C2 approaches and evaluate 
their impact when compared with current practices.

Validity

Expert (or Face) Validity: The term face validity is often used to assess 
whether a model appears to make sense to those unfamiliar 
with it. In the field of  command and control, however, this term 
should be changed to read expert validity because the number 
of  knowledgeable individuals is quite small. Understanding 
this challenging field often requires years of  experience and 
practice.

SAS-065 took every practical opportunity to expose the 
N2C2M2 to professional audiences and invited a number of  
experts to review it both during development and at its organ-
ised Peer Review Workshop where each nation was asked to 
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identify C2 experts who had not been previously exposed to 
the ideas to examine the C2 maturity model. Members of  the 
CCRP briefed various developmental versions to a variety of  
audiences, including experts (analysts and practitioners) from 
the US, Canada, Portugal, Singapore, as well as international 
conferences dealing with modelling and simulation, collabora-
tion, and operations research analyses of  C2. The ideas were 
also presented at US military educational institutions, the US 
Military Academy and the US Naval Postgraduate School. 
Several members of  SAS-065 also asked other analysts from 
their countries to examine the model.

The overwhelming majority of  those experts found the 
N2C2M2 understandable and the logic underlying it reason-
able. Many of  their comments dealt with the graphics used 
to present the N2C2M2 rather than the concepts themselves. 
Some of  their comments dealt with the words used to describe 
the model and the C2 approach space; which was discussed 
in the earlier section on clarity. The only specific dissent raised 
was from an analyst who pointed out that the model did not 
conform to NATO’s formal definition of  command and con-
trol and that some of  the language differed from that used by 
NC3A to describe their NEC Maturity Model. This set of  
comments was covered in the text of  the N2C2M2 where the 
more traditional approaches were explicitly related to the con-
structs in the C2 Maturity Model. In addition, the fact that the 
N2C2M2 focuses on complex endeavours as the challenge of  
the 21st century and that the C2 Maturity Model notes that 
more traditional approaches to C2 may be appropriate for less 
complex situations makes it clear that the N2C2M2 takes these 
issues into account.
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Construct Validity: The issues of  interest in construct validity are 
whether all the relevant factors are captured in a model and 
whether all the appropriate relationships between those factors 
have been identified and incorporated. In terms of  construct 
validity, the initial NNEC C2 Maturity Model proved to be 
quite strong. While the specific words needed to accurately 
and precisely describe the factors, some of  the variables were 
adjusted to make them clearer; however no major new factors 
were added to the N2C2M2 as a result of  case study validation. 
Given the number and variety of  case studies as well as the 
number and variety of  experts involved in conducting them, 
this result was seen as extremely positive.

The most dramatic development in this arena was the evolu-
tion of  the dependent variables. The initial argument was that 
more mature levels of  C2 were expected to be required (or at 
least more effective) when dealing with complex endeavours. 
This argument was never challenged during case study vali-
dation. However, effectiveness was ultimately recognised as a 
property that might be present at any level of  C2 maturity 
(e.g., De-Conflicted C2 can be effective under certain circum-
stances). Hence, the variable was re-labelled as relative effectiveness 
and the implied metric focused on performance during a com-
plex endeavour. Secondly, in contrast to earlier C2 assessment 
practices (e.g., Code of  Best Practice for C2 Assessment81) the 
dependent variables were extended to include Efficiency, Given 
Effectiveness. SAS-065 argued that efficiency does not make sense 
unless effectiveness is established.82 However, because complex 
endeavours typically require enormous resources over a con-

81. NATO SAS-026, NATO Code of  Best Practice for C2 Assessment. Washington, 
DC: CCRP, 2002.
82. Alberts and Hayes, Planning: Complex Endeavors, p.168.
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siderable period of  time, efficiency (which results in greater 
residual resources at any point in time during the endeavour) 
matters more in them than in traditional combat missions.

Indeed, the argument can be made that when the complexity 
and dynamics of  a complex endeavour are both high, excess 
(or reserve) capacity may be essential to long term success. This 
argument emerged in SAS-065 discussions of  NATO experi-
ences in Afghanistan where it appears that satisficing at a lower 
level of  C2 maturity in the early part of  that mission may have 
contributed to the descending spiral that was observed more 
recently. Of  course, more mature C2 is never a goal in itself  and 
a variety of  factors (troop strength, host government behaviour, 
the availability of  safe havens, etc.) clearly have contributed to 
these developments. However, less mature C2 may have meant 
a failure to fully understand the dynamics of  the situation and 
limited development of  effective measures.

The major dependent variable innovation in the N2C2M2 
is the recognition that agility is both the single most impor-
tant measure of  effectiveness and that it can only be measured 
across cases or endeavours. A given endeavour cannot demon-
strate agility during an application where the challenge (e.g., 
recovery from a natural disaster) or adversary remains stable. 
However, members of  SAS-065 were able to identify distinct 
phases during many of  the case studies in which the challenge 
or adversary changed considerably. For example, dealing with 
recovery from a natural disaster includes a phase when res-
cue dominates, one of  recovery (when refugees and immedi-
ate relief  are paramount) and a reconstruction phase. In these 
instances agility could be examined by making comparisons 
across the different phases.
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Building on this insight, SAS-065 also came to recognise the 
importance of  requisite maturity and requisite agility. In essence, 
this argument recognises that the appropriate (and perhaps the 
necessary) level of  C2 maturity is derived, at least partly, from 
the nature of  the situation itself. Complex endeavours, which 
are inherently dynamic, unfamiliar, and make assessment of  
cause and effect, temporal dynamics, or other types of  predic-
tions very difficult, require (or benefit from) more mature C2. 
However, SAS-065 also recognised that C2 maturity does not 
arise simply because it is needed or desirable. The endeavour, 
including whatever military forces it contains, must also have or 
develop an appropriate approach to C2 and have the doctrine 
(or agreed management approach), training, processes, mate-
rial, and skills to function effectively.

Ultimately the importance of  understanding that each level of  
maturity must include the capability to work with partners who 
are at lower levels (but above the Conflicted level where work-
ing together is impossible) cannot be stressed enough. NATO 
may be able to raise the level of  C2 maturity of  its forces 
quite high, but NATO often finds itself  having to deal with 
partners (interagency, international organisations, host govern-
ments, non-governmental organisations of  relevant parts of  
industry) that have much less mature C2 capabilities. In such 
cases, NATO must be able to work effectively with these dis-
advantaged partners or it runs serious risk of  (a) experiencing 
Conflicted C2 when dealing with them or (b) having to spend 
its own (probably military) resources and personnel to perform 
elements of  the mission that do not require military capabili-
ties. For example, if  refugee populations must be provided food, 
water, shelter, and medical support NATO would be better off  
working with specialised organisations and agencies that can 
provide those services than tying up military assets to provide 



150		 NATO NEC C2 Maturity Model

Model Verification and Validation 

them. Hence, NATO forces and the NATO nations engaged in 
complex endeavours will need the capacity to work with these 
disadvantaged partners.

In addition, some specific factors were identified in the 
N2C2M2 that are the consequence of  adopting a particular C2 
approach or achieving a level of  C2 maturity, but that can also 
occur in other circumstances. For example, more mature C2 
clearly leads to different patterns of  reliance—dependencies, 
interdependencies, and symbiotic relationships and synergies 
all appear to increase as a more network-centric C2 is created. 
On a related topic, resource sharing also appears to increase 
at more mature levels of  C2, as does collaborative planning. 
Finally, greater levels of  trust are present when higher levels 
of  C2 maturity are present. All these factors are mentioned in 
the N2C2M2, but they appear to be consequences of  adopting 
different approaches. However, further work may indicate that 
one or more of  them are necessary for greater C2 maturity.

Empirical Validity: The most challenging validation issue when 
working with new ideas and examining future command and 
control issues is empirical validity—does the model reflect 
reality in a credible way. In a sense, all the work on case stud-
ies, experimentation, and comparative analysis were efforts to 
establish empirical validity. The key question was always, can the 
N2C2M2 be used to assess, describe, and recognise causal patterns at work 
through empirical analyses? Hence, the fact that these efforts could 
be carried out provides the first order answer about empirical 
validity: the N2C2M2 can be successfully applied to a variety 
of  cases.
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However, there are also limits to the empirical validity estab-
lished. When the case studies and comparative analyses were 
carried out, the members of  SAS-065 working with them were 
familiar with the N2C2M2, potentially leading them to inter-
pret reports and information in its terms. Secondly, none of  the 
case studies performed, except perhaps the Golden Phoenix 07 
and WISE wargame analyses, were based on empirical data 
collected specifically to evaluate C2 approach or C2 maturity. 
Hence, these analyses relied relatively heavily on inferences by 
the research teams of  SAS-065.

On the other hand, both the WISE wargame and the ELICIT 
experimentation results were able to examine causal hypoth-
eses about the effect of  different levels of  C2 maturity and both 
found results consistent with the N2C2M2 and the proposi-
tions that underlie it. Similarly, the consistent findings, across 
many case studies, that the three core variables defining col-
lective C2 approaches consistently predicted the values for the 
other major variables in the analyses, implies that the under-
lying causal model is consistent with the realities reported 
in the case study sources. Hence, to the extent practical, the 
N2C2M2 has been found empirically valid. More work on this 
issue can and should be expected over time within NATO, its 
member nations, and the relevant research and development 
communities.

Other Insights

The case studies also provided rich insights on a number of  rel-
evant topics which included measurement of  the factors cap-
tured by the N2C2M2 and the establishment of  the appropri-
ate boundaries for applications.
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One purpose of  the validating case studies was to determine 
the best approach to measurement so that future applications, 
whether assessments of  particular forces and endeavours or the 
development of  strategies and road maps to improve capabili-
ties, would have a clear grasp of  the level of  measurement fea-
sible and needed. The case studies were not a perfect tool for 
this purpose because the material used to conduct them was 
secondary reporting done for general descriptive and assess-
ment purposes. None of  the secondary report authors were 
specifically interested in the dimensions of  the C2 approach 
space in use, nor were they necessarily aware of  the C2 matu-
rity concept. However, the case studies did mean that serious 
C2 analysts were seeking to assess the levels of  C2 maturity 
present in significant sets of  events, many of  them involving 
complex endeavours. Hence, they provide an intelligent start-
ing point for understanding the level of  measurement needed 
and what is feasible.

There are four levels of  measurement recognised in the scien-
tific and analytical communities:

•	 Nominal measurement in which categories can be 
established, but no natural order exists. Examples 
include gender, race, civilians versus military, etc.;

•	 Ordinal measurement is also categorical, but the cat-
egories have an inherent order. However, the differences 
between categories are irregular. Levels of  education, 
for example, can be ranked as primary, secondary, 
undergraduate, and graduate. In many cases continu-
ums that cannot be accurately partitioned are measured 
ordinaly. We might, for example, use economic yard-
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sticks to recognise impoverished people, poor people, 
middle income, and upper income, despite the fact that 
the underlying data is a continuous distribution;

•	 Interval level measurement means that distances 
between observations are constant, but zero is not a 
realistic value. Thermometers, for example, use precise 
intervals to express differences (ten degrees is always the 
same value, so the intervals are regular), but because 
zero is not a meaningful number they cannot be mul-
tiplied. Hence, 80 degrees is not twice as hot as 40 
degrees;

•	 Ratio measurement implies not only that the intervals 
are equal, but also that zero is meaningful. Therefore, 
the numbers can be multiplied and divided. Hence, dis-
tances and volumes are measured at the ratio level.

In an ideal world, the N2C2M2 would be made up of  ratio 
numbers. Hence, the percentage of  decision rights allocated to 
the collective in a Collaborative C2 system would be known in 
advance; therefore those who design systems and develop forces 
could work toward that finite goal. Moreover, those C2 systems 
could be assessed, in part, by looking at the percentage of  such 
rights that were in fact allocated to the collective. However, as 
the case studies demonstrated, neither our knowledge of  the 
maturity of  C2 systems nor our ability to measure the driving 
factors underlying them is precise enough to support ratio or 
even interval measurement. Universally the members of  SAS-
065 conducting validation case studies concluded that ordinal 
measurement is the correct level of  measurement and the most 
precise possible. Attempting to be more precise proved all but 
impossible in the case studies. However, the members of  SAS-
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065 did believe they could design a data collection approach 
that would be useful for those wishing to apply the N2C2M2. 
That effort is reflected later in the Illustrative Applications section.

Establishing appropriate boundaries also emerged as an impor-
tant insight from those conducting the case studies. They found 
that clear specification of  the boundaries of  the endeavour 
under study was essential in their applications. For example, 
as noted earlier, many endeavours change over time, partly in 
response to changes in the challenges they face and as a result 
of  changes in the endeavour itself: its composition (adding or 
losing members), its purposes (e.g., from saving lives to deal-
ing with survivors and refugees, to reconstruction in the case 
of  disasters), and/or changes in the info-structure available to 
support the endeavour. As a consequence, many of  the case 
studies broke their analyses into phases and found different C2 
approaches for the different phases.

In addition, many of  the larger endeavours were found to be 
made up of  sub-endeavours or sets of  relatively coherent activities 
conducted as part of  the overall complex endeavour. For exam-
ple, Tsunami response could be seen as made up of  different 
endeavours in different geographic regions. In some cases these 
sub-endeavours dealt with specific topics such as medical serv-
ices or security. Hence, some case studies reported different C2 
approaches in different elements of  the endeavour. While this 
effort produced some interesting insights, it also sharpened the 
need to ensure analyses are properly bounded. Learning that 
some activities within a larger endeavour are operating at a 
different level of  maturity than the overall endeavour (e.g., the 
international militaries in the Aceh area of  Tsunami relief  were 
operating at a higher level of  maturity than the NGO com-
munity) is really no different than learning that the different 
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entities that make up a complex endeavour each have their 
own approach to command and control and are, therefore, 
operating (internally) at different levels of  C2 maturity. This 
set of  findings underscores the fact that future applications to 
NATO military forces are possible, but will be incomplete if  
that force is expected to operate as part of  a larger endeavour 
where military activity is not the driving factor such as peace 
enforcement, counter-insurgency, or disaster relief.

Summary

The case study and analytical work of  SAS-065 resulted in 
great improvement in the clarity, utility, and validity of  the 
N2C2M2. It also helped the authors to broaden and deepen 
their understanding of  the requirements for effective NATO 
network-enabled command and control.

Integration of Validation Case 
Studies and Experiments

As noted above, the SAS-065 members who were working on 
case studies and analyses of  experiments often found it eas-
ier to decompose the complex endeavours involved and assess 
the C2 approaches and the level of  maturity observed for the 
components of  the endeavour, rather than the endeavour as a 
whole. Depending on the situation, decomposition of  C2 can 
be in terms of  geography, function, time, organisation, or a 
combination of  these elements. In the validation case studies 
both organisational decomposition and temporal decomposi-
tion (the analysis of  phases) were used in examining complex 
endeavours. As also noted, decomposition focuses attention on 
aspects of  the endeavour rather than one collective C2 and 
the key issues of  relative maturity and relative agility. This 
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discussion refocuses the analysis to examine the validation 
efforts from the collective C2 perspective. To be more precise, 
the N2C2M2 can be applied to the C2 of  a given organisation 
(internal C2) or to the collective C2 of  a set of  organisations 
working together.

The approach used in this section assumes the following:

•	 when endeavours include different phases they must be 
examined in terms of  each phase if  the participants, 
mission, and relevant situation or circumstances in 
which the assessment occurs are genuinely different 
because they are essentially different endeavours;

•	 that within an endeavour the actors, missions, and con-
ditions remain relatively constant; that the three factors 
defining the collective C2 approach can be used to iden-
tify the relevant C2 approach (thereby assuming that the 
other factors are subordinate to or can be derived from 
those three);

•	 that the level of  C2 maturity can be inferred from 
the range of  C2 approaches observed during the 
endeavour;

•	 that requisite maturity and requisite agility can only be 
inferred by looking across the phases of  an endeavour 
or by comparing two or more endeavours involving the 
same organisation(s) over time.

This requisite maturity (the ability to perform C2 at the levels 
needed for effectiveness and efficiency) can be inferred from 
performance within an endeavour, but requisite agility can 
only be inferred looking across phases or situations. The term 
across situations may include different phases of  the same general 
endeavour where the missions, participants, and circumstances 
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are different enough to consider each phase as a separate 
endeavour (such as the three phases recognised in responding 
to the Pakistan Earthquake) or different endeavours carried out 
by the same or substantially similar organisation. For example, 
this analysis compares IFOR with KFOR under the assump-
tion that NATO is capable of  learning from experience.

Finally, the analysis assumes that any phase or endeavour 
experiencing Conflicted C2, which corresponds with Maturity 
Level 1, is unsuccessful in the collective C2 realm. Conflicted 
C2 must, by definition, be seen as unsuccessful. In particular, 
it is quite possible that the internal C2 of  some organisations 
within an endeavour would be seen as relatively mature and 
effective, but the collective C2 of  that endeavour would be 
unsuccessful because it failed to at least de-conflict C2 for the 
entire endeavour.

Collective C2 in Combat Organisations and Exercises

The integrated results for the combat organisations and exer-
cises used as validation case studies are included in Figure 29. 
None of  these cases were decomposed into phases so their col-
lective C2 focuses on the relationships between the parts of  the 
organisation. Moreover, these cases, as all of  the others, need 
to be understood to deal with the reported endeavour, not the 
true endeavour as it occurred. First, reporting is never com-
plete. Equally important, the sources consulted sometimes fail 
to capture the full extent of  relevant C2 activity. For exam-
ple, reporting about the three combat forces examined in Iraq 
(101st Airborne, 3/2 SBCT, and 1/25 SBCT) provided little 
information about their relationships with host nation military 
and police or with local authorities because important parts 
of  the relevant evidence could not be included in the reported 
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endeavour. The results of  the case study analyses for combat 
organisations and exercises have been ordered to stress changes 
in C2 approach over time. The first case, Standard US Light 
Infantry, is drawn from the pre-deployment counter-insur-
gency exercise used as a basis for comparison with the Stryker 
Brigade carrying out the same scenario on the same terrain 
with the same professional opposing force (OPFOR). The dark 
portion of  the relevant column indicates that the collective 
C2 approach followed was best characterised as Coordinated 
C2 because two of  the three variables defining the collective 
C2 approach were scored as Coordinated (see Figure 22). 
However, some aspects of  the relevant C2 approach (allocation 
of  decision rights to the collective, cluster attractor, and the 
three variables focused on the measures of  C2 effectiveness) 
were scored as De-Conflicted C2. Hence the larger oval sur-
rounding the dark symbol, representing the characteristic mode, 
covers both Coordinated and De-Conflicted C2–the full range 
of  C2 approach values recorded for the case.
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Figure 29: 
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Combat Organisations and Exercises

The same methodology was applied to the other four rel-
evant cases. The 101st Airborne scoring was parallel to the 
Standard Light Infantry except that two of  variables measur-
ing C2 effectiveness (degree of  shared awareness and degree 
of  shared understanding) were scored as Coordinated C2 and 
one factor (frequency and continuity of  interaction) was seen 
as achieving Edge C2 capability. Hence, the same characteristic 
mode (Coordinated C2) and range of  relevant C2 approaches 
are reflected on the graphic.

The next two columns represent the same unit but differ with 
respect to situation (exercise versus operations) and time. The 
Stryker Exercise column is actually a pre-deployment analy-
sis of  the performance of  the 3/2 Stryker Brigade Combat 
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Team (SBCT). The column labelled 3/2 SBCT is that military 
organisation after its deployment to Iraq. Hence, there should 
be little surprise (though perhaps some satisfaction) at seeing 
the identical collective C2 approach focus (Collaborative C2) 
and range (from Edge C2 to Coordinated C2). All three of  
the defining variables were scored as Collaborative C2 for 
both cases, with only the cluster attractor variable seen as 
Coordinated and one factor (frequency and continuity of  inter-
action) scored in the Edge C2 category. The Stryker Exercise 
was seen as less network-centric, as it scored as Coordinated 
on its adaptability of  the C2 process; however, the 3/2 SBCT 
was seen as Collaborative on the adaptability factor. This dif-
ference apparently reflects maturation of  the C2 approach as 
the unit completed its training and entered the live counter-
insurgency environment. As a practical matter, collaboration 
tends to become more common when military organisations 
are freed from training and formal doctrine compliance and 
asked to perform in challenging operating environments.83

The final column on this graphic reports the results from ana-
lysing the 1/25 SBCT in Iraq after it replaced the 3/2 SBCT 
on the same terrain, but in a mission that had evolved. This 
unit had somewhat better equipment (more satellite commu-
nications, more vehicles linked directly to its networks) and 
the advantage of  learning from its predecessor. It was scored 
as operating primarily with an Edge C2 approach, with some 
factors (cluster attractor, measures of  C2 effectiveness, and 
measures of  endeavour effectiveness) at Collaborative C2. 
In essence, while it had the technical capacity and general 

83. Hughes, Wayne P. Jr. “Fleet Tactics: Theory and Practice” Annapolis MD: 
Naval Institute Press, 1986; Wentz, Lessons from Bosnia: The IFOR Experience, 1998 
http://www.dodccrp.org/files/Wentz_Bosnia.pdf; Wentz, Lessons from Kosovo: The 
KFOR Experience, 2002, http://www.dodccrp.org/files/Wentz_Kosovo.pdf.
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doctrine to operate as a edge organisation, its efforts were often 
Collaborative, apparently both because there was no need to 
operate at the Edge C2 level and because that more mature 
C2 level remained beyond the training and doctrine of  the US 
Army during this period of  time. Hence, it did not reach its full 
C2 potential. Even so, this case represents extremely mature 
and capable collective C2 capacity and performance.

Note that the results of  the analyses of  the 1/25 SBCT case 
was determined by the methodological decision that the col-
lective C2 approach would be based on the three variables: 
allocation of  decision rights to the collective, patterns of  inter-
action among the participating entities, and the distribution 
of  information across participating entities. Note also that the 
counter-insurgency assessments in Iraq were focused on the 
military organisations themselves and did not examine their 
interagency, host government or NGO relationships, which 
were not reported in adequate detail in the sources consulted 
to be included in the analyses.

Finally, from the perspective of  assessing collective C2, these 
five cases indicate that the US forces involved have demon-
strated improving C2 maturity over time and substantial C2 
agility. The migration from Coordinated to Collaborative 
to Edge C2 suggests considerable capacity for achieving the 
higher levels of  C2 maturity required for complex endeavours 
in the 21st century.

WISE Wargames and Collective C2

The first two columns of  the next graphic, Figure 30, focus 
on the UK WISE wargames that were created as experiments 
to examine the performance of  fully qualified military 
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professionals using traditional or baseline C2 (hierarchical 
structure with geographic de-confliction) and an alternative 
or treatment C2 (hierarchical with functional task organisation) 
in a counter-insurgency operation. The traditional, or baseline 
organisation and approach were scored consistently as collec-
tive Coordinated C2 in keeping with current UK doctrine, 
organisation, equipment, and practice. However, the treatment 
or task organisation and approach were characterised as col-
lective Collaborative C2 (two of  the three variables defining 
collective C2 approaches taking that value) with some factors 
(inter-entity information sharing behaviours, cluster attractor, 
and degree of  shared awareness) scoring at Edge C2. Hence, 
the treatment or task organisation and C2 approach should be 
understood to be more network-centric. Since this case was 
limited to military organisations, however, generalising from 
this evidence to dealing with complex endeavours involving 
civilian partners would not be valid. That having been said, 
however, the evidence from these cases is generally consistent 
with the rest of  the assessments, particularly the results of  the 
ELICIT experiments. That is flatter organisations with greater 
reliance on collaborative processes generate greater collective 
C2 maturity.



		  Chapter 7	 163

Model Verification and Validation 

Figure 30: 
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Wargames and Peace Operations

Collective C2 in Peace Operations

For convenience, the NATO peace operations used as vali-
dation case studies are also reported in Figure 30, where 
they occupy the last two columns. The two operations have 
quite similar summary profiles, but are quite different from 
the WISE wargames included in the same graphic. The ear-
lier of  the two NATO efforts, IFOR in Bosnia, was assessed 
as using a Collaborative C2 approach in its military aspects 
(NATO efforts), so that was identified as the characteristic mode 
for the collective C2. However, the SAS-065 analysis of  this 
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effort also noted that IFOR’s predominant C2 approach when 
dealing with civilian organisations was best characterised as 
De-Conflicted C2 and, in terms of  relative effectiveness and 
efficiency given effectiveness the assessment was Conflicted C2. 
As noted earlier, this occurred because there was a strong effort 
to de-conflict the military and civilian aspects of  the endeav-
our, which is a practical impossibility when dealing with a com-
plex endeavour. As a consequence, two characteristic modes 
had to be identified, one for the militaries (NATO) and another 
for their relationships with civilian authorities. Hence, from the 
collective C2 perspective, this endeavour would be seen as inef-
fective and inefficient, despite the fact that some behaviours 
associated with higher levels of  C2 maturity and agility were 
recorded.

The same profile emerged when the later efforts of  KFOR in 
Kosovo were assessed. Learning from the experience in Bosnia, 
a serious effort was made to create and maintain a more mature 
approach when NATO was dealing with the UN in Kosovo. The 
SAS-065 team rated that aspect of  the C2 as Collaborative on 
all three of  the variables defining the collective C2 approaches, 
so that is shown as one aspect of  the characteristic mode. However, 
the overall picture is quite complicated. KFOR Air operations 
were primarily rated as exhibiting the qualities of  Coordinated 
C2. At the same time, the C2 approach coded for interactions 
with and among the brigades involved was De-Conflicted. This 
reflected the dominant doctrinal and organisational arrange-
ments of  the times within NATO ground forces.

However, the number of  refugees involved made NGOs very 
much a part of  the Kosovo complex endeavour. The SAS-
065 assessment of  the relationship between those NGOs and 
the rest of  the endeavour, including the NATO forces, was 
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Conflicted C2. As a consequence, a second characteristic mode was 
also recorded in the Conflicted C2 range. Hence, the variety of  
C2 approaches involved in KFOR indicated some meaningful 
agility; however the fact that Conflicted C2 occurred for part 
of  the endeavour, both in this case and in the case of  IFOR, 
indicates that more will need to be done to create and maintain 
the level of  maturity needed for successful C2 in peace opera-
tions by NATO in the 21st century.

Collective C2 
in Small Natural Disasters

Three small natural disasters were assessed for C2 maturity in 
the validation case studies. As noted earlier, all were relatively 
limited in scope and made fewer demands for collective C2 
maturity and agility than the other cases examined. They are 
integrated in Figure 31. Strong Angel III, designed primarily 
to encourage and enable the rapid development of  commu-
nications networks and shared awareness among a variety of  
participants (military, and civilian) showed the least mature pat-
terns, with allocation of  decision rights to the collective being 
seen as Conflicted, though the other two variables defining col-
lective C2 approaches did rise to De-Conflicted C2. However, 
all measures of  effectiveness were also scored as reflecting a 
Conflicted C2 approach, underscoring the fundamental impor-
tance of  the allocation variable. While valuable for learning, 
the Strong Angel III natural disaster experiment proved to 
have ineffective and inefficient collective C2.
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Figure 31: 
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Small Natural Disasters

Golden Phoenix 07, the response to a simulated earthquake, 
was rated as De-Conflicted on two of  the variables defining 
the collective C2 approach, including the allocation of  decision 
rights to the collective. This training event was not rated below 
that level on any variable. Inter-entity information sharing 
behaviours, cluster attractors, degree of  inter-cluster connec-
tivity, degree of  shared awareness and degree of  shared under-
standing were all rated at the Coordinated C2 level, so some 
aspects of  this endeavour showed the capacity for an improved 
collective C2 approach, particularly as the event went forward 
over time. Its C2 approach was scored as adequate to deal with 
the situation arising from the simulated disaster.
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The Elbe River flood had the advantage of  (a) a number of  
prior working relationships among the participants and (b) a 
relatively intact communications infostructure (which had 
been destroyed in the Strong Angel III and Golden Phoenix 
07 scenarios). This case was scored as using a Coordinated C2 
approach, except on the factor involving the adaptability of  
the collective C2 process. As noted earlier, this apparent inflex-
ibility appears to reflect the fact that a more network-centric 
C2 approach was not required. Hence, while lessons were 
learned (or at least recorded), no requirements were identified 
for greater capability, adaptation, primary work processes or 
organisations. The Coordinated score for characteristic mode 
of  collective C2 proved adequate to deal with this real world 
case.

The modest ranges of  C2 approaches recorded in these rela-
tively small disasters probably indicates, as noted earlier, that 
they do not rise to the level of  complexity that defines a com-
plex endeavour.

Collective C2 in Complex 
Disaster Responses

Some extremely interesting collective C2 patterns emerge when 
the three genuine complex disaster responses used to validate 
the N2C2M2 were examined. To make comparisons easier, 
each of  the three (Hurricane Katrina, Pakistan Earthquake, 
and Tsunami Relief) have been broken down into roughly 
equivalent phases: Immediate Impact, Disaster Response, and 
Recovery. The results of  these analyses are shown graphically 
in Figure 32.
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Figure 32: 
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Complex Disaster Responses

The response to Hurricane Katrina has the simplest pattern. 
First, as in the Strong Angel III and Golden Phoenix 07 sce-
narios, the communications infostructure that linked the myr-
iad of  organisations involved in the response was destroyed by 
the event itself. Hence, the authoritative descriptions of  the 
opening phase of  the operation (termed landfall in the earlier 
analyses) were scored as Conflicted for collective C2. Once 
the response phase got underway, however, two of  the three 
variables defining collective C2 approaches were scored as 
achieving Coordinated C2; though the key factor of  allocation 
of  decision rights to the collective was still seen as consistent 
with De-Conflicted C2. Aided by massive news media cover-
age and increasingly improved infostructure, this phase was 
also seen as Coordinated in terms of  the frequency/continu-
ity of  interaction and degree of  shared awareness. However, 
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all other factors (including the three measures of  endeavour 
effectiveness) followed the allocation of  decision rights factor, 
De-Conflicted C2, as the dominant planning and training doc-
trines of  those entities involved. In other words, the collective 
C2 of  the endeavour during this phase was well short of  its 
potential because of  the inability to find a way to allocate deci-
sion rights within the endeavour.

By contrast, the scores for Phase 3 (Recovery) were concen-
trated at the Collaborative C2 level. By now the infostructure 
was restored and structures and processes had returned to their 
pre-disaster levels. This return to the familiar appears to have taken 
place in the presence of  a heightened awareness of  the need to 
work together resulting from the shared experience during the 
earlier phases. Hence, the pattern from Katrina indicates an 
ability to change C2 approaches over time and across experi-
ence. While the characteristic mode improved across the three 
phases, the level of  C2 maturity was clearly inadequate (lacked 
requisite maturity) during the first two phases.

The collective C2 response to the Pakistani earthquake was 
consistently coded as De-Conflicted across all three phases. 
Moreover, the detailed analyses of  all three phases showed 
some aspects of  those operations to have included Conflicted 
C2. Of  course, the earthquake did great damage to the infos-
tructure in the region, so there were major challenges to be 
overcome during that the first phase (Search and Rescue). In 
fact, all measures of  effectiveness for Phase 1, except adaptabil-
ity of  the C2 process (there were visible improvements occur-
ring even during this early period), were scored as Conflicted 
C2. As the graphic shows C2 during Phase 2, while still char-
acterised as collectively De-Conflicted and seen as Conflicted 
on the key measures of  relative effectiveness and efficiency, also 
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reached Coordinated C2 for both degree of  inter-cluster con-
nectivity and frequency/continuity of  interaction. These posi-
tive developments were aided by the presence of  foreign mili-
tary forces and the infostructure they brought to help fill the 
gaps. In Phase 3 (Reconstruction), only the factor of  efficiency, 
given effectiveness, scored as reflecting Conflicted C2. Its pro-
file is similar to Phase 2 except in terms of  effectiveness, which 
was assessed as De-Conflicted rather than Conflicted C2.

As with the review of  the Combat Organisations and Exercises, 
the Pakistan Earthquake response appears to indicate improved 
maturity over time, though the changes recorded are modest. As 
in other parts of  the assessments, the governments and organi-
sations involved (a) tended to follow their established practices, 
doctrines, and organisational patterns; and (b) appeared to be 
seeking to know how much was enough, or perhaps, how little 
change was needed. However, the fact that some aspects of  col-
lective C2 were scored as Conflicted in all three phases means 
that neither requisite C2 maturity nor requisite C2 agility were 
achieved.

The final major validation case study, Tsunami Relief, has 
perhaps the most challenging pattern to read. Collective C2 
during Phase 1 (Search and Rescue), was seen as characteristi-
cally Coordinated C2 based on the key role of  the Indonesian 
military, although the distribution of  information was rated as 
De-Conflicted, reflecting the host government’s reluctance to 
encourage information sharing given that the impacted area 
was also a region where guerrillas were operating as well as an 
established doctrine of  De-Conflicted C2. At the same time, 
the local authorities in the Aceh region were predominantly 
operating at a Collaborative C2 level, reflecting their traditional 
decision making practices and their reliance on face-to-face 



		  Chapter 7	 171

Model Verification and Validation 

meetings. However, other actors including the civil authorities 
and NGOs were clearly functioning at a Conflicted C2 level. 
Hence, Phase 1 has a wide range, including some clear indica-
tions of  failed C2. At best, however, most participants in the 
endeavour were able to function at the De-Conflicted level in 
terms of  measures of  endeavour effectiveness.

Phase 2, Tsunami Relief, was also a very mixed bag, again 
reflecting the wide variety of  actors present and the complex-
ity of  the task. The Indonesian military, working with foreign 
militaries, functioned during this period at the Collaborative 
C2 level. This was needed to focus their efforts and improve 
endeavour effectiveness. However, even for those organisations, 
patterns of  interaction were seen as Coordinated C2, with 
civilian efforts De-Conflicted and civilian performance largely 
scored as Conflicted C2. Hence, this phase has no genuine 
characteristic mode, but rather two very different ones. The 
inability to find an effective C2 approach across the civilian-
military communities reflects many of  the same problems seen 
in Bosnia and Kosovo. However, in this case no effective way to 
bridge the gap was developed.

Phase 3, Tsunami Reconstruction, was simpler in that the 
foreign militaries had left and the security threat was seen as 
diminished. This allowed the government of  Indonesia to 
play a stronger role, including more direct management of  
NGOs and others involved in providing assistance. However, 
it also meant a return to business as usual in that the urgency 
was gone, quite similar to reports from Hurricane Katrina. 
One apparent result of  these factors was systematic settling of  
the C2 approach back to Coordinated C2. While two crucial 
measures of  endeavour effectiveness (relative effectiveness and 
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efficiency, given effectiveness) were scored as achieving only 
De-Conflicted C2, the rest of  the variables of  interest all clus-
tered at Coordinated C2.

The Tsunami Relief  case study suggests that the relative range 
of  C2 approaches that is appropriate may grow during high 
stress phases of  major complex endeavours, then settle back to 
less stressful ranges when the emergency is perceived to have 
passed.

Conclusions of Collective 
C2 Analyses of Validation  
Case Studies and Experiments

From the perspective of  methodology, these analyses of  collec-
tive C2 as seen through the lens of  the N2C2M2 indicate that 
analysts can assess the overall C2 approach, level of  C2 matu-
rity, requisite C2 maturity, agility, and requisite C2 agility. C2 
approach and level of  C2 maturity can be inferred either for 
individual endeavours or for phases within a larger endeavour 
that can be seen as individual endeavours because they include 
different missions, actors, and circumstances.

Inferences about collective C2 maturity and requisite maturity 
can be made within the context of  a single endeavour or a 
phase that is actually a different endeavour. However, inferences 
about observed agility can only be made across endeavours or 
phases. Hence, C2 agility can be seen when comparing mili-
tary organisations in combat, exercises, wargames, and peace 
operations. Agility could also be inferred across the phases of  
the complex disaster responses. In every case, however, the 
danger of  defaulting to Conflicted C2 must be recognised as 
limiting the observed agility and undercutting requisite agility 
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and requisite maturity. Conflicted C2, as the absence of  mean-
ingful collective command and control functionality, is always 
an indication of  inadequacy or C2 failure. This is particularly 
true when relative effectiveness and efficiency, given effective-
ness are rated at the Conflicted C2 level.

From a substantive perspective several important conclusions 
emerge from these analyses. First, there are indications that it 
is distinctly possible for co-evolution of  the capabilities needed 
to move toward more network-centric C2. Improved infos-
tructure, doctrine, training, and personnel at all levels allow 
endeavours to become more network-centric over time and (a 
somewhat larger inference) across cases as they gain experi-
ence. This tendency was seen most clearly in military organi-
sations with the opportunity to work together over time and 
adjust their practices to meet recognised challenges. However, 
it was also present across phases of  complex disaster responses.

Second, there are pressures to improve C2 maturity during 
high stress situations. These pressures come from the nature of  
the situation (lives are at risk), from political leaders, from the 
media, and from the public. However, this conclusion should 
be understood in the context that this pressure is greatest when 
the C2 situation is at its worst. For example, when natural dis-
asters destroy the infostructure or a rush to participate brings 
together widely disparate actors with little or no past experience 
or agreed approach to the C2 functions. These pressures tend 
to dissipate when the initial crisis passes. However this may be 
when the need for collective C2 maturity is greatest because 
of  the multidimensional nature of  reconstruction operations, 
whether as a result of  a natural disaster or a military conflict, 
and the variety of  organisations involved in them.



174		 NATO NEC C2 Maturity Model

Model Verification and Validation 

Third, the chasm between military and civilian actors remains 
a source of  serious challenges. Whether the relationships 
between military and interagency partners, those with inter-
national organisations, those with non-governmental organisa-
tions, or those with state (or provincial) and local civil authori-
ties are considered, case studies show the greatest likelihood of  
failed (Conflicted) and Industrial Age (De-Conflicted) collec-
tive C2 occurring along the fault lines that define this chasm. 
The origins of  these challenges are legion: lack of  trust, lack of  
interoperability (technical, semantic, and willingness to work 
together), lack of  shared information, lack of  collaboration 
mechanisms, cultural differences (national and professional), 
and so forth. However, NATO and its member nations need 
to pay particular attention to these issues and develop greater 
capacity to deal with them. Otherwise complex endeavours will 
be more costly and less successful than is possible or desirable.

Fourth, no one should be seeking C2 maturity as an end in itself. 
Complex endeavours, or more properly, the entities involved in 
complex endeavours, need to find ways to operate effectively 
and efficiently in order to accomplish their missions. As a result 
they must seek to find C2 approaches that work for them, both 
internally and in terms of  collective C2. However, the more the 
situation resembles a complex 21st century challenge (multi-
dimensional, non-linear, unfamiliar, unpredictable, etc.) the 
greater the need for more network-centric C2 approaches. The 
more dynamic the situation, the greater the need for C2 agility 
and the greater the need to achieve some levels of  requisite C2 
agility and maturity. Put simply, complex endeavours cannot 
succeed with Industrial Age C2 approaches.
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Fifth, greater C2 maturity is not free. It requires infostructure, 
training, competence, trust, as well as the willingness to share 
information and surrender decision rights to the collective. 
Hence, the case studies provide indications that the highest 
levels of  C2 maturity will not always be sought. Indeed, the 
concepts of  requisite C2 agility and requisite C2 maturity are 
recognition that more is not always better and real world organi-
sations may either limit the C2 approaches they are willing to 
consider or seek to return to less expensive (in resources, trust, 
information sharing, decision rights, training, etc.) levels of  C2 
maturity, particularly after the perceived crisis has passed.

These last two points may be particularly important for NATO. 
As NATO and the NATO nations work to develop NATO 
NEC C2 Maturity, the absence of  immediate pressure and the 
apparently low dynamics of  situations that have not yet erupted 
into crises, or for which crises appear to be past, may well lead 
to arguments to go slow or develop only limited C2 maturity. 
However, these capabilities are very difficult to create at the 
last minute. In particular, the capability to work with civilian 
partners and non-NATO military partners remain challenges 
that need more attention, particularly before the advent of  a 
crisis or conflict. Considerable gain in mission accomplishment 
and efficiency is possible if  serious, sustained efforts are made 
to improve C2 maturity within and among NATO forces and 
between them and the partners capable of  working with them. 
Similarly, thinking through the requisite agility needed to be 
effective and efficient in dynamic situations, and preparing for 
it before the fact, will pay handsome dividends in the long run. 
The N2C2M2 can be an important tool in those efforts.
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Chapter 8

Applying the NATO NEC C2 

Maturity Model

Introduction

The NATO NEC C2 Maturity Model (N2C2M2) provides 
a framework for determining the C2 approach within the 

C2 Approach Space that a collective may adopt for a given 
complex endeavour, or phase within an endeavour. At the same 
time, it allows the collective to assess their level of  C2 maturity 
that is defined using the same dimensions of  the C2 Approach 
Space. The N2C2M2 can be used in various ways by a number 
of  different communities, including: 

•	 Strategic planners can use the model to determine what 
C2-related capabilities are needed to face current and 
future challenges in a variety of  different contexts;

•	 Programmers and budgeters can use the model to 
support a variety of  investment decisions and doctrine 
development; 
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•	 Educators and trainers can use the model to help indi-
viduals and organisations better understand the nature 
of  collective command and control and its implications; 

•	 Researchers can use the model to help design experi-
ments, campaigns of  experimentation, and exercises; 

•	 Professionals, schools, and colleges/universities can use 
the model to structure lessons learned and analyses;

•	 Researchers can use the model to formulate hypotheses 
and as a framework for conceptual C2 models. 

There is no fixed procedure for the use of  the N2C2M2. The 
purpose of  this chapter is to give some examples of  suitable 
areas for application of  the model and indications of  how it 
may be applied. These illustrative, model applications will help 
users to select their own approach.

Three illustrative applications were selected to give users a bet-
ter idea of  the utility and uses of  the model. The three illustra-
tive cases presented here (a) clearly benefit from the N2C2M2 
and (b) are representative of  the potential areas where the 
N2C2M2 can be applied. It should be noted, however, that 
many more applications are possible. The selected applications 
focus on:

•	 Operational Design;
•	 Strategic (Defence) Planning;
•	 C2 Research and Experimentation.

Operational Design is the process of  designing the required 
force for a particular mission. This involves assessing the situ-
ation, composing an appropriate force by selecting units from 
the pool of  existing forces, and organising the resulting force; 
which includes making decisions about a suitable C2 approach. 
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Strategic Planning is the process aimed at producing a strategic 
development plan (SDP) that best adapts the defence organisa-
tion to possible future operating environments including the 
range of  C2 approaches it is capable of  employing and the 
ability to recognise which of  these approaches is appropriate 
[this equates to C2 maturity]. There is a connection between 
Operational Design and Strategic Planning. Strategic Planning 
results in a plan to transform the current pool of  forces into the 
pool to which future Operational Design is applied. 

C2 Research and Experimentation is the process of  creating 
and refining existing knowledge about C2. This knowledge 
constitutes an important part of  the basis for constructing an 
SDP in accordance with the NEC philosophy. C2 Research 
and Experimentation is thus an important enabler of  defence 
force transformation.

The model may be used in two different ways: (1) as an analy-
sis/assessment tool in the development and refinement of  C2 
concepts and approaches; and (2) as a conceptual model and 
tool to facilitate communication among informed stakehold-
ers on C2 related issues. The use of  the model in analysis and 
assessment cases is multifaceted. Most of  the chapter is devoted 
to these types of  applications.

21st century missions are characterised by participation of  a 
large number of  disparate entities that include not only various 
military units but also civil authorities, multinational and inter-
national organisations, non-governmental organisations, con-
tractors, private industry, and private volunteer organisations. 
The success of  such missions is dependent upon effective and 
agreed C2 arrangements. The N2C2M2 describes, in a rela-
tively simple way, some of  the basic requirements for effective 
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C2 and should be used as an authoritative basis for negotiating 
C2 arrangements between and among different entities in an 
endeavour. Similarly the N2C2M2 should be used in an entity’s 
strategic planning process as a means of  facilitating communi-
cation about C2 issues among the stakeholders in the process: 
politicians, military, scientific support personnel, etc. 

Common Approach for the Use  
of the Maturity Model

The N2C2M2 was designed to take advantage of  and should 
be used in conjunction with the NATO Code of  Best Practice 
for C2 Assessment84 (COBP-C2A) and the C2 Conceptual 
Reference Model (C2CRM). Their interrelationships are 
shown in Figure 33.

84. SAS-026, NATO Code of  Best Practice for C2 Assessment, 2002.
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Figure 33: 
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Relation between our application and the NATO NEC C2 Maturity 
Model (N2C2M2), Code of Best Practice for C2 Assessment (COBP-C2A), and 
C2 Conceptual Reference Model (C2CRM)

The COBP-C2A will help to identify an appropriate and effec-
tive study approach and to specify issues deserving attention. 
This ensures that the problem will be well formulated, that 
analysts will have good data collection and analysis plans, select 
appropriate measures of  merit, and pay proper attention to the 
tools that can support the assessment. The N2C2M2 will help 
to identify where you are and what you need to do to transform 
to higher levels of  capability. The C2CRM will help to identify 
the measures of  merit, relevant relationships, and the factors 
of  influence. 
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A General C2 Transition Requirement Procedure

A maturity model is like a roadmap: it lets you know where you 
are relative to where you want to go. It also identifies places 
along the way that are intermediate destinations on the journey 
to transformation. These issues are central to both Operational 
Design and Strategic Planning. When guiding research these 
issues need to be addressed in order to identify knowledge gaps 
needing attention. Analysts need to understand the situation, 
the required capabilities, the current capabilities, and the tran-
sition requirements to move from one C2 approach to another. 
A general approach to addressing these issues is illustrated in 
Figure 34.

Figure 34: 
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Operational Design/Strategic Planning

The first step is to assess the situation or potential range of  
situations that are relevant. In particular, it is important to con-
sider the complexity of  those situation(s). As discussed earlier, 
complexity involves variables such as dynamics, non-linearity, 
interdependencies, lack of  predictability, and scope. 
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Given the complexity anticipated, the N2C2M2 can provide 
insight into the issues related with the other three boxes in 
Figure 34. The N2C2M2 can support the process by providing 
an assessment tool to determine high level C2 capabilities, both 
in the current setting and the future required setting. In order 
to determine these high level variables, analysts need to meas-
ure (current) or establish desired values for (future) lower level 
parameters as well as the relation between the lower and higher 
level parameters. Figure 15, Figure 17, Figure 18, and Figure 
19 can be used to structure an assessment of  C2 approaches. By 
assessing where the organisation is or needs to be with respect 
to the columns in these figures, analysts can determine the cur-
rent level of  maturity and specify what is required to achieve 
desired future levels. It should be noted that the variables in 
these figures need to be assessed by more detailed variables, 
which can be extracted from the C2CRM.

The NATO Code of  Best Practice for C2 Assessment

When a C2 assessment study or maturity model application is 
conducted, the NATO Code of  Best Practice for C2 Assessment 
(COBP-C2A) gives guidelines for how to approach this study 
and how to identify the relevant points of  attention for the 
study. It helps to get a good problem formulation and to choose 
the right solution strategy. Since the questions in these illustra-
tive applications deal with an assessment of  the current and/or 
required C2 capabilities, the COBP-C2A gives good guidance 
to take into account for all required points of  attention. This 
ensures that the problem will be well formulated, that one has 
a good data collection plan, pays attention to the tools that can 
support the assessment, and establishes appropriate measures 
of  merit, etc. Figure 35 shows the general steps that are advised 
for a C2 assessment study. Note that the process is depicted as 
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an iterative process which is one of  the main recommenda-
tions from the COBP-C2A. Especially in a complex endeavour, 
where command and control is characterised by complex inter-
dependencies, this is an absolute requirement. 

Figure 35: 
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The C2 Assessment Process

The COBP-C2A can be applied to a broad range of  studies, 
varying from acquisition programs to support of  operations; 
however it does not attempt to specifically address the unique 
properties and constraints associated with each of  the many 
C2-related problem domains. 
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The Command and Control Conceptual Reference Model

The Command and Control Conceptual Reference Model 
(C2CRM), developed by NATO SAS-050 and updated by SAS-
065, consists of  a few hundred variables and a selected subset 
of  the possible relationships between them. The variables are 
comprised of  potential relevant measures of  merit (MoM) and 
influencing factors and, by means of  qualitative relations, show 
the influences between them. The lists of  MoM and influenc-
ing factors can be considered as suggestions for issues to take 
into account for a particular study. Of  course, not all variables 
are relevant for all studies; the analyst has to make selections. 
On the other hand, although the C2CRM consists of  more 
than 300 variables, it could never be complete. Particular stud-
ies may involve specific variables that are not all part of  the 
model.

Figure 36 illustrates how the C2CRM can be mapped to the 
variables in the higher level process and value views. In a simi-
lar way, the variables can be mapped to the variables in the 
N2C2M2.
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Figure 36: 
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The C2 Conceptual Reference Model (C2CRM)

As described before, the N2C2M2 helps the user assess a par-
ticular C2 system and identify the transition requirements to 
move to higher maturity levels; in fact, it is an extension of  the 
C2CRM. The N2C2M2 adds a number of  variables related to 
C2 approach and C2 maturity. It also relates these additional 
variables to the variables already included in the C2CRM, 
which has been updated by SAS-065. Users of  the maturity 
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model can get a detailed specification of  what is relevant for 
the current situation and for the transition to the appropriate 
C2 approach by consulting the C2CRM, when appropriate. 

Illustrative Application: 
Operational Design

Operational Design is the process of  designing the force 
required for a particular mission. In order to do so, the analyst 
needs to understand the characteristics of  the environment, 
the relevant actors as well as the relations between them and 
the mission, the intent and objectives, and the accompanying 
C2 approach and related capabilities needed to accomplish 
these objectives. Operational Design considers the anticipated 
scenarios as well as the available forces and their capabilities. 
Analysts must look at the C2 of  the complex endeavour as a 
whole. Complex endeavours involve the entire collection of  all 
actors, including the non-military actors (collective C2). Each 
entity can also look at its own C2 capabilities and requirements. 

Relevant Operational Design assessment tasks include:

•	 Understanding how they currently approach C2 (or 
management/governance);

•	 Assessing the (complexity and dynamics of  the) 
situation;

•	 Understanding what C2 approach is appropriate or 
inappropriate for a given situation; 

•	 The required C2 maturity levels for the entire 
endeavour.
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In military operations, these are typically the kind of  questions 
that could be faced during the operational planning process. 
In the development of  the different lines of  operation that 
comprise the mission, one could analyse how different C2 
approaches might best support the objectives set for those dif-
ferent lines of  operations. 

Figure 37: 
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The complexity and dynamics of  a situation are driven by a 
number of  factors—originating in the mission and the units 
with their capabilities. Factors to be considered include:

•	 nature or objectives of  the operation under considera-
tion (combat, peacekeeping, stability, role of  military, 
counter-terrorism, humanitarian assistance, disaster 
relief, etc.);
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•	 number, nature, or diversity of  different (friendly, neu-
tral, or adversarial) actors including the relationships 
and interactions between them;

•	 stability or predictability of  the environment;
•	 transparency of  the situation;
•	 familiarity with the situation; 
•	 infrastructure (availability, quality);
•	 clarity, unity of  intent (purpose) and strategy; 
•	 nature of  effects space (PMESII). 

These are obstacles that operational planners typically face. In 
the development of  the different logical lines of  operation that 
comprise the mission, analysts should examine how different 
C2 approaches can best support the objectives of  those respon-
sible for different lines of  operations. 

By looking at the relevant variables defined in the N2C2M2 
as well as the possible C2 relationships between and among 
the entities participating in the endeavour, analysts can identify 
the most appropriate C2 approach for the current endeavour 
and anticipate requisite C2 maturity. As a matter of  a fact, the 
generation of  a coalition force supposes that different entities 
with various capabilities are to be used in the achievement of  
the mission goals. Those different capabilities offered by each 
entity, and the requirements of  the missions, should lead to dif-
ferent C2 maturity levels used throughout the coalition. These 
levels may be different from one relationship to another, may 
vary in function of  the mission type, and may evolve over time. 
It is thus inevitable that the maturity level will not be uniform, 
but will vary across different participants at any given moment.
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During the operational planning cycle, the presence and the 
role of  all active entities in the battlespace must be assessed. 
The relationship between those external entities and the coa-
lition is also a part of  the analysis work to be done. In some 
operations, such as humanitarian relief  or stabilisation and 
reconstruction, a mutual understanding between the coali-
tion and the external entities (e.g., NGOs, local police, etc.) is 
necessary for the effective and efficient accomplishment of  the 
mission. That situation may lead to the exchange of  informa-
tion and some form of  collaboration between the coalition and 
those external partners. In that process as well, the use of  the 
N2C2M2 might be helpful in identifying what maturity level 
is best suited to achieve effective and efficient command and 
control in the context of  the mission and the situation.

Although Operational Design aims at establishing the condi-
tions for effective C2 capabilities, actual maturity is an emerg-
ing property that needs to and will adapt as the mission unfolds. 
The maturity model can play the same role, and the same 
questions are relevant during this phase. In addition, however, 
analysts also need to measure progress and ensure that the C2 
capability is moving in the desired direction. 

In general, the composite variables characterising C2 maturity 
in the N2C2M2 cannot be measured directly and need to be 
deduced from more detailed variables. The C2CRM can help 
point to the specific detailed variables that need to be measured 
and the data that needs to be collected. After the relevant data 
have been collected at this detailed level, the variables need to 
be mapped back to the variables in the N2C2M2. However, 
the redesign and the novel structures needed to move from one 
level of  maturity to a higher one, as well as the uniqueness of  
units and missions, make quantitative measures difficult. 
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The section below uses two case studies to explore the chal-
lenges operational designers face today and the contributions 
of  the N2C2M2 for operational design.

Elbe River Application

The Elbe Rive Flood of  2002 is considered one of  the worst 
natural disasters in Germany, particularly in the federal state of  
Saxony. Unusually heavy rain caused a flooding that started very 
rapidly in the steep mountains of  the Erzgebirge and progressed 
then slower along the river Elbe. The pictures of  Dresden and 
its flooding of  the centre of  the historic town and the destruc-
tion of  parts of  the city are still vivid in Germany’s memory. 
The report of  the von Kirchbach Commission85 reviewed the events 
linked to the flood, reported the way the relief  forces and pub-
lic administration acted in response, and issued a number of  
recommendations to improve disaster preparedness. 

•	 The Elbe Flood is a case study examining the collabora-
tion of  various relief  forces in a natural disaster of  an 
unexpected magnitude, but well within in the scope of  
typical disaster preparedness scenarios. 

•	 The report concludes that lack of  aid material was not 
one of  the most important problems, though there were 
some shortages and the commission issued recommen-
dations on what material should be acquired for future 
contingencies, and on its storage. 

•	 In its analysis, the report emphasises the information 
sharing, communication, and collaboration approaches 
of  the various public institutions and forces. It analy-
ses the danger of  long chains of  command and slow 

85. von Kirchbach: Bericht der Unabhängigen Kommission der Sächsischen 
Staatsregierung über die Flutkatastrophe, 2002.
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processes of  information, the danger of  an infrastruc-
ture partly being damaged, and the difficulties of  col-
laborating with unfamiliar partners. The commission 
recommends redesigning and tailoring the information 
flows of, for example, water levels and availability of  
relief  forces as well as aid material. It stresses the abil-
ity of  the forces to analyse the situation, the need for 
shared situation awareness, and the value of  decentral-
ised decision making, particularly emphasising the prin-
ciple of  subsidiarity—that the central authority should 
have a subsidiary function, performing only those tasks 
which cannot be performed effectively by those closer 
to the situation. The report and this case study stress 
the importance of  an “adequate” design of  the infor-
mation flows, as well as the capabilities for analysis and 
planning. 

•	 The report stresses the advantages of  a joint headquar-
ter of  the various forces for situation awareness and 
coordination, the need for joint planning and, in partic-
ular, the need for joint training and joint structures. The 
commission describes the challenges of  integrating units 
with various levels of  professionalism (NGOs, unorgan-
ised volunteers, armed forces, fire fighters, technical aid 
relief  workers) in one approach. The report highlights 
the value of  an appropriate design of  the C2 structures 
and the advantages of  decentralised decision making. 
This is strongly in accordance with the N2C2M2 and 
the concept of  requisite maturity.

The report, however, also illustrates the value of  hindsight. 
Any operational planner or designer will normally come up 
with a better and more detailed plan than the preceding plan 
or design because of  recent real world experience. Building 
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structures, decomposition, and modularisation are natural 
instruments for assessing whether a particular force or endeav-
our is capable of  a task; this tends to recognise the requisite matu-
rity for dealing with a class of  situations. The case study and the 
N2C2M2 detail the advantages of  alternative C2 approaches 
and provide guidelines that an operational planner can use to 
design forces with more appropriate levels of  capability. For 
cases such as the Elbe River flood, this proved to demonstrate 
the added value of  efforts at collaboration and the advantages 
of  a Collaborative C2 approach.

Tsunami Application

The Tsunami of  2004 was one of  the worst natural disasters 
in modern history. It had a devastating impact at the coastlines 
of  a number of  countries and brought with it a high count 
of  casualties and left a lot of  infrastructure destroyed. The 
Tsunami and its aftermath, as well as the disaster relief  opera-
tion, received unprecedented worldwide media attention. The 
case study documents the numerous relief  organisations par-
ticipating, the various phases of  disaster relief, and the major 
challenges experienced.

•	 The case of  the Tsunami illustrates how numerous aid 
organisations and relief  forces operated in Tsunami-
damaged areas to respond to the devastation and its 
consequences. It was a major challenge to coordinate 
the relief  forces, the incoming stream of  material and 
personnel, and funnel the stream of  materials and 
specialised personnel to the areas with the most urgent 
needs. Matching those relief  capabilities to need on-the-
ground was also a major challenge.
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•	 The situation went through the typical phases of  disas-
ter relief, with saving lives first, then helping refugees, 
and finally reconstructing the infrastructure. No central-
ised, or even previously designed, C2 structure existed 
for the relief  forces. The creation of  one was never an 
option. Centralised planning could not be established, 
and much of  the coordination was done ad hoc and on 
the spot. Many of  the relief  organisations were inter-
national and specialised for specific roles in disaster 
relief, which made communication and coordination a 
challenge.

•	 The case study captures cases of  emerging structures 
and various levels of  maturity of  inter-entity coordina-
tion. Decision making, allocation of  resources, and the 
information flows were slowly organised. Adequate 
structures had to be established as well. The case study 
emphasises the need to be able to establish effective ad 
hoc C2 systems and the need for agility.

The Tsunami case study illustrates maturity and requisite matu-
rity of  entities in an operation of  a magnitude and severity for 
which no single entity has the capacity or training. The entities 
that join an endeavour (to provide relief  and help) are highly 
specialised and trained to perform specific functions and tasks; 
though individual capabilities, maturity, and level of  profes-
sionalism may vary. In theory, such a collection of  specialised 
entities has the potential to deal with any mission—provided 
the inter-organisational collaboration works in an adequate 
way with the ability to adapt to needs and integrate new or 
unknown incoming units, and operate at an international level. 
This paramount issue is central to the maturity level assessment. 
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The challenges described in the case studies are, to some extent, 
typical and recent examples of  current missions. These are 
increasingly characterised by complexity and strong dynamics. 
Therefore, they require the ability to operate at a higher level 
of  C2 maturity. 

Drivers of  complexity are:

•	 Increasing specialisation of  the entities as part of  a 
endeavour;

•	 Increasing internationalisation of  missions; 
•	 Heterogeneity, in terms of  technology, C2 approach, 

material, and levels of  professionalism;
•	 Different languages, cultures, and divergent individual 

intents;
•	 Decreasing time and possibilities for joint planning and 

training up front;
•	 Missions or scenarios of  which the entities have a lim-

ited, but not necessarily identical, comprehension of  the 
situation;

•	 Traditional centralised, hierarchical C2 is not an option 
for various political, social, economic, or pragmatic 
reasons.

These situations require, and the general public demands, 
rapid and effective responses. This can only be accomplished 
by the integration of  workflows, processes, and plans. This, in 
turn, means:

•	 Considerable information sharing and communication 
networks can be tailored to the actual scenarios;

•	 Collaboration;
•	 Capability for integrated workflows;
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•	 Capability for joint planning;
•	 Decentralised decision making;
•	 Synergistic collective actions;
•	 Reflective capability to adapt the C2 approach and the 

inter-organisational collaboration approach to changing 
requirements and scenarios in a seamless way.

Note that much of  the complexity of  missions is inherent due 
to the composition of  the force and the high pressure from out-
side (e.g., economic, media). The required maturity and the 
investments to reach this maturity need to be weighed against 
the benefits and feasibility of  reaching a higher level of  matu-
rity. Also, when entities are heterogeneous, the likelihood that 
entities will operate at different maturity levels is an additional, 
yet inherent, challenge for the more mature, more professional 
entities in the collection or collective. 

In addition, the requisite maturity of  an endeavour might not 
be constant. Training and mission tailored capabilities allow a 
unit to use a more efficient, lower level of  maturity in a situation; 
a less trained force may have to use a higher level of  maturity 
with more coordination with partners. Also the requisite level 
of  maturity may decrease (for example, down to De-Conflicted 
C2) once workflows and geographic or functional borderlines 
between organisations are established and proven to be effec-
tive, since less information sharing and coordination is being 
required. Also a high level of  dynamics, as it is more likely to 
be in the first phases of  a mission, requires a higher level of  
maturity; whereas later in a mission, when processes and com-
prehension of  the situation have been established, a lower level 
of  maturity eventually suffices. 
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Note, furthermore, that the requisite C2 maturity may change 
in the course of  a mission.

•	 Assume a mission is progressing towards a more sta-
ble scenario. This will result in an increase in mutual 
understanding—defining routine processes for informa-
tion sharing, and functional or geographic de-conflic-
tion. Consequently, less information sharing and less 
coordination may be required. C2 would become less 
mature which might be sufficient once the situation 
becomes more stable. In this case, requisite maturity 
might decrease. 

•	 Assume a mission encounters unexpected dynamics and 
complexity. Entities that collaborate work out the infor-
mation sharing infrastructure, processes, and culture 
and develop more capabilities to act and adapt to a 
highly-dynamic and complex environment. Here, more 
C2 maturity will be required. 

•	 The capabilities of  the entities for information shar-
ing, processing, collaboration, as well as the design of  
information sharing and processing may change during 
a mission resulting in a higher maturity. A knowledge 
management process that allows entities to learn and 
reflect facilitates such an increase in capabilities. 
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Figure 38: 
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The N2C2M2 in Operational Design

The N2C2M2 serves as a framework by which communication 
between the parties involved in the design of  a force for a forth-
coming mission can be facilitated. It supports consideration of  
C2 as a separate and dominant capability in scenario planning. 
The N2C2M2 supports the assessment of  required capabili-
ties for C2 and the operational entities. Likewise, as a frame-
work together with the COBP-C2A will support the assessment 
of  the C2 and operational capabilities of  the available forces. 
Finally, it supports the assessment of  the required maturity for 
a given scenario and supports the design of  the C2 system of  a 
joint force for a forthcoming mission. It guides the analysis of  
transition requirements and the planning of  capability acquisi-
tions or training to be done up front. 
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Summary for Operational Design 

The task required for operational planning in an emerging mis-
sion is somewhat different from that of  a team seeking to assess 
C2 maturity after the fact. If, for example, a major earthquake 
were to occur in a developed country and NATO or a neigh-
bouring nation were asked to plan a mission that spanned sup-
port to immediate disaster relief  (rescue or saving lives) and 
recovery (assisting refugees, restoring basic services, etc.), the 
N2M2C2 application would call for the following activities:

•	 Define the presumed scenario. This means making a rapid 
estimate of  the damage, the remaining capabilities of  
the host government, the number and types of  casual-
ties and refugees likely to have resulted from the earth-
quake, the likely lines of  communication and staging 
areas for the relief  effort, the weather, cultural sensitivi-
ties, and other factors that define the problem. This will 
be done in consultation with the host government and 
experts in disaster relief  and recovery. The N2C2M2 
will help the operational planners to identify the C2 
aspects of  the situation that are important, such as the 
remaining or damaged infostructure as well as the local 
organisations and their C2 processes, organisations, and 
systems.

•	 Assess requisite capabilities. Based on the presumed sce-
nario and any new information (as it becomes avail-
able), the operational planners will need to assess what 
is needed to get the job done. This will include not 
only relief  supplies and medical personnel, but also lift, 
security, specialised expertise (e.g., rescue dogs, listen-
ing devices), food, water, shelter, and other means to 
provide relief  and transition from rescue to recovery. 
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Staging will also need to be considered—what should 
happen first and what assets can be used to gain timely 
information about the real needs, etc. In the C2 arena, 
this means assessing the requisite capabilities for infor-
mation collection, information sharing, collaboration, 
and monitoring execution. The N2C2M2 suggests con-
sidering C2 as a capability that can be tailored to make 
effective use of  material and personnel in the relief  
effort. 

•	 Assess available forces. The term forces has the wrong 
connotation here. The task certainly includes identify-
ing those military forces that might be involved in the 
rescue and recovery operations, their experience and 
level of  training for this mission, and relevant communi-
cations capability including their capacity to work with 
civilian partners. However, it also means identifying all 
the relevant partners: interagency, host government, 
international organisations, NGOs, private industry, 
police, fire, medical, and local political authorities as 
well as the relevant media. In particular, this means to 
identify the relevant local partners and their networks as 
they might be able to provide the source of  information 
about and access to the “last mile.” From the perspec-
tive of  C2 this also means assessing their experience, 
training, and communications capacity for working with 
one another—understanding the existing C2 maturity. 
This will require specification of  the natural or existing 
networks by which these organisations can carry out C2 
functions without additional capabilities.

•	 Determine requisite maturity level. Given the presumed sce-
nario, required C2 capabilities, and available resources, 
the operational planner will then need to assess the 
C2 maturity needed. This will be impacted by the 
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magnitude of  the disaster, the dynamics of  the situa-
tion after the disaster, and its complexity. As previously 
discussed, when the scope of  the problem is limited 
and the complexity and dynamics are low, a lower level 
of  maturity (i.e., De-Conflicted C2) may be adequate. 
However, this is unlikely in the event of  a major earth-
quake. Hence, at least Coordinated C2 will be needed. 
In this case, however, the operational designers recog-
nise that the situation has very real dynamics: strong 
aftershocks are keeping people highly excited; there 
are deep cultural cleavages that show signs of  boiling 
over; the lack of  clean water threatens major disease 
outbreaks; and the weather (cold, wet) is making peo-
ple miserable. At the same time, the complexity is seen 
as only moderate because the parts of  the country not 
directly affected by the earthquake are still function-
ing. Hence, the judgment is that Collaborative C2 is 
the required approach, resulting in Level 4 maturity. 
The planners also note not all aspects of  the endeavour 
need to be Collaborative, since the security operations 
require only de-confliction to ensure the military forces 
and police are not experiencing negative cross-impacts.

•	 Design C2. The task here is to first determine whether 
the collective can achieve the requisite level of  maturity. 
This issue applies both to the overall collective and to 
significant subsets of  it that may be organised by func-
tion. This is the crux of  the operational planners’ work. 
They will need to develop at least a notional structure 
for the endeavour that includes C2 arrangements and 
plans that not only define the relevant networks (social 
as well as technical) but also the arrangements for coor-
dination and collaboration mechanisms. These plans 
will include the existing capabilities identified earlier 
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when the available assets were assessed, but will also 
include specific additional capabilities needed to ensure 
the requisite maturity is available. This structure and 
plans may well differ over time, recognising the different 
actors that may be present over time and the different 
tasks that will be performed during phases of  the opera-
tion. This design should be shared with both experts 
who understand the mission and with representatives of  
the participating organisations. This sharing acts as peer 
review for the designers understanding of  the structures 
and capabilities involved in the operation.

•	 Determine transition requirements. This effort itemises what 
must be done to transform the original C2 capabilities 
of  those participating in the endeavour to achieve the 
requisite level of  maturity. To the extent that this means 
changing from one level of  maturity to another the 
N2C2M2 transition requirements will provide directly 
useful guidance. For example, organisations that need 
to collaborate will require a collaboration mechanism, 
which might range from getting together around a table 
in an agreed location to establishing video teleconfer-
encing sites covering those involved. Where more sub-
tle shifts are needed the N2C2M2 description of  the 
required capabilities (e.g., allocation of  decision rights 
to the collective) will be helpful. To take another simple 
example, the issue of  whether patterns of  interaction 
are continuous or nearly continuous is a determining 
factor for Collaborative C2.
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Illustrative Application:  
Strategic Planning

A definition of  Strategic Planning or long term planning is 
given by NATO SAS-026: “a process that investigates pos-
sible future operating environments and develops a strategic 
development plan (SDP) to best adapt the defence organisation 
to those environments given a host of  constraints—including 
financial ones.”

Strategic Planning tasks that can be supported by the N2C2M2 
model include:

•	 Developing a strategic C2 vision; 
•	 Understanding what C2 approach and levels of  C2 

maturity are appropriate or inappropriate for a given set 
of  potential scenarios;

•	 Developing an associated investment plan and roadmap 
to develop a capability to conduct network-enabled 
operations; 

•	 Creating educational and training materials to increase 
C2 related awareness and competence.
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Figure 39: 
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General Approach to Strategic Defence Planning

In very general terms Strategic Planning can be described as 
in Figure 39. The starting point is the political guidance on the 
defence ambition of  the nation or defence organisation (e.g., 
NATO). This ambition will normally be made more concrete 
through the definition of  a representative set of  planning scenar-
ios. From analysis of  these planning scenarios, military capabil-
ity requirements are deduced. Examples of  such requirements 
can be: surveillance of  the sea surface in a particular area over a 
given time period, air defence, and providing security of  a land 
area. In strategic planning the assessment of  current force capabili-
ties will have to include force structure elements that potentially 
may be acquired during the planning period. The process of  
selecting the most cost-effective force structure elements that 
satisfy the required force capabilities is a major analysis task. 
From this analysis, force transition requirements are produced 
in terms of  a SDP. The N2C2M2 will support development of  
the C2 needed to enable these transition requirements. These 
transitions, in turn, will make this force effective and efficient, 
including appropriate linkages to non-defence actors. 
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Communication between politicians, military, and analysts 
is a challenge in general throughout this process. The use of  
the N2C2M2 can help to facilitate the communication on 
C2-related issues between these parties by focusing attention 
systematically on key issues and providing a common mental 
model.

Use of  the N2C2M2 can make it possible to work with C2 as 
a separate capability throughout the planning process. Starting 
with the planning scenarios, from an assessment of  the com-
plexity of  the endeavour in each scenario, the N2C2M2 pro-
vides a means to identify the C2 maturity level necessary for 
the endeavour to succeed. This may be accomplished by assess-
ing the fit of  one’s own organisation to the kinds of  missions 
envisioned, and the fit of  the collection of  the organisations 
constituting the endeavour, including other forces and civilian 
entities. From these assessments the N2C2M2 may be used to 
formulate required C2 capabilities. 

A process in principle similar to the operational design case 
should give the C2 transition requirements. In this process the 
N2C2M2 can be used to aid in the assessment of  the C2 capa-
bility of  specific force structures, formulate a C2 vision, and 
develop a road map for the transition to the desired C2 capabil-
ity, with milestones. 

Although the process is methodologically similar to operational 
design, the strategic planning will normally be more difficult to 
accomplish, since it involves several less-specific scenarios (mis-
sions) and a larger pool of  less well-specified force component 
options from which to choose. This is, however, a general com-
plication of  strategic planning and is not unique to the C2 part 
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of  the problem. As the COBP-C2A makes clear, the critical 
issue is whether the defence analysts sample the interesting and 
important part of  the mission space. 

Summary for Strategic Defence Planning86

In summary, the N2C2M2 can support all the main steps in 
defence planning (see Figure 40).

Figure 40: 
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The N2C2M2 and Its Contributions in Strategic Defence Planning

The N2C2M2 facilitates communication between the various 
stakeholders (politicians, analysts, and military) in the process 
of  developing a political objective for defence planning. The 

86. Explicit examples of  the use of  the N2C2M2 in strategic planning would 
require a classified discussion. Hence, they were not considered by SAS-065 and 
are not included here.
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assessment of  current and required capabilities is supported by 
the N2C2M2. The model suggests that C2 considerations are 
paramount and that C2-related capabilities must be considered 
in investment planning and the acquisition of  future capabili-
ties. In the efficiency analysis, the model supports the formula-
tion and analysis of  design options and the design of  a vision 
and a roadmap.

Illustrative Application: C2 Research 
and Experimentation

The third case and final application arena considered includes 
C2 Research and Development (R&D). Perhaps the area where 
the value of  the model can be realised most immediately across 
a wide variety of  potential situations is the area of  research and 
experimentation. This area has great potential in connecting 
people from different nations and organisations in understand-
ing pathways toward common goals. In general, the N2C2M2 
can be used to help formulate appropriate campaigns of  
research and experimentation designed to improve our com-
mon understanding of  command and control. Research and 
experimentation focused on the activities associated with com-
mand and control are important enablers of  transformation, 
allowing for the exploration of  new concepts and approaches 
to C2 in rigorous ways, and permitting systematic and effec-
tive investigation of  the range of  mechanisms that may or may 
not lead to effectiveness and agility. The N2C2M2 can play an 
important role in adding value to research and experimenta-
tion activities through the description and use of  a framework 
by which to view levels of  C2 maturity and the capabilities 
needed to attain appropriate maturity in operations of  varying 
types. This illustrative application is intended to describe how 
the N2C2M2 can be used in C2 research and experimentation, 
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and to discuss an example in which the N2C2M2 was used to 
frame experiments conducted with the ELICIT (Experimental 
Laboratory for Investigating Collaboration, Information-
Sharing and Trust) experimentation platform.87

The Code of  Best Practice for Experimentation88 (COBP-E) dis-
cusses experimentation and the role experimentation plays in 
the processes by which new ideas go from theory to practice. 
Further, it provides guidance on how effective experimenta-
tion campaigns can be conducted. For readers who are con-
sidering using the N2C2M2 to inform their own experiments, 
but who may not be familiar with experimentation processes 
and activities, the COBP-E would be a valuable resource. The 
guidelines provided by the COBP-E will serve as a structure for 
this application.

Uses of  the NATO NEC C2 Maturity Model  
in C2 Research and Experimentation

The COBP-E discusses seven stages of  experimentation, shown 
in Figure 41, Phases of  Experiments.89 The NATO NEC C2 
Maturity Model (N2C2M2) has its primary application during 
the planning phases of  research and experimentation. It is dur-
ing these phases that the research questions to be investigated 
are identified and formulated, and the approaches for eliciting 
answers to these questions are determined. 

87. ELICIT is described in the ELICIT Overview and Report: www.dodccrp.org/
html4/elicit.html.
88. Alberts, David S., Richard E. Hayes, John Kirzl, Daniel Maxwell, and 
Dennis K. Leedom, Code of  Best Practice for Experimentation, (COBP-E) Washington, 
DC: CCRP Publication Series, 2002.
89. COBP-E, Figure 5-1. Phases of  Experiments, pg. 62.
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The Pre-Experiment phase includes formulation of  the experi-
ment to be conducted, the development of  a conceptual model 
for the experiment, and generation of  the initial and detailed 
experimental plans. Researchers review what is known about 
the subject of  study—preferably including a review of  the rel-
evant scientific literature, operational knowledge, and insights 
associated with the study—to ensure a thorough understand-
ing of  the issues to be explored and the context for explora-
tion. From this review, explicit descriptions of  the propositions, 
hypotheses, or relationships to be addressed, and the assump-
tions that will be made should emerge. Furthermore, study 
leaders will define the independent and dependent variables 
for the experiment, as well as key intervening variables to be 
monitored, the constraints on the value of  these variables (for 
the purpose of  the experiment), and the experiment control 
variables—the subset of  the independent variables that will be 
controlled to enable exploration of  the effects of  the independ-
ent variables of  interest.
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Figure 41: 
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Once this foundational knowledge and delineation of  the vari-
ables to be a part of  the experiment are identified, the COBP-E 
suggests they be brought together to express a conceptual model 
for the experiment. This model will illustrate the key concepts 
and relationships as the subject of  the experiment, and provide 
a framework from which data collection and analysis plans can 
be structured and developed. With this conceptual model in 
place the initial plans for the experiment can be developed, 
then iterated and refined in conjunction with the identified 
stakeholder community, into detailed preparations for conduct-
ing the experiment. This should be done in collaboration with 
the stakeholder community.
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The N2C2M2 can greatly facilitate these processes for experi-
ments related to command and control topics. In particular, the 
N2C2M2 articulates a clear and wide-ranging vision for a cam-
paign of  research and experimentation aimed at improving our 
ability to achieve mission success and be effective participants 
in endeavours with higher levels of  C2 maturity and a wider 
range of  partners, as will be needed in future operations.

The N2C2M2 can also help researchers identify particular 
hypotheses associated with the tenets and value chains defined in 
the N2C2M2, suggesting relationships that need to be explored 
in focused studies and experiments. The N2C2M2 can facili-
tate formulating hypotheses to be tested in different contexts, 
and can be considered a framework to help define C2-related 
ideas that would benefit from structured testing. Spanning the 
C2 Approach Space, the N2C2M2 is an important source for 
questions related to how more effective and more agile C2 
can be enabled and the kinds of  behaviours and capabilities 
associated with different levels of  C2 maturity. The N2C2M2 
framework allows such hypotheses to easily be stated in terms 
of  whether or not changes in independent variables will lead 
to different levels of  C2 maturity and, in conjunction with the 
C2CRM, suggests observables (metrics, dependent variables) 
that can be associated with different levels of  C2 maturity. 
More broadly, the N2C2M2 provides a measurement frame-
work for the evaluation of  the value of  new ideas, systems, and 
concepts using the common currency of  C2 maturity.

In addition to defining dependent and independent variables 
for exploration, the N2C2M2 suggests relevant intervening vari-
ables that may influence the relationships between the identi-
fied independent variables and dependent variables. It is also 
helpful in articulating assumptions associated with related C2 
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experimentation: since the N2C2M2 is a holistic framework, it 
can guide the definition of  the experimentation space and help 
ensure completeness in its treatment; that is, the full range of  
relevant factors are parsed into independent variables, depend-
ent variables, and assumptions. Such an ability to think about 
the broader C2 context helps to ensure the design of  experi-
ments exploring particular issues are valid and reliable, in 
terms of  variable selection and treatment. In fact, it is helpful 
and generally desirable to frame the conceptual model for the 
experiment in terms of  the N2C2M2.

Once the detailed experimental plan is formulated, which 
includes the data and analysis strategies, the variables need to 
be operationalised. The N2C2M2 provides criteria for recog-
nising and assessing C2 maturity that can generate insights into 
the kind and quantity of  data that needs to be collected in the 
experiment, as well as the analyses that must be performed in 
order to achieve the objectives of  the experiment. In addition, 
the N2C2M2 validation case studies and experiments provide 
insight into how various N2C2M2 related attributes are recog-
nised and measured in real world settings.

At this point, the intent is not to summarise or repeat the 
COBP-E, but rather to suggest ways in which the N2C2M2 adds 
value to experimentation efforts that utilise such structured and 
thoughtful processes. For additional information about experi-
mentation planning and execution, please refer to the COBP-E; 
particularly the material on measurement and metrics (Chapter 
7) and data analysis and collection (Chapter 9). 
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Experimentation with NNEC C2 Maturity Model 
Using ELICIT

The N2C2M2 was recently employed as the basis for an exper-
iment utilising the ELICIT (Experimental Laboratory for 
Investigating Collaboration, Information-Sharing, and Trust) 
experimentation platform. The N2C2M2 played a multifac-
eted role in the planning of  this experimental activity, as the 
experiment was aimed both at illustrating experimental treat-
ments enabled by the N2C2M2 and validating one of  the 
underlying hypotheses of  the N2C2M2, namely that higher 
levels of  C2 maturity lead to greater levels of  C2 effectiveness. 
This section describes the ELICIT experimentation platform, 
ELICIT-related experiments, and how it was employed to test 
the N2C2M2 hypothesis described above.

ELICIT Background

ELICIT is an experimentation platform that instruments the 
actions of  a group of  participants engaged in a situational 
awareness problem and enables researchers to study impor-
tant information sharing and collaborative behaviours. In the 
ELICIT experiment, participants attempt to identify attributes 
of  an upcoming terrorist attack; in particular, to determine 
who will conduct the attack, the target of  the attack, the coun-
try in which the attack will take place, and the time of  the 
attack. Information elements, or factoids containing information 
related to the attack (e.g., “the Grey terrorist group attacks only 
at night”), are distributed at various times to each participant. 
Since no participant receives all of  the factoids needed to solve 
the problem from these distributions, the sharing of  factoids 



214		 NATO NEC C2 Maturity Model

Applying the NATO NEC C2 Maturity Model

among the participants is required for success. Thus, ELICIT 
is a good means by which to study the behaviours associated 
with this kind of  information sharing activity. 

The goal of  each set of  participants is to build situational 
awareness and identify the who, what, where, and when of  a pend-
ing attack. To accomplish this, participants can share factoids 
directly with one another. In addition, four community informa-
tion assets (labelled websites) are available to which participants 
with access can post factoids, and from which others can access 
the factoids that have been posted to that site. Depending on 
the experimental configuration, participants can have access to 
all four websites, only a subset of  websites, or no websites. The 
receiving, sharing, and posting of  factoids, as well as the nature 
of  the organisational relationships between and among partici-
pants can be constrained intentionally to create various experi-
mental conditions (treatments). However, while it is possible 
to limit allowed peer-to-peer communications to a subset of  
those possible, all participants could communicate will all other 
participants in the trials explored in this application. Readers 
should note that the only communication possible among par-
ticipants and between participants and websites in ELICIT is 
the sharing of  a factoid. Free text (or other verbal or written) 
interaction is not allowed.

ELICIT experimental data includes information regarding 
the organisational configuration under which the participants 
operated, and may also include selected information about the 
participants themselves, as may be relevant to the nature of  the 
experimental questions to which ELICIT is being applied in a 
particular trial. In past experiments this information included 
attributes such as nationality, whether the participants were 
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civilians or military personnel, graduate or undergraduate 
students, and the military leadership scores of  U.S. Military 
Academy subjects. 

ELICIT also provides a powerful means for examining the 
details of  a particular trial. Throughout the run, the ELICIT 
software records every transaction of  each participant, includ-
ing the nature of  the transaction, its initiator, the object of  the 
transaction, and the content of  the transaction, if  applicable. 
Thus, analysts of  ELICIT trials will have access to all factoid 
distributions, all peer-to-peer sharing events, all web posts, all 
pulls from websites, and all identification attempts. The result-
ing data can be explored in practically countless ways, and can 
yield insight into numerous aspects of  information-sharing 
behaviour.

A typical ELICIT experiment involves 17 participants. In the 
initial set of  trials, from which the data for this use case were 
extracted, participants were placed into one of  two organi-
sational forms, (1) a hierarchical organisation, or (2) an edge 
organisation. In the hierarchy, sixteen of  the participants were 
assigned to one of  four teams with four members each. Each of  
the four teams in a trial corresponded to one of  the who, what, 
where, when areas of  the ELICIT problem. The members of  
each team had access to one website dedicated for their team’s 
use; they could not access the websites of  the other teams, and 
the other teams could not access their website. One member 
from each team was designated as the team leader. In addition 
to these 4 teams and their members, one of  the participants 
was assigned the role of  cross-team coordinator. This participant 
had access to all four websites, and thus could look across the 
activity of  all four teams. In contrast, the edge organisation 
had no predefined structure whatsoever. Participants were not 
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assigned to teams or roles, and every participant had access to 
all four websites. Figure 42, illustrates pure hierarchy and pure 
edge structures in ELICIT.

Figure 42: 
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The hypotheses explored in this application are derived 
from these organisational arrangements. Drawing upon the 
descriptions of  C2 maturity levels in the N2C2M2, it was 
determined that the hierarchical organisations, as instanti-
ated in ELICIT experiments, correspond to De-Conflicted 
C2. Further, while edge organisations as observed in ELICIT 
cannot be unambiguously assigned to one or another matu-
rity level of  the N2C2M2, it was hypothesised that they cor-
respond to the range of  maturity levels that are more mature 
than De-Conflicted C2 (that is, edge organisations in ELICIT 
exhibit either Coordinated or Collaborative C2 maturity). This 
judgment is based on the wider allocation of  decision rights in 
the edge organisation (all participants have equal standing in 
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terms of  making identification attempts), and more extensive 
opportunities for interaction (participants can access all four 
websites rather than just one). Rather than being left as asser-
tions, these assignments can be verified through the analysis 
of  experimentation data within the context of  the N2C2M2; 
which contains descriptions of  the behaviours expected to be 
associated with each C2 maturity level, in terms of  the alloca-
tion of  decision rights, patterns of  interaction, and distribution 
of  information observed.

The core hypotheses to be tested in this experiment explored 
whether or not organisations operating at higher levels of  C2 
maturity exhibited higher levels of  effectiveness, efficiency, and 
agility than their less mature counterparts. In the language of  
this particular experimental set, null hypotheses can be stated 
as follows:

•	 H0: Edge organisations exhibit the same levels of  effec-
tiveness as Hierarchical organisations in the ELICIT 
experiment;

•	 H0: Edge organisations will display the same effi-
ciency as Hierarchical organisations in the ELICIT 
experiment; 

•	 H0: Edge organisations will display the same effective-
ness degradation as Hierarchical organisations in the 
ELICIT experiment when confronted with more diffi-
cult problem sets.

Experimental Dataset Used in this Study

While this application describes a hypothesis-testing experi-
ment employing (and testing) the N2C2M2, the ELICIT tri-
als that provided data came from other experiments conducted 
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by other researchers throughout the international C2 research 
community. The trials utilised in these analyses include data 
from experiments conducted at Boston University and the 
Naval Postgraduate School. Data from 26 trials were studied, 
with 13 hierarchy trials and 13 edge trials. A total of  442 exper-
imental subjects were involved.

The Experimental Conceptual Model 
and Independent Variables

Figure 43 illustrates the Conceptual Model developed for the 
ELICIT-based N2C2M2 hypothesis-testing experiment. The 
level of  C2 maturity of  the collective participants, combined 
with their individual and team characteristics, resulted in the 
information sharing and collaborative behaviours observed 
during the trial. These behaviours were also affected by the dif-
ficulty of  the task (more difficult tasks perhaps requiring more 
collaboration) and were enabled and constrained by the techni-
cal network (instantiated in the ELICIT platform) connecting 
the participants. The results of  these behaviours could then be 
observed by examination of  the various measures of  merit. In 
this experiment, the focus was on measures of  merit associated 
with the quality of  information, the quality of  shared infor-
mation, the quality of  awareness, and the quality of  shared 
awareness.
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Figure 43: 
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There were a number of  other independent variables that were 
not the focus of  the experiment, that nonetheless need to be 
included in the analyses. Not all of  these variables were con-
trolled in the experimental dataset in this study; some are not 
even controllable in principle. While the connectivity between 
participants and the group tasks are fully definable as part of  
the experiment, and some selection of  participants can be 
made to sample from the groups of  interest, there are many 
individual and team/cultural factors that affect how individu-
als share information, and how they will use that information 
to solve the ELICIT problem. Because of  this, the experi-
ment included a relatively large number of  trials, with varied 
participant backgrounds to help distinguish effects associated 
with C2 maturity from effects associated with other factors. 
Additionally, it should be noted that while trials were set up to 
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enable particular C2 approaches (edge and traditional hierarchy in 
these trials), through the availability of  connectivity and infor-
mation assets it is the sharing and collaboration behaviours that 
determine the C2 approach and C2 maturity actually exhib-
ited by the trial. Thus, there is actually an influence, not shown 
in the figure above, from Information Sharing and Collaborative 
Behaviours to C2 Maturity.

Intervening Variables Illuminating Participant Behaviour

The N2C2M2 also helped experimenters identify relevant 
intervening variables associated with information sharing and 
collaborative behaviours, which in turn help to inform clas-
sification of  edge and hierarchy trials to C2 maturity levels. 
Identified intervening variables associated with observed pat-
terns of  interaction were drawn from social network analysis 
metrics, and included such factors as characteristic path length 
(the length of  the path, in terms of  “hops,” in this case between 
a pair of  participants, averaging overall possible pairs of  par-
ticipants) and connectedness, a measure that captures the tight-
ness of  the observed network. Distribution of  information was 
captured in an intervening variable that describes the average 
number of  unique facts to which each participant has access to 
during various points in the trial. Allocation of  decision rights 
was directly set in the organisational arrangement of  each trial. 
Each of  the team leaders was authorised to make identifica-
tion attempts for his or her own area (the cross-team coordina-
tor was authorised to make identification attempts in all areas). 
Other guesses, while made and recorded, may be considered 
unauthorised, and measures of  effectiveness can be made rela-
tive to authorised identification attempts only to capture this 
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difference in allocation of  decision rights between the two 
classes of  trials. [In the edge trials, of  course, all participants 
were authorised to make identification attempts in all areas.]

Other intervening behavioural variables were identified to char-
acterise the sharing behaviours enabling task success. Data from 
the ELICIT transaction logs were used to determine the levels 
of  peer-to-peer sharing and website posting observed in each 
trial, measured by the number of  sharing and posting actions 
for participants. In addition, the number of  website pulls by 
participants was also measured. These data allowed compari-
son of  the levels of  sharing in De-Conflicted C2 arrangements 
(the hierarchy trials) and in Coordinated and Collaborative C2 
arrangements (the edge trials). Results showed that higher lev-
els of  C2 maturity were, indeed, associated with significantly 
higher levels of  sharing. 

Dependent Variables

In order to test the major hypotheses of  this experiment, it 
was necessary to identify a set of  dependent variables that 
appropriately represented the concepts of  effectiveness and 
efficiency under study. The objective of  the ELICIT experi-
ment is the development of  sufficient awareness to allow the 
experiment participants to identify correctly the components 
of  the ELICIT scenario solution. Dependent variables sug-
gested by the C2CRM that correspond to this objective include 
the correctness, timeliness, and accuracy elements of  the qual-
ity of  shared awareness set of  metrics. Correctness was measured 
by the number of  participants authorised to make identifica-
tion attempts who made at least one correct attempt (expressed 
relative to the total number of  identification-authorised par-
ticipants, to enable comparison of  edge and hierarchical trial 
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results). Timeliness of  awareness was measured by calculating 
the total number of  person-minutes of  correctness in the trial, as fol-
lows:

i timetrial
i dttscorrectnesofLevelsCorrectnes

_

__

The subscript i designates individual participants in a trial, and 
time, t, is expressed in minutes. Accuracy was measured as the 
ratio of  correct identification attempts to total identification 
attempts.

An organisation’s efficiency was measured by calculating its 
productivity in two respects—use of  time and use of  allowed 
actions (sharing, posting, pulling). 

To measure the  agility of  an organisation operating at a given 
level of  maturity, this analysis took advantage of  the fact that 
more than one factoid set was used across the experimental 
trials conducted. While the initial intent in constructing these 
factoid sets was that they be isomorphic in terms of  the cogni-
tive performance required for solutions, one of  the factoid sets 
has been empirically shown to be more challenging than the 
others. In measuring agility, the effectiveness of  each organisa-
tional type, using the standard-difficulty factoid set, was com-
pared with the effectiveness of  each type when confronted with 
the more challenging factoid set. Testing the agility hypothesis 
involved comparing the degradation in performance caused 
by the difficult factoid set in the Edge and Hierarchical struc-
tures. [Note this approach used the data available to test one 
aspect of  agility that was accessible through those data—the 
robustness of  the C2 approach against problem sets of  vary-
ing difficulty. A more complete analysis of  the agility of  Edge 



		  Chapter 8	 223

Applying the NATO NEC C2 Maturity Model

and Hierarchical structures would require treatments yielding 
insight to all aspects of  agility—robustness, resilience, respon-
siveness, flexibility, innovation, and adaptation.90]

Measures of  C2 Effectiveness

In addition to the overarching measures of  C2 effectiveness 
described above, a number of  additional metrics, specifi-
cally related to command and control effectiveness, were also 
extracted and studied. These included the Quality of  Information 
Position (the percentage of  relevant facts for the assigned task a 
participant can access as a function of  time) and the Extent of  
Shared Information (the average number of  participants who have 
access to each fact as a function of  time). 

Summary of  Findings

Analysis of  the behaviour of  participants in the Edge and 
Hierarchical structures supported the assignments of  those 
structures to Coordinated/Collaborative and De-Conflicted 
levels of  C2 maturity, respectively. Edge structures indeed exhib-
ited more mature behaviours than hierarchical ones, in terms 
of  more extensive distribution of  information, better quality 
of  information position, a greater extent of  shared awareness, 
and higher levels of  information seeking behaviours (in terms 
of  web pulls). Figure 44 shows a plot of  a selected distribu-
tion of  information metric (measured by the average fraction 

90. McEver, Jimmie, Danielle M. Martin, and Richard E. Hayes, 
“Operationalizing C2 Agility: Approaches to Measuring Agility and Command 
and Control Contexts,” Proceedings of  the 13th International Command and 
Control Research and Technology Symposium, CCRP, 2008.
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of  unique facts to which trial participants have access to over 
time) illustrating the more widespread information distribution 
in edge trials in comparison with hierarchy trials. 

While it may not be a surprising result that the addition of  
information sharing capability and more extensive access 
to information-sharing resources (i.e., the websites) leads to 
broader distribution of  information in the edge trials, such 
a result will not occur unless the participants in those trials 
exhibit the behaviour needed to exploit those capabilities. That 
is, they must interact more broadly and more regularly, leading 
to more extensive propagation of  information. Combined with 
the more extensive allocation of  decision rights in the edge 
trials, this result verifies our association of  edge structures in 
ELICIT with higher levels of  C2 maturity than hierarchical 
structures. 

Figure 44: 
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91. Figure generated by JMP Statistical Analysis and Visualization Software 
(Version 7), SAS Institute.



		  Chapter 8	 225

Applying the NATO NEC C2 Maturity Model

Additional analysis of  the ELICIT dataset confirmed that, 
within the context of  the ELICIT environment, higher levels 
of  C2 maturity are associated with higher levels of  effective-
ness, better efficiency, and more agility. Edge structures, repre-
senting Coordinated and Collaborative levels of  C2 maturity, 
were shown to be more effective on the ELICIT problem than 
hierarchical (De-Conflicted) structures, exhibiting statistically 
significantly greater levels of  correctness, timeliness and accu-
racy of  awareness, and shared awareness. The left portion of  
Figure 45 shows one measure of  effectiveness, the fraction of  
authorised participants correctly identifying the ELICIT solu-
tion. Across the Edge trials, 59% of  the participants author-
ised to make ID attempts (for Edge, this is all participants for 
all problem components—who, what, where, and when) provided 
correct solutions. In the Hierarchical trials, only 14% of  the 
authorised participants (the cross team coordinator was author-
ised for all areas and team leaders were each authorised for the 
area assigned to their team) provided correct solutions.

Edge structures proved to be generally more efficient than 
Hierarchical structures in terms of  productivity of  actions (at 
the 90 percent level, or 95 percent level in a one-tailed sta-
tistical test), productivity of  time, and speed (again at the 90 
percent/95 percent one-tailed level). The right half  of  Figure 
45 shows one effectiveness measure, the mean productivity of  
person-minutes in the trial. Edge structures generated almost 
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6.5 correct solutions for each thousand person-minutes, while 
Hierarchical structures produced fewer than 2.5 correct solu-
tions with the same level of  effort. 

Figure 45: 
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Edge structures were also shown to be more effective in the 
face of  added problem difficulty than their less mature coun-
terparts, degrading in performance less severely when the cog-
nitive complexity of  the ELICIT factoid set was increased. 
Figure 46 illustrates this robustness in terms of  the fraction 
of  person-minutes correct92 resulting from each trial. In Edge 
structures, the person-minutes correct score for the standard-
difficulty factoid set was 15.6%. When using the difficult fac-
toid set, however, this effectiveness score drops to a little more 
than 1/3 of  the original—5.7%. The Hierarchical structures 
analysed fared even worse, however. The Hierarchical stand-

92. Recall that this score varies from 0 to 1. A score of  0 (zero) indicates no 
correct solutions, not even partially correct solutions, were generated during the 
trial. A score of  1 indicates that everyone has the full correct solution from the 
very start of  the trial. A score of  0.25 could mean that no one had any correct 
solution for ¾ of  the trial, at which point everyone generated a fully correct 
solution … or that no one had any correct solution for ½ the trial, at which point 
everyone generated a solution for which two areas were correct and two areas 
were incorrect. There are many associated combinations.
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ard-difficulty person-minutes correct score was 4.3%, which 
fell by an order of  magnitude to 0.43% when confronted with 
the more difficult factoid set. While these results are not sta-
tistically significant, they are extremely interesting anecdotally, 
suggesting further investigation on this point is warranted.

Figure 46: 
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In summary, the data collected and analysed from these experi-
mental trials are consistent with the NATO NEC C2 Maturity 
Model (N2C2M2) assumptions and hypotheses. Further, the 
N2C2M2 provided a valuable framework and useful guidance 
to help structure the experiment and related analysis, and was 
a rich source of  metrics in the planning and execution of  the 
analysis.
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Summary For C2 Research  
and Experimentation

The contributions of  the N2C2M2 to research and experimen-
tation, as shown in Figure 47, are manifold and cover the main 
steps of  an experimentation or research process.93

Figure 47: 
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The N2C2M2 is helpful in identification and articulation of  
open questions that need to be addressed in research and exper-
imentation. The N2C2M2 together with the C2 Conceptual 
Reference Model (C2CRM) support the formulation of  hypoth-
eses, adequate metrics, and measurement approaches. In the 
development of  an experiment design and plan, the N2C2M2 
together with Code of  Best Practice for Experimentation 

93. The COBP-E discusses seven stages (main steps) of  experimentation.
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(COBP-E) supports the design of  experiments. The N2C2M2 
as a reference model supports interpretation of  experiment 
results, relating experiments and research results to the state of  
the art and the communication to researchers and practitioners.

Conclusions about 
Illustrative Applications

While the N2C2M2 has many potential uses and types of  
applications, they can all be conceptualised through the lenses 
of  the three classes included here—Operational Design, Strategic 
Planning, and C2 Research and Experimentation. Those looking into 
the future and seeking to understand how their C2 capabili-
ties can become more network-centric can use the N2C2M2 
to understand where their current capabilities rank, how they 
differ from the desired maturity level(s), and what factors will 
need to be changed in order to move in the desired direction. 
Applied with care, the N2C2M2 will allow those nations, coa-
litions, and endeavours that want to improve their strategic 
C2 posture to specify more than just goals—a roadmap and 
appropriate milestones along the way. However, as the illus-
trative applications demonstrate, the type of  transformational 
change required for Network Enabled Capability transforma-
tion will involve co-evolution of  all the components: allocation 
of  decision rights to the collective, enabling patterns of  inter-
action between and among the components of  the endeavour 
or force, and distribution of  information across those entities. 
Moreover, explicit consideration must be made of  the partners 
who might contribute to the goals of  the endeavour and how 
the collective C2 can be organised to allow them to participate 
effectively. 
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Those charged with the Operational Design of  a force or an 
endeavour will find the N2C2M2 just as useful, but they will 
be more focused on the C2 capabilities of  the entities that 
may be involved in the endeavour or operation. The proc-
ess will be similar—identifying the capabilities of  the entities 
that make up the endeavour, understanding the level of  C2 
maturity needed for success in the endeavour (including differ-
ent partners and potentially relevant missions and situations), 
and specifying what must be done to support the range of  C2 
approaches needed for effectiveness. 

Strategic Planning for C2 must take into account the need for 
agility—the capability to operate in differing environments, 
with different partners, and different missions; all potentially 
changing over time. The difference between operational design 
and strategic planning is that the entities and their initial capa-
bilities must be dealt with in the near term, with little oppor-
tunity for major changes in training, equipment, leadership, or 
other key factors. Operational design places a premium on the 
maturity and agility of  the most capable entities. They must be 
able to act as the glue that holds the endeavour together and 
enable effective participation by all those who can contribute to 
the endeavour. This will often mean working with “disadvan-
taged” C2 partners.

Because the state of  C2 knowledge remains emergent, C2 
Research and Experimentation applications of  the N2C2M2 
will be extremely important for some time to come. The 
N2C2M2 provides a rich source of  concepts and ideas about 
C2 in the Information Age and what it will take to assist NATO 
and NATO nations to achieve effective and efficient Network 
Enabled Capabilities. However, a great deal still needs to 
be learned about how these capabilities can be created and 
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maintained in specific contexts—classes of  missions, cul-
tural contexts, mixtures of  C2 approaches, etc. Moreover, the 
N2C2M2 also provides an excellent tool for organising existing 
knowledge and exploring the implications of  new insights into 
command and control.
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ACTIONS

Actions take place in the physical domain. They are triggered 
by decisions in the cognitive domain (Alberts et al., 2001, p. 
21). (C2 Primitive)

See also Physical Domain

ACTOR

Any individual, group, organisation, or any other entity inter-
acting with the environment that is capable of  influencing the 
environment and, in turn, is capable of  being influenced by the 
environment. Actors may be part of  friendly, neutral, or adver-
sarial actions or operations within/towards the endeavour.

See also Entity

AGILE

The term agile can be used to describe each component of  an 
organisation’s mission capability packages (MCPs) or an organ-
isation that can instantiate many MCPs. The use of  the word 
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agile is appropriate when the characteristics of  a model corre-
sponds to many if  not all of  the dimensions of  agility that are 
defined in Power to the Edge (see Alberts and Hayes, 2003) and 
included in the NCO Conceptual Framework as well as the 
NATO C2 Conceptual Models (Alberts and Hayes, 2003, pp. 
123-159).

AGILE C2

Agile C2 is the ability to recognise which C2 Approaches are 
appropriate for the situations (e.g., mission, operating environ-
ment, and set of  coalition partners or contributing entities) and 
dynamic transition to these (Alberts and Hayes, 2007, p. 172).

See also C2 Approach

AGILE C2 SYSTEM

An agile C2 system is able “to operate in a complex, multi-
ple-axis (several synergistic efforts simultaneously and continu-
ously) operation with a coherence that is maintained over time. 
[…] it moves the force toward a capability to engage in effec-
tive self-synchronization” (Alberts and Hayes, 2003, p. 147). A 
C2 System is agile if  it is capable of  supporting the appropriate 
C2 approach and transition to that approach.

See also C2 Approach and Self-Synchronisation

AGILITY

Agility is the synergistic combination of  robustness, resilience, 
responsiveness, flexibility, innovation, and adaptation.
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ALLOCATION OF DECISION RIGHTS

One of  the three dimensions of  the C2 Approach Space. 
“Decision rights belong to the individuals or organizations 
accepted (whether by law, regulation, practice, role, merit, or 
force of  personality) as authoritative sources on the choices 
related to a particular topic under some specific set of  circum-
stances or conditions. The allocation of  decision rights is their 
distribution within the international community, a society, an 
enterprise, or an organization” such as “a military, a coali-
tion, an interagency effort, or an international effort includ-
ing military elements. There can be different distributions of  
those rights across functions, echelons, time, or circumstances.” 
(Alberts and Hayes, 2006, p. 83)

See also C2 Approach Space and C2 Approach Dimensions

AWARENESS

“Awareness relates to a situation and, as such, is the result of  a 
complex interaction between prior knowledge (and beliefs) and 
current perceptions of  reality” (Alberts et al., 2001, p. 18) and 
“focuses on what is known about past and present situations.” 
(ibid., p. 19). (C2 Primitive)

C2

Command and Control

See also Command and Control
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C2 AGILITY

The agility of  the collective C2 process. Its essence is the ability 
to choose among a number of  C2 Approaches, including the 
adoption of  a C2 Approach that is at a lower level than the C2 
Approach that has been in use so far and, if  required, the use 
of  different C2 Approaches when collaborating with different 
organisations. C2 Agility includes the ability to create dynamic 
task-organised groupings of  force proactively, and as required 
by the changing operational context. C2 agility is connected 
with C2 maturity in that increasing levels of  C2 maturity trans-
late into increasing C2 agility.

See also C2 Approach and C2 Maturity

C2 APPROACH

The way an organisation or entity accomplishes the functions 
associated with command and control, i.e., how the allocation 
of  decision rights is organised, and how the patterns of  inter-
action and the distribution of  information are established. A 
C2 approach can be thought of  a specified region in the C2 
Approach Space. The N2C2M2 describes five C2 Approaches 
to accomplish the functions associated with command and 
control. These are:

•	 Conflicted C2
•	 De-Conflicted C2
•	 Coordinated C2
•	 Collaborative C2
•	 Edge C2

See also C2 Approach Space, Conflicted C2, De-Conflicted C2, 
Coordinated C2, Collaborative C2, and Edge C2
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C2 APPROACH DIMENSIONS

The three dimensions constituting the C2 Approach Space. 
These are:

•	 Allocation of  Decision Rights
•	 Patterns of  Interaction
•	 Distribution of  Information

See also C2 Approach Space, Allocation of  Decision Rights, Patterns of  
Interaction, and Distribution of  Information

C2 APPROACH SPACE

The space defined by (the) three C2 approach dimensions, 
as illustrated in Figure 4. It describes possible approaches to 
accomplishing the functions associated with C2. It is described 
by means of  the following three major axes (or dimensions of  
command and control):

•	 Allocation of  Decision Rights
•	 Patterns of  Interaction
•	 Distribution of  Information

 (Alberts and Hayes, 2006, p. 75)

See also C2 Approach Dimensions, Allocation of  Decision Rights, 
Patterns of  Interaction, and Distribution of  Information
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C2 CAPABILIY

The ability to execute a course of  action associated with the 
functions of  command and control (based on “capability” defi-
nition of  DoD Dictionary of  Military and Associated Terms).

See also Command and Control

C2 CONCEPTUAL REFERENCE MODEL (C2CRM)

The Command and Control Conceptual Reference Model 
(C2CRM) was developed by NATO SAS-050; it consists of  a 
few hundred variables and relations between them. The vari-
ables are comprised of  potential relevant measures of  merit 
(MoM) and influencing factors and, by means of  qualitative 
relations, show the influences between them. The lists of  MoM 
and influencing factors can be considered as suggestions for 
issues to take into account for a particular study.

See also NATO C2 Conceptual Reference Model

C2 DOMAINS

C2 Domains characterise the fundamental capabilities of  
a network-centric enterprise. Four domains exist: Physical, 
Information, Cognitive, and Social (Alberts and Hayes, 2003).

See also Physical Domain, Information Domain, Cognitive Domain, 
and Social Domain
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C2 EFFECTIVENESS

C2 effectiveness is the degree to which a specified purpose is 
accomplished, or an intended or expected result is produced 
on the basis of  a specified C2 Approach. It depends on the C2 
Approach employed and the requirements of  the situation at 
hand.

See also C2 Approach and Effectiveness

C2 EFFICIENCY

The amount of  C2 resources expended relative to a specified 
outcome (e.g., completion of  the assigned military mission in 
a specified quality). Provided that the output (mission accom-
plishment) is the same, fewer resources consumed means higher 
efficiency.

See also Efficiency and C2 Effectiveness

C2 MATURITY

C2 Maturity is a relatively recent concept (Alberts et al., 2001). 
C2 Maturity refers to the ability to utilise the C2 Approach 
Space, with increasing levels of  maturity being available along 
with the ability to operate in a larger portion of  the space, in 
an appropriate fashion.

See also C2 Approach Space and C2 Maturity Levels
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C2 MATURITY LEVELS

C2 Maturity Levels are associated with the degree to which a 
collective or entity is able to conduct network-centric operations 
(NNEC capability levels). C2 Maturity Levels are defined in terms 
of specific regions of the C2 Approach Space. The N2C2M2 de-
fines five levels of C2 Maturity:

•	 Level 1: Capability to operate only at Conflicted C2;
•	 Level 2: Capability to operate at De-Conflicted C2;
•	 Level 3: Capability to operate at De-Conflicted and 

Coordinated C2;
•	 Level 4: Capability to operate at De-Conflicted, 

Coordinated, and Collaborative C2;
•	 Level 5: Capability to operate at De-Conflicted, 

Coordinated, Collaborative, and Edge C2.

C2 PROBLEM SPACE

The space spanned by the three dimensions rate of  change (static 
versus dynamic), degree of  familiarity (known versus unknown), 
and strength of  information position (informed versus uninformed) 
that describe characteristics of  a problem at hand. For any 
position within this problem space there is an appropriate type 
of  C2 Approach (described by a specified position in the C2 
Approach Space). The three dimensions can be described as 
follows:

•	 Rate of  change represents the speed with which the situa-
tion (e.g., political, social, economic operating environ-
ment, and methods of  warfare employed) changes.

•	 Degree of  familiarity refers to the extent to which the 
nature of  the problem (e.g., location, extent of  informa-
tion requirements, required patterns of  interaction) is 
known.
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•	 Strength of  information position refers to “the extent to 
which the decision making is informed or uninformed.” 
(Alberts and Hayes, 2006). As explained in Understanding 
Information Age Warfare, (Alberts et al., 2001) the informa-
tion position of  an organisation is the degree to which it 
is able to fulfil its information requirements.

The three dimensions of  the C2 problem space are not neces-
sarily orthogonal (Alberts and Hayes, 2006, pp. 76-79).

See also C2 Approach and C2 Approach Space

C2 RESEARCH AND EXPERIMENTATION

Activities aimed at generating insights into C2-related ques-
tions. Experimentation is, in the narrower sense of  the word, 
the performance of  “a test made to determine the efficacy of  
something previously untried,” “to examine the validity of  an 
hypothesis,” or “to demonstrate a known truth.” These three 
meanings differentiate the three major roles [i.e., discovery, 
hypothesis testing, and demonstration] “that DoD organisa-
tions have assigned to experimentation.” (Alberts and Hayes, 
2002, pg. 19). An experiment always generates empirical data 
that are subsequently interpreted. The term research is broader 
in a sense that it includes not only experimentation, but also 
other types of  activities such as historical research, modelling, 
etc.
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C2 SYSTEM

The facilities, equipment, communications, procedures, and 
personnel essential to a commander for planning, directing, 
and controlling operations of  assigned and attached forces 
pursuant to the missions assigned (DoD Dictionary of  Military 
and Assoc. Terms).

In the Headquarters Effectiveness Assessment Tool (HEAT), the C2 
system is understood as an adaptive control system, with the 
purpose to bring or keep the operational environment within 
some desired boundaries (Alberts and Hayes, 2006, pg. 165).

See also Command and Control

CLUSTER

A cluster is a group of  nodes (individuals, entities, or things) 
having a large proportion of  mutual connections, i.e., number 
of  links and reciprocations within the group’s nodes are denser 
than with outside nodes (Kadushin, 2004).

CLUSTER ATTRACTOR

A factor that causes clusters to form. Examples of  cluster attrac-
tors are group membership and tasks.

See also Cluster, Entity Cluster, and Task Cluster
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COGNITIVE DOMAIN

The cognitive domain is the space where understanding devel-
ops (Atkinson and Moffat, 2005). The perceptions and under-
standing of  what this information states and means exists in the 
cognitive domain. Also in the cognitive domain are the mental 
models, preconceptions, biases, and values that serve to influ-
ence how information is interpreted and understood, as well 
as the nature of  the responses that may be considered (Alberts 
and Hayes, 2003).

See also C2 Domains

COLLABORATION

“Collaboration is a process that takes place between two or 
more entities. Collaboration always implies working together 
toward a common purpose. This distinguishes it from simply 
sharing data, information, knowledge, or awareness” (Alberts 
et al., 2001, pp. 27-28). (C2 Primitive)

COLLABORATIVE C2

One of  the five C2 Approaches described in the N2C2M2, 
basically characterised by the collaborative development of  a 
single shared plan. Collaborative C2 involves a considerable 
amount of  delegation of  decision rights to the collective; it aims 
at developing synergies by negotiating and establishing collec-
tive intent as well as a shared plan, establishing or reconfiguring 
roles, coupling actions, rich sharing of  non-organic resources, 
some pooling of  organic resources, and increasing interactions 
in the Cognitive Domain to increase shared awareness.



244		 NATO NEC C2 Maturity Model

See also C2 Approach and Cognitive Domain

COLLECTIVE

Multiple, loosely-coupled organisations that may work together 
if  in their best interest, or sometimes for the greater good or a 
collective purpose. Note that the links may be less robust with 
less of  a central tendency. The organisations bring their spe-
cific and complimentary capabilities. They may also have dif-
ferent intent as well as different C2 maturity levels. A collective 
matures by growth (given enough time working together) and 
less so by deliberate design (legislation, policy, and training).

COLLECTIVE C2

Functions of  command and control, as accomplished by a col-
lection of  entities.

See also Collective

COLLECTIVE ENDEAVOUR

An endeavour that involves a large number of  disparate entities 
whose activities are related to a broad range of  effects, includ-
ing not only (and very often not primarily) military, but also 
social, economic, political, and informational factors (Alberts 
and Hayes, 2007, pp. 9-11). Therefore, a collective endeavour 
refers to the activities of  the involved entities as a whole and is 
thus characterised by a single, rather than several different C2 
Approaches.
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COMMAND (a functional perspective)

Command is equated with the establishment or emergence of  
a set of  initial conditions, including the rules or mechanisms by 
which these conditions are adjusted dynamically (Alberts and 
Hayes, 2007, p. 29). Command functions include: establishing 
the goal or objective (the intent); determining roles, responsibil-
ities, and relationships; establishing rules and constraints; and 
monitoring and assessing the situation and progress (Alberts 
and Hayes, 2006, p. 154).

COMMAND (a human perspective)

The creative expression of  human will necessary to accomplish 
the mission. The function of  command is to invent novel solu-
tions to mission problems, to provide conditions for starting, 
changing, and terminating control, and to be the source of  dili-
gent purposefulness (Pigeau and McCann, 2002, p. 56).

COMMAND (a military perspective)

The exercise of  lawful authority (NATO, U.S., and Slovakia 
quote).

COMMAND AND CONTROL (C2) (Traditional)

From a traditional perspective, command and control refers to 
“the exercise of  authority and direction by a properly designated 
commander over assigned and attached forces in the accom-
plishment of  the mission. Command and control functions are 
performed through an arrangement of  personnel, equipment, 
communications, facilities, and procedures employed by a com-
mander in planning, directing, coordinating, and controlling 
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forces and operations in the accomplishment of  the mission 
[…]” (Defense Technical Information Center, 2008). “The 
concept embraces the continuous acquisition, fusion, review, 
representation, analysis, and assessment of  information on 
the situation; issuing the commander’s plan; tasking of  forces; 
operational planning; organizing and maintaining cooperation 
by all forces and all forms of  support; organizing command 
and control; preparing subordinate command and control bod-
ies and forces for combat operations; supervising and assisting 
subordinate commanders, staffs and forces; the direct leader-
ship of  troops during performance of  their combat missions.“ 
(NATO Glossary, 2008). Beyond these classical definitions, the 
essence of  C2 is defined by three key factors, i.e., the three 
dimensions of  the C2 Approach Space. Whereas Command 
and Control are separate functions they are interrelated. Their 
elements span all domains of  warfare, i.e., physical, informa-
tion, cognitive, and social (Alberts and Hayes, 2006). C2, at 
the enterprise level, shapes the force (or the enterprise) deter-
mining the purpose of  the organisation, its priorities, and ulti-
mately the capabilities it has. Thus, C2 at the enterprise level 
determines what is possible. C2 at the mission level is about 
employing the assets of  an organisation—its people, systems, 
materiel, and its relationships with others—in the pursuit of  
mission-specific goals and objectives (intent) (NATO SAS-050 
Research Task Group, 2006).

See also Command, Control, and Focus and Convergence

COMMAND INTENT

Part of  the process of  making the study of  command and con-
trol less personalised was changing the term commander’s intent to 
command intent. This change highlighted both the fact that there 
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are many decision makers (or commanders) in any battlespace 
or complex endeavour and the fact that no single person is in 
charge or in command during complex endeavours. (Alberts and 
Hayes, 2006)

COMMANDER

A person with the decision rights associated with the command 
functions.

COMMANDER’S INTENT

A concise expression of  the purpose of  the operation and the 
desired end state. It may also include the commander’s assess-
ment of  the adversary commander’s intent and an assessment 
of  where and how much risk is acceptable during the operation 
(DoD Dictionary of  Military and Associated Terms).

COMPLEX ENDEAVOURS

The term describes “undertakings that have one or more of  the 
following characteristics:

1.	The number and diversity of  the participants is such 
that
a.	There are multiple interdependent chains of  

command;
b.	The objective functions of  the participants conflict 

with one another or their components have signifi-
cantly different weights; or

c.	The participants’ perceptions of  the situation differ 
in important ways; and

2.	The effects space spans multiple domains and there is
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a.	A lack of  understanding of  networked cause and 
effect relationships; and

b.	An inability to predict effects that are likely to arise 
from alternative courses of  action.”

 (Alberts and Hayes, 2007, p. 4)

The actors within an endeavour “may have a variety of  differ-
ent relationships with one another and may be working toward 
somewhat different goals or purposes. Indeed, their ability to 
work in concert may depend on the fact that their goals and 
objectives, while not identical, are not mutually exclusive.” 
(Hayes, 2007, p. 146).

COMPLEXITY

Complexity refers to a bundle of  attributes of  a system that 
involves variables such as dynamics, non-linearity, interde-
pendencies, lack of  predictability, and scope. Key properties of  
complexity are (Moffat, 2003, p. 42-43):

•	 Non-linear interaction: This can give rise to surprising 
and non-intuitive behaviour, on the basis of  simple local 
co-evolution.

•	 Decentralised control: Emergent behaviour is generated 
through local co-evolution.

•	 Self-organisation: The ability to evolve over time with-
out the need for guidance from outside the system.

•	 Non-equilibrium order: The order (e.g., the space and 
time correlations) inherent in an open, dissipative sys-
tem far from equilibrium.

•	 Adaptation: Clusters or avalanches of  local interaction 
are constantly being created and dissolved across the 
system.
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•	 Collectivist dynamics: The ability of  elements to locally 
influence each other, and for these effects to ripple 
through the system, allows continual feedback between 
the evolving states of  the elements of  the system.

See also Complicatedness and Situational Complexity

COMPLICATEDNESS

The attribute of  a system that is, similarly to a complex sys-
tem, characterised by a large number of  degrees of  freedom. 
However, in a complicated system the interactions of  its com-
ponents are locally linear (while they are locally non-linear in 
a complex system), i.e., they are locally independent, and their 
effect is additive (the effect is the sum of  the parts). Compared to 
complexity, complicatedness of  a situation refers to the degree 
to which the situation can be partitioned into a number of  com-
ponents and interactions without losing anything in the process 
(e.g., The whole is or equals the sum of  the parts). Complicated 
things require much more effort to analyse, but they are ame-
nable to analysis.

Simple-Complicated can be a scale where the closer one is to 
“simple,” the easier it is; that is, less knowledge and effort are 
required. What moves you up the scale is the increase in the 
numbers and diversity of  the participants, the number of  dif-
ferent ways they could interact (cooperative, collaborative, 
independent, neutral, friendly, unfriendly, or hostile,) and the 
number and diversity of  the variables that populate the effects 
space (physical, informational, cognitive, social).
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Simple-Complex is not a scale. The terms simple and complex are 
qualitatively different ideas. Complex things are not amenable 
to deductive analysis alone. Making progress requires the abil-
ity to both analyse and synthesise.

See also Complexity

CONCEPTUAL MODEL

A model is a simplified representation of  reality; a concep-
tual model can be defined as a representation of  how some-
thing is perceived or thought of, hence of  a current state of  
understanding (Alberts and Hayes, 2006). It is based on con-
cepts—general ideas derived from specific instances (American 
College Dictionary, 1997), including relationships between the 
concepts it consists of. These relationships are again concepts.

CONFLICTED C2

One of  the five C2 approaches described in the N2C2M2, 
basically characterised by individual contributors exercising 
C2 only over their own forces. Hence, there is no collective 
objective, or any information distribution or other kinds of  
interaction between the entities.

See also C2 Approach

CONTROL (as an independent variable)

Control refers to “those structures and processes devised by 
command to enable it and to manage risk” [...] The function 
of  control is to enable the creative expression of  will and to 
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manage the mission problem in order to minimize the risk of  
not achieving a satisfactory solution.” (Pigeau and McCann, 
2002, p. 56)

CONTROL (a functional perspective)

An emergent property that is a function of  initial conditions, 
including those established by command (Alberts and Hayes, 
2007, p. 29).

CONTROLLABLE VARIABLE

A controllable variable in an experiment is an independent 
(input) variable that is deliberately varied in order to assess its 
effects in dependent (output) variables.

If  an extraneous factor that is not deliberately treated as an 
input variable, but is likely to affect the experiment can be kept 
constant, so as to minimise its effects on the outcome (it is then 
referred to as control variable), it is, strictly speaking, also a con-
trollable variable.

See also Uncontrollable Variable

COORDINATED C2

One of  the five C2 approaches described in the N2C2M2, 
basically characterised by: seeking mutual support for intent; 
developing relationships and links between and among entity 
plans and actions to reinforce or enhance effects; some initial 
pooling of  non-organic resources; and increased sharing in the 
Information Domain. Coordinated C2 involves the develop-
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ment of  a degree of  common intent and an agreement to link 
actions in the various plans being developed by the individual 
entities.

See also C2 Approach and Information Domain

COORDINATED OPERATIONS

One of  the NNEC Maturity Levels; corresponds to Coordinated 
C2 in the N2C2M2.

See also NNEC Operational Capability Model and Coordinated C2

CORRECTNESS

In ELICIT experimentation, correctness refers to a perform-
ance measure. In the experimentation efforts described in this 
report, it was measured by the number of  ELICIT participants 
who made at least one correct attempt, expressed relative to the 
total number of  identification-authorised participants.

See also ELICIT

CROSS-TEAM COORDINATOR

In the Hierarchy trials of  the ELICIT experimentation, four 
teams are formed. One member from each team is designated 
as the team leader and one of  the participants is assigned the 
role of  cross-team coordinator—who can look across the activ-
ity of  all four teams.

See also ELICIT
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CULTURE

A set of  basic beliefs, values, attitudes, goals, and practices that 
characterises and is shared by a collective, such as a group, 
institution, organisation, or nation.

DECISIONS

Decisions are choices among alternatives. Choices to do noth-
ing are decisions. Decisions occur in the cognitive domain. They 
“are acted upon and/or conveyed via the information domain 
for others to act upon, resulting in or influencing actions in the 
physical domain and/or other decisions” (Alberts et al., 2001, 
p. 20).

See also Physical Domain

DE-CONFLICTED C2

One of  the five C2 approaches described in the N2C2M2, 
basically characterised by the entities partitioning the problem 
space in order to avoid adverse cross-impacts. This requires 
limited information sharing and limited interactions between 
the entities.

See also C2 Approach

DE-CONFLICTED OPERATIONS

One of  the NNEC Maturity Levels; corresponds to 
De-Conflicted C2 in the N2C2M2.

See also NNEC Operational Capability Model
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DEPENDENT VARIABLE

A dependent variable in an experiment is a variable that is 
expected to be affected by the variation of  (an) independent 
variable(s), i.e., its value is expected to depend on the value of  
the independent variable(s).

DISJOINTED OPERATIONS

See Stand-Alone Operations

DISTRIBUTION OF INFORMATION

The way information flows and is disseminated in the real world 
because of  informal relationships, linkages, and sources. As one 
of  the three dimensions of  the C2 Approach Space, it “[…] 
refers to a key result of  the C2 processes within military organi-
zation, coalition, or international effort […] involving military 
forces and civilian organizations […]. [It] is impacted by the 
distribution of  decision rights (which includes who makes the 
choices about information distribution processes and the crea-
tion of  the infrastructure by which information is shared and 
collaboration is carried out, as well as who is entitled to what 
information) and the patterns of  interaction (who is able to 
acquire what information). […] The concept also includes the 
richness element in network-centric thinking. Richness focuses 
on the breadth, depth, and quality (correctness, completeness, 
currency, consistency, etc.) of  the information that is available” 
(Alberts and Hayes, 2006, pg. 108-109).

See also C2 Approach Space
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DYNAMICS

Pattern or history of  growth, change, and development 
(Random House, Inc., 2009). Dynamics may characterise the 
operational environment as well as command and control. 
Accordingly, dynamics of  command and control approach 
may signify the extent to which fundamental dimensions of  
command and control approach change across purpose and/
or time (NATO SAS-050 Research Task Group, 2006).

EDGE C2

One of  the five C2 approaches described in the N2C2M2, basi-
cally characterised by a robustly networked collection of  enti-
ties having widespread and easy access to information, sharing 
information extensively, interacting in a rich and continuous 
fashion, and having the broadest possible distribution of  deci-
sion rights. The objective of  Edge C2 is to enable the collective 
to self-synchronise.

See also C2 Approach, Self-Synchronisation, and Collective

EDGE ORGANISATION

In ELICIT experimentation, an edge organisation is a configu-
ration of  the participants that have no predefined structure. 
Participants are not assigned to teams or roles, and every par-
ticipant has access to all information sources.

See also ELICIT and Hierarchical Organisation/Hierarchy
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EFFECTIVENESS

Being effective means being adequate to accomplish a purpose; 
producing the intended or expected result (Random House 
Unabridged Dictionary, 2006).

See also C2 Effectiveness

EFFICIENCY

The ratio of  the effective or useful output to the total input 
in any system (The American Heritage® Dictionary of  the 
English Language, 2006). As such, it is a function of  both effec-
tiveness and cost (e.g., time, resources, money, etc.).

See also C2 Efficiency and Effectiveness

ELICIT

Experimental Laboratory for Investigating Collaboration, 
Information-sharing and Trust. ELICIT is an online multi-
user platform for conducting experiments in information-
sharing and trust. It instruments the actions of  a group of  
participants engaged in a situational awareness problem and 
enables researchers to study information sharing and collabo-
rative behaviours. Participants attempt to identify attributes of  
an upcoming terrorist attack; in particular, who will conduct 
the attack, what is the target of  the attack, the country where the 
attack will take place, and when [the time] the attack will occur. 
Information elements (factoids) containing information related 
to the attack are distributed at various times to each partici-



		  Glossary	 257

pant. Since no participant receives all of  the factoids needed 
to solve the problem (from these distributions), the sharing of  
factoids among the participants is required for success.

See also Correctness, Cross-Team Coordinator, and Factoid

ENDEAVOUR

In the context of  C2 and Complex Endeavours, it is used to 
characterise a large number of  disparate entities whose activi-
ties are related to a broad range of  effects, including not only 
(and very often not primarily) military, but also social, eco-
nomic, political, and informational factors (Alberts and Hayes, 
2007, pp. 9-11).

Endeavours have a purpose or set of  related purposes. They 
seek to have their members and the other relevant entities 
synchronise their efforts, arrange them purposefully in time 
and space, in order to generate effects consistent with those 
purposes.

The term endeavour was suggested as a replacement to the term 
force, since the latter is often used within a military contexts, 
implying a tightly coupled set of  actors or direct actions that 
alter the operating environment (e.g., kinetic strength and 
impact) (Hayes, 2007).

ENDEAVOUR EFFECTIVENESS

Endeavour effectiveness is the ability to effectively accomplish 
an endeavour; producing the intended or expected result. This 
includes, but is not limited to, its purpose.
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See also Endeavour and Effectiveness

ENTITY (COMPLEX ENDEAVOURS)

The term entity is used as a more generic definition to refer to 
an individual or any size team, group, or organisation (NATO 
SAS-065 Research Task Group, 2008).

ENTITY CLUSTER

The gathering of  individual actors within a specified entity. An 
isolated entity cluster represents such a gathering of  individuals 
within an entity which does not interact with any other entities 
(NATO SAS-065 Research Task Group, 2008).

See also Cluster

EXTENT OF SHARED INFORMATION

In ELICIT experimentation, Extent of  Shared Information refers 
to the average number of  participants who have access to each 
fact as a function of  time.

See also ELICIT

FACTOID

In ELICIT experimentation, a factoid is an information ele-
ment (usually 1 sentence in length) containing information 
related to a fictitious terrorist attack—the details of  which par-
ticipants are tasked to determine. Dozens of  factoids are dis-
tributed at various times to the participants during an ELICIT 
experimentation trial.
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See also ELICIT

FAMILIARITY

Being familiar with a situation, operational environment, task, 
procedure, other individuals, etc., means having encountered 
it or them before, or having knowledge of  it or them (based 
on the definition of  Situational Familiarity of  NATO SAS-050 
Research Task Group).

FOCUS AND CONVERGENCE

Together with agility, focus and convergence are two of  the key 
terms that form the core of  a new conceptual foundation of  
future command and control: whereas “focus provides the con-
text and defines the purposes of  the endeavour,” the term con-
vergence refers to “the goal-seeking process that guides actions 
and effect” (Alberts, 2007, p. 3). The notion of  focus and conver-
gence is suggested to replace that of  command and control with a 
view to future approaches in complex endeavours. The com-
bined term focus and convergence indicates that these two func-
tions are interdependent, based on a set of  dynamic interac-
tions between them.

See also Command, Control, and Command and Control

FORCE AGILITY

Force agility is an attribute of  a total force (e.g., JTF) in terms 
of  a mission capability packages (MCPs), or a force that can 
instantiate many MCPs. Force agility can be thought of  as 
being able to utilise many, if  not all, of  the dimensions of  agil-
ity that are defined in Power to the Edge (see Alberts and Hayes, 
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2003) and are included in the NCO Conceptual Framework 
and the NATO C2 Conceptual Models (Alberts and Hayes, 
2003, pp. 123-159).

See also Agility

HETEROGENEITY

Differences within a group or collective that may refer to aspects 
as varied as culture, language, demographical attributes, edu-
cational background, level of  professionalism, materiel, tech-
nology, C2 approach, etc.

HIERARCHICAL ORGANISATION / HIERARCHY

In ELICIT experimentation, the hierarchical organisation is a 
configuration of  the participants where all participants, except 
one, are assigned to one of  four teams. Each of  the four teams 
in a trial correspond to one of  the four aspects of  the ELICIT 
problem (identification of  the details of  a fictitious terrorist 
attack). The members of  each team have access to a specified 
portion of  the overall information provided (i.e., information 
distribution is limited). One member from each team is desig-
nated as the team leader. In addition, one of  the participants is 
assigned the role of  cross-team coordinator and can look across the 
activity of  all four teams.

See also ELICIT, Cross-Team Coordinator, and Edge Organisation
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INDEPENDENT VARIABLE

In an experiment, an independent (input) variable is a vari-
able that is expected to exert an effect on dependent (output) 
variable(s). Those that are deliberately varied in the experiment 
are called controllable variables.

See also Controllable Variable and Dependent Variable

INFORMATION

The result of  putting individual observations (sensor returns or 
data items) into some meaningful context (Alberts and Hayes, 
2006). (C2 Primitive)

INFORMATION DOMAIN

The information domain is the space of  all information shar-
ing (Atkinson and Moffat, 2005). The information collected, 
posted, pulled, displayed, processed, and stored exists in the 
information domain (Alberts and Hayes, 2003).

See also C2 Domains

INFORMATION EXCHANGE REQUIREMENTS 
(IERs)

Information Exchange Requirements are statements that define 
a specific category of  information that needs to be communi-
cated between two parties or organisations. Most commonly, 
IERs are used to define information exchange needs between 
data processing systems at two or more C2 nodes. Often IER 
statements are expanded to include additional parameters 
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such as the bandwidth size, how frequently the information is 
exchanged, and the media over which it will be transmitted. 
The expanded versions of  the IERs are used in modelling and 
simulation activities to determine or confirm the media band-
width needed under various scenarios. (Beckner, 2000). The 
engineers designing C2 systems spent a great deal of  time devel-
oping IERs that specified who needed access to what informa-
tion and under what circumstances (Alberts and Hayes, 2006)

INFORMATION SHARING

Interactions that take place between two or more entities in the 
information domain. These could be between humans, data-
bases, or programs such as planning or fire control applications 
(Alberts et al., 2001).

See also Entity

INFOSTRUCTURE

The term infostructure has been used since the mid-1980s to 
refer collectively to the information applications and processes 
that are required for an information age economy of  the 21st 
century, or a portion of  it, to function. The term also has had 
specific application towards installations necessary for defence. 
Perhaps because of  the word’s technical sound, people now use 
infostructure to refer to any process, application, substructure, or 
underlying system.
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INTEGRATED OPERATIONS

One of  the NNEC Maturity Levels; corresponds to 
Collaborative C2 in the N2C2M2.

See also NNEC Operational Capability Model and Collaborative C2

INTENT

The concept of  Intent is a statement of  purpose. It may be 
expressed in a variety of  forms and degrees of  specificity (e.g., 
goals and objectives; see Alberts and Hayes, 2007, pp. 29-30).

INTERVENING VARIABLE

“Intervening variables in experiments are equivalent to the 
remaining data, algorithms, and logic in a model that either 
provide context for the model, or describe some relevant cause-
and-effect relationship among independent and dependent 
variables” (Alberts and Hayes, 2002, p. 326).

See also Dependent Variable and Independent Variable

LEVEL 1 MATURITY

Level 1 Maturity is one, the least mature, of  the C2 Maturity 
Levels. It refers to the capability to operate only at Conflicted 
C2.

See also C2 Maturity and C2 Maturity Levels
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LEVEL 2 MATURITY

Level 2 Maturity is one of  the C2 Maturity Levels. It refers to 
the capability to operate at De-Conflicted C2.

See also C2 Maturity and C2 Maturity Levels

LEVEL 3 MATURITY

Level 3 Maturity is one of  the C2 Maturity Levels. It refers to 
the capability to operate at De-Conflicted and Coordinated C2 
and to flexibly to change between these two C2 approaches, 
as required by the circumstances (situation characteristics and 
capabilities of  allied entities).

See also C2 Maturity, C2 Maturity Levels, and Level 2 Maturity

LEVEL 4 MATURITY

Level 4 Maturity is one of  the C2 Maturity Levels. It refers 
to the capability to operate at De-Conflicted, Coordinated, and 
Collaborative C2 and to flexibly change between these three 
C2 approaches as required by the circumstances (situation 
characteristics and capabilities of  allied entities).

See also C2 Maturity, C2 Maturity Levels, Level 2 Maturity, and 
Level 3 Maturity

LEVEL 5 MATURITY

Level 5 Maturity is one, the most mature, of  the C2 Maturity 
Levels. It refers to the capability to operate at De-Conflicted, 
Coordinated, Collaborative, and Edge C2 and to flexibly 
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change between these four C2 approaches as required by the 
circumstances (situation characteristics and capabilities of  
allied entities).

See also C2 Maturity, C2 Maturity Levels, Level 2 Maturity, Level 3 
Maturity, and Level 4 Maturity

MANAGEMENT AND GOVERNANCE

These terms are used in the civilian and business domains in 
order to define the way enterprises (or organisations) define 
and implement authority, processes, and interactions (govern-
ance) and their practice and manner of  managing resources and 
assets, including workers (management), in order to accomplish 
their functions and goals.

In the context of  the N2C2M2, the term Management and 
Governance is used as the civilian synonym to Command and Control 
(military).

See also Command and Control (A Military Perspective)

MATURITY LEVEL

See Maturity Model

MATURITY MODEL (M2)

A maturity model defines improvement approaches, by means 
of  increasing levels of  maturity (i.e., maturity levels), which 
may be achievable by organisations (or departments). It is usu-
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ally assumed that increasing maturity results in the ability to 
achieve higher levels of  capability and performance (NATO 
SAS-065 Research Task Group, 2008).

Maturity models have become popular this last decade, given 
their usefulness for developing strategic roadmaps, guiding 
transformation, assessing performance, processing improve-
ment, and as a benchmarking tool.

See also C2 Maturity

MEASURES OF MERIT

The term Measures of  Merit (MoM) refers to the degree or grade 
of  excellence, expressed in terms of  performance or effective-
ness. Measures of  Merit comprise Measures of  Effectiveness (MOE) 
that are also referred to as measures of  impact of  the state of  
the command and control (NATO SAS-050 Research Task 
Group, 2006), Measures of  Efficiency, and Measures of  Agility.

N2C2M2

The NATO NEC (Network-Enabled Capability) Command 
and Control Maturity Model. The N2C2M2 was developed 
specifically for operations that can be characterised as Complex 
Endeavours. Nevertheless, the N2C2M2 can be applied to the 
lesser included cases of  more traditional operations.

NATO C2 CONCEPTUAL REFERENCE MODEL

A conceptual model of  command and control intended to 
serve as a point of  departure for researchers, analysts, and 
experimenters engaging in C2-related research, conducting 
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analyses of  C2 concepts and capabilities, and designing and 
conducting experiments. It serves as a checklist to ensure that 
adequate attention is afforded to important variables and rela-
tionships. The definitions and accompanied measures provided 
are meant to be tested in practice and built upon.

The Reference Model contains over 300 variables and a 
selected subset of  the possible relationships among them that 
were felt to be important in order to understand C2 and the 
implications of  different approaches to C2. It was developed by 
the SAS-050 (see NATO SAS-050 Research Task Group, 2006) 
and revised by the SAS-065 Research Task Group in 2009.

See also Conceptual Model and C2 Conceptual Reference Model

NATO CODE OF BEST PRACTICE FOR C2 
ASSESSMENT

The NATO Code of  Best Practice for C2 Assessment (COBP-
C2A) offers broad guidance on the assessment of  C2 for the 
purposes of  supporting a wide variety of  decision-makers and 
the conduct of  C2 research. For the proper evaluation of  C2 
issues, dimensional parameters, measures of  performance, 
measures of  C2 effectiveness, and measures of  force and policy 
effectiveness were distinguished and linked. The COBP was 
organised into four themes:

•	 Study dynamics, problem formulation, and the develop-
ment of  a solution strategy;

•	 In depth identification and discussion of  the essential 
elements of  assessment: measures of  merit, scenarios, 
human and organisational issues, data, and tools;

•	 Risk and uncertainty;
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•	 Range of  assessment products.

The COPB-C2A was developed by the NATO SAS-026, based 
on previous SAS-002 work (see NATO Code of  Best Practice 
for C2 Assessment, 2002).

NATO MISSION SPACE

The spectrum of  all possible missions NATO may be involved 
in, including counter-terror operations, peacekeeping opera-
tions, humanitarian interventions, and military operations to 
support democracy, counter-insurgency operations, military 
support to beleaguered countries, anti-piracy operations, dis-
aster relief  operations, assistance to civilian authorities follow-
ing attacks by cyber warriors on infrastructure or in the event 
of  natural disasters, etc. (Source: ACT, Future World Scenarios: 
Supporting Paper to the Long Term Requirements Study, April 2006).

See also Operations Other Than War (OOTW)

NCW TENETS

The tenets of  Network Centric Warfare are (Alberts et al., 
1999; Alberts and Hayes, 2007):

•	 Robustly networking an enterprise leads to widespread 
information sharing and collaboration;

•	 Increased sharing and collaboration improve both indi-
vidual and shared awareness;

•	 Shared awareness and collaboration improve decisions 
and, in the presence of  edge approaches to command 
and control, enable self-synchronisation;
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•	 The result is dramatic improvement in mission or enter-
prise effectiveness and agility.

Networking forces are the basis of  this theoretical foundation 
(where the human is the central point), which evolves into 
shared awareness and self-synchronisation. When using an Edge 
C2 Approach, this will then help to improve decisions, resulting 
in an increase in effectiveness and agility.

NETWORK CENTRIC OPERATIONS (NCO)

When network-centric concepts are applied to operations other 
than war, we use the term Network Centric Operations. At the oper-
ational level, Network Centric Operations provide command-
ers with the capability to generate precise warfighting effects at 
an unprecedented operational tempo, creating conditions for 
the rapid lockout of  adversary courses of  action (NCW DoD 
Report to Congress, 2001).

NETWORK-CENTRIC WARFARE (NCW)

NCW represents a powerful set of  warfighting concepts and 
associated military capabilities that allow warfighters to take 
full advantage of  all available information and bring all availa-
ble assets to bear in a rapid and flexible manner. NCW focuses 
on the combat power that can be generated from the effective 
linking or networking of  the warfighting enterprise. It is char-
acterised by the ability of  geographically dispersed forces (con-
sisting of  entities) to create a high level of  shared battlespace 
awareness that can be exploited via self-synchronisation and 
other network-centric operations to achieve commanders’ 
intent (Alberts et al., 1999; Alberts et al., 2002).
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NCW is about human and organisational behaviour. It is based 
on adopting a new way of  thinking—network-centric think-
ing—and applying it to military operations. NCW supports 
speed of  command—the conversion of  superior information 
position to action. NCW is transparent to mission, force size, 
and geography (Alberts et al., 1999, p. 88; Alberts et al., 2002).

NETWORK ENABLED CAPABILITY (NEC)

NEC refers to the coherent integration of  sensors, decision-
makers, weapon systems and support capabilities to achieve the 
desired effect. […] The bottom line is that it will mean better-
informed decisions and more timely actions leading to more 
precise effects (UK Ministry of  Defence, 2005).

NETWORK ENABLED COMMAND AND CONTROL

Command and control co-evolved to work with network ena-
bled capabilities.

See also Command and Control and Network Enabled Capability

NETWORK ENABLED OPERATIONS

Network Enabled Operations (traditionally referred to as 
Network Centric Operations, NCO) was introduced to empha-
sise that the principles of  Network Centric Warfare (NCW) 
and Network Enabled Capabilities (NEC) are applicable to 
various kinds of  operations in many arenas. The NCO con-
cept “involves a number of  interrelated concepts that form an 
intellectual basis for the Defense Information Transformation 
[…], which is about human and organisational behaviour...is 
based on adopting a new way of  thinking—network-centric 
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thinking—and applying it to military operations...focuses on 
the power that can be generated from the effective linking or 
networking of  the enterprise.” (Alberts and Hayes, 2007, p. 24; 
see also Alberts et al., 1999, p. 88).

See also Network-Centric Warfare and Network Enabled Capability

NNEC

NATO C3 Board (NC3B) agreed that there was a need to 
develop a NATO concept to adapt national initiatives such 
as the U.S. Network-Centric Warfare and the U.K. Network 
Enabled Capability to the NATO context. This NATO con-
cept is referred to as “NATO Network Enabled Capability 
(NNEC)” (Buckman, 2005).

See also Network-Centric Warfare and Network Enabled Capability

NNEC OPERATIONAL CAPABILITY MODEL

NATO has defined milestones on the road to a fully mature 
NEC, representing increasing levels of  operational capability. 
Each succeeding level is related to increasing the coherence of  
the operation or endeavour. The N2C2M2 maturity levels cor-
respond to and support these five levels:

Table Glossary 1

*The NNEC Feasibility Study used the terms Coherent and 
Disjointed rather than Transformed and Stand Alone.

See also NNEC and C2 Maturity Levels
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NON-ORGANIC RESOURCES

Non-organic resources are those resources that are not owned 
by participants. These include access to bridges and roads, 
and sharing of  higher level ISTAR (Intelligence, Surveillance, 
Target Acquisition, and Reconnaissance). (NATO SAS-065 
Research Task Group, 2008).

See also Organic Resources

OPERATIONAL CAPABILITY

The ability to execute a course of  action associated with a stra-
tegic, operational, tactical, service, training, or administrative 
military mission (based on definitions of  capability and operation 
in the DoD Dictionary of  Military and Associated Terms).

See also NNEC Operational Capability Model

OPERATIONAL DESIGN

The conception and construction of  the framework that under-
pins a campaign or major operation plan, and its subsequent 
execution (DoD Dictionary of  Military and Associated Terms).

OPERATIONS OTHER THAN WAR (OOTW)

OOTW consists of  raids, Network Enabled Operations (NEO), 
peace enforcement, humanitarian assistance, peacekeeping, 
and nation assistance. OOTW encompass a wide range of  
activities where military forces perform actions used for pur-
poses other than the large-scale combat operations usually 
associated with war (GlobalSecurity, 2009).
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The U.S. Army Field Manual 100-5 defines OOTW as “mili-
tary activities during peacetime and conflict that do not nec-
essarily involve armed clashes between two organized forces” 
(Headquarters Department of  the Army, 1993, p. Glossary-6). 
They “range from support to US, state, and local governments, 
disaster relief, nation assistance, and drug interdiction to peace-
keeping, support for insurgencies and counterinsurgencies, 
noncombatant evacuation, and peace enforcement.” (ibid., pg. 
13-0).

OPPORTUNITY COSTS

The costs in terms of  foregone alternatives; the value of  the 
next best alternative forgone as the result of  making a decision 
and selecting one specific option.

OPTIMISATION

The procedure or procedures used to make a system or design 
as effective or functional as possible, especially the mathemati-
cal techniques involved. (The American Heritage® Dictionary 
of  the English Language, 2006).

The approaches to optimising systems are varied and depend 
on the type of  system involved, but the goal of  all optimisa-
tion procedures is to obtain the best results possible (again, in 
some defined sense) subject to restrictions or constraints that 
are imposed.

System models used in optimisation are classified in various 
ways, such as linear versus nonlinear, static versus dynamic, 
deterministic versus stochastic, or time-invariant versus time-
varying. In forming a model for use with optimisation, all of  
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the important aspects of  the problem should be included, so 
that they will be taken into account in the solution. (McGraw-
Hill Concise Encyclopaedia of  Engineering, 2002).

OPTION SPACE

The total of  alternative actions an entity can choose from. In 
the context of  the N2C2M2, the option space is assumed to 
increase with increasing C2 maturity (capability), giving an 
entity an increasing number of  options for acting in a particu-
lar situation.

ORGANIC RESOURCES

Organic resources are those owned by a participant. They may 
include vehicles, weapons, and local supplies (NATO SAS-065 
Research Task Group, 2008).

See also Non-Organic Resources

ORGANISATION

The term organisation refers to a structure, such as a group 
of  persons, with the following characteristics (The American 
Heritage® Dictionary of  the English Language, 2000):

•	 Its elements are “organised for a particular purpose;”
•	 Its elements carry out varied “functions that contribute 

to the whole and to collective functions;” and
•	 It provides individuals with a structure to “cooperate 

systematically to conduct business.”
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In the context of  the N2C2M2, an organisation comprises 
multiple teams bound by a common vision, a common mission, 
core values, and monetary incentives (typically), business rules, 
legislation, policy, well-established communication and interac-
tion, and some degree of  common shared intent required to 
achieve the mission and realise the vision.

PATTERNS OF INTERACTION

For Information Age networks, Patterns of  Interaction is a C2 key 
dimension defined by means of  three key elements:

•	 Reach (the number and variety of  participants);
•	 Richness (the quality of  the contents); and
•	 Quality of  interactions enabled.

Understanding Patterns of  Interaction requires focusing on more 
than just connectivity needs. It requires analysing:

•	 Level of  interoperability achieved (more than technical 
interoperability, including also semantic interoperability 
and cooperability or willingness to interact and desire to 
communicate clearly);

•	 Range of  media across which these interactions occur 
(e.g., voice, email, video conferencing and whiteboards);

•	 Collaborations (working together toward a common 
purpose); and

•	 Digital connectivity.

Information Age Patterns of  Interaction are social networks ena-
bled by whatever mechanisms are available (e.g., courier, tel-
ephone, videoconference, LAN, WAN, WWW) which mainly 
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depend on cooperability, i.e., the willingness to work together 
and collaborate when appropriate (Alberts et al., 2001; Alberts 
and Hayes, 2006).

See also C2 Approach Space

PEER-TO-PEER (P2P)

Peer-to-peer (P2P) interactions take place among individuals 
at equal positions within an organisation or group. P2P com-
munication or networking refers to participants sharing a por-
tion of  their own resources that are provided directly to other 
participants without intermediaries.

PHYSICAL DOMAIN

The physical domain is the physical world (Atkinson and 
Moffat, 2005). C2 sensors, systems, platforms, and facilities 
exist in the physical domain (Alberts and Hayes, 2003).

See also C2 Domains

POSITIVE CONTROL

Positive control allows the superior commander (military or 
civilian) to be informed of  richer peer-to-peer interactions and 
collaboration interchanges, and to intervene only when he or 
she can see that such an interchange would not match with 
higher level, more strategic requirements (Alberts and Hayes, 
2007, p. 175).

See also Commander
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POWER TO THE EDGE

An approach to designing C2 concepts, organisations, and sys-
tems as to meet requirements of  the complex endeavours faced 
currently and in the future. It “involves the empowerment of  
individuals at the edge of  an organisation (where the organisa-
tion interacts with its operating environment to have an impact 
or effect on that environment) or, in the case of  systems, edge 
devices. Empowerment involves expanding access to infor-
mation and the elimination of  unnecessary constraints. […] 
Moving power to the edge implies adoption of  an edge organi-
sation, with greatly enhanced peer-to-peer interactions. Edge 
organisations also move senior personnel into roles that place 
them at the edge. They often reduce the need for middle manag-
ers whose role is to manage constraints and control measures. 
Command and control become unbundled. Commanders 
become responsible for creating initial conditions that make 
success more likely and exercise control by: creating congru-
ent command intent across the enterprise; allocating resources 
dynamically; and establishing rules of  engagement and other 
control mechanisms that the fighting forces implement them-
selves.” (Alberts and Hayes, 2003, p. 5).

See also Command and Control and Commander
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PROCESS VIEW

The C2 Conceptual Model consists of  a Reference Model, a 
value view reflecting the value chain from force and C2 charac-
teristics to measures of  effectiveness, and a generic C2 proc-
ess view. A process view can be instantiated in multiple ways, 
depending on the chosen subset of  variables and relationships 
that represent a specific C2 Approach and process.

See also C2 Conceptual Model, C2 Approach, and Value View

QUALITY OF INFORMATION

Quality of  Information is a Measure of  Merit of  the prod-
uct of  the Information Domain. In the C2CRM, Quality 
of  Information is a composite variable, thus consisting of  a 
number of  more directly measurable variables (e.g., Information 
Accuracy, Information Completeness). The Quality of  
Information is influenced by the distribution of  information, 
collaboration processes, and information sources (NATO SAS-
050 Research Task Group, 2006).

See also Information Domain, Measures of  Merit, and NATO C2 
Conceptual Reference Model

QUALITY OF INFORMATION POSITION

In ELICIT experimentation, the percentage of  relevant facts 
for the assigned task that a participant can access as a function 
of  time.

See also ELICIT
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RELATIVE EFFECTIVENESS

The effectiveness of  an endeavour under the given circum-
stances based on the recognition that effectiveness might be 
present at any C2 approach (e.g., De-Conflicted C2 can be 
effective under certain circumstances). Hence, the metric relative 
effectiveness focuses on performance during a complex endeav-
our. It is one of  the Measures of  Endeavour Effectiveness.

See also Effectiveness

REQUISITE C2 AGILITY

C2 Agility is not free, nor is more agility always desirable. There 
are a variety of  costs associated with operating at a given level 
of  C2 maturity. Therefore, it makes sense for both individual 
entities and the collective as a whole to operate at the level of  
C2 maturity required by the situation. The appropriate level of  
C2 maturity is referred to as Requisite C2 Agility.

See also Requisite C2 Maturity and Requisite Variety

REQUISITE C2 MATURITY

The ability to perform C2 at the levels needed for effectiveness 
and efficiency. It can be inferred from performance within an 
endeavour. What is sought is not simply the highest maturity 
level that is achievable, but the appropriate and sufficient matu-
rity level for a given situation.

See also Requisite C2 Agility and Requisite Variety
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REQUISITE VARIETY

A term coined by Ashby (1958) states “the variety in the con-
trol system must be equal to or larger than the variety of  the 
perturbations in order to maintain stability.” In other words, 
to properly control a complex system, the variety of  the con-
trol system, i.e., the number of  accessible states which it can 
occupy, must match the variety of  the complex system that is to 
be controlled. This means that control system itself  has to be 
complex (Moffat, 2002). The Law of  Requisite Variety has inspired 
the invention of  the terms Requisite C2 Agility and Requisite C2 
Maturity.

See also Requisite C2 Agility and Requisite C2 Maturity

RESEARCH AND TECHNOLOGY ORGANISATION 
(RTO)

A NATO organisation that promotes and conducts co-opera-
tive scientific research (e.g., SAS Panel activities) and exchange 
of  technical information amongst 28 NATO nations and 38 
NATO partners. RTO is the single focus in NATO for Defence 
Research and Technology activities. The objective is to support 
the development and effective use of  national defence research 
and technology and to meet the military needs of  the Alliance, 
to maintain a technological lead, and to provide advice to 
NATO and national decision makers.

See also Studies, Analysis, and Simulation (SAS)
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ROBUST NETWORK

A robust network is a network typology in which all nodes are 
connected (network average path length is one). This network 
has no structure holes (i.e., no risk of  nodes being isolated) and, 
therefore, its structural cohesion is high (i.e., no risk of  network 
collapse) which makes it highly resilient to node or link failures.

SELF-ORGANISATION (a complexity theory view)

Self-organisation refers to the phenomenon that “systems with 
a large number of  degrees of  freedom can produce extended 
ordered structure, without the need for guidance from outside 
the system” (Atkinson and Moffat, 2005, p. 36). Interpreted in 
terms of  an Information Age force structure, it refers to the phe-
nomenon that “local co-evolution induces long-range order” 
(Atkinson and Moffat, 2005, p. 40). Among the key require-
ments or facilitators of  self-organisation are trust between the 
involved individuals and the delegation of  authority to lower 
levels of  command.

SELF-SYNCHRONISATION

Self-synchronisation, as a mode of  interaction between two 
or more entities based on highly decentralised C2, refers to 
the phenomenon of  “units linking up with other units, which 
are either local in a physical sense or local through an infor-
mation grid or intranet” (Atkinson and Moffat, 2005, p. 41). 
According to Alberts and Hayes (2003, p. 36), the notion of  
self-synchronisation is consistent with that of  self-coordination 
used elsewhere in place of  self-synchronisation, defined as the 
effort to “increase freedom of  low level forces to operate near-
autonomously and re-task themselves through exploitation of  
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shared awareness and commander’s intent” (Rumsfeld, 2003). 
Among the requirements of  self-synchronisation are clear and 
consistent understandings of  command intent, high quality 
information and shared situational awareness, competence at 
all levels of  the force, increased allocation of  decision rights, 
and understanding of  the situation, as well as the capabili-
ties and behaviours of  appropriate levels of  the group; which 
is based on factors such as training, competence, willingness 
to be interdependent and trust in the information, subordi-
nates, superiors, peers, and equipment. Key elements of  self-
synchronisation are “two or more robustly networked entities, 
shared awareness, a rule set, and a value-adding interaction. 
The combination of  a rule set and shared awareness enables 
the entities to operate in the absence of  traditional hierarchical 
mechanisms for command and control. The rule set describes 
the desired outcome in various operational situations. Shared 
awareness provides a mechanism for communicating the ongo-
ing dynamics of  the operational situation and triggering the 
desired value-adding interaction” (Alberts et al., 1999, pp. 175-
176). (C2 Primitive)

See also Entity, Intent, and Shared Awareness

SENSEMAKING

A cognitive process that involves the construction and further 
development of  mental models, situational awareness and 
understanding, and ultimately leads to decision-making. This 
process is often informed by social interaction as well as ena-
bling the evolution of  shared situational awareness and under-
standing (cf. NATO SAS-050 Research Task Group, 2006).

See also Situation(al) Awareness and Situation(al) Understanding



		  Glossary	 283

SHARED AWARENESS

Shared awareness exists when two or more entities are able to 
develop a similar awareness of  a situation (Alberts et al., 2001). 
(C2 Primitive)

See also Situation(al) Awareness

SHARED INFORMATION

Shared information is the available information that is acces-
sible by two or more members (Alberts and Hayes, 2006). (C2 
Primitive)

SHARED INTENT

A statement of  purpose that is shared among entities, i.e., the 
individual entities’ intents are identical.

See also Intent and Entity

SHARED UNDERSTANDING

Shared understanding exists when two or more entities are able 
to develop a similar understanding of  a situation (Alberts et al., 
2001). (C2 Primitive)

See also Situation(al) Understanding
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SITUATION(AL) AWARENESS

Describes the awareness of  a situation that exists in all or part 
of  the battlespace at a particular point in time (Alberts et al., 
2001, pp. 120-125). It deals with what people know about the 
current and the emerging situation to include perceptions of  
cause and effect and the temporal dynamics of  the situation 
and endeavour (Alberts and Hayes, 2007, p. 162). Situation(al) 
awareness includes awareness of  intent (purpose, considera-
tions, and constraints). “Awareness of  intent, like all forms of  
awareness, is a perception, not a knowledge, of  intent (Alberts 
and Hayes, 2007, p. 32).”

See also Situation(al) Understanding

SITUATIONAL COMPLEXITY

In general, a situation is complex if  it cannot be broken into a 
number of  components and interactions without losing some-
thing in the process, i.e., that “the whole is more than the sum 
of  its parts.” More specifically, situational complexity in the 
context of  C2 refers to a state in which an operational situation 
is characterised by a high number and diversity of  friendly, neu-
tral, and adversarial actors and relationships and interactions 
between them. This is often accompanied by high dynamics 
(frequent and fast change of  the operational environment) and 
uncertainty (e.g., lack of  transparency, unfamiliarity with the 
situation, and uncertainty about environment, objectives, and 
outcomes).

See also Complexity
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SITUATION(AL) UNDERSTANDING

Situation awareness plus an appreciation of  temporal dynam-
ics and likelihood of  feeling states. Understanding is required 
for planning since (1) planners can only impact future events 
and (2) successful planning is informed by a grasp of  the effects 
that can be expected (Alberts and Hayes, 2007, p. 162).

See also Situation(al) Awareness

SOCIAL DOMAIN

The social domain is where people share (or otherwise) more 
deeply held beliefs. History and culture, social and institutional 
structure, economics, and government and politics have the 
most influence in the social domain (Atkinson and Moffat, 
2005). C2 processes and the interactions between and among 
individuals and entities that fundamentally define organisations 
and doctrine exist in the social domain (Alberts and Hayes, 
2003).

See also C2 Domains

STAND-ALONE OPERATIONS

One (the lowest) of  the NNEC Maturity Levels; corresponds to 
Conflicted C2 in the N2C2M2.

See also NNEC Operational Capability Model and Conflicted C2
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STRATEGIC PLANNING

A process that investigates possible future operating environ-
ments and develops a force structure development plan (SDP) 
to best adapt the defence organisation to possible future oper-
ating environments, including the range of  C2 approaches 
it is capable of  employing and the ability to recognise which 
of  these approaches is appropriate. Strategic Planning tasks 
include: developing a strategic C2 vision, understanding what 
C2 approach and levels of  C2 maturity are appropriate for 
potential scenarios, developing an investment plan and road-
map to develop capabilities, and creating educational and 
training materials to increase C2 related awareness and com-
petence. Strategic Planning results in a plan to transform the 
current pool of  forces into the pool to which future Operational 
Design is applied.

See also C2 Approach and Operational Design

STRUCTURE DEVELOPMENT PLAN (SDP)

In the process of  strategic planning, a force structure develop-
ment plan is produced that best adapts the defence organisa-
tion to possible future operating environments.

See also Strategic Planning
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STUDIES, ANALYSIS, AND SIMULATION (SAS)

Studies, Analysis, and Simulation is a technical panel of  the 
RTO conducting studies and analyses of  an operational and 
technological nature and promotes the exchange and develop-
ment of  methods and tools for operational analysis, as applied 
to defence problems.

See also Research and Technology Organisation (RTO)

SAS-026

A Research Task Group (formerly referred to as a study group) 
in the Studies Analysis and Simulation (SAS) Panel of  the 
RTO that was formed in 2000 to assess, revise, and extend the 
combat-oriented initial version of  the COBP—developed by 
the study groups RSG-19 and SAS-002, to account for C2 in 
Operations Other Than War (OOTW) and their implications, 
in particular with regard to Human Factors. SAS-026 submit-
ted the revised NATO COBP for C2 Assessment (COBP-C2A) 
in 2002.

See also NATO Code of  Best Practice for C2 Assessment and Operations 
Other Than War (OOTW)
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SAS-050

The SAS-050 Research Task Group (formerly referred to as 
a study group) developed a conceptual model for representing 
C2 in general, and new network-centric command concepts in 
particular, as a prerequisite for understanding, exploring, and 
assessing emerging concepts of  operation and transformational 
capabilities.

See also NATO C2 Conceptual Reference Model

SAS-065

The SAS-065 Research Task Group created a revised C2 
Conceptual Reference Model (C2CRM), building on the con-
ceptual model developed by SAS-050, to facilitate the explo-
ration of  network-enabled command and control approaches 
and network-enabled capabilities, and to identify options for 
C2 within complex endeavours (i.e., coalitions involving a vari-
ety of  military and non-military partners each of  which may 
be at different C2 maturity levels and each of  which may pur-
sue different C2 approaches).

See also Complex Endeavours, NATO C2 Conceptual Reference Model, 
and N2C2M2

SUPREME ALLIED COMMANDER 
TRANSFORMATION (SACT)

SACT is one of  NATO’s two strategic commanders and the 
commanding officer of  Allied Command Transformation, 
ACT.

See also NATO and ACT
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SYNCHRONISATION

Synchronisation is the purposeful arrangement of  things or 
effects in time and space. Synchronisation takes place in the 
physical domain (reality) (Alberts et al., 2001). (C2 Primitive)

See also Physical Domain and Self-Synchronisation

TASK CLUSTER

The gathering of  individual actors from the same or differ-
ent specified entities who work together on or within the same 
specified task. These clusters may be static in Coordinated or 
Collaborative C2, but are emergent in Edge C2, i.e., they are 
both tailored to the evolving situation and dynamics in response 
to changes in the endeavour and/or the environment.

See also Cluster and Entity Cluster

TEAM

Multiple people work together with high levels of  common 
intent towards a common objective. They train together and 
develop a common work culture. The team typically consists 
of  a leader and followers who fully understand each other’s 
competencies, authorities, and responsibilities.

TRANSFORMED OPERATIONS

One (the highest) of  the NNEC Maturity Levels; corresponds 
to Edge C2 in the N2C2M2.

See also NNEC Operational Capability Model and Edge C2
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TRANSITION REQUIREMENTS

The changes required in an entity’s entire setup in order to 
move from a current C2 maturity level to another—including: 
doctrine, organisation, structure, processes, material, level of  
training and education, and its way of  coordinating with the 
other entities involved in the same endeavour.

UNCONTROLLABLE VARIABLE

An uncontrollable variable in an experiment is a variable that 
is likely to exert some influence on the dependent variable(s) 
or on the hypothesised relationship between independent and 
dependent variables. However, neither is its effect of  primary 
interest, nor are its values deliberately varied or held constant 
in the experiment.

See also Controllable Variable, Dependent Variable, and Independent 
Variable

UNDERSTANDING

Understanding involves having a sufficient level of  knowledge 
to be able to draw inferences about the possible consequences 
of  the situation, as well as sufficient awareness of  the situation 
to predict future patterns (Alberts et al., 2001). (C2 Primitive)

See also Situation(al) Awareness and Situation(al) Understanding
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VALIDATION

The process of  establishing evidence that provides a high degree 
of  assurance that a product (e.g., a model or tool) is appropri-
ate for the uses or purposes for which it is designed or intended 
(DoD Directive 5000.59 “DoD Modelling and Simulation 
(M&S) Management,” USD (AT&L August 8, 2007).

See also Verification

VALIDITY

The appropriateness of  a model or tool for the uses or purposes 
for which it is designed or intended.

See also Verification

CONSTRUCT VALIDITY

In general, the term refers to the degree to which there is evi-
dence about whether a particular operationalisation of  a con-
struct adequately represents what is intended by theoretical 
account of  the construct being measured.

Specifically applied to the case of  the N2C2M2, construct 
validity refers to the degree to which the model includes (i.e., 
identified and incorporated) all the relevant factors and rele-
vant relationships between those factors.
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EMPIRICAL VALIDITY

In general, empirical validity (also referred to as statistical or 
predictive validity) describes how closely a measure corresponds 
with an external criterion measured in other contexts. It defines 
the relevance of  a measure in terms of  its observed correlation 
with some other measure of  interest.

Specifically applied to the case of  the N2C2M2, empirical 
validity refers to the extent to which the model suggests pat-
terns or relationships that can be observed in the real world and 
the extent to which it behaves in a way that reflects observed 
behaviours.

EXPERT VALIDITY

Expert validity (also referred to as face validity) is an estimate 
of  the extent to which a model appears to adequately reflect 
the underlying construct, i.e., the extent to which the model 
appears credible to those (experts) who are knowledgeable in 
the field.

VALUE VIEW

The C2 Conceptual Model consists of  a Reference Model, a 
generic C2 process view and a value view reflecting the value 
chain from force and C2 characteristics to measures of  effec-
tiveness. The value view contains a subset of  variables from the 
Reference Model and the relationships among them that col-
lectively form a value chain for C2. Each of  the variables is a 
measure of  quality, performance, effectiveness, or value.

See also C2 Conceptual Model, C2 Approach, and Process View
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VERIFICATION

Process used to evaluate whether or not a product (e.g., a model 
or tool), service, or system complies with a regulation, specifi-
cation, or conditions imposed at the start of  the development 
phase.

Verification and validation is the process of  checking that a 
product (e.g., a model or tool), service, or system meets specifi-
cations and fulfils its intended purpose.

See also Validation
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Acronyms

ACCES	

Army Command and Control Evaluation System 

ACE	

Allied Command Europe

ACLANT

Allied Command Atlantic

ACT

Allied Command Transformation

AGARD

Advisory Group for Aerospace Research and Development

BiSC

Bi Strategic Commands
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C2 

Command and Control

C2CRM

Command and Control or C2 Conceptual Reference Model

C2CoE

Command and Control Centre of  Excellence

C2M2

Command and Control Maturity Model 

C3

Command, Control, and Communications

C3I

Command, Control, Communications, and Intelligence

C4I

Command, Control, Communications, Computers, and 
Intelligence

CCRP

Command and Control Research Program
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COBP

Code of  Best Practice

COBP-C2A

Code of  Best Practice for C2 Assessment 

COBP-E

Code of  Best Practice for Experimentation 

DRG

Defence Research Group

ELICIT

Experimental Laboratory for Investigating Collaboration, 
Information-sharing, and Trust

EUCOM 

United Nations European Command

HEAT

Headquarters Effectiveness Assessment Tool

HQ

Headquarters
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IERs

Information Exchange Requirements 

IFOR

International Force

IFRC

International Federation of  Red Cross and Red Crescent 
Societies

ISTAR

Intelligence, Surveillance, Target Acquisition, and 
Reconnaissance

JTFHQ

Joint Task Force Headquarters 

KFOR

Kosovo Force

M2

Maturity Model

MCP

Mission Capability Package
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MoE

Measures of  Effectiveness

MoM

Measures of  Merit

N2C2M2

NATO Network Enabled Capability Command and Control 
Maturity Model

NATO

North Atlantic Treaty Organisation

NC3A

NATO Consultation, Command, and Control Agency

NC3B 

NATO Consultation, Command, and Control Board

NCO

Network Centric Operations

NCSA 

NATO Communication and Information Systems Services 
Agency
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NCW 

Network Centric Warfare 

NEC

Network Enabled Capability

NEO

Network Enabled Operations

NGO

Non Governmental Organisation

NNEC 

NATO Network Enabled Capability

OOTW 

Operations Other Than War 

OPFOR 

Opposing Force

P2P

Peer-to-Peer
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PCMR

Probability of  Correct Message Receipt (a communications-
related metric)

PfP

Partnership for Peace

PMESII

Political, Military, Economic, Social, Infrastructure, Information

PVO

Private Voluntary Organisation

R&D

Research and Development

RPD

Recognition Primed Decision Making

RTO

Research and Technology Organisation

SACT

Supreme Allied Commander Transformation
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SAS

Studies, Analysis, and Simulation

SBCT 

Stryker Brigade Combat Team

SDP

Structure Development Plan

SFOR

Stabilisation Force

SWAT

Special Weapons and Tactics

UAV 

Unmanned Aerial Vehicle 

UN 

United Nations 

UNJLC 

United Nations Joint Logistics Centre
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UNMIK 

United Nations Mission in Kosovo

WISE

Wargame Infrastructure and Simulation Environment
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Coalition Command and Control
(Maurer, 1994)

Peace operations differ in significant ways from traditional 
combat missions. As a result of  these unique characteristics, 
command arrangements become far more complex. The 
stress on command and control arrangements and systems 
is further exacerbated by the mission’s increased political 
sensitivity.

The Mesh and the Net
(Libicki, 1994)

Considers the continuous revolution in information tech-
nology as it can be applied to warfare in terms of  captur-
ing more information (mesh) and how people and their 
machines can be connected (net).

Command Arrangements  
for Peace Operations
(Alberts & Hayes, 1995)

By almost any measure, the U.S. experience shows that 
traditional C2 concepts, approaches, and doctrine are not 
particularly well suited for peace operations. This book (1) 
explores the reasons for this, (2) examines alternative com-
mand arrangement approaches, and (3) describes the attri-
butes of  effective command arrangements.
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Standards: The Rough Road  
to the Common Byte

(Libicki, 1995)

The inability of  computers to “talk” to one another is a major 
problem, especially for today’s high technology military 
forces. This study by the Center for Advanced Command 
Concepts and Technology looks at the growing but confus-
ing body of  information technology standards.

What Is Information Warfare?
(Libicki, 1995)

Is Information Warfare a nascent, perhaps embryonic art, 
or simply the newest version of  a time-honored feature of  
warfare? Is it a new form of  conflict that owes its existence to 
the burgeoning global information infrastructure, or an old 
one whose origin lies in the wetware of  the human brain but 
has been given new life by the Information Age?

Operations Other Than War
(Alberts & Hayes, 1995)

This report documents the fourth in a series of  work-
shops and roundtables organized by the INSS Center for 
Advanced Concepts and Technology (ACT). The workshop 
sought insights into the process of  determining what tech-
nologies are required for OOTW. The group also examined 
the complexities of  introducing relevant technologies and 
devices.

Somalia Operations: Lessons Learned
(Allard, 1995)

This book is Colonel Allard’s examination of  the chal-
lenges and the successes of  the U.S. peacekeeping mission to 
Somalia in 1992-1994. Key topics include planning, deploy-
ment, conduct of  operations, and support.
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Dominant Battlespace Knowledge
(Johnson & Libicki, 1996)

The papers collected here address the most critical aspects 
of  that problem—to wit: If  the United States develops the 
means to acquire dominant battlespace knowledge, how 
might that affect the way it goes to war, the circumstances 
under which force can and will be used, the purposes for 
its employment, and the resulting alterations of  the global 
geomilitary environment?

Interagency and Political-Military 
Dimensions of  Peace Operations:  
Haiti - A Case Study
(Hayes & Wheatley, 1996)

This report documents the fifth in a series of  workshops and 
roundtables organized by the INSS Center for Advanced 
Concepts and Technology (ACT). Widely regarded as an 
operation that “went right,” Haiti offered an opportunity to 
explore interagency relations in an operation close to home 
that had high visibility and a greater degree of  interagency 
civilian-military coordination and planning than the other 
operations examined to date.

The Unintended Consequences  
of  the Information Age
(Alberts, 1996)

The purpose of  this analysis is to identify a strategy for intro-
ducing and using Information Age technologies that accom-
plishes two things: first, the identification and avoidance of  
adverse unintended consequences associated with the intro-
duction and utilization of  information technologies; and sec-
ond, the ability to recognize and capitalize on unexpected 
opportunities.



332		 NATO NEC C2 Maturity Model

Joint Training for Information Managers
(Maxwell, 1996)

This book proposes new ideas about joint training for informa-
tion managers over Command, Control, Communications, 
Computers, and Intelligence (C4I) tactical and strategic lev-
els. It suggests a new way to approach the training of  future 
communicators.

Defensive Information Warfare
(Alberts, 1996)

This overview of  defensive information warfare is the 
result of  an effort, undertaken at the request of  the Deputy 
Secretary of  Defense, to provide background material to 
participants in a series of  interagency meetings to explore 
the nature of  the problem and to identify areas of  potential 
collaboration.

Command, Control,  
and the Common Defense
(Allard, 1996)

The author provides an unparalleled basis for assessing 
where we are and were we must go if  we are to solve the 
joint and combined command and control challenges facing 
the U.S. military as it transitions into the 21st century.

Shock & Awe: 
Achieving Rapid Dominance
(Ullman & Wade, 1996)

The purpose of  this book is to explore alternative concepts 
for structuring mission capability packages around which 
future U. S. military forces might be configured.
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Information Age Anthology: Volume I
(Alberts & Papp, 1997)

In this volume, we examine some of  the broader issues of  
the Information Age: what the it is; how it affects commerce, 
business, and service; what it means for the government and 
the military; and how it affects international actors and the 
international system.

Complexity, Global Politics, 
and National Security
(Alberts & Czerwinski, 1997)

The charge given by the President of  the NDU and RAND 
leadership was threefold: (1) push the envelope; (2) empha-
size the policy and strategic dimensions of  national defense 
with the implications for complexity theory; and (3) get the 
best talent available in academe.

Target Bosnia: Integrating Information 
Activities in Peace Operations
(Siegel, 1998)

This book examines the place of  PI and PSYOP in peace 
operations through the prism of  NATO operations in 
Bosnia-Herzegovina.

Information Warfare  
and International Law
(Greenberg, Goodman, & Soo Hoo, 1998)

The authors have surfaced and explored some profound 
issues that will shape the legal context within which informa-
tion warfare may be waged and national information power 
exerted in the coming years.
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Lessons From Bosnia: 
The IFOR Experience
(Wentz, 1998)

This book tells the story of  the challenges faced and innova-
tive actions taken by NATO and U.S. personnel to ensure 
that IFOR and Operation Joint Endeavor were military 
successes.

Doing Windows: Non-Traditional Military 
Responses to Complex Emergencies
(Hayes & Sands, 1999)

This book examines how military operations can support the 
long-term objective of  achieving civil stability and durable 
peace in states embroiled in complex emergencies.

Network Centric Warfare
(Alberts, Garstka, & Stein, 1999)

It is hoped that this book will contribute to the preparations 
for NCW in two ways. First, by articulating the nature of  
the characteristics of  Network Centric Warfare. Second, by 
suggesting a process for developing mission capability pack-
ages designed to transform NCW concepts into operational 
capabilities.

Behind the Wizard’s Curtain
(Krygiel, 1999)

There is still much to do and more to learn and understand 
about developing and fielding an effective and durable info-
structure as a foundation for the 21st century. Without suc-
cessfully fielding systems of  systems, we will not be able to 
implement emerging concepts in adaptive and agile C2, nor 
reap the benefits of  NCW.
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Confrontation Analysis: How to Win 
Operations Other Than War
(Howard, 1999)

A peace operations campaign should be seen as a linked 
sequence of  confrontations. The objective in each confron-
tation is to bring about certain “compliant” behavior on the 
part of  other parties, until the campaign objective is reached.

Information Campaigns  
for Peace Operations
(Avruch, Narel, & Siegel, 2000)

In its broadest sense, this report asks whether the notion of  
struggles for control over information identifiable in situa-
tions of  conflict also has relevance for situations of  third-
party conflict management for peace operations.

Information Age Anthology: Volume II
(Alberts & Papp, 2000)

Is the Information Age bringing with it new challenges and 
threats, and if  so, what are they? What dangers will these 
challenges and threats present? From where will they come? 
Is information warfare a reality?

Information Age Anthology: Volume III
(Alberts & Papp, 2001)

In what ways will wars and the military that fight them be 
different in the Information Age than in earlier ages? What 
will this mean for the U.S. military? In this third volume of  
the Information Age Anthology, we turn finally to the task 
of  exploring answers to these simply stated, but vexing ques-
tions that provided the impetus for the first two volumes of  
the Information Age Anthology.
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Understanding Information Age Warfare
(Alberts, Garstka, Hayes, & Signori, 2001)

This book presents an alternative to the deterministic and 
linear strategies of  the planning modernization that are now 
an artifact of  the Industrial Age. The approach being advo-
cated here begins with the premise that adaptation to the 
Information Age centers around the ability of  an organiza-
tion or an individual to utilize information.

Information Age Transformation
(Alberts, 2002)

This book is the first in a new series of  CCRP books that 
will focus on the Information Age transformation of  the 
Department of  Defense. Accordingly, it deals with the 
issues associated with a very large governmental institution, 
a set of  formidable impediments, both internal and exter-
nal, and the nature of  the changes being brought about by 
Information Age concepts and technologies.

Code of  Best Practice  
for Experimentation
(CCRP, 2002)

Experimentation is the lynch pin in the DoD’s strategy for 
transformation. Without a properly focused, well-balanced, 
rigorously designed, and expertly conducted program 
of  experimentation, the DoD will not be able to take full 
advantage of  the opportunities that Information Age con-
cepts and technologies offer.

Lessons From Kosovo: 
The KFOR Experience
(Wentz, 2002)

Kosovo offered another unique opportunity for CCRP to 
conduct additional coalition C4ISR-focused research in the 
areas of  coalition command and control, civil-military coop-
eration, information assurance, C4ISR interoperability, and 
information operations.



		  Catalog of  CCRP Publications	 337

NATO Code of  Best Practice  
for C2 Assessment
(NATO SAS-026, 2002)

To the extent that they can be achieved, significantly reduced 
levels of  fog and friction offer an opportunity for the military 
to develop new concepts of  operations, new organisational 
forms, and new approaches to command and control, as well 
as to the processes that support it. Analysts will be increas-
ingly called upon to work in this new conceptual dimen-
sion in order to examine the impact of  new information-
related capabilities coupled with new ways of  organising and 
operating.

Effects Based Operations
(Smith, 2003)

This third book of  the Information Age Transformation 
Series speaks directly to what we are trying to accomplish on 
the “fields of  battle” and argues for changes in the way we 
decide what effects we want to achieve and what means we 
will use to achieve them.

The Big Issue
(Potts, 2003)

This Occasional considers command and combat in the 
Information Age. It is an issue that takes us into the realms 
of  the unknown. Defence thinkers everywhere are searching 
forward for the science and alchemy that will deliver opera-
tional success.
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Power to the Edge: Command...Control... 
in the Information Age
(Alberts & Hayes, 2003)

Power to the Edge articulates the principles being used to 
provide the ubiquitous network that people will trust and 
use, populate with information, and use to develop shared 
awareness, collaborate, and synchronize actions.

Complexity Theory
and Network Centric Warfare
(Moffat, 2003)

Professor Moffat articulates the mathematical models  that 
demonstrate the relationship between warfare and the emer-
gent behaviour of  complex natural systems, and calculate 
and assess the likely outcomes.

Campaigns of  Experimentation: 
Pathways to Innovation and 
Transformation
(Alberts & Hayes, 2005)

In this follow-on to the Code of  Best Practice for 
Experimentation, the concept of  a campaign of  experimen-
tation is explored in detail. Key issues of  discussion include 
planning, execution, achieving synergy, and avoiding com-
mon errors and pitfalls.

The Agile Organization
(Atkinson & Moffat, 2005)

This book contains observations, anecdotes, and historical 
vignettes illustrating how organizations and networks func-
tion and how the connections in nature, society, the sciences, 
and the military can be understood in order to create an 
agile organization.
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Understanding Command and Control
(Alberts & Hayes, 2006)

This is the first in a new series of  books that will explore the 
future of  Command and Control, including the definition 
of  the words themselves. This book begins at the beginning: 
focusing on the problem(s) that Command and Control was 
designed (and has evolved) to solve.

Complexity, Networking, and  
Effects-Based Approaches to Operations
(Smith, 2006)

Ed Smith recounts his naval experiences and the complex 
problems he encountered that convinced him of  the need 
for effects-based approaches and the improved infostructure 
needed to support them.

The Logic of  Warfighting Experiments
(Kass, 2006)

Experimentation has proven itself  in science and technol-
ogy, yielding dramatic advances. Robust experimentation 
methods from the sciences can be adapted and applied to 
military experimentation and will provide the foundation for 
continual advancement in military effectiveness.

Planning: Complex Endeavors
(Alberts & Hayes, 2007)

The purpose of  this book is to present and explain an 
approach to planning that is appropriate for complex 
endeavors at a level of  detail sufficient to formulate and 
conduct a campaign of  experimentation to test, refine, and 
ultimately implement a new approach or set of  approaches 
to planning.
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The International C2 Journal
Established 2006

The International C2 Journal is one of  the latest CCRP 
endeavors. This internationally directed and peer reviewed 
publication presents articles written by authors from all over 
the world in many diverse fields of  Command and Control 
such as systems, human factors, experimentation, and 
operations.

Coping with the Bounds
(Czerwinski, 2008)

Originally published by NDU in 1998, the theme of  this 
work is that conventional, or linear, analysis alone is not suf-
ficient to cope with today’s and tomorrow’s problems, just as 
it was not capable of  solving yesterday’s. Its aim is to con-
vince us to augment our efforts with nonlinear insights, and 
its hope is to provide a basic understanding of  what that 
involves.




