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NOTES TO THE READER

Although I use the term Complexity Theory as if it was a coherent
body of scientific theory, this area of research is in fact still
both young and evolving. | use it therefore as a shorthand
term to cover a number of areas, each with its own distinct
heritage. Broadly, it covers fractal structures, nonlinear
dynamical systems, and models of self-organisation and self-
organised criticality.

The research on which this book is based could not have been
carried out without the help of a number of other people.
Their contributions are, | hope, suitably acknowledged in the
text. 1 would like to thank particularly Walter Perry (RAND),
Susan Witty (Dstl), David Rowland, and Maurice Passman for
their contributions. I am also most grateful to Professor Henrik
Jensen for contributing the Foreword.
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FOREWORD

or the last couple of decades, attempts have

been made to develop some general under-
standing, and ultimately a theory, of systems
that consist of many interacting components
and many hierarchical layers. It is common to
call these systems complex because it is impossi-
ble to reduce the overall behaviour of the
system to a set of properties characterising the
individual components. Interaction is able to
produce properties at the collective level that
are simply not present when the components
are considered individually. As an example, one
may think of mutuality and collaboration in
ecology. The function of any ecosystem depends
crucially on mutual benefits between the differ-
ent species present. One example is the relation
between legumes, such as peas and beans, and
their associated nitrogen-fixing bacteria: the
bacteria collects nitrogen for the legume, which
in turn produces carbohydrates and other
organic material for the bacteria. Clearly this
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crucial arrangement cannot be studied by focusing on, say,
the legume and neglecting the bacteria; the ecological func-
tion emerges first when the different components are brought
together and interaction is taken into account.

Another important feature of complex systems is their sensi-
tivity to even small perturbations. The same action is found
to lead to a very broad range of responses, making it exceed-
ingly difficult to perform prediction or to develop any type of
experience of a “typical scenario.” This must necessarily lead
to great caution: do not expect what worked last time to work
this time. The situation is exacerbated since real systems
(ecological or social) undergo adaptation. This implies that
the response to a given strategy most likely makes the strat-
egy redundant. An example is the effect of using the same
type of antibiotic against a given type of bacteria. Evolution
soon ensures that the bacteria develop resistance and make
the specific type of antibiotic useless. That complex systems
adapt and change their properties fundamentally as a result
of the intrinsic dynamics of the system is clearly extremely
important. Nevertheless, for the sake of simplicity adaptation
Is often neglected in model studies. Sometimes assuming the
existence of a stationary state might be justified (e.g., if one is
interested in “toy” models of the flow of granular material
under a controlled steady input of grains). But if one is deal-
ing with more complex situations such as in ecology, and
even more when considering social and political systems,
ignoring adaptation is very likely to lead to erroneous
conclusions.

We know from studies of Self-Organised Critical models,
which the present book alludes to (for more see P. Bak, How
Nature Works, Oxford University Press, 1997 and H.J. Jensen,
Self-Organized Criticality, Cambridge University Press, 1998),
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that the correlations and general behaviour exhibited by these
model systems are entirely determined by the assumed
boundary conditions or the applied drive. The lesson to be
learned from this is that complex systems cannot be studied
independently of their surroundings. Understanding the
behaviour of a complex system necessitates a simultaneous
understanding of the environment of the system. In model
studies, one assumes often that the surroundings can be repre-
sented by one or the other type of “noise,” but this is just a
trick that allows one to proceed with the analysis without
understanding the full system under consideration. It is very
important to appreciate that the “drive” or the “noise” are
equally crucial to the understanding, as is the analysis of the
“system” itself. One should bear in mind that the separation
into system, drive, noise, surroundings, etc. is rather arbitrary
and is far from representing a complete analysis.

From these considerations, we see that it is vitally important
to consider warfare as a complex system that is linked and
interacts (in a coevolving way) with the surrounding socio-
economical and political context. From that perspective, the
present book is a “work in progress” and a preliminary first
step along the road in helping to analyse and structure these
difficult and serious issues. Forgetting that war and warfare
are an intimate part of a much larger complex system will
lead to incomplete and even dangerously incorrect conclu-
sions. Applying the approach of Complexity Theory to
warfare leads one to the self-consistent realisation that war-
fare will have to be analysed in its larger context. Further
work will need to examine how coevolution across the entire
network of military, socioeconomical, and political interac-
tions leads firstly to emergent effects at higher levels, and of
equal importance how such effects lead to coevolution at the
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higher level. It will also be important to consider the robust-
ness of such networks, and their vulnerability to damage.

Henrik Jeldtoft Jensen

Professor of Mathematical Physics
Department of Mathematics
Imperial College, London
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CHAPTER 1

COMPLEXITY IN
NATURAL AND
ECONOMIC SYSTEMS?

I n this chapter we consider some of the key
ideas of Complexity Theory as applied to
natural systems. Having established these key
ideas, in Chapter 2 we begin to see how these
ideas map across, in a broad conceptual sense, to
the dynamics of conflict in an Information Age
environment. In later chapters, we will look in
more detail at the evidence and the type of mod-
elling that emerges from this conceptual
connection. In an organisational context, we
argue that complexity provides an explanatory
framework of interrelationships, both metaphor-
ically and analogously, of how individuals and
military organisations interact, relate, and evolve

1The contribution of Dr. Maurice Passman to this
chapter is gratefully acknowledged.



2 Complexity Theory and Network Centric Warfare

within a larger “ecosystem.” Complexity explains why inter-
ventions may have unanticipated consequences, but also
explains how combat effects follow from these consequences.
The intricate interrelationships of elements within a complex
system give rise to multiple chains of dependencies. Change
happens in the context of this intricate intertwining at all
scales. We become aware of change only when a different pat-
tern becomes discernible. But before change at a macro level
can be seen, it is taking place at many micro levels simulta-
neously. Hence, microcomponent interaction and change
leads to macrosystem evolution.

In a previous book,? we considered some of the issues to be
addressed at the political/military level as a consequence of
such emergent behaviour and the “resultant likelihood of
complex and unexpected interactions, arising from previ-
ously unexpected sources.” The diligent reader is directed to
that work for further discussion of these issues. Here, we sim-
ply wish to add weight to the points made by Professor Jensen
in his Foreword to this present work. In all that follows, the
recursion of the process up to this political/military level
must be kept in mind, and will be one of the key areas of
future research.

Our lead is taken from current military doctrinal thought
both in the UK and in the United States (particularly the
U.S. Marine Corps [1]). The Chief Analyst of the UK
Defence Science and Technology Laboratory (Dstl), Roger
Forder, makes the following point in his discussion of the
future of defence analysis [2]:

2Chapter 1 of: Moffat J (2002). Command and Control in the Information Age.
The Stationery Office. London, UK.
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One effect of the human element in conflict situations is to bring
a degree of complexity into the situation such that the emergent
behaviour of the system as a whole is extremely difficult to pre-
dict from the characteristics and relationships of the system
elements. Detailed simulation, using agent-based approaches, is
always possible but the highly situation-specific results that it
provides may offer little general understanding for carrying for-
ward into robust conclusions of practical significance. Usable
theories of complexity, which would allow understanding of
emergent behaviour rather than merely its observation, would
therefore have a great deal to offer to some of the central problems
facing defence analysis. Indeed they might well be the single most
desirable theoretical development that we should seek over the
next few years.

A similar thought was aired at a Royal United Services Insti-
tute (RUSI) conference on future Intelligence, Surveillance,
Target Acquisition, and Reconnaisance (ISTAR) [3]. Vice
Admiral Cebrowski,3 U.S. Navy, centred his keynote address
on Network Centric Warfare (NCW) as the capstone concept
for the U.S. Navy after Next. He described it in terms of the
achievement of Information Superiority with characteristics of
gross asymmetries and a diversity of “players.” These ideas are
explicitly derived in his description from the new physics of
nonlinearity, complexity, and chaos as exemplified by the
Santa Fe Institute corpus of ideas. The relationship between
complexity and “information-based” warfare is (as he
described it) less deterministic and more emergent; less focused
on the physical, and more behavioural; less focused on things,
and more on relationships. Command and Control (C2)

3Now head of the Office of Force Transformation, The Pentagon, U.S.
DoD.
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emphasises speed, sharing, and decentralisation. In summary,
ADM Cebrowski defined NCW as the robust networking of
well-informed, geographically dispersed forces.

Where do these ideas come from?

In looking at where these key ideas of complexity come from,
let us make a start by considering systems and their behaviour
in the natural world. In the classical view, such physical or bio-
logical processes are reducible to a few fundamental
interactions. This leads to the idea that under well-defined con-
ditions, a system governed by a given set of laws will follow a
unique course (like the planets of the solar system). Moreover, a
slight change in the cause will likewise produce a slight change
in the effects (i.e., the system is linear in nature). Recently, an
increasing amount of experimental data challenging this idea
has become available and this imposes a new attitude concern-
ing the description of nature. In natural systems, under
appropriate conditions, a multitude of self-organisation phe-
nomena on a macroscopic scale (a scale of an order of
magnitude larger than the range of fundamental interactions)
in the form of spatial or temporal patterns may be generated.

A SIMPLE EXAMPLE

To illustrate this, let us consider a simple thermodynamic
thought experiment. Imagine a layer of fluid limited by two
horizontal parallel plates whose lateral dimensions are much
longer than the width of the layer, as shown in Figure 1.1.

- -

Figure 1.1: Two Horizontal Plates Containing a Layer of Fluid
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Left to reach equilibrium, the fluid will rapidly tend to a
homogeneous state that is statistically identical. The homoge-
neity of this system extends to all of its properties, particularly
to its temperature, which will be the same at all parts of the
fluid and equal to the temperature of the limiting plates or,
alternatively, to the temperature of the “external” world. All of
these properties are characteristic of a system in a particular
state, the state of equilibrium, for which there is neither bulk
motion nor temperature difference with the outside world.
What occurs if, for example, the temperature on a small sec-
tion on one of the plates is temporarily perturbed? At
equilibrium, this temperature perturbation has no influence,
since the temperature rapidly becomes uniform again and
equal to its initial value. In other words, the perturbation dies
out; the system keeps no track of it. Such a state is said to be
asymptotically stable.

From the standpoint of a very small observer inside the sys-
tem, not only does the homogeneity of the fluid make it
impossible for the development of an intrinsic concept of
space, but also the stability of the state of equilibrium eventu-
ally makes all time instances identical. It is therefore
impossible for this observer to develop an intrinsic concep-
tion of correlation or coincidence (e.g., things happening at
the same time, or in the same place). We can increase the
complexity of the system by, for instance, heating the fluid
layer from below. In doing this, we communicate energy to
the system in the form of heat. Moreover, as the temperature
of the lower plate is now higher than the upper, the equilib-
rium condition is violated. In other words, by applying
external constraints to the system, we do not permit the system
to reach equilibrium. The presence of an external constraint
therefore implies energy flux and vice-versa.
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Now suppose at first that the constraint is weak, i.e. the change
in temperature, AT, is small. The system will again adopt a
simple and unique state in which the only active process is a
transfer of heat from the lower to the upper plate, from which
heat is lost to the external world. The only difference from the
state of equilibrium is that temperature, and consequently den-
sity and pressure, are no longer uniform. They vary from warm
regions to cold regions in an approximately linear fashion. This
phenomenon is known as thermal conduction. In this new state
that the system has reached in response to a constraint, stability
will prevail again and the behaviour will eventually be as simple
as at equilibrium. However, by removing the system from equi-
librium further and further, through an increase in AT, we
observe that suddenly, at a value of AT that we will call critical,
matter begins to perform a bulk movement. Moreover, this
movement is far from random; the fluid is structured in a series
of small structures known as Benard cells.

Owing to thermal expansion, the fluid closer to the lower plate
Is characterised by a lower density than that nearer the upper
plate. This gives rise to a gradient of density that opposes the
force of gravity. This configuration is thus potentially unstable.
Consider a small volume of the fluid near the lower plate.
Imagine that this volume is displaced upward by a perturba-
tion. This volume, now in a colder and hence denser region,
will experience an upward Archimedes force, amplifying the
ascending movement further. If, on the other hand, a small
droplet initially close to the upper plate is displaced down-
ward, it will penetrate an environment of low density and the
Archimedes force will tend to amplify the initial descent. The
fluid thus generates the observed currents. The stabilising
effect of viscosity, which generates an internal friction oppos-
Ing movement, counteracts the destabilising effects. This, and
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thermal conduction, which tends to average any temperature
difference between the displaced droplet and its environment,
explains why currents do not appear as soon as AT is not
strictly zero.

Benard cells also show the complexity of movement. The cells
unfold along the horizontal axis, adopting successively right-
handed or left-handed rotation. Our very small observer can
now locate his position in space by considering the rotation of
the cell he occupies and by counting the number of cells he
passes through. The emergence of this notion of space is
known as symmetry breaking. When AT is below the critical
value, the homogeneity of the fluid in the horizontal direction
renders its different parts independent of each other. In con-
trast, beyond the threshold, it is as if each volume element is
watching the behaviour of its neighbours and is taking this into
account in order to play its role adequately and to participate
in the overall pattern. This suggests the existence of correlations
of statistically reproducible rate relations between distant parts
of the system. The characteristic space dimension of a Benard
cell is in the millimetre range, whereas the characteristic space
scale of the intermolecular forces is in the Angstrom range.
That large numbers of particles can behave in a coherent fash-
ion at this long range, despite random thermal motion, is one
of the principal properties characteristic of such self-organisation
and emergent complex behaviour.

This experiment is reproducible; the same convection patterns
will appear at the same threshold value and the process is sub-
ject to a strict determinism. However, the direction of the
rotation of the cells is unpredictable. The form of the particu-
lar perturbation that prevails at the moment of the experiment
will decide whether a given cell is right- or left-handed. When
the constraint is sufficiently strong, several solutions are possi-
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ble for the same parameter values and chance alone will
decide which of these solutions is realised. In this way, the sys-
tem has been perturbed from a state of equilibrium or near-
equilibrium to a state of self-organisation, with a number of pos-
sible modes of behaviour.

What happens to the Benard cell system when the thermal
constraint is increased beyond this first threshold? For some
range of values the Benard cells will be maintained globally,
but some of their specific characteristics will be modified. Fur-
ther constraint induces the system to move beyond another
critical point and turbulence is witnessed. Note that all of these
critical behaviours are different from the phase changes we
normally associate with closed thermodynamic systems. The
reason behind this is that a nonequilibrium constraint is being
applied. For example, the dendritic structure associated with
snowflakes has nothing to do with the structure of the underly-
ing ice-crystal lattice. The scale, size, and spacing of the
emergent structure is of an order of magnitude larger.

To summarise, nonequilibrium has enabled the system to
transform part of the energy communicated from the envi-
ronment into an ordered behaviour of a new type: the
dissipative structure. This regime is characterised by symmetry
breaking, multiple modes of behaviour, and correlation. Such a system
Is called “open” since it is open to the effect of energy or infor-
mation flowing into and out of the system. It is also called
“dissipative” because of such energy flows, and the resultant
dissipation of energy.

OPEN, DISSIPATIVE STRUCTURES

Consider then a system embedded in an environment with
which it communicates through the exchange of certain prop-

Open, Dissipative Structures
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erties that we shall call fluxes. We now know to call this an open
system (in contrast to a closed or isolated system). Figure 1.2 is
a schematic representation of such an open system, communi-
cating with the environment through the exchange of such
properties as mass, energy, or information. The rate of amount
transported per unit surface is the flux of the corresponding
property across the system. In our simple example above, the
amount of heating is the flux of energy into the system.

Flux

Environment Xj ,
-}

Figure 1.2: Schematic of an Open System

As a result of these exchanges, the variables describing the
instantaneous state of the system, {X;}, vary in time and attain
values typically different from those characterising the state of
the environment {X;.}. Whatever the detailed interpretation
of X; might be, the evolution of the system under consideration
may be described in the following general form:

Rate of change of the system state = function of (system state
and control variables).

Thus we have;

dX,

o = F (XX pihyshy), (i =1,...0)

Open, Dissipative Structures



10 Complexity Theory and Network Centric Warfare

where F; denote the laws concerning the rate of change of the
system, and A,,..A, are a set of parameters present in the
problem, which can be modified by the external world. These
quantities are known as control parameters. Under certain condi-
tions, this relation will have a single solution that minimises
some measure of negative utility (which we call a loss function).
This solution is then a unique optimal control for the system. For
each time t, it defines an optimal value for the settings of the
control parameters A,,..A,,.

AN EXAMPLE

If we think of a guided missile attempting to manoeuvre
towards a target, the measure of loss is the miss distance rela-
tive to the aim point. The control parameters are the settings
for the missile fins at a given time t. For simple forms of linear
guidance (e.g., early forms of laser-guided bombs), this leads to
what is called bang-bang control, where the missile fins “bang”
from one extreme setting to another in order to keep the mis-
sile on course. The Appendix goes into this in more detail and
shows that such solutions correspond to maximising or mini-
mising a Hamiltonian function. This is due to Pontryagin’s
maximum principle. Applied to a linear control system, this
maximum principle leads to the solution of bang-bang control.

A characteristic feature of many of the systems encountered in
nature, however, is that the F’s are complicated nonlinear func-
tions of the X’s. The equations of evolution of this type of
system should then admit, under certain conditions, several
solutions (rather than just the one optimal solution) since a
multiplicity of solutions is the most typical feature of a nonlin-
ear equation. Our assumption will be that these solutions
represent the various modes of behaviour of the underlying system.

Open, Dissipative Structures



Chapter 1 11

MODES OF BEHAVIOUR IN NONLINEAR SYSTEMS

How do these different modes of behaviour arise in such a
nonlinear system? Thermodynamic equilibrium is character-
ised by detailed balance, i.e.

Probability of a “direct” process = Probability of a “reverse” process

We can understand that in such a state, any attempt at diversi-
fication and self-organisation will be smeared out immediately:
equilibrium is a state of full homeostasis, characterised both by
uniqueness and robust stability properties. Our aim is to
extend our ideas of equilibrium to the nonequilibrium dynam-
ics of an open, dissipative system.

The most useful view of equilibrium is as follows. We represent
the evolution of the system in a space spanned by the state vari-
ables (phase space). An instantaneous state of the system is thus
represented in phase space by a point. As the system evolves
over time, a succession of such states is produced, giving rise to
a curve in phase space, which is called a phase space trajectory. In a
dissipative dynamical system, as time progresses, the phase
space trajectory will tend to a limit representative of the regime
reached by the system when all transients die out. We call this
regime the attractor. The attractor representing an equilibrium
position is unique and describes a time-independent situation.
This gives a phase space point towards which all possible histo-
ries converge monotonically. The state of equilibrium is
therefore a universal point attractor. The goal of self-organisation is
thus the search for new attractors that arise when a system is
driven away from its state of equilibrium. For example, consider
the type of coupled chemical system studied by Ilya Prigogine
[4] (for which he received the Nobel Prize in Chemistry):

Open, Dissipative Structures
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Here the concentration [x] of product X is taken to be the only
state variable, being understood that A and B are continuously
supplied from or removed to the outside to maintain fixed con-
centrations. At equilibrium, detailed balance implies that the
rate equation is:

ki[a][x]* = k,[X]’
Ks[X] = k,[b]

These relations fix the equilibrium value [x,] of x uniquely and
impose a condition on the concentrations of constituents A and B:

kIb] _klal
K, Kk,

[%]=

[b.] _ Kikg

[a] Kk,
In a dissipative stationary state far from equilibrium, it is not
necessary for each individual reaction to balance in both direc-
tions. Cancelling the overall effect of the two forward reactions

by that of the backward reactions is sufficient, and this yields a
cubic equation:

—K X +kj[al[x]* + k[x]-k,[b] =0

Open, Dissipative Structures
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This equation may have up to three solutions (hence three pos-
sible modes of behaviour) for certain values of [a] and [b]. It
may therefore be said that nonequilibrium reveals the potenti-
alities hidden in the nonlinearities, which remain “dormant”
at or near equilibrium.

The monotonic character of the approach to the state of equi-
librium implies that the evolution laws of the system should
obey, in the neighbourhood of equilibrium, very particular condi-
tions. Introducing the deviations of X; from the equilibrium
values, X;:

X =X - Xi,e

the evolution of {xi} near equilibrium can then be written:

dx; od
dt ;r"i(axj]'
® is a thermodynamic potential taking its minimum at equi-
librium and {Fi,j} IS a symmetric matrix. This symmetry can be
traced back to the property of detailed balance or the property
of the invariance of the equilibrium state to time reversal. We
can see from this that the system response is essentially linear

near to equilibrium (i.e., small changes lead to small effects).

THE FAR-FROM-EQUILIBRIUM STATE

The search for a generalised thermodynamic potential @ in
the nonlinear range well away from the equilibrium state has
attracted a great deal of attention, but these efforts have, so
far, not made much progress. Typically, therefore, beyond the
linear domain for such irreversible processes, the above con-
trol equations are expected to break down. A first consequence
Is that the steady state point attractor of the system (i.e., the

The Far-from-Equilibrium State
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point to which the system state moves as the system evolves
over time), extrapolating the state of equilibrium as the dis-
tance from equilibrium is increased, can now be approached
through damped oscillations. This behaviour heralds a still
more interesting possibility in which the oscillation eventually
becomes sustained. Topologically, this implies the emergence
of a new one-dimensional attractor in phase space. The point
attractor for the state of the system is essentially replaced by a
circle. In the limit, the system moves endlessly around this cir-
cle, which is thus known as a limit cycle.

By allowing the intrinsic nonlinearity to be manifested in the
regime of detailed balance, nonequilibrium can also lead to
the coexistence of multiple attractors in state space. The state
space can then be carved up into a set of basins. Each of these
corresponds to the set of states that, if the system were to start
from there, would evolve to a particular attractor. These are
known as the basins of attraction. The ridges separating these
basins of attraction are called separatrices. The coexistence of
multiple attractors constitutes the natural mode of systems
capable of showing adapted behaviour and of performing
regulatory tasks. We would thus expect to see the system stay-
ing within one basin of attraction (corresponding to resistance
to change) and then at some point switching between differ-
ent attractors (corresponding to a change in the long-term
mode of behaviour) as we further vary the initial state of the
system. The existence of one-dimensional attractors (points
and circles) suggests the possibility of higher dimensional
attracting objects in phase space. These model multiperiodic
and chaotic behaviour, which is observed under appropriate
experimental conditions.

Nonequilibrium phenomena show a variety of behaviours and
therefore correspond to the movements of the system towards

The Far-from-Equilibrium State
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different attractors. The simplest mechanism to depict this is
the bifurcation diagram, where a single control parameter (the
thermal gradient in the case of Benard cells) affects the dynam-
ics of the system.

BIFURCATIONS AND UNIVERSALITY LIMITS

Consider a system described by a set of evolution laws of the
form of the equation:

%: F (XX A A ) (i =1,...0)

where, as before, F; are the rate laws, and 4 are the control
parameters. In a typical natural phenomenon, the number of
variables n is expected to be very high. This will considerably
complicate the search for all possible solutions. However, sup-
pose that by experiment we know one of the solutions. By a
standard method, known as Linear Stability Analysis, we can then
determine the parameter values for which this solution
regarded as the reference state switches from asymptotic sta-
bility to instability.

ROBUSTNESS AND LINEAR STABILITY ANALYSIS

Stability or “robustness to change” is essentially determined by
the response of the system to perturbations. It is therefore nat-
ural to transform the dynamical laws into a form in which the
perturbations appear explicitly:

X (t) = Kis X% (t)
and

dx;

E: Fi ({Xi,s +Xi}l7\‘)_ I:i ({Xls}'k) '

The Far-from-Equilibrium State
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These equations are homogeneous in the sense that the right
hand side vanishes if all x; = 0. Expanding, we may write:

where Lj; are the coefficients of the linear part and h; are the
nonlinear part. It is assumed that the asymptotic stability of
the reference state (i.e., X = X; or x = 0) of the system is iden-
tical to that of the linearised part:

dx, _
T:ZLIJ (7\,)XJ | :].,2, ..... n.
J

This is reasonable provided that the perturbation is not too
large and the system is “well behaved.”

In general, a multivariate system gives rise to a wide spectrum
of values for the rate of change of perturbations. For a unique
control variable A =2, two cases can be distinguished. First,
the perturbations are nonoscillatory and the bifurcations (i.e.,
alternative modes of behaviour) will correspond to steady-
state point attractors, or secondly, the perturbations are oscil-
latory and the bifurcations will correspond to time-periodic
solutions in the form of limit cycles. More intricate solutions
can also be envisaged leading to secondary, tertiary, or higher
order interactions; however, the complete stable unfolding of
the problem remains an open question. It is left to other
methods, such as explicit simulation using cellular automata
(i.e., agent-based simulation) to attempt to solve the problem
of describing the dynamic behaviour of nonequilibrium sys-
tems. The use of such a simulation approach can be described
as “experimental mathematics.”

The Far-from-Equilibrium State
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SELF-ORGANISATION IN NATURE—AN EXAMPLE

Consider an ecosystem consisting of a large number of inter-
acting species, each evolving in response to the environment
created by the rest of the ecosystem (i.e., each species is coevolv-
ing). Such a system consists of many components that interact
through some kind of exchange of forces or information. In
addition to the internal interactions, the system may be driven
by some external force—natural selection in this case. The sys-
tem will now evolve over time under the influence of the
external driving forces and the internal interactions. What
happens when we observe such a system? Is there some simpli-
fying mechanism that produces a typical behaviour shared by
large classes of such systems? The mechanism, it turns out, is
that of clustering.

A simple cellular automaton model of such an ecosystem is
given by the Bak-Sneppen evolution model. It is an example of
the experimental mathematics we described earlier, as a way
of analysing the coevolution of such a complex system over
time. A description of this model of coevolution within an eco-
system was given in the last chapter of [5] as part of an
introduction to ideas from complexity mathematics and the
development of mathematical “metamodels” of future Infor-
mation Age conflict. For ease of reference, some of that
description is repeated here.

THE BAK-SNEPPEN EVOLUTION MODEL

In this automaton model, we have a d-dimensional lattice (Fig-
ure 1.3) and random numbers f; drawn without replacement
from the interval [0,1] occupy the lattice sites. At each update
step, the extremal site (that is, the one with the smallest value of
f;) is chosen, and then it and its 2d immediate neighbours are

Self-Organisation in Nature—An Example
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assigned new random numbers. As a model of evolution, the
values f; correspond to “fitness” values. Changing both the site
and neighbouring sites captures the process of local coevolution.
It follows from [6] that the set of such active sites is a fractal in
space-time (see particularly Figures 1 and 28 of that reference).

¢ 9- 9- 9- 9
¢ 4 4 4 9
¢ 4 4 4 9
¢ 4 4 L 4 9
@ @ @ ¢ ¢

Figure 1.3: The Lattice of Species Interactions in a Model Ecosystem

As described by [5, Chapter 6], the approach to the critical
attractor of the process (at which avalanches/clusters of all
sizes are possible) is controlled by the “gap equation”:

dG(s) 1-G(s)
ds  LYS)

G(s)

where G(s) is the maximum extremal value fi(s) at time s, cor-
responding to the gap opened up between the existing state of
the system and the zero or ground state, L is the linear size of
the lattice, and <S )G(S) Is the average avalanche size at time-
step s. (An avalanche or cluster consists of a set of extremal val-
ues f;, each of which is a neighbour of the previous extremal
value. The size of an avalanche is the number of timesteps for

Self-Organisation in Nature—An Example
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which this process continues.) Schematically, we thus have the
following picture of the process (Figure 1.4):

Je —

Gap i
Gs) /

Limestep s

Figure 1.4: Movement of the Ecosystem towards a Self-Organised Critical Point

Figure 1.4 shows how the equation (the hatched line) approxi-
mates the self-organised movement of the system, via a series
of avalanches/clusters towards the critical attractor of the sys-
tem at which the system has optimal flexibility (in the sense
that clusters of all sizes can be created). This critical point cor-
responds to a fitness value f.. At this point, there are no fitness
values below this critical value and a flat distribution of fitness
values in the range from f, to 1.0. This is in complete contrast
to the behaviour of a closed system such as an ideal gas in an
isolated container, where the gas evolves from (for example)
being partitioned in part of the container to the equilibrium
state where it is spread equally throughout.

Such critical systems are of particular scientific interest. Sys-
tems in critical states do not have any characteristic scale and
may therefore exhibit the full range of behavioural characteris-
tics within the particular system restraints. This means that
systems at the point of criticality are in a position of optimal
flexibility in some sense, as we have noted. It could thus be

Self-Organisation in Nature—An Example
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argued [5] that one of the requirements of military command
is to so arrange things that the forces collaborate locally and
thus self-organise into this optimal state.

From the previous equation, the rate of change of the gap is
inversely proportional to the average avalanche size:

.
<S>G(s) .

Thus at the critical value f,,(S), , — - and near to critical-
ity, the average avalanche size satisfies the scaling law:

G(s)

<S> I—l (fc_ fi)_y
for some exponent y (as has been confirmed by experiment).

Before the critical point is reached, at some time t, if f; is the
smallest random number on the lattice in the evolution model,
then random numbers created at the next time-step will only
continue the avalanche process if they are smaller than f,.
Thus the value f, can be viewed as the branching probability
of a random process over time. This will give information on
the avalanche size. If f, = branching probability, then for
larger f, we have larger avalanches. We thus assume [6] a scal-
ing relation of the form:

P(S, fo) = S g(S(f, - f) ")

to describe the probability distribution of avalanches/clusters
of size S corresponding to an extremal value f,. Such a relation
has also been confirmed by simulation experiments. In partic-
ular, when f, equals f,, the critical value, the probability of a
cluster of size Sis given by P(S, f,) LI S*. We can think of the
function g as a ‘cutoff’ corresponding to the fact that the ava-

Self-Organisation in Nature—An Example
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lanches created will have a finite size. As we move to the
critical state, this cutoff dies away. We shall call z the clustering
exponent for this coevolving ecosystem. In the context of
manoeuvre warfare, this describes the statistics of local cluster-
ing/collaboration at a transient point f, heading towards the
critical attractor value f.. The parameters 7 and o are model
dependent and g is our “scaling function.” Note again that the
average size of the f, avalanche diverges as f, — f_, i.e.

(S) U (T~ )7,

If we mark each of the minimal sites on the lattice as it is iden-
tified as an extremal value f,, then the set of marks generated
over time forms a fractal in space-time [6] as we have already
noted. Cuts of this fractal in the space direction at a given time
identify the site that is “active” (i.e., chosen as the minimal site)
at that time. Cuts in the time direction produce a fractal time
series. In Chapter 3, we show that the time series of casualties
in conflict has the characteristics, in some cases, of such a frac-
tal time series. One interpretation of such effects is that it is the
dynamics of local clustering (by one side) that is leading to
casualties to the other side. This can also be shown to occur in
cellular automata models of conflict such as the ISAAC model
produced by the U.S. Marine Corps Combat Development
Centre, as discussed in Chapter 6 of reference [5].

SELF-ORGANISED CRITICALITY

In a paper published in 1987, Bak, Tang and Weisenfeld [7]
first proposed the hypothesis that a system consisting of many
interacting constituents may exhibit, in certain cases, a specific
general emergent behaviour characteristic of the system. Bak
described the behaviour of this type of system by the term self-
organised criticality (SOC). Self-organisation has for many years

Self-Organisation in Nature—An Example
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been used to describe the ability of certain nonequilibrium sys-
tems to develop structure and patterns. The word criticality has
a very precise meaning in thermodynamics. It is used in con-
nection with phase transitions. At all temperatures other than
the transition temperature, perturbations of the system will
only locally influence system components. At the critical tem-
perature, the perturbation affects the whole system, even
though only the nearest neighbour system components inter-
act directly. The system becomes critical in the sense that all of
the members of the entire system influence each other. For the
example ecosystem above, the system self-organises itself into
the critical state corresponding to this ability of the entire sys-
tem to be influenced through the propagation of local
coevolution influences and the resultant clusters/avalanches of
species that coevolution created.

SEPARATION OF INTERNAL AND EXTERNAL
TIMESCALES

Such a self-organised dynamical state requires the separation
of the external and internal timescales. For example, the stress
in the earth’s crust, built up over a period of time, is of a differ-
ent scale to the subsequent earthquake lasting merely minutes
or seconds. The force applied to an individual tectonic plate
must overcome a threshold in order to produce an earthquake.
This means that the plate may exist in a multitude of interme-
diate states—metastable states—on the way to criticality. Among all
of the metastable states, some are of particular importance.
These states are marginally stable; a slight disturbance may lead
to a wide variety of responses. Bak envisaged that these mar-
ginally stable states are characterised by the lack of any typical
time or length. This configuration is of a similar type to that
seen in the thermodynamics of phase changes. The lack of typ-

Self-Organisation in Nature—An Example
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ical scale leads to algebraic correlation functions associated
with power-laws.* Hence, the distribution functions describing
the frequency with which SOC events occur exhibit power-
law characteristics. For our earthquake example, if E is the
energy released during an earthquake, then the probability of
an earthquake of that size is given by the power-law relation-
ship P(E) ~E™®. As noted in [8], such a simple law should
have an elegant explanation. We shall see later, in Chapter 3
when examining the evidence for such emergent behaviour in
warfare, that the number of casualties in war also has such a
power-law distribution. However, as yet no such elegant
explanation is available, either for earthquakes or wars.

CLUSTERING IN SPACE AND TIME

The formation of clusters that are fractal in both space and
time is common in natural systems, as we have already seen. It
was this type of behaviour that Bak wanted to explain. We will
see that these relate to ideas of correlation in space or time (in
contrast to coincidence in space or time). Correlation in space
or time is a signal of local clustering and collaboration spatially
(e.g., across a battlespace) or in time (e.g., across an informa-
tion grid-reading e-mail creates a correlation in time between
individuals, taking a phone call creates a coincidence in time).
The properties of fractals and their link to chaotic behaviour
have been examined intensively over the last two decades.®

A power-law f(x) = x2 has the property that the relative change

f(kx)
f(x)
is independent of x. Power-laws, in this sense lack characteristic scale.

5See for example the standard text Chaos and Fractals by Heinz-Otto
Peitgen, Hartmut Jirgens and Dietmar Sauape. Springer. 1992.

ka
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Despite this, very little (until now) has been known about why
fractals form. Fractal structures are not the lowest energy con-
figuration that can be selected in, for example, thermo-
dynamic systems, therefore some kind of dynamic selection of
configuration must be taking place.

Bak explains the connection in the following way. A signal will
be able to evolve through the system as long as it is able to find
a connected path of above-threshold regions. When the system
is either driven at random or started from a random initial
state, regions that are able to transmit a signal will form some
kind of random network. This network is correlated by the
interaction of the internal dynamics with the external field.
The complicated interrelation between the two driving
dynamics means that a complex, finely-balanced system is pro-
duced. As the system is driven, after this marginally stable self-
organised state has been reached, we will see flashes of activity
as external perturbations interact with internal drivers to spark
off avalanches (i.e., clusters) of activity through different routes
in the system. Bak’s assertion is that the structure of this
dynamic network is fractal. If the activated clusters consist of
fractals of different sizes, then the duration of the induced pro-
cesses travelling through these fractals will vary greatly.
Different timescales of this type lead to what is termed 1/f noise.

1/f noise is a label used to describe a particular form of time
correlation in nature. If a time signal fluctuates in a seemingly
erratic way, the question is whether the value of the signal
N(t,) attime z, has any correlation to the signal measured at
time z,+7 (N(t, +71)). The amount of causation is character-
ised by a temporal correlation function:

G(1) = (N(te)N(t, + 1)) —<N(TO)>jO .

Clustering in Space and Time
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CHAPTER 4

MATHEMATICAL
MODELLING OF
COMPLEXITY,
KNOWLEDGE,
AND CONFLICT

INTRODUCTION

U nderstanding the behaviour of agent-based
simulation models of conflict is now
becoming more important, especially as (with
improved representation of Command and Con-
trol [1]) the agents gain intelligence and try to
outsmart each other, producing potentially very
complex behaviour. In the modelling of natural
systems (such as fluid dynamics, or heat flow), the
principal variables in these models can often be
separated out from the rest of the model to pro-
duce a mathematical metamodel that is aimed at
relating the outputs of the model to these driving
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inputs in a more transparent and explicit way. If this can be
achieved, it improves our understanding of the system and its
likely emergent behaviour, as well as complementing the use of
detailed simulation. Such an approach is consistent with the
idea of ‘Operational Synthesis’ as espoused by Dr. Alfred
Brandstein, then Chief Scientist, U.S. Marine Corps [2].

As an example, in developing a metamodel we consider the
relationship between a key outcome of the model, a, and a set
of input variables as follows:

a=f(a,.a,b,b)

(This is easily generalised to an arbitrary number of bs.) The
arguments a,..a_ have independent dimensions. That is, the
dimension of any a cannot be expressed as a combination of
the dimensions of the other as. In contrast, the dimension of
each b variable can be expressed as such a combination. The
arguments can be transformed using a gauge transformation
so that:

a=Aay,...8 = Ad-
These correspond to a change in the “gauge” (e.g., from centi-
metres to metres or kilometres) in the measurement of a
variable. Physically, if a gauge change makes no difference to
observed behaviour for all observers using different gauges,
the variable is said to be self-similar.

Introduction
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The metamodel function can then be shown [1] to have the
property:

= f yeeny ,Q,bz =a ..8.D )

=a’..a®(I1,I1,) (1)

b,
and I, =
a™..a! 2 a”..a’

These “I1” variables are sometimes called similarity variables.
This is because two natural systems, with different values of as
and bs but the same value of IT, will tend to have similar
emergent behaviour. An example is the flow of air past an air-
craft in the atmosphere or past a model of the aircraft in a
wind tunnel. The 1T variable in this case is the Reynolds
number. If this is the same in both cases, then the model in
the wind tunnel will give results relevant to the full-scale air-
craft in the atmosphere.

wherell, =

Self-similar solutions correspond to problems where the values
of the variable (b, for example) tend to zero or infinity. Three
possibilities are available (see Reference [1] for further
discussion):

TYPE 1 METAMODEL. ® tends to a non-zero finite limit as one
of its arguments tends to zero or infinity. This means that in
most practical cases, this argument can be eliminated from the
relationship, giving a simplified form in equation (1).

TYPE 2 METAMODEL. @& has power-law asymptotics of the
form:

(T, T1,) =TI B(2) 2

Introduction
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as the argument 11, tends to zero or infinity. In theoretical
physics, these systems are examined from a gauge theory point
of view using a “renormalisation group” approach in which
the parameter IT, is considered (through the repeated applica-
tion of a renormalisation group) at larger and larger (or
smaller and smaller) gauges, giving an asymptotic expression
of the form required for a type 1 or 2 metamodel. Later, we
will discuss the renormalisation group in more depth and
relate it to concepts of control of the battlespace.

TyPE 3 METAMODEL. Neither 1 nor 2 holds and self-similarity
is not observed; @ has no finite limit different from zero and
no power-law asymptotics.

This approach directs us (for evidence of metamodels of types
1 and 2) to search for evidence of power-law relationships of
the form y=x“, which, if plotted on a log-log scale, give a
straight line whose slope is the power-law exponent. Such
expressions arise naturally in certain types of complex systems,
particularly where fractal structures are involved, and are
referred to as scaling relationships since they have no preferred
gauge. Evidence of such scaling relations is thus evidence in support of the
assumption of relative gauge. Chapter 3 shows that there is clear
evidence for such an assumption in historical conflict data, and
that metamodels of types 1 and 2 should be expected for
agent-based models of conflict. In addition, we should expect
to see evidence for normalised “scaling collapse” as exempli-
fied by the function ®(I1,,I1,) in equation (2), and we should
expect to see the effect of renormalisation groups.

If we consider an agent-based “distillation” such as the ISAAC
model developed under Project Albert by the U.S. Marine
Corps Combat Development Centre, we can consider the
emergent behaviour of such a model in terms of both the spa-
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tial clustering of the agents, and the attrition that they inflict
on the opponent. For such a distillation, a metamodel of type 2
applies [1] that allows us to relate the attrition rate for one side
to the clustering dynamics of the opposing side, as measured
by the mean fractal dimension of these clustering agents. As a
simple example, (given in [1]), assume that the command pro-
cess, say for Red, is represented by the following effects:

1. The number of discrete clusters of Red agents at time t,
N(t), is specified ahead of the simulation.

2. N(t) is a decreasing function of t.

These assumptions are meant to suggest that the number of
Red clusters decreases in time, reflecting the desire of Red to
concentrate force. With these assumptions let us further
assume that the smallest cluster of Red agents, X(t), at time t, is
taken and added to another randomly chosen cluster of Red
agents. This process thus represents both the concentration of
Red force and the reconstitution of force elements.

Let us now define ¢(x,t) =(expected number of clusters of Red
agents=>size x at time t)/(initial total number of clusters of Red
agents) and N(t)=(the total number of remaining clusters of
Red agents at time t)/(initial total number of clusters). Given
the assumptions and definitions above, it can then be shown
that ¢(x,t), the cumulative distribution of cluster sizes at time
t, approaches a self-similar distribution as time progresses
(i.e., a scaling collapse takes place). Thus the cluster size distri-
bution evolves over time by a scaling relation. ¢(x,t) can then
be represented in the self-similar form:

ERI0)

P(xt X(0)
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where ¢ is some positive continuous function and where
9(1)=N(t)X(t). This self-similar form means that we can define
the distribution of relative cluster size in a way that is time
invariant (although the actual cluster sizes will change).

Now assume that the evolution of the distribution of ¢(x,t) is
smooth (a small change in time t leads to a small change in
o(x,t); this is equivalent to saying that the renormalisation
group is smooth [1]). If @(x,(@-)t) is the expected cluster size
x at time (1-9)t and @(x.t) is the same expectation at time t,
then this assumption means we can find a constant b to first
order such that:

?(x,t) = (1+bo)p(x,(1-0)t) .
It then follows that:

logp(x,t) =blogt+c

for some constant ¢ and the normalised expected cluster size at
time t, @(x,t), varies as a power-law with increasing time t and
scaling constant b.

If AB is the change in the number of Blue agents, Lauren [3]
has shown that:

AB

At
is proportional to the product of (Red unit effectiveness)x(the
probability of meeting a Red cluster)x(the expected number of
Red units per cluster). It is assumed that unit effectiveness is
constant. Keeping the cluster size constant for the moment,
this indicates [3] that the rate of change of Blue agents is given
by an expression of the form:
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AB\ _ ja Ao
At

where D is the average fractal dimension of Red (and therefore
an indication of how Red clusters/collaborates locally) and
both r and g are exponents. This equation is a form of
Lanchester law where the rate constant is dependent upon the
clustering of Red agents. If Red cluster size varies according to:

_g(x/X(t))
p(x,t) = XM

where x is the cluster size and X(t) the smallest cluster at time t,
then we can write:

AB\ _ | am)zpr @)
<At>_k ATTN()g(y(1)

where N(t), inversely related to X(t), is the normalised number
of clusters of Red at time t and g(y(t)) is the mean of the distri-
bution of cluster size, which evolves as a power law (as we have
shown in certain cases).

MORE GENERAL DISTRIBUTION OF CLUSTER SIZES

For self-organising groups of agents that are approaching a
critical point in the form of a Bak-Sneppen evolution model,
but are not necessarily attempting to concentrate force or to
reconstitute force in the sense described above, our previous
analysis in Chapter 1 indicated that the distribution of cluster
sizes at some intermediate point s is given by:

P(S. 1) =S7g(S(f, ~ f,)/7)
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where f, ¢ is the minimal site probability at timestep s. As
noted before, this converges to a power-law distribution as s
tends to infinity.

In [1], we also relate the cluster fractal dimension predicted by
the Bak-Sneppen evolution model of local species coevolution,
to that which emerges from initial experiments with the
ISAAC cellular automaton model. (For a description of
ISAAC see the Web site at reference [4].)

THE RENORMALISATION GROUP

The gauge invariant approach to metamodelling outlined
above also leads us to consider the role of the renormalisa-
tion group, which explicitly appears in terms of its effect on
the distribution function &(I1,,I1,) in our characterisation of
metamodels. Let us explore this a little more here. Suppose
that u(x,t) is a function of the two variables x and t. Using
the “static scaling” assumption of renormalisation [5], we
assume that we have a group of renormalisations of the form
R,,, SO that:

R, U(x 1) = ﬁu(b‘”x, bt)
From the group property, R,,R,, =Ry,
It follows that Z(a)Z(b) = Z(ab)
Thus Z(b) =b” for some exponent o
If u”(x,t) isafixed point of the renormalisation, then;
u (x,t)=b“u (b’x,bt) Vb

Choose b = % then;

U (x,t) =t (t—’;)
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The repeated application of the renormalisation process will
thus (in the limit) produce a functional relation of the form u’.
This explains why the type 2 metamodel has the form
assumed, and also why the (renormalisation invariant) cluster
size distribution of Carr and Pego discussed earlier has the
form derived by them. Note the simplification that has been
achieved in going from an unknown function of two variables
to a normalised unknown function of only one variable.

The ability of a force to control an area of operations can be
related to the fractal dimension of the force through the use of
such a renormalisation process as we now show.

CONTROL OF THE BATTLESPACE

Looking now at the phenomenon of control of the battlespace,
we can consider the problem using the renormalisation
approach as in a type 2 metamodel. Consider, as shown in Fig-
ure 4.1, the Area of Operations (AO) of a military
commander. For simplicity we assume this is a square of side L.

1

4

- T >

Figure 4.1: Area of Operations
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We assume that the commander aims to establish control in
this area. Firstly we have to define what this means. Each unit,
shown by a dot in Figure 4.1, has an area surrounding it that it
can control. The size of this area is defined by the nature of the
force and its associated sensors [6], giving rise to a “bubble” of
control around the unit. In two dimensions, let this area corre-
spond to a square of side |. We assume that | is significantly
smaller than the dimensions of the AO. (Note: we have
restricted the battlespace here to two dimensions to simplify
the discussion. However, the same approach should work in
three dimensions, corresponding to the complete battlespace.)

Now let D be the fractal dimension of the force under the com-
mander’s control within the AO. Suppose we partition the AO
into square cells of width I. Let N be the total number of such
cells, so that NI* = A. Let N(I) equal the number of cells in the
AO that are occupied by one of the units making up the force.
By definition of the fractal dimension, we have that N(1)=1"°
(normalising the constant of proportionality to 1). If p is the
probability that a cell chosen at random in the AO is under
control, then:

SN0 _1° 1
N N A

Note that D always lies between 0 and 2, so that p is well
defined.

In discussion with senior UK commanders who have had
recent operational experience at a high level, the concept of
control of an area as corresponding to the prevention of flow
through an area (flow in terms of an opposing force, or per-
haps some third party) has been endorsed as a good analogy.
We thus define the commander as having “weak control” of
his area of operations if he can to some extent control move-
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ment through the AO. This is similar to the problem of
determining whether fluid can seep through a block of semi-
porous rock, as discussed in [7] where a renormalisation group
approach was used. We thus define weak control as corre-
sponding to a span of controlled areas that stretch either from
side to side or top to bottom of the AO. Following on from
this, we define the commander to have “strong control” of the
AO if there is a span of controlled areas stretching both from
side to side and top to bottom of the AQ, resulting in a strong
constraint on the flow of people through the area.

The question at issue is then: how do these concepts of control
relate to the ability of the force to collaborate locally (the frac-
tal dimension)?

Consider first a cell of four elements where each cell is a
square of side I, which a single unit can control. We now con-
sider the probability p, of weak or strong control of this square
cell of side 21 in terms of the probability:

|2—D

A

of a unit controlling each of the squares of side I. We consider
each of the five different classes of configuration for this cell, as
shown in Figure 4.2.

p:

In Figure 4.2, we show the five classes a to e of configuration,
and mark beside each case whether this gives weak or strong
control, by considering the span of controlled areas.

Introduction



88 Complexity Theory and Network Centric Warfare

a 0 weak, 0 strong

b 0 weak, 0 strong

E 4 weak, 0 strong

4 weak, 4 strong

d

S
B el
Cul=RltE
nfunlun

u

1 weak, 1 strong

Figure 4.2: Five Configuration Classes

The probability of each configuration can be derived in terms
of p. For example, the probability of any of the cases in config-
uration d is p%(1-p). By adding up the configurations
corresponding to weak control, and taking into account the
probability of each such configuration, we have the relation:
p.(weak) = 4p*(1- p)* +4p°(1- p) + p°.
We can do the same thing for strong control, leading to the
relation:
p(strong) = 4p*(1- p) + p*.

Using the renormalisation group approach [5], we iterate at
increasing levels of cell size, leading to the relations:

« Weak control: p_, = p?(4—4p, + p?)
« Strong control: p_, = p*(4-3p,)

These give rise to the recursive schemes shown in Figures 4.3
and 4.4. The relations for weak and strong control above cor-
respond to the relationships respectively:

f(X) = X*(4—4x+X%)
g(x) = x*(4-3x)
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X
0.2 0.4 0.6 0.8 1
Figure 4.3: Plot of y = f(x) and y = x - weak control

Y
1t
0.8}
0.6
0.4}
0.2}

X

0.2 0.4 0.6 0.8 1

Figure 4.4: Plot of y = g(x) and y = x - strong control

The fixed points in the recursive relation of weak control cor-
respond to the values x shown in Figure 4.3 such that y = f(x)
intersects y = x. Similarly for strong control, the fixed points
correspond to the values x such that y = g(x) intersects y = x.
For both weak and strong control, there are stable fixed points
at x=0 and x = 1. However, there is also an unstable fixed
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point between these that is different for strong and weak con-
trol. This was calculated to be 0.382 for weak control, and
0.768 for strong control.

CONTROL AND FRACTAL DIMENSION

In either case, starting with a given fractal dimension for the
force, and the dimensions of the AO, we can calculate a corre-
sponding starting probability:

|2—D

Po= g

For side length L of the AO there will be a corresponding
value of iteration order n such that 2"l = L. By using the recur-
sive scheme above, we can calculate for this value of n the
corresponding probability of weak or strong control of the
AO. Consideration of Figures 4.3 and 4.4 indicates that there
is a critical value of the probability:

|2—D

P = A

such that values above p, polarise towards very good control,
whereas values below p, polarise towards very poor control. In
fact, the point p, corresponds to a phase change in the behav-
iour of such a system.

Examination of Figures 4.3 and 4.4 shows that it is easier to
iterate towards good weak control than towards good strong
control, as we would expect (since weak control is easier to
achieve than strong control). Figure 4.5 shows how this itera-
tion works for a starting probability of 0.65 and the
requirement of weak control.

Control and Fractal Dimension
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Figure 4.5: Recursive Calculation of the Probability of Weak Control

LocKouT

From a game theoretic perspective, we can see that each side is
trying to drive its own value of control up, and the other side’s
down. The analysis above indicates that there should be rapid
lockout, i.e. one side should rapidly gain control and lock the
other side out.

PERCOLATION THEORY AND THE
RENORMALISATION GROUP

In relating these ideas to the behaviour of natural systems, the
various configurations of 2x2 controlled areas are identical to
the porous and nonporous regions in semipermeable rock
structures [7]. The study of such processes is referred to as Per-
colation Theory. A good step-by-step introduction to the theory
and some working examples of how such processes work in two
dimensions are provided at the Web site reference [8]. If p is
the probability of an individual rock (or crystal) domain being
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porous, then p is the driving parameter of the process. The
behaviour can be tuned in the sense that we discussed in
Chapter 2. If p is below the critical value p,, then the clusters
are not large enough to form a path of percolation from one
side of the structure to the other (popping noise). When the
probability p is above the critical value p,, then suddenly all
clusters tend to spread from one side to the other, allowing
percolation throughout the structure (these are thus called per-
colation clusters) and corresponding to a phase change in the
dynamic of the system (snapping noise). Near to the critical
point, it can be shown [8] that the distribution in size of perco-
lating clusters is a power-law, corresponding to a fractal
distribution of cluster size (crackling noise). In fact, for p
slightly greater than p,, the fraction F of individual domains
that form part of a percolating cluster takes the form
F=F,(p-p,)”. From this, we can see that as p approaches
the critical value p, from above, the fraction of domains form-
ing part of the percolating cluster tends to zero (for a very large
initial configuration). Thus such clusters can become very ten-
uous close to the critical point.

These configurations come originally from attempts to model
lattices of magnetic spins in more than one dimension [5].
Such 2x2 configurations are then referred to as block spins
since they are composed of four individual spins, each of
which may be either up or down (the block spin is defined as
the sum of the signs of the individual spins, so it still has the
value +1 or -1). By developing the idea of the renormalisation
group, iterating to larger and larger domains, Wilson (building
on work by Kadanoff), was able to show that such arrays of
magnetic spins do indeed exhibit phase change effects (as we
have shown above for the phase change between being out of
control and being in control of a region), and that the param-
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eters involved can be calculated explicitly. For this work,
Wilson was awarded the Nobel Prize for Physics.

IMPLICATIONS FOR SELF-ORGANISING
INFORMATION NETWORKS

If a Self-Organising Information Network is thought of as a
grid of connections, and we have a probability p of creating a
link between one element of the network and another, then
percolation across the network corresponds to being able to
send a signal from one end of the network to the other. From
Percolation Theory, we can thus see that we would expect a
phase change in the dynamic of such a network. If p is small,
then only local connections can be made. However, at some
critical value of p, there will be a phase change such that con-
nections across the full network can suddenly be made. Near
to this critical value of p, the clusters formed by those con-
nected on the network will form a fractal set, and the
distribution of such cluster sizes is described by a power-law
relationship between size and frequency of that size. Two
questions that arise are:

1. What is the benefit (and cost) of being above the critical
threshold so that the connections are robust?

2. How can we measure the benefit of using the knowledge
obtained by such networked interconnection?

Recent work by Perry [9] has exploited the idea of information
entropy to address the second question (with a reduction in
entropy across the network corresponding to an increase in
knowledge, and this then being equivalent to a reduction in
delay in prosecuting an action). To understand where this idea
originates, we first look at the influence of knowledge in war-
games from an open systems perspective.
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WARGAMES AS OPEN SYSTEMS SUSTAINED BY
KNOWLEDGE FLOWING ACROSS THE
BOUNDARY

As noted recently by Roske [10], a wargame is an open system
of the type introduced in Chapter 1. As he notes,

“In a classic command post exercise, we inject human decision-
making into a structured environment to generate open system
behaviours. Human decisionmaking represents energy crossing
the structured system boundary...”

In [11], Perry and Moffat developed the idea of using Infor-
mation Entropy (from Shannon Information Theory) as a way
of capturing the knowledge available to a military com-
mander’s decisionmaking during a wargame. This was initially
applied to looking at the benefit to be gained from advanced
airborne standoff radars (such as JSTARS in the US. or
ASTOR in the UK).

A series of wargames was carried out in the UK to quantify the
difference in combat effectiveness of a force without airborne
standoff radar (ASTOR) in comparison with a force with
ASTOR, or a force with other weapon systems whose life-
cycle costs approximately equalled those of ASTOR. The
common thread through all of the cases to be examined was
the stream of decisions made by the friendly force com-
mander. We describe here how we were able to capture the
flow of information to the Blue commander during the war-
games using the concept of Information Entropy, and then
turning that into a measure of “knowledge.” This approach
allowed us to measure the quantity of knowledge flowing
across the boundary of the system in order to influence the
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decisions made by the Blue commander and the onward evo-
lution of the wargame.

WARGAME STRUCTURE

There are three major problems with the use of wargames to
support military studies: (1) too little output data, (2) the likeli-
hood of atypical results, and (3) oversimplification. The first
problem stems from the fact that wargames are generally slow,
cumbersome, and resource intensive. Consequently, most ana-
lysts who use them to support studies plan only a small number
of games, thus precluding significant statistical results. The
second problem recognises the possibility that the sequence of
decisions taken by the players in these games represents statisti-
cal outliers. Players may adopt extreme strategies that exist
“outside” of what is considered to be a typical military
response. The third problem reflects the fact that human play-
ers can only approximate the results of combat operations. In
our studies, we addressed these problems in three ways: by
arguing that our wargames are quasi-memoryless processes for tac-
tical situation assessment; by introducing the epitomising strategy
principle in wargames; and by embedding computer models to
adjudicate engagements in the manual games. We discuss the
first two of these concepts next.

THE MEMORYLESS PROPERTY OF WARGAMES

The wargames used to support this study were two-sided,
zero-sum games played over several discrete time periods or
cycles (Bowen [12]). Consequently, the entire campaign can
be viewed as a dynamical process in which the state variables
are the force levels on both sides. In each of the wargames,
both the friendly and enemy commanders formulated opera-
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tions plans based on the stated campaign objectives. During
the play of each game, both commanders assessed the overall
situation at the strategic and tactical levels. Assessment at the
strategic level consisted of examining the need to alter the
campaign plan. At the tactical level, it supported force alloca-
tion decisions consistent with the implementation of the
campaign plan.

A dynamic process is said to be memoryless or Markovian if at
each cycle, the state of the system is influenced only by the
state of the system in the previous cycle, and not by the specific
history of the system (Stark and Woods [13]). The wargames
conducted to support this study approximately satisfied these
conditions as follows:

» TACTICAL DEcIsIONS: In all of the wargames played,
the strategic situation was such that neither commander
found it necessary to alter their original plan. Conse-
guently, the commanders’ decisions centred on the
allocation of their forces. This forced them to focus
exclusively on the tactical situation in the current game
cycle and their assessments of the likely situation in sub-
sequent cycles. Transitions in the state variables
therefore depended upon the status of the forces at the
end of the previous cycle, the decisions taken in the cur-
rent cycle, and the combat attrition experienced in the
current cycle.

» CYCLE INDEPENDENCE: Both commanders were
assumed to act outside the opponent’s decision cycle.
That is, the opponent was assumed to have sufficient
time within each cycle to redeploy his forces so that intel-
ligence on unit identity, type, and location gained in the
previous cycle was no longer valid in the current cycle;
past history had no effect on the commanders’ current
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decisions. In actual practice, we found this assumption
only partially valid, as will be made more apparent below
in the discussion of the UK FASTHEX gaming model
used in the wargames for this study.

Under these conditions, the campaign can be viewed as a
sequence of decisions taken in a discrete dynamical system.
Each commander attempts to select a set of decisions (strategy)
that will maximise the likelihood that he will achieve his mis-
sion and that is consistent with the overall campaign plan.
Because the decisions are made under a connecting campaign
plan, we assert that the process is only quasi-memoryless. This
assumption is most relevant when the situation on the ground
Is in a state of rapid flux—the most interesting case.

THE EPITOMISING STRATEGY PRINCIPLE

In the play of the games, we strove to ensure that the com-
manders took actions that epitomised the side’s historic
conduct in battle. We attempted to avoid bold, daring, bril-
liant manoeuvres as well as bungling incompetence. For the
purposes of analysis, more cautious conservative strategies that
are consistent with accepted doctrine are preferred. There is a
real danger that uncontrolled play would have resulted in pro-
ducing only outlier results, when what is wanted are typical
results. We achieved this by playing the wargames “open.”?
Red and Blue players were able to discuss strategies and deci-
sions in the presence of a game controller and thus we ensured
that the actions contemplated by either did not constitute
extraordinary tactics.

LA wargame is “open to Blue” if the physical state of Red is fully known to
the Blue player (Bowen [12]).
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In keeping with this principle, great pains were taken to ensure
that each side “knew” only those things that would normally
be known through the available surveillance and intelligence
assets. Players were forced to examine the information
received through sensors and surveillance assets carefully to
ensure that:

1. Sound military judgement was used in considering the
decision options available.

2. Players used what they learned and interpreted from
sensor reports, and not what they saw on the “game
board.”

3. The information received was consistent with the limita-
tions and capabilities of the equipment being used, the
employment of the surveillance assets, and other envi-
ronmental conditions.

WARGAMING WITH FASTHEX

In the play of the FASTHEX wargame, the continuity of the
battle was modelled as a series of discrete timesteps referred to
as “game cycles” (Figure 4.6). The length of a cycle can be set
by the players, but is usually chosen to be 2 hours. Within each
cycle, a linear sequence of actions is taken and the conse-
quences of each is evaluated to simulate events within the
cycle. Blue and Red alternately begin the sequence in order to
smooth out the advantages or disadvantages of “going first.”

The flow chart in Figure 4.6 can be thought of as a series of
modules in a fully automated simulation of combat, less the
decision module. The modules are rather simple representa-
tions requiring extensive player input. For example, the player
selects the type of reconnaissance system to be used, states the
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current environmental conditions, and the hexagon? on the
game board to be searched. With this information, the model
applies the appropriate probability of detection or recognition
and reports the results. Environmental conditions and terrain
features are not known by the model and are inserted through
rules constraining the play.

~»| Reconnaissance

]
Strike

Y

Movement

(]

Engagement

Post
— Engagement
Moves

Advance to
the next cycle

Figure 4.6: FASTHEX Game Cycle Sequence

THE DECISION PROBLEM

With the epitomising principle in mind and the constraints on
gaming imposed by the FASTHEX model, we examine the
decisions open to each commander with particular emphasis
on the Blue commander. Great care has been taken to ensure
that decisions required in actual combat had their equivalent

2FASTHEX uses a hexagonal game board much like IDAHEX. For these
games, each hexagon is 7.5 km from face to face.
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during the play of the wargame. This is made possible by the
fact that players can override almost all computer-generated
outcomes in the game. Therefore, realism can be imposed in
those cases where the model obviously strays.

The commander makes operational and tactical decisions at
each combat phase in the FASTHEX wargame cycle in keep-
ing with his overall operational and tactical aims (Figure 4.6).
The one exception of course is the engagement phase: the
engagement is a consequence of the decisions taken by the
Red and Blue commanders in the other phases.3 Therefore at
each cycle, the decision set in FASTHEX, D(t), consists of 4
components, D(t)={d(t),d,(t),ds(t),d,(t)}, where t indicates the
cycle and di(t) is the decision taken at the ith phase in the FAS-
THEX model. The following is a description of the decisions
taken at each phase:

1. RECONNAISSANCE, d,(t): The commander must decide
which of the reconnaissance assets at his disposal to allo-
cate. In most cases, this means deciding where to direct
his sensors and how many to commit to the process (tak-
ing account of higher level assets such as satellite
surveillance). It should be noted here that reconnais-
sance assets are used primarily to identify valid targets
and main force concentrations.

2. STRIKE, d,(t): The strike decisions can be thought of as
the allocation of deep fire assets. The engagement phase
adjudicates the close battle, but the deep fire battle is
handled separately.

3Engagement adjudication is done using look-up tables based on lower
level computer modelling of the various types of engagement.
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3. MOVEMENT, d4(t): The commander must decide which
of his units to move and how far they are to move. He is
constrained by terrain, the maximum speed of his units,
and the degree to which the units are fit (in terms of
damage inflicted) to accomplish movement. Units move
at the lowest level of resolution: the battalion, battle
group, or squadron.

4. POST-ENGAGEMENT MOVES, d,(t): After each engage-
ment, the commander assesses the damage done to his
units. If the units are not capable of continuing as an
integral force, they can be withdrawn, consolidated with
other forces, or both.

OPTIMAL CONTROL FORMULATION

Each of the decisions is taken from among a discrete set of the
possible choices described above and therefore the set {D(t)}
consisting of all possible decisions at cycle t has cardinality
equal to the product of the cardinality of the 4 phase-decision
sets. The collection of decision sets at each cycle in the game is
then referred to as the decision stream for that game and there-
fore, we denote

D¢ ={D(0),D(1). -, D(m-1)}

the decision stream for an m-cycle game. Clearly, the number
of possible decision streams for even a simple wargame can
easily become unmanageably large and thus we are burdened
by the “curse of dimensionality.”

The consequences of the commander’s decisions at each cycle
can be measured in several ways. As mentioned earlier, we
have selected the status of friendly and enemy forces. Conse-

quently, if we let X (t)=[x(t),x,(t),---, %, (t), y,(t), y,(t),---, y. ()]
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be the vector of combat strength of the b friendly force compo-
nents and the r enemy force components at cycle t, then the
decision stream can be viewed as a memoryless multistage decision
process as depicted in Figure 4.7. At each cycle, the commander
wishes to select D(t) so that a performance function dependent
upon the vector X(t) is optimised in some way.

D(0) D(1) Dim-1)
X0 ‘ X(1) X2 Xim-1) | Xim)
—| () p—] (] e eaaeaas — O, |

Figure 4.7: A Wargame as an Open Dynamical Process

In this formulation, 6, is a transition function so that
X(t+1)=6,[X(t),D(t)} The status of both Red and Blue forces
in terms of combat strength in cycle t+1 depends upon the
their combat status in cycle t and the decisions made in cycle t.
The initial condition X(0) is the total combat strength of the
friendly and enemy forces at the beginning of the campaign,
and X(m) is the status of both at the termination of the
campaign.

The commander’s problem then is to select the decision stream
D; that optimises the performance (i.e., utility) function:

P=>""f,[X(t). D(t)]+ ®[X(m)]

Assuming that we are able to find a reasonable representation
for f.() and ®[X(m)], finding the optimal decision stream is
then an optimal control problem of the form discussed in
Chapter 1 and Appendix 1. In this case, the decision variables
D(t) at each cycle are the control variables and the X(t) are the
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state variables. In Chapter 1 and Appendix 1, we discussed
under what conditions we might expect such a problem to
have a unique solution. For further discussion of such solu-
tions, see also Bryson and Ho [14].

THE TwoO-SIDED GAME

The problem with a two-sided game is the development of a
second performance function for the opposing side. This prob-
lem can easily be solved if we design P such that if Blue
chooses to maximise P, then Red will choose to minimise P. In
this formulation, we assume two decision streams, one for the
friendly commander Bg = {B(0),B(1),...,B(m-1)} and one for
the enemy commander R;={R(0),R(1),...,R(m-1)}. Our
assumption implies that the game is zero-sum, that is, any
increase in P for the friendly force results in an equal decrease
for the enemy force and vice versa. Consequently, we wish to

maximise minimise
B(t)e B, R(t)e R,
subject to the transition constraint:

(P),

X(t+1)=6,[X(t),B(t),R(t),0<t<m-1.

Solutions to problems of this type are fairly complex for all but
very trivial examples. For example, see Hillestad [15] and
Berkovitz and Dresher [16]. However, the objective here is
not to solve the wargame using one of these techniques, but
rather to use the two-sided memoryless multistage optimal
control formulation as a convenient construct for a formal
statement of the problem.
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GAMES WITH EQUIVALENT DECISION STREAMS

Given the complexity of the two-sided optimal control con-
struct for the wargames, we forego attempts to apply any
closed form solution and rely instead on the replication of
instances of the game from each of the scenarios and for the
several cases to be examined. Even this however can be
extremely time consuming and therefore we wish to examine
those alternative cases in which the decision streams are essen-
tially different. That is, if the introduction of alternative
weapon systems in a game does not significantly alter the deci-
sion stream, Dg then the two games are considered
equivalent. In this way, the results of one game can be rerun
under the conditions of the second. Although the results may
vary with each, the decision stream is taken to be constant.

A simple example will serve to illustrate the process. Consider
a conflict in which Red and Blue commanders have only artil-
lery and tanks with which to conduct a two-cycle campaign,
and we focus on the use of artillery resources. Our state vector

thenis X(t)=[x(t), %, (t), y,(t), y,(t)]" where:

x(t), y,(t)=the number of BLUE and RED artillery
pieces respectively, and

X,(t),y,(t)=the number of BLUE and RED tanks
respectively.

In both cycles, we assume that the decision on both sides is the
allocation of artillery fires. Consequently, B(t)=[b,(t),b,(t)]" is
the Blue commander’s decision at cycle t (t=0,1) and
R(t) = [r4(t),r,()]" is the Red commander’s decision, where
b, (t),r4(t) is the fraction of Blue/Red artillery allocated to attack
Red/Blue artillery, b,(t) = 1-b,(t) is the fraction of Blue artil-
lery to be allocated against Red tanks, and r,(t) = 1-r,(t) is the
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fraction of Red artillery to be allocated against Blue tanks. For
simplicity, we restrict the domain to 0, .5, and 1. The two-
cycle game thus described is illustrated in Figure 4.8:

B0), R(0) B(1), R(1)

Y

X0) ‘ X(1) X2
— ) p— ] |——

Figure 4.8: An Example Two-Cycle Game

The transition function, 6, , is simply the combat adjudication
model. If we assume a simple Lanchester differential model
and leti =1 for Blue and i = 2 for Red,

6,[X (t), B(t), R(t)] = [or, 1)y (t), o, (0)Ys (1), 0ty ()%, (1), b, ()%, ()]
where:

0< e, <1 is the effect of Blue/Red artillery against Red/Blue
artillery; and

0< e, <1 is the effect of Blue/Red artillery against Red/Blue
tanks.

The ¢ s can be thought of as single shot kill probabilities
(SSKPs) and bj(t)x,(t) and rj(t)y,(t) represent the number of Blue/
Red artillery allocated to Red/Blue artillery and tanks. There-
fore the transition equations become:
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We must also have that o, r,(t)y,(t)<x(t) and similarly,
b, (t)x (t)< y,(t). In other words, the number of kills cannot
exceed the number of target weapon systems available.

What remains to be defined is a utility function that is some
measure of how well both sides accomplish their mission. For
this simple problem, we assume that both sides wish to maxi-
mise the number of tanks available at the end of the second
cycle. Their reasoning is that as the opposing sides come into
closer contact, tanks are more effective than artillery. A utility
function that does this is:

P=>" [%(t)-y,(1)]+0.9[ % (2)-y,(2)]+01[x(2)-v,(2)].

The Blue commander therefore wishes to maximise P and the
Red commander wishes to minimise P. Note that the weights,
0.9 and 0.1, reflect the relative importance assigned to tanks
and artillery by the two commanders. Of course, this objective
function is not unique. There are several other possibilities.

An interesting problem arises when the opposing commanders
do not agree on a common objective. That is, what happens
when the game is not zero-sum? In this case, we would need to
evaluate a separate objective function for each side. In the
example above, this would correspond to having a utility
P(Blue) and a utility P(Red) that might correspond (for exam-
ple) to different weightings for the value of tanks versus
artillery due to different perceptions of the endstate (Red may
simply wish to survive with a roughly balanced force, for
example). We would then require some higher level measure
of what this set of outcomes implies. In some cases (such as
Operations Other Than War), we might be seeking to maxi-
mise the utility of both sides (i.e., a win-win situation rather
than the win-lose assumption we made above).
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For the example we have considered so far, we can now anal-
yse an equivalent decision streams case. The allocation of
artillery to enemy tanks and artillery over the two cycles is
referred to as the allocation strategy. Figure 4.9 lists all the
possible strategies by describing the game for the Blue com-
mander in extensive form. Note that the diagram reflects only
the allocation of Blue artillery to Red tanks, b,(t).

|

|

|

]

I |
N(O \I 1 \| 2
Figure 4.9: BLUE Commander’s Allocation Strategy

The Blue commander reasons that during the first cycle,
because the opposing forces are not in direct contact, the
greatest threat to his forces is the enemy artillery. Therefore,
he allocates all of his artillery against Red artillery. In the sec-
ond cycle, as the forces begin to close, he sees Red tanks as the
more serious threat and therefore allocates all of his resources
against Red tanks. Therefore, his decision stream (allocation
strategy) is:

B, ={B(0).B(U} ={[20] [0.1}.
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This is reflected in Figure 4.9 by the bold path, and corre-
sponds to the bang-bang solution discussed in Appendix 1,
where only extreme settings of the control variable are used.
(This solution would result from a Lanchester square law
Blue/Red interaction for example, which would give rise to a
linear Hamiltonian, as explained in Appendix 1.)

Now, assume that a new game is to be played that differs from
the current game only in that the Blue force has been aug-
mented by more tanks. If the addition of these tanks does not
alter the decision stream, then we consider them equivalent
and the game may be replayed with the same decisions on
both sides and the outcomes (value of P) compared.

DECISION UNCERTAINTY

ASTOR’s primary function is to contribute to tactical situa-
tion assessment by observing the battlefield, detecting and
identifying enemy units, and reporting on its findings. Conse-
quently, a metric designed to measure how well situation
assessment is accomplished in all cases tested was seen as use-
ful to this study of the ASTOR sensor system. Such a metric
allows us to measure the degree of confidence the commander has that
he possesses an accurate picture of the battlefield in his area of interest.
We would expect that the greater his knowledge about the
location, size, and composition of the enemy force, the greater
his confidence in making decisions concerning the allocation
of his weapons and the movement of his forces. We also recog-
nise that information of this type is not all he would require.
Information concerning enemy intent gleaned from COM-
INT, SIGINT, and known enemy fighting doctrine would also
assist in completing the picture.
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We developed such a metric that reflects the amount of knowl-
edge the commander has concerning the enemy forces arrayed
against him in his area of interest. The measure is a function of
the size, diversity, and effectiveness of the sensor suite, and the
effectiveness of the command and control system used to pro-
cess the reported sensor observations. The detailed develop-
ment of this metric is covered next.

PROBABILITY DISTRIBUTION

We begin by letting the vector U represent the competing
hypotheses that any number of enemy units are arrayed
against the friendly commander at time cycle t so that
U ={0,1,2,...,n}. Given the level of resolution for the ASTOR
games, a unit was taken to be a battalion. We omit the cycle
index, t, for now focusing instead on analysis within a timestep.
The term arrayed against is taken to indicate the units located on
the battlefield in some area of interest to the friendly com-
mander. This may mean along some avenue of approach in a
defensive operation or blocking a route of advance in an offen-
sive operation. Figure 4.10 depicts a notional defensive
campaign situation.

We assume that the friendly commander knows the number of
enemy units that might be brought to bear against him during
the campaign. That is, we assume that he knows n. This is a rea-
sonable assumption in that it is highly likely that the Intelligence
Preparation of the Battlefield (IPB) would yield this informa-
tion. What is unknown is the tactical deployment of the units at
each timestep. Tactical situation assessment then is taken to be
the process of estimating the enemy’s tactical deployment at
time t and the effectiveness of this estimate is the degree of
uncertainty associated with his current state of knowledge.
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Fricndly\

Defensive w
Positions

% =g / Enemy
Reserves

uytugtus=n

Area of Operations
Figure 4.10: BLUE Commander’s Situation Assessment Problem

BAYESIAN DECISIONMAKING

We begin by analysing the intelligence gathering process at
each timestep. We first assume that a Bayesian update meth-
odology for tactical situation assessment is appropriate within
a wargame cycle, but not between wargame cycles, given the
assumptions concerning the Markov properties (i.e., lack of
memory) of the FASTHEX game with 2-hour timesteps.4
Consequently, the process described here is repeated prior to
each decision to commit forces.

1. INPUT DISTRIBUTION: The friendly commander may
or may not have some idea of the likely disposition of
enemy units. If he does, we may describe it using an
empirical distribution. However, for this analysis, we
assume that the friendly commander is completely igno-

“We later exploit Bayesian updating by assuming multiple sensor sweeps
within a single decision cycle.
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rant of the enemy commander’s intentions. This
provides us with a worst case situation, corresponding to
the assumed lack of memory between timesteps. We let
P(U = u) represent the probability that the enemy com-
mander will commit u of his n units in a specified area of
interest in the area of operations AO (avenue of
approach in Figure 4.10). Assuming that the enemy
commander is equally likely to deploy any number of
units in the area of interest, we have that

P(U = u) = 1/n+1. The friendly commander hopes to
refine this distribution using his sensor assets.

. THE SENSOR MODEL: We next let V = {0,1,2,...,n} rep-
resent the number of units detected by the sensor assets
allocated to the area of interest.’> Therefore, P(V = v) is
the probability that the sensors will detect v of the enemy
units arrayed against the friendly forces. However, this
number is conditioned on the number of units in the
area of interest deployed by the enemy commander.
Consequently, we focus on the conditional probability,
P(V =v|U =u). For simplicity, we assume a single sen-
sor is cued to search the specified area of interest.5 We
further assume that the sensor is capable of detecting a
unit in the area of interest with probability g and that
there are no false detections from the sensor or else-
where.’ Consequently, the conditional probability
distribution, P(V =v|U =u), is the binomial
distribution:

5By “detect” we mean that sufficient information is provided to allow the
unit to be targeted by a weapon.

6T his assumption can be relaxed to allow for the characterisation of a
multisensor suite, provided that the sensors are independent.
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u \Y u-v
PV =v|U =u)= (qu (1-g)*"forvsu
O otherwise.

3. SENSOR OPERATIONS: Our objective is to clarify the

enemy force deployment picture based on the sensor
observations by refining the friendly commander’s ini-
tial and subsequent probability distributions on U. That
is, we wish to calculate P(U =u|V =v,), where v, is the
number of detections reported in the cycle, and thus
assess the impact of the evidence provided by the sensor
on our estimate of the number of enemy units arrayed
against the friendly forces in the area of interest. Opera-
tionally, we assume that the sensor sweeps the area of
interest once in a cycle. As a detection occurs, it is
immediately reported so that there are v4+1 reports
from the sensor per cycle. The additional report
accounts for the fact that a report of 0 detections is sent
initially. Since it is impossible to control the time when
detections occur within a FASTHEX game cycle, we
assume a uniform distribution of reports. That is, a
report of no detections occurs at time t/(v,+1), a report
of one occurs at 2t/(v4+1), etc. The estimate is refined at
every subinterval using Bayes’ formula as follows:

PU =u|V=v-1)P(V =v|U =u)

PU=ulV=v)=— _ _
D PU=i|V=v-1)PV=v|U =i)

(2)

"We later relax this assumption by allowing for the possibility that the
sensor detections/identifications are false, that the command and control
system used to transmit the sensor information may report a false
detection/identification as real, and that the intelligence processing centre
may interpret a false detection/identification as real.
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In this formulation, P(U =u|V =v-1) is the prior prob-
ability, P(V =v|U =u) is the knowledge contributed by
the latest report (the probability that one more unit is
detected), and P(U =u|V =v) is the posterior probabil-
ity on U given the last report. Note that

PU =u|V=-1)=PU =u)=1/(n+1); that is, the prior
distribution before sensors are deployed is flat, as
described above. This process is repeated for
v=0,1,...,vq. Making the appropriate substitutions in (2),
we get:

PU =ulv= V—l{:qu(l— q)"

" PU=i|V=v- 1)(:/qu(1_ Q)

PU=ulV=Vv)=

b 7

> PU=ilV= v_1)(\i/j(1_ Q) ’

where v =0,1,...,v; is the number of units detected by the
sensor and u>v at each iteration. Figure 4.11 depicts the
process diagrammatically. Note the difference between no
sensor sweep in progress and a report of no detections.
The former is depicted by a flat probability distribution on
U whereas the latter is a refinement to the flat distribution.
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Refined Estimate

Figure 4.11: Developing a Refined Estimate

A SIMPLE EXAMPLE

The following illustrates the process. Table 4.1 summarises the
results of a simple situation in which three units are known to
be available to the enemy commander. The sensor system has
a probability of detection/identification of g = 0.8. The entries
in the rows are the refined probabilities from 0, 1, 2, and 3
detections. The first row is the a priori probability assessment
on U assuming initial total ignorance. Figure 4.12 depicts the
results graphically.

A Simple Example
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V |PU=0V)| PU=1V)|PU=2|V)|PU=3]V)
- 2500 .2500 2500 2500
0 .8013 1603 0321 .0064
1 0 9218 0736 .0046
2 0 0 9634 .0366
3 0 0 0 1
Table 4.1: Refined Probability Assessments: Example 1
PiUu=ull)
| | .
| -=:»;/ |
|
0.8 |
|
|
)G |
|
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Figure 4.12: Refined Probability Assessments

MULTIPLE SWEEPS

We now refine the analysis to show the value that multiple sen-
sor sweeps within the same cycle have on refining the

probability estimates for U. Suppose that we assume that our
sensors are capable of k sweeps of the area of interest within
the commander’s decision cycle. That is, the sensor can per-
form k sweeps of the area of interest before the enemy

Multiple Sweeps
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commander can move his units in any significant way. In each
of these sweeps (i), v enemy units are detected. We further
assume that the probability estimates are made sequentially,
and that the sweep time is sufficiently small to allow for a sin-
gle “end of sweep” report. Using Bayes formula we get:

P(U =ulVv :Vd(i—l))P(V = Vi U= u)
Z?zo P(U =]V :Vd(i—l))P(V =V4 |U = j)

where i=1.2,..k and PU=ul|V=v,)=PU =u)=1/n+1.
Making the appropriate substitutions, (4) becomes:

PU=ul|V=v,)=

u

JG—QV

n . j .
Zizvd. P(U =jIV :Vd(il){v J(l_ Q)]

di

P@:UN:WM{
di

PU=ulV=v,)=

(5)

In general, Bayesian updating has a tendency to converge
rather rapidly—especially in cases such as this where false
detections/identifications are not allowed: that is, it is impossi-
ble to overstate the number of units actually present. The
effect is that subsequent detections that report fewer units than
the previous are totally ignored. To illustrate, consider a sim-
ple case in which n =3 units. We assume that three sweeps
were conducted resulting in three sequential detections using a
sensor with probability of detection: g =0.8. Table 4.2 sum-
marises the results of applying equation (5) with k = 3. The
number of units detected each time is listed in the table. The
number of units in the area of interest is actually three and
subsequent observations that two units were detected/identi-
fied are completely ignored.
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| vy | PU=0|V)|PU=1|V)|PU=2|V)| PU =3|V)
0 - 0.250 0.250 0.250 0.250
1| 2 0 0 0.625 0.375
21 3 0 0 0 1
3] 2 0 0 0 1

Table 4.2: Multiple Sweeps Case 1

Now consider a second case with a somewhat different history
as depicted in Table 4.3. In this case, four sweeps were con-
ducted resulting in the sequential detections depicted in the
Table. The detection of one unit persisted for three reports.
Note the rapid convergence of P(U =1|V). However, the sin-
gle detection of two units in Sweep 4 shifts the mode of the
distribution to U = 2. Because we exclude false detections, all
reports less than the current number detected will be ignored.

I | vy [PU=0]V)|PU=1|V)|PU=2|V)| PU=3|V)
0| - 0.250 0.250 0.250 0.250
11 0 0.658 0.263 0.079
211 0 0.767 0.122 0.111
3|1 0 0.925 0.059 0.016
4 | 2 0 0 0.855 0.145

Table 4.3: Multiple Sweeps Case 2

FALSE TARGET DETECTIONS/

IDENTIFICATIONS

Up to this point, we have assumed that false targets were not
present. It is possible to relax this assumption and recognise
that targets can be misclassified in several ways: (1) the sensor

False Target Detections/ Identifications
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system may be defective; (2) the command and control system
used to transmit the detection to a central processing centre
may have erroneously introduced a false target; (3) the pro-
cessing centre equipment or personnel may have misinter-
preted the data being received; and (4) the enemy may be
actively engaging in deception activities (i.e., Information
Operations). The way in which this is done is described in
detail in reference [11], using a Poisson process to represent
the “flow” of false targets through the sensing process.

KNOWLEDGE REPRESENTATION

It now remains to ascertain the degree of uncertainty existing
in the mind of the friendly commander at the time he must
take a decision on the employment of his forces. His current
knowledge consists of two components: (1) the fact that his sen-
sor suite detected a number of enemy units in his area of inter-
est; and (2) the refined probability distribution over the
possible number of enemy units that might be in his area of
interest based on his most recent sensor report. The value of
the first component depends upon whether false detections are
possible. The second depends upon the number of enemy
units detected and the reliability of the sensor system. The task
Is to develop a knowledge metric that incorporates these two com-
ponents, thereby quantifying the likelihood that the com-
mander has a true picture of the number of enemy units
arrayed against him in his area of interest.

INFORMATION ENTROPY

We draw on information science to develop a knowledge met-
ric that is a function of the average information present in the
set of all possible uncertain events. This quantity is referred to
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as information entropy® and it measures the amount of uncertainty in
a probability distribution.

The amount of information available from the known occur-
rence of the event, U =u, i.e. that u enemy units are indeed
arrayed against the friendly force, is inversely proportional to
the likelihood that the event will occur. An event that is very
likely to occur provides little information when it does occur.
On the other hand, an unlikely event provides considerable
information when it occurs. Mathematically, we define infor-
mation as follows:

1

If we now consider all of the events in the refined set
U|IV=v,, we reason that each occurs with probability
P(U=u|V =v,). Therefore, the information available from
the occurrence of each event is:

(U =u)=In =-InP(U =u).9

IU=ulV=v,)=-InPU=ulV=v,),

and the expected information from the occurrence of each
event is:

PU=ulV=Vv,)IU=ulV=v,)=-PU=ulV=V,)InPU=ulV =v,).

8The term entropy is used because the information entropy function is the
same as that used in statistical mechanics for the thermodynamic quantity
entropy. For a more complete discussion of entropy, see Blahut [17] and
Zurek, ed. [18].

91n communication theory, the units of measurement are “bits” if base 2
logarithms are used and “nits” if natural logarithms are used (See
Kullback [19] p. 7). For our purposes, we will assume a dimensionless
guantity.
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Consequently, the average amount of information in the prob-
ability distribution: P(U |V =v,) can be expressed as:

n

H[PU [V =v,)|=HU [V =v,)==3>" PU =iV =v,)In[PU =i |V =v,)]
The entropy quantity H(U [V =v,) is the residual uncertainty
regarding U given that V is instantiated to v4. The average
uncertainty then is the sum of the residual uncertainties
weighted by the probability distribution on the sensor detec-
tion/identifications:

HUIV)=->" PV =j)> PU=ilV=j)In[PU=i|V=j)]

j=0

PROPERTIES OF INFORMATION ENTROPY

Information entropy has properties that make it ideal as a met-
ric for measuring the commander’s uncertainty prior to
making a decision and for measuring the uncertainty in the
entire campaign:

1. MAXIMUM ENTROPY: The entropy function is maxi-
mised when the uncertainty in the distribution is
greatest. Maximum uncertainty occurs when the
friendly commander has no sensor assets to deploy. In
this case, any number of units might be arrayed against
him with equal probability. Mathematically we have
that P(U =u)=1/n+1. The entropy in this case is:

n 1 1
HU)= Zizon—ﬂlnm_ln(n+l).
Thus the maximum uncertainty in P(U) is In(n+1). Note
that as n grows larger, the entropy increases as we might
expect; the more units available to the enemy com-
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mander, the less clear we are about their deployment in
the absence of sensor outputs. In general, a probability
distribution with a wide variance exhibits high entropy.

2. MINIMUM ENTROPY: The entropy function is mini-
mised at 0. This occurs when P(U = u;) = 1.0 and
P(U =uj) =0forall j=i.Thisrepresents total certainty
or minimum uncertainty.

3. CAMPAIGN ENTROPY: The total campaign entropy,
denoted H(U,,U,,...U,,), where m is the total number of
game (campaign) cycles satisfies the relation:

HULU,, U, )< 20 HU)

i=1

The equality condition holds when the process is memo-
ryless as approximated in the FASTHEX games (for
purposes of tactical situation assessment), when the situ-
ation being considered is rapidly changing across the
timespan of the campaign.

CoMBAT CYCLE KNOWLEDGE

For the wargames we were dealing with, we found it impor-
tant to develop a metric that was capable of providing an
ordinal ranking of the wargame cases across all scenarios in
terms of the knowledge possessed by the commander prior to
making a decision at each cycle. Although entropy is a conve-
nient measure of decision uncertainty, making direct
comparisons among the cases examined could be misleading.
We need only recall that maximum entropy is H(U) = In(n+1)
to realise that the varying number of enemy units in the AO
makes a direct comparison incorrect. In addition, it is incom-
plete because it addresses only the second knowledge
component, namely the knowledge gained from the refined

Combat Cycle Knowledge
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probability distribution. What is needed is a more comprehen-
sive metric incorporating the residual uncertainty in the refined
distribution, and the detection information gained by the sensor
report. Having said this, in later applications of this idea to
quantifying Information Dominance [6] and the benefits of a
network-centric approach to collaboration and task prosecu-
tion [9], the simpler form of Residual Uncertainty (and hence,
Residual Knowledge-which is a measure of uncertainty
removed) has been found to be adequate.

For the wargaming application then, we let K(U,V =v,) repre-
sent the knowledge gained from detecting v, enemy units when
there are U enemy units in the area of interest. Symbolically
we have:

KU,V=v,)=KU |V=v,)K(V=V,)

where K(U |V =v,) is the knowledge associated with the resid-
ual uncertainty in the refined probability distribution given a
sensor report of vy units, and K(V = v,) is the knowledge gained
by detecting/identifying v, enemy units. If we can ensure that
both K(U |V =v,) and K(V =) are confined to the interval
[0,1], then we can think of K(U,V =v,) as a probability.1® As
such, it represents the likelihood that the commander has a
complete picture of the battlefield at the time he makes a deci-
sion. This can be a very powerful statistic when correlated
with the Force Loss Exchange Ratio, enemy attrition, and
friendly survivability as discussed below.

1. RESIDUAL KNOWLEDGE: The maximum uncertainty in
P(U |V =v,) is In(n+1). Therefore, maximum certainty

10K(U,V = v,) satisfies the probability axioms (see Stark and Woods [13]

p. 9 for instance) and therefore can be thought of as a subjective
probability.
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can be defined as In(n+1)—H(U |V =v, )11 Normalising
this quantity provides us with the following definition of
residual knowledge:

In(n+1)-HU |V =v,)
In(n+1) ' ©)

Residual knowledge is maximised when residual entropy
is 0 and it is minimised when residual entropy is In(n+1).
In general, residual knowledge reflects the amount of
uncertainty in the refined probability distribution.

KU IV =v,)=

2. DETECTION KNOWLEDGE: Given that v; enemy units
were detected, we are now concerned with the addi-
tional information this provides concerning the
likelihood that there are actually v; or more enemy units
in the area. This is clearly a function of the reliability of
the sensors and the command and control system used
to process the sensor data it receives. Mathematically,
we are interested in the information content for the
event: U >v, |V =v, . That is, the information that will
be provided from the detection reports this cycle, or the
prior information content of the event, V = v,. This is cal-
culated to be:

1(U=v, |V =v,)=-In[PU >V, |V=vd)]=—|nlzi”zvd PU =i |V:vd)J

If vy=0, we get no information because P(U >0)=1.
However, if vy =n, the information content is maxi-
mised at —In[ P(U =n|V =v,)]. This is due to the fact
that PWU >u|V =v,) decreases monotonically with

n general, the change in information resulting from detecting V = Vy
unitsis Al (U |V =v,)=HU)-HU |V =V,).

Combat Cycle Knowledge



124 Complexity Theory and Network Centric Warfare

increasing u and therefore is smallest for u = n. This sug-
gests the following definition for K(V = v):

[ 3, PU=ilV=v,-1)] |

KV In[P(U=n|V=y,-1)]

=Vd):

(We use vi~1 to ensure that the denominator never goes to
zero).

The total knowledge gained is then defined to be the product
of residual and detection knowledge:

In(n+1)-H (U |V =v,) |”[Zinzvd PU=ilV=y, _1@
In(n+1) In[PU=n|V=y,-1)]

K(UV =v,)= (7)
We can apply equation 7 to the example depicted in Table
4.1. The first 5 columns of Table 4.4 repeat the information in
Table 4.1 for convenience. The last two columns contain the
entropy and knowledge figures based on the refined distribu-
tions at each iteration, and the intermediate values of V.
Figure 4.13 depicts the results graphically.

V |PU=0V) |PU=1V) |PU=2]V) [PU=3]V) | HUIV) | KU.V)
- | .2500 | .2500 | .2500 | .2500 || 1.3863 0
0 | .8013 | .1603 | .0321 | .0064 || 0.6130 0
1 0 9218 | .0736 | .0046 || 0.2918 | .1638
2 0 0 9634 | .0366 | 0.1570 | .4434
3 0 0 0 1 0 1

Table 4.4: Total Knowledge: Example 1
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Figure 4.13: Knowledge and Entropy for Example 1

CAMPAIGN KNOWLEDGE

A similar formulation may now be used to calculate campaign
knowledge, given that the FASTHEX games are taken to be
memoryless processes for tactical situation assessment. Con-
sider a campaign consisting of m cycles. At each cycle, t, vy
enemy units are detected by the sensor. At each cycle, the
number of possible enemy units arrayed against the friendly
forces, n, is likely to be reduced as a result of combat during the
cycle so that n, is the total number of enemy forces that might
be arrayed against the friendly forces in the area of interest.
H(U, |V =v,) then represents the residual uncertainty at each
cycle and the total campaign uncertainty is expressed as:

H(Ul [V =Vg, Uy [V =V, U [V :Vdm): Zn:lH(Ut Y :th)

= —Z’lelo PU, =i |V =v,)InPU, =i [V =V,).
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By analogue, residual knowledge for the entire campaign can
be defined as:

Yol +D)-HU, IV =v,)]
> In(n +1) '

Detection knowledge can be calculated in a similar way. In
this case, we are interested in the total information available
from having detected/identified vy enemy units at each of the
m cycles, t. To do this, we rely on the fact that the total infor-
mation available from the occurrence of m independent events
is the sum of the information available from the occurrence of
each of them. Therefore we get that:

K(Ul IV =v,U, |V =V, U,V :Vdm)=

| (Ul 2V [V =V =LUp 2V, [V =V =1 U 2V [V =V _1)
=3 1(U 2y, [V =y, -1).

Detection knowledge for the entire campaign can then be
expressed as:

| (Ul 2V, [V =V =LUp 2V, [V =V =1, U 2V, [V =y, _1)
3 Ztnjlln[Zin—vdl PU =iV =y, _1)}
> oIn[PU =n|V=y,-1)]

and total campaign knowledge is:

K(ULV =V, U,V =V, UV =V, )

— Z\rzl[ln(n +1)_ H (Ut v :th):| ) anlln[ iq:vd P(Ut =1V =y, _1”
> In(n+1) > In[P(U =n |V=v,-1)] '
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AN EXAMPLE

Consider the example summarised in Table 4.5. The campaign
consists of 5 cycles. At each cycle t, the detection probability g;,
the number of units detected v, and the maximum size n, of the
enemy force is given. The last three columns depict the residual
uncertainty in the refined probability distribution, the informa-
tion available from the detection of vy enemy units, and the
“probability” that the commander has an accurate picture of
the number of enemy units in his area of interest. The last row
reflects his total campaign knowledge.

Ef G| Ve | M| KUV =vy) [ KU =vy) | KUV =vy)

11625 0.6122 0.2263 0.1385

214 3|5 0.3950 0.3868 0.1528

319] 3] 4 1.0000 0.5693 0.5693

4 1910 ]| 3 0.5572 0 0

51323 0.5166 0.5000 0.2583
T Total Campaign Knowledge 0.2092

Table 4.5: Total Knowledge

The detection probability g; is assumed to change as a func-
tion of time t to reflect the changing sensor mix. The
maximum size of the enemy force n; reduces over time to
reflect attrition. The fluctuation in numbers detected vy
(including a complete lack of detections during one time cycle)
leads to a reduced value of overall campaign knowledge. This
Is scaled to vary between 0 and 1, with O representing com-
plete ignorance, and 1 representing complete knowledge of
the number of enemy units in the commander’s area of inter-
est at every stage of the campaign.
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THE EFFECTS OF KNOWLEDGE

We stated at the outset that it was desirable to assess the effects
of increased knowledge on the outcome of the campaign. One
way to do this is to compare K(U\V =v,) to the Force Loss
Exchange Ratio (FLER) and the friendly and enemy combat
attrition. Comparisons with the FLER measure how knowl-
edge influences the relative losses in combat. Comparisons
with friendly and enemy attrition measure the degree to which
knowledge enhances the survivability of friendly forces and the
destruction of the enemy. Statistically, we have shown a posi-
tive linear relationship when the FLER or enemy attrition is
compared to knowledge, and a negative linear relationship
when friendly casualties are compared to knowledge [11]. The
results also showed that the approach and structure (the use of
the epitomising approach, and open gaming) adopted in the
wargames was able to produce a set of coherent and quantified
alternatives, which formed the basis of the balance of invest-
ment analysis. As a consequence of this analysis, information
could be weighed in the same scale as weapon effects, and the
benefit clearly demonstrated.

Figure 4.14 shows the relation between campaign level knowl-
edge and attrition of enemy forces, as assessed using the
FASTHEX wargaming experiments, giving a correlation
value of 0.8.

Figure 4.15 shows the effect of an increase in campaign level
knowledge on own force casualties, again as a result of the
FASTHEX wargaming experiments, giving a correlation
value of -0.4.
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Figure 4.15: Experimental Assessment of the Effect of Campaign Level
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As discussed in [11] from the experimental results, there
appears to be a point where the knowledge available to the
commander exceeds his capacity to act on it, either to gener-
ate more enemy losses or to prevent further friendly casualties,
and we need to represent this effect.

QUANTIFYING THE BENEFIT OF
COLLABORATION ACROSS AN INFORMATION
NETWORK

In further exploitation of these ideas, Perry [9] has shown how
this approach can be used as a basis for quantifying the benefit
of collaborating across an information network. An example
of the approach is described below, as used in recent work by
Dstl in the UK in the context of modelling a time-critical
operation. Full details of the general approach and other areas
of application are in [9].

We assume we have a network of command and control nodes
that are involved in coordinating a time-critical operation.
Each of these nodes has a number of information pro-
cessing tasks to perform. If:

1

4

Is the mean time for node i to complete all of its tasks, we
assume that this completion time is distributed exponentially
(an exponential distribution is used to model the time between
events or how long it takes to complete a task), so that if ft) is
the probability of completing all tasks at node i by time t, then:

fi (t) = /ﬁi1eﬂ7Ht .

In general, there will be a number of parallel and sequential
nodes in the network sustaining the operation. Let this total
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number be 7. In the simplest case, there is a critical path con-
sisting of o nodes where p is a subset of z, as shown in
Figure 4.16.

e Ne _

Figure 4.16: The Critical Path

. Node p

We define the total latency of the path as the sum of the
delays (latencies) at each of the nodes, plus the time, defined
as t,, required to move a terminal attack system (such as an
aircraft) to the terminal attack area. In this sequential case,
we thus have that the total expected latency T is the sum of
the expected latencies at each node on the critical path, plus
the time t;:

i=1

21
T :Zz+tm.

If there are sequential and parallel nodes on the critical path,
these can be dealt with in the way shown by the example
below:

Node 3

Node 1 . - ... Node 4

Node 2

Figure 4.17: Parallel Nodes on the Critical Path
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In this example:

Returning now to the case of a serial set of nodes that consti-
tute the critical path, for each such node i on the critical path
define the indegree d; to be the number of command and control
(C2) network edges having i as a terminal link.

For each node j in the C2 network, we assume (based on our
earlier discussion of information entropy and knowledge) that
the amount of knowledge available at node j concerning its
ability to process the information and provide quality collabo-
ration is a function of the uncertainty in the distribution of
information processing time fi(t) at node j. Thus the more we
know about node j processes, the better the quality of collabo-
ration with node j.

Let H;t) be the Shannon entropy of the function fi(t). Then
Hi(t) is a measure of this (residual) uncertainty defined in terms
of a lack of knowledge. By definition of the Shannon entropy,
we have:

H ()=- j In(4,e ") 4,e " dt
0
Since the differential of (xe* —€") isxe*

. e
it followsthat H, (1) = In(-)
]

If 4min corresponds to a minimum rate of task completions at
node j, then:

1
ljmin

Quantifying the Benefit of Collaboration Across an Information Network



Chapter 4 133

corresponds to a maximum expected time to complete all tasks
at node j. In order to provide a normalised value of the knowl-
edge K;(t) available at node j in terms of the Shannon entropy,
we define this as:

_ S T
Ki(t)_ln[ﬂjmin] In(ﬂj}

A
:In{ L ] ifAmin< 4, <e4;min
A;min

=0if /1j </1jmin
=1if /1] >e/1jmin

Suppose now that node i is on the critical path, and node j is
another network node connected to node i. Let ¢; represent
the quality of collaboration obtained by including node j. If
this is high, reference [9] assumes Kj(t) will be close to 1. The
effective latency at node i is thus assumed to be reduced by the
factor (1-K,(t))” due to the effect of this high quality of col-
laboration. The factor w, is assumed to be 1 if j is one of the
nodes directly involved in the time-critical operation (but not
on the critical path). It is assumed to be 0.5 if node j is one of
the other network nodes, to reflect a lower level of collabora-
tion with these nodes.

It is important to note that the actual latency may not be
reduced by this collaboration, but the ability to use the time
more wisely through collaboration (to fill in missing parts of
the operational picture that are available from other
nodes, etc.) has an impact that can be expressed equivalently in
terms of latency reduction. The use of such time more wisely
implies a good knowledge of expected time to complete tasks
that can provide such information. This is similar to the use of
entropy and knowledge in the FASTHEX wargames where

Quantifying the Benefit of Collaboration Across an Information Network



134 Complexity Theory and Network Centric Warfare

increased knowledge led to better awareness of the layout of
the enemy force, and hence to wiser use of the commander’s
own forces. Such wiser use, due to information superiority,
could be quantified in that case by an equivalent (linear)
improvement in the number of enemy units destroyed, or a
reduction in own force casualties.

The balance to be struck is that between such enhanced col-
laboration and the effects of information overload due to
increasing network complexity (which we assess separately as a
function of the number of elements of the network involved in
the task).

The total (equivalent) reduction in latency at node i due to col-
laboration with the network nodes connected to node i is then
given by:

d;

[T

I

G

J

(1K, (1)”

=1
j=1
Thus the total effective latency along the critical path,
accounting for the positive effects of collaboration, is given by:

4
(A Ta-K )"+,
i=1 21 j=1

We noted in the experimental data from the ASTOR study
discussed earlier that we need to represent the effect of infor-
mation saturation. Reference [9] also includes a complexity penalty
to account for the fact that taking account of additional net-
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work connectivity leads to such information overload effects.
This is the negative effect of collaboration. It leads to an
increase in effective latency on the critical path. Following [9],
we define C to be the total number of network connections
accessed by nodes on the critical path. For each node i on
the critical path, this is the indegree d;. Thus:

The value of C is then a measure of the complexity of the net-
work. We assume that the complexity effect associated with a
particular value of C follows a nonlinear S-shaped curve as
shown below.

G(C)

Figure 4.18: The Logistics S-Shaped Curve

The equation used to describe this effect is a Logistics
equation:

bC
ea+

C)=——.
g( ) 1+ea+bC

The penalty for information overload is then defined as:

1 .
1-9(C)
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The total effective latency, taking account of both the positive
and negative effects of C2 network collaboration, is then:
T -t

TC'C =—F +t.,.
1-9(C)

NETWORK-CENTRIC BENEFIT

This network-enabled approach thus allows us to compute the
distribution of the response time of the system as a function of
the network assumptions. As we increase the collaboration
throughout the network in going from platform-centric to net-
work-centric to futuristic network-centric (to use the RAND
categories [9]), so the positive effects of enhanced collabora-
tion have to balance off against the downside effects of
information overload and increasing network complexity.
Going back to the discussion in Chapter 2 on the Conceptual
Framework of Complexity, we can call this overall assessed
performance of the network the plecticity12 of the network,
since it characterises the combined positive and negative
effects of network complexity and collaboration.

STOCHASTIC NETWORKS AND NETWORK
VULNERABILITY

So far, we have shown how it is possible to calculate the posi-
tive and negative effects of network complexity and
collaboration based on the use of Shannon entropy as a mea-
sure of (lack of) knowledge. We can extend this model
potentially in a number of ways. The length of the critical
path, for example, if the network is adapting over the course of
a series of tasks, will be a stochastic variable. We would expect,

12A term proposed by Perry (RAND Corp.) - personal communication.
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from the theory we have considered so far that the size of the
network (i.e., the number of nodes on the critical path) should
be sampled from a power-law distribution of network size. The
exponent of this power-law is then a characteristic measure of
the ability of the nodes in the network to form and reform
dynamically over time. Similarly, we can consider the indegree
of a node on the network to be a stochastic variable. If the
indegree of a node is sampled from a power-law distribution of
the number of links, then the network is said to be “scale-free”
[20]. This corresponds to a network with a small number of
nodes with very rich connections, and many nodes with sparse
connections. (The Internet is an example of a scale-free net-
work.) Conversely, if the indegree of a node is sampled from a
normal distribution of the number of links, then the network is
of “random” type. Characterising networks in this way allows
us to investigate the vulnerability of such networks to attack, as
discussed in [20].
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CHAPTER 5

AN EXTENDED
EXAMPLE OF THE
DYNAMICS OF LOCAL
COLLABORATION AND
CLUSTERING, AND
SOME FINAL
THOUGHTS!

Towards the end of Chapter 4, we discussed
the way in which a particular network could
be analysed using what we called the plecticity of a
network, which includes both the positive effects
of collaboration and the downside effects of infor-
mation overload. This assumes a network of a
particular size and configuration, and thus raises

1The contribution of Dr. Susan Witty, Dstl, to this
chapter is gratefully acknowledged.
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the question of what sizes and configurations of such networks
of collaboration are likely to emerge. In some models of natural
systems, we have already seen that the networks of interaction
that form (i.e., the dynamics of cluster formation) can be pre-
dicted ahead of time to have a particular form. For example the
Bak-Sneppen model of the coevolution of the species within an
evolving ecosystem (described in Chapter 1) gives rise to clusters
of coevolution that tend to a power law distribution of cluster
size. Clusters of burning trees (forest fires) also show such power
law effects, which turn out to be similar to the distribution of
casualties in war (Chapters 2 and 3). Clustering of force units in
the ISAAC “distillation” model of manoeuvre warfare produces
fractal clustering (Chapter 4).

We wish to finish with an extended example analysis of the
ISAAC distillation; recall that this is a simple agent-based model
of land warfare, incorporating small rule sets that govern agent
decisionmaking, movement, and engagement. More detail is
available in [1]. Figure 5.1 is a screenshot of the start of a typical
ISAAC simulation run.
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P-HEIGHTS : Loee L T PMEIGHTS:
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L= B 8 BL= B8 B8
BC - 5B SR R: - 5@ 5B
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B_M B B RH- 8 §
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Ats Blus & i1 El F: L L H O r Quit B ten T u

Figure 5.1: Screenshot of the Start of a Typical ISAAC Simulation Run
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ISAAC is based on cellular automata, which uses simple local
rules to describe interactions between units. Different scenar-
10s can be set up by changing the parameters of these rules.
The initial laydown of forces is carried out stochastically, by
the model within user-defined limits, and so different replica-
tions of the same basic scenario are possible.

The particular ISAAC scenario we use in this chapter was sup-
plied to us by Dr. Gary Horne of the US. Marine Corps
Warfighting Lab and has three phases. In the first phase, the
Red forces move to meet the Blue; the second phase is the
engagement between Red and Blue forces. It is in the third
phase that either the Red forces take control of the Blue flag (in
the top right corner) or the Blue forces retain control of their
flag. This scenario is interesting as in all stochastic replications
but one (replication 40), the Red forces are successful in achiev-
ing their goal of taking control of the Blue flag. The analysis
that follows explores the clustering and “swarming” of the
agents and the similarities and differences in the replications.

CLUSTERING AND SWARMING

In order to analyse the swarming dynamics of cluster forma-
tion and dissolution in ISAAC, we need to consider firstly
what this means. There are two ways to define a cluster of
agents. The first, and most usual, is to define neighbouring
agents only by those that are north, south, east, or west adja-
cent to the agent in question, known as nearest neighbour
clustering. The second (and although most intuitive, less used)
definition is to include all eight neighbours of the central agent
as part of a cluster, as shown in Figure 5.2, which is known as
next nearest neighbour clustering.

Clustering and Swarming
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Figure 5.2: Nearest and Next Nearest Neighbour Clustering

For a single timestep in any run of a cellular automata-based
model, the number and size of clusters of agents can be deter-
mined using a simple algorithm-the Hoshen-Kopelman
algorithm—for the nearest neighbour case. This algorithm can
be modified for use with eight neighbours. For details of the
algorithm, see references [2,3].

CLUSTER DISTRIBUTION

Once the cluster numbers and sizes can be determined, there
are a number of ways to analyse the data. The first that we
look at is the size of the largest cluster. This gives an indication
of the ability of the agents to cluster or the amount of dispersal
of the agents. For example, if the largest cluster size is near to
the total number of agents, we know that that is the only clus-
ter. However, if the largest cluster is small, then we know that
the agents are dispersed in many small clusters.

The following plots are of the largest cluster size against the
timestep for several different replications with different ran-
dom seeds for the same basic run of the ISAAC model. The
clustering algorithm used is that of nearest neighbours and dif-
ferent plots are graphed for Red and Blue agents. The agents
can be ordered by state—alive, injured, or dead. The plots that
follow are for only those agents that are alive. For each
timestep, we plot the largest cluster size for Blue and the larg-
est cluster size for Red. For the first iteration of our example
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run of ISAAC, Figure 5.3 shows the evolution of the largest
cluster size for Red as a function of simulated time. Figure 5.4
shows the same thing for Blue.

Largest cluster size

Largest cluster size
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Figure 5.3: Largest Cluster Size as a Function of Simulated Time
(First Iteration, Red Agents)
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Figure 5.4: Largest Cluster Size as a Function of Simulated Time

(First Iteration, Blue Agents)

In these two plots (Figures 5.3 and 5.4), it is possible to see a
smoothly changing pattern in the largest cluster size for the
Red forces, but not for the Blue. Looking at the clustering of
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Red, it is clear that the dynamic behaviour can be split into
distinct areas in time by the rate of change of cluster size-the
slope of the plot. The distinct areas in time of the changes in
the slope of the plot of largest cluster size of Red agents corre-
spond to the three phases of the ISAAC run.

In further replications of the ISAAC run, a similar pattern
emerges—each time Red succeeding in his objective. However,
in the 40th replication, Red fails to secure the Blue flag.
Dr. Horne estimates that the Red force is successful in excess
of 100 replications, with only this one failure. Figures 5.5 and
5.6 show the evolution of the largest cluster size for this
replication.

We can see that there is now no clear evidence of a third phase
of operation in the plot of the largest Red cluster size. In fact,
the plot of the largest Blue cluster size is now more structured
and shows evidence of a third phase of the force’s operation.
We suggest that Red’s failure is due to the increased clustering
ability of the Blue forces, thereby reaching a greater largest
cluster size than in other replications. Such behaviour is con-
sistent with the mathematical metamodel of ISAAC discussed
in Chapter 4. This metamodel indicates that agile clustering
and reclustering should lead to better local force ratios and
hence improved ability to cause attrition to the enemy (locally)
and to thus move freely.

To gain some additional insight, let us now consider the larg-
est cluster size at each timestep of the simulation, and plot
this as a frequency distribution of cluster size. We have done
this for a number of replications. Figure 5.7 shows the fre-
quency of largest cluster size for Red agents for typical and
exceptional replications.
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Figure 5.5: Largest Cluster Size as a Function of Time (40th Iteration, Red)

-
[y}

=
o
o

Largest cluster size

o (%] =Y ()] (0e]
.
4
.
.
.
AR
.

0 20 40 60 80 100 120
Time

Figure 5.6: Largest Cluster Size as a Function of Time (40th Iteration, Blug)

0 20 40 60 80 100

Largest cluster size

Figure 5.7: Frequency Distribution of the Largest Cluster Size for Red Agents
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We can see from this that Red is able to generate a wide
spectrum of cluster sizes. Figure 5.8 shows the same plot for
the Blue agents with the number of each replication shown
on the plot.
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Figure 5.8: Frequency Distribution of the Largest Cluster Size for Blue Agents

We can see from Figure 5.8 that the spread of clusters for
Blue is much smaller in general. However, for the 40th repli-
cation, Blue is able to generate a wider spread of clusters, and
thus succeed.
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THE DISTRIBUTION OF CLUSTER SIZE

Let us move on from largest cluster size now and look at all
the clusters formed over time in the simulation. From our
mathematical metamodel of ISAAC discussed in Chapter 4,
and from the general emergent behaviour of natural systems
we have discussed in this book, we anticipate that the distribu-
tion of cluster size should approximate to a power law
distribution. Thus on a log-log scale, the distribution of cluster
size should be a straight line, with end effects where the
assumptions break down.

Firstly let us just look at one replication of the simulation. Fig-
ure 5.9 shows the distribution of cluster size for Red agents for
the 2nd replication of ISAAC, plotted on a log-log scale.
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Figure 5.9: Distribution of Cluster Sizes (2nd Replication, Red Agents)

We can see that in the intermediate regime, the plot forms a
straight line, confirming the theoretical expectation. Figure
5.10 shows a similar plot with the other replications
superimposed.
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Figure 5.10: Distribution of Cluster Size for Red Agents

Finally, from theory and from the analysis in Chapter 3, we
expect that the time series of casualties produced by a model
such as ISAAC should show evidence of fractal clustering in
time. In precise terms, this implies that the power spectrum of
the time series of casualties should be related to the casualty
size as a power law relationship. Using a related distillation
model called MANA [4], evidence of this effect has been
found by Lauren [5], as we have already discussed in Chapter
3. This is an area that we intend to investigate further in the
context of building metamodelling equations.

FINAL THOUGHTS

We started by considering what we can learn from natural
systems: an ecosystem in which species coevolve locally; a
fluid forming an interface when it is pinned; the effect of forest
fires. All of these show regularities and emergent behaviours
of the whole system that can be captured and deduced using
mathematical models. We have also shown how the same
ideas of local coevolution within such “open” systems are very
relevant to thinking about the consequences of a network-cen-
tric form of warfare, where units coevolve (self-synchronise)
across an information grid. By exploiting this linkage, it is pos-

Final Thoughts
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sible to build quantitative models that help us to understand
the likely emergent behaviour of such coevolving networks of
force interaction.

This is work in progress that we hope will contribute to the
new science of understanding, analysing, and modelling the
effects of Information Age warfare. In doing so, we aim, as
remarked in the preface to a previous contribution,? to “gain a
deeper understanding not only of conflict, but also of the
avoidance of conflict, which is the ultimate aim of the politi-
cal/military art.”
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APPENDIX

OPTIMAL CONTROL
WITH A UNIQUE
CONTROL SOLUTION

I n this Appendix, we investigate the case of a
unique optimal control solution to the prob-
lem of system control, and show that this unique
solution is of the form of bang-bang control when
the system is linear in nature.

As in Chapter 1, we assume that our system can
be described by the functional relationship:

%: F (X,(0), .., (1); 4,1),.. 4, (1), (i=1...n)

where F; are the rate laws, and A (t) are the con-
trol variables. In matrix/vector notation, we
write this as:

X (1) = F(X (1), (1))

with initial conditions X, (t,) = X°.
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We assume fairly weak conditions on the continuity of F, X,
and A sufficient to make the equations “well behaved.”

We consider here analysis of this relationship as time varies
over a fixed time interval [ty,t;]. At time t;, the state variables
will have values Xj(t;), and the objective is to maximise or min-
imise a linear combination of these endstate values. The
problem can thus be written as:

Optimise > ¢ X; (t,)
i=1
(where the ¢; are constant coefficients or “weights”) subject to
the constraints:

X (1) = F(X (1), (1))

X, (t,) =X Vi.

We now define a process [1] that yields a necessary condition
for a vector of control variables A(t) to optimise the objective
function. In other words, any control vector that gives rise to
an optimal value of the objective function must satisfy this con-
dition. Although this does not guarantee that a solution A(t)
satisfying this condition is optimal, other information (such as
the uniqueness of such a solution) can be used in particular
cases to prove that A(t) is indeed an optimal control vector.

The first step in this procedure is to introduce a set of “dual”
variables:

Yit), e W, (1)
that are defined by the relationships:

n BF (X A)

vt =-2 v,

=]_ |
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with final conditions:

yt)=—c Vi

where the values ¢; are the same as the coefficients appearing
in the objective function.

A Hamiltonian function H is now defined by:
H(w, X, A)=<w, X >

where < > denotes the inner product of the two vectors
wand 4.

Thus:

H, X, 2) =Y W OX, 1)

i=1

=S WOF XA

From the definition of H, we have the dual relationship:

Xi:a—H Vi
e17Z
oH .

y=—— Y

et

The corresponding “boundary conditions” are:

X;(ty) = Xi0 Vi
vt)=-g Vi
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PONTRYAGIN’S MAXIMUM PRINCIPLE

Using the notation we have now developed, Pontryagin’s
Maximum Principle [2] states that if A"(t) is a control vector
that maximises (resp. minimises) the objective function:

36X, (1)

then the Hamiltonian H(y, X,4) achieves a minimum (resp.
maximum) at the point A" (t) for any value of X or w.

It is worth noting here that if the set U of admissible control
vectors is a topologically compact set, then the continuous
function H will realise its minimum or maximum value on U.

The control vectors A that minimise or maximise the Hamil-
tonian H are called extremal controls. If we denote this subset of
U by U, then we know from Pontryagin’s Maximum Principle
that if A" is an optimal control vector, then A" eU". Thus, if
we know that:

1. An optimal control vector exists; and

2. There is only one extremal control (i.e., U" is a single
point)

then the single element of U™ must be the optimal control vec-
tor. Whether (1) and (2) apply depends on the particular
problem under study.

DETERMINING THE EXTREMAL CONTROLS

The process for determining these extremal controls is as fol-
lows (for definiteness, we assume that we are maximising the
objective function, and hence minimising the Hamiltonian):

Pontryagin’s Maximum Principle
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1. Compute the form of the Hamiltonian function
H(y, X,A).

2. Compute the values of 4 which minimise H(w, X, 1)
for AeU .

These are the extremal controls. They are expressed as
functions of X and y

A=AX,y).
3. Substitute this extremal control A into the relations:

x =H

C17Z
, —_9H
iTTx

in order to solve for the extremal system trajectory X"
and extremal dual function .

4. Substitute these values into the expression for the extre-
mal control:

A=AX"yw)

to give an explicit formulation of this extremal control
vector.

Knowledge of the extremal trajectory X" allows the
objective function:

iq X/ (t,)

to be evaluated.

Determining the Extremal Controls
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LINEAR MODELS

A linear system model is defined as having a relationship of the
form:

X (1) = A) X (t) + B A(t) + 9(t)

in a matrix and vector representation, with initial conditions
X (t,)=X? Vi.

When the system behaviour is of this form, it is possible to
characterise the nature of the optimal controls under fairly
general conditions. This is particularly the case if the objective
function itself is linear, i.e. it is of the form:

4
I<S,X >+<W, 1>

to

where, as before, < > denotes the inner product of two vec-
tors, and S and W are time-dependent vectors of known value.

Assume then that the objective function is of this form, and
that the system model is linear in the way that we have
described. Without loss of generality, we can set g(t)=0 and
write the system behaviour model in the form:

X = AX + BA

where X is the vector of state variables (e.g., force levels) and A
Is the vector of control variables.

Make the transformation:

t
Xy = [< S, X >+<W, 2>,

fo

Determining the Extremal Controls
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The objective function now becomes:

Optimise X,.,(t,)

and the relationship X_(t) =< S(t), X (t) >+ <W(t),A(t) > IS
added to the set of equations describing the system behaviour.
(This can be done since the above equation is linear and so has
the same form as the others.)

Consider now the form of the Hamiltonian for such a linear
system. We have:

H(y, X, 1) =<y, X >
=<y,AX +BA>
=<y, AX>+<y,BA>

Since we are interested in the extremal controls A that maxi-
mise or minimise H, only the second term is of interest, the
first not being a function of 1.

Let us look at this second term in more detail. We have:
<y.BA>=2 ¥ B4 =2 QO vB)A
i j i i
Let: 9, =2.¥B,.
Then: <y,BA>=D 04 =<p,A>.
i

Let us assume that the objective function is to be maximised.
By Pontryagin’s Maximum Principle [2], we thus wish to con-
sider control vectors A that minimise the Hamiltonian H. This
is then equivalent, as we have seen, to minimising the expres-

sion Z(pj A4 ).

Determining the Extremal Controls
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We can define such an extremal control vector A" as follows,
(provided that the set U of all possible control vectors is topo-
logically compact):

If @, (t) <Olet A (t) = max{ 4 (t),Ac U}

and if @, (t) >0 let 4, (t) = min{ 4, (t), Ae U}

These are well defined since a continuous function will attain
its max or min on a compact set.

For any t in the interval [t,, t;] we then have:
PAAVZAOEPHAGLACE
j j

For any control vector A in the admissible set U of control
vectors.

UNIQUENESS OF THE EXTREMAL CONTROL
FOR A LINEAR SYSTEM

If V is any other extremal control vector, then since it mini-
mises the Hamiltonian H, it must satisfy:

20OV 0,041

for any A in the admissible set U of control vectors.
However, if ¢,(t) >0, then it is clear that:
V,(t) =min{4,(t), A U} .

Otherwise it would be possible to define a vector giving a
smaller value of the Hamiltonian, contradicting the extremal
nature of V. It follows that every extremal vector must be of
the form 4.

Uniqueness of the Extremal Control for a Linear System
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At the points where ¢, (t) changes sign, A;(t) changes from
an extreme minimum value to an extreme maximum, or
vice versa. Such a form of control is known as bang-bang
since the value “bangs” from one extreme possible value to
another, and never assumes any intermediate values. What
we have shown is that for a linear system with a linear objec-
tive function, every extremal control (including therefore the
optimal control) must be in bang-bang form. In this sense, the
optimal control vector always lies on the boundary of the
admissible set U.

If it can be shown that the ¢, are unique, then the above con-
struction yields a unique control vector that must then be the
optimal control.! Now, we have that:

0; :Zl/fiBu‘ .

Thus the uniqueness of @, depends on the uniqueness of
v, (I<i<n).

We have that:
, 0 ¢
W = —2 Vi a_)(i(xj)
= —Zj: v, aixi(.z AX + Zm: Bimm)
= —Zj viA;
with final conditions:

w(t)=—(c, ... ,C..) =—(0,.....,0,1) .

L1t can be shown that for this type of system, an optimal control must exist [1] [2].

Uniqueness of the Extremal Control for a Linear System
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Since the matrix A is known, this equation has a unique solution
[1] and thus the vector v is unique. Hence, the optimal control
for such a linear system that optimises the objective function is
precisely defined by the bang-bang control function A".
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