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Abstract

Information Operations are often planned and executed through closely held channels. This
enhances the success of the operation through improved security and reduces the ability of the
adversary to counter the operation. Information operations also often have collateral effects that
usually go beyond the intended target. A simple example is an operation that reduces the ability
the adversary to communicate by radio with subordinate echelons. The obvious “collateral
damage” is that communications intelligence collection from that channel will be reduced and
certain key information may not be collected.

Most 10 operations are devised by individual services; the bulk of 1O practices, procedures and
doctrine are developed by the individual services. As the emphasis on information operations has
increased, some joint doctrine has been developed to improve coalition planning and execution.
As we move to the coalition operations dictated by U.S. national security strategy, the challenge
is even greater. We need to develop ways to effectively plan and conduct information operations
to ensure that the “collatera damage” from information operations and the impact of that
collateral damage on the entire coalition is factored into the planning process. This paper will
particularize the challenges offered by codition 10 planning and execution and offer some
suggestions for overcoming them.
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