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Briefing at a Glance

• Current Cyber Defense Issues

• Solutions Concepts and Approach

• CyberC2 Architecture

• A Look Inside CyberC2

• Questions and Discussion
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Current Cyber Defense Issues

• Organizational Issues
– Kinetic warfare C2 organization structure inappropriate for cyber warfare

• Cyber warfare attacks measured in seconds whereas Kinetic warfare 
attacks measured in hours to days

• Hierarchical structure with periodic reporting introduces delays
• Limitation of being a member of only one cell at a time

– Static model does not allow adaptation to the dynamics of the situation

• Operational Issues
– No tradition of strategy and tactics in cyber warfare

• One-sided battle where attacker strikes all the blows and defender 
responds so slowly that the attacker often gets away unknown

– Little appreciation of the value of deception and maneuver in cyber warfare
– No overall concept of cyber command and control to guide responses
– Over reliance on security devices that are only partially effective
– Not using output of security devices to respond effectively to attacks
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Current Cyber Defense Issues (continued)

• Technical Issues
– Cyber warfare C2 systems do not yet exist even though technologies exist to 

enable them and benefit cyber defense
• Dynamic virtual cells
• Mobile agent patrols
• Dynamic reconfiguration
• IP address hopping
• Real-time collaboration tools

– Beneficial cyber defense technologies are not widely used
• Vendors do not yet see a potential market for these technologies
• Cyber defense systems do not yet demand them
• Network operations personnel do not understand how to use them
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Organizational Solution

• Virtual Cell organizational model
– More flexible than physical cells in a command center

• Supports individuals belonging to multiple cells simultaneously
• Dynamic joining of cells to bring in remote commanders or 

specialists

– Dynamic creation, relocation, and decommissioning of virtual cells
• Makes cells harder to attack
• Makes cells much more fault-tolerant
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Virtual Cells vs. Physical Cells

Characterized by:
- Membership relationship
- Peer-to-peer structure

Characterized by:
- Reports to relationship
- Hierarchical structure
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LEGEND:
ID = Intrusion Detection
VA = Vulnerability Assessment
IR = Intrusion Response
FOG = Front Office Group
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Dynamic Cells vs. Core Cells
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Operational Solution

• IA CONOPS
– Based on virtual cell organization
– Promotes uses of deception and maneuver 

• Dynamic system reconfiguration / Honeynets
• Mobile agent patrols
• Secure publish and subscribe communications

– Supports situation awareness
• Enterprise Network Display (common cyber operational picture)
• Cyber Order of Battle Display
• Attack Status Display
• Vulnerability Status Display

– Supports Course of Action (COA) formulation, execution, and tracking
– Integrated Simulations and war gaming tools
– Anticipatory (rather than reactive) architecture
– Integrated Operations, Testing, and Training
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Current Intrusion Detection & Response Process
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CyberC2 Operational Model
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Technical Solution

• Use the strategy of dynamic real-time collaboration to enhance 
coordination of cyber knowledge and maintain cyber situational 
awareness

• Use the tactic of maneuver by employing dynamic logical 
reconfiguration to keep virtual cells and critical processes on the 
move

• Use the tactic of deception by employing IP address hopping to 
continually show potential attackers a different logical architecture

• Use the tactic of maneuver by employing mobile agent patrols to
seek out constantly changing vulnerabilities and intruding processes

• Use deception by shepherding intruders into honeynets to observe 
their strategy and tactics
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CyberC2 SYSTEM MODEL
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• Java
– Security model
– Agents
– Exchange executable 

content

• Splice
– Publish
– Subscribe
– Shared dataspace
– Persistent
– Agent dispatching
– Agent communications INFO
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Working Group History

• Requirements Working Group (RWG)
– Established April 2002
– Members from MDA, NSWC, IDA, SEI, CSC, Sparta

• Architectural Working Group (AWG)
– Established March 2003
– Members from MDA, IDA, SEI, CSC, QI, Univ. Houston
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CyberC2 Status June 04

• Completed documents:
– Information Assurance Operations Center (IAOC) CONOPS
– Cyber Operations Information System (COIS) Users Manual

• In development:
– IA/CND Concept of Operations (CONOPS)
– CyberC2 Users Manual
– Prototype CyberC2 tool-set (Version 3 for Linux and Windows 

delivered 4/05/04)

• CyberC2 during 2004:
– Testbeds operational at IDA and Houston sites
– Work on secure high performance publish and subscribe 

messaging infrastructure underway
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