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*9/11 exposed key shortcomings

*Sharing and intelligence integration

 Coordinated response capability between
first responders

* Ops Center support to facilitate
information sharing among all -~
levels of government § - &

» Support to NGOs




Challenges- Effective Collaboration

“Command and control of a terrorist threat or

incident is‘a critical function that demands a unified

framework for the preparation and execution of

plans and orders.™

o | RESPONSE organizations atithe varous;Ievels, of
governmentmanage theirown G2 activitiesidifferently.
depending on their histerny/; complexity ofithe

emerngency; situation; themrcapailities; andiwnat
[ESOUrCGES; are avallapleftorthem:

* Federal; state; andioecalfauthornitiesineeditorneagile;
adaptable; andiknewledgeanierabouiavailanie
resSOUrces

« Creatinglani@perationsiCenterdispensablesorall
agencies

* Excerpt from www.fema.qgov/rrr/conplan/conpin4p.shtm




Emergency Preparedness vs. Emergency
Response

Preparedness

Actions performed prior to an emergency
- planning and coordination

- procedure writing

- team training

- emergency drills and exercises

- prepositioning of equipment

Steps taken to mitigate

or support a real event
- communications
- coordination

Response



Case Study Examples

¢ Forthepurposes ofithis paper We examined several
cases where first responders were called to
situationsiwhere they facedivarious;barriers toward
coordinated action response and/or communication

With ether responders:

— 9/41
— AnthraxcViarlings
— Sniper AttacksyVVashington, BDXCVetrorArea



9/11

» Several cluesitoithe impending
attacksiwere available between
federal and/local-level
agencies; butiwasikept in
separate’localsiandinot pieced
tegether

_ — Jomntinguiry/aiterthe attacks
e stated thattwe have not fully or,

efiectivelyiexploiied
lechnolegiesiavailabletoius

o [fackeeficoordination between
Intelfagencies

s @uidatediandfnsufiicient
lEechnicaliSysiems

| 0 Ralietzinea o davaloo)
N iImplementinewiechnical
capapilities™




————9/11 (Contd)

bilities were

nterepernanility faillures

— Differingiradio)frequencies:
INYA& emergency radio system
— EIDNY Erepareaness Repori

“ SVVIN'Programs ARSWeEnRnane
alls CommuniCatioNSHLESSONS;
eamead fromitnes=entagon
Attacks
— IRIAlESPenNUeErsIcou|
communicate’
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Anthrax Mailings

[“etters mailled tornews
agenciesiand
Senatorial Offices

Attackehighlightea
Weaknessesiin early
Warnings; attack
ntervention

Resultzinfermation to
e publicipPoory,
communicated as;a
result

= Nersinglerautnoriative;
CORIdINAatNGISEUNGCETOT,
[ESpunsemanagement



Sniper Attacks- Washington, D.C.
~ Metro Area

* Drew together Federal, State,
andi locall Autherities

| E

B3+ Police organizations expressed
concermrabout coordination of
_— > L gvidence

s AGKNOWIEdgementioy
Autnentiesieirdificuityin
COENAINAING ESOUNCES

= DEPIGYMENNOIISECUIYAPErSONNE|
orSehoolstditfictlifterorchestrate



Lessons Learned from Case Studies

Diffictities in sharing resournces related to
difficulties in shaninginfermation

sSharinglinfermationisihindered due to) lack of
ACCEeSS o common knowledge hase

Burneaucratic sllosiperpetiiatediy,
classification) Security; andiniermation
assurance pelicies

Inability/ elflocalitiestand N GOsinHinst
respenderroletiorassisticachietnerin
equipment; stppliesyancdknewiedge



New Informational Paradigm

Bustisiios with hoerizontal sharing of
INformation

Communities of interest to; share: information

Users to pull miermation irem: system that
support thelr miermationalineeds; not be
dependent on thatiplishied terthem

Multi-levelfclassification can stilltlimit whoe has
acCcess; butiuserns canipullfromirelevant
Information



The Need for a Unified System

» Createisystem
which'collects vast
amounts of data

o \Viine that data for
things ofiinterest

o [Facilitate’ knowledge
discovery.
— detection ofitrends

— discermment of;
anomalies

— “Connect iherboist




Operations Center De




Operations Center Development Approach

1. p L ET
Articulate Decision
Goals & Support
Objectives Processes 3.
Determine
Information
Flow
4, Select
Best
Software
- That
6. Optimize Facilitates
& Flow
Integrate
System in the Best
saiellis Hardware

& Displays
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And data requirem
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Web Harvesting

o Efliciently collectsidatarand Imposes
preliminary: structure
—nput—\Web pages
— Output - labeled text blecks
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Web-Harvesting Capability

{8 Intemsonar Studko 3.0 - MPOME_Arabiciems - published works
Propct Tos Ve Wi
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Language

processing extracts

meaning|irom text
9IGCKS

Aput= labeled text
RIOCKS
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LockheediMartin's

Aerolext

= State-of-the-art
tlext extraction
andiinguistic
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End User Analysis and Visualization

» Analysis tools to discover patterns,
anomalies and relationships (e
connect the dots

o Input — Structured datarrecornd
o Output —Payolitknewledge



h Ne

Igko Sectrity

FutureWorks-ne

SECOM Commuricatiol stems

Trident Microsystems

ChinaViest

Tokyo Electron Ltd

Tsinghua

Tsinghua

Da Corporation
pris. Lid.

Peapod
Sun Microsyslems

Sybase'inc
.

Ya-Qin Zhapg
.
h

WatKi Lau

Sherman Tuan

Greatwall Digital Colnmunication Corp

HoHlings Limited

Beijing Enterpri

Group
WuyFu Chen,

tor Zue

n
Raobert Chou

Paul Chau

Richard Yim
Mararet Liu
John 8. Chen

Jimmy Shueh-Mien Lée

Frave Buchanan
Jaclyn Lo

Charles Shaa

Bruce Hendrix

Dario Zamarian

VisuaLinks

Kevin Senator

fe < hae! Brownrigg

Rick Schaffzin
SINAcom

1 Giorgio Ronchi

ithia Robbins-Roth

i SEc}'L . Charng-Lin Ten

. Dpenyiz Apphication

,James Lee

wong-Yih Lee

.
]

Rosemary Ho

Peter Liu

M and OpenViz

Michael Lee

Jonathan Wang

John C. Dean

End User Analysis
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Lessons Learned & The Way Ahead

. Emergenoéﬁp’bnders
. have a great'need for
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