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The Role of Informal Communicationsin C2 Decision M aking

Abstract

The paper introduces the concept of informal communication networks that operate in
parallel with the formal organisational networks, and illustrates how greatly increased

operational effectiveness in decision making can result from combining both forms of

networks.

The paper is based on a series of projects conducted into the operations of the state-wide
County Fire Authority (CFA) in the State of Victoria, Australia. This Authority was
selected as a representative emergency service that encountered operational problems of a
severe nature on a day-to-day basis, particularly during the summer season. The
characteristics of these problems were seen to have close parallels to those under
consideration by DSTO, so that modelling the CFA operations could give arich source of
scenarios that could be evaluated on a continuous basis.

The emphasis of the projects was on the communication links between the organisational
components of the CFA, and between the CFA and associated emergency services such
asthe Police, and the State Emergency Service (SES).

Theinitia objective of modelling these communication links was to determine the
effects of introducing new technologies such as Unmanned Aerial Vehicles (UAV), and
personal GPS moving map devices, allied to mobile and satellite phone technologies such
as GSM. The scenarios and simulation models that were derived during the series of
projects showed that there were a significant number of instances in which the new
technol ogies enabled a more effective approach to fire fighting, such as dealing with spot
fires quickly before they devel oped.

However the simulation models also illustrated the shortcomings of the formal, and
essentially hierarchical, communications networks. The shortcomings were primarily in
the quality and timeliness of information flowing through to the actua fire fighting
teams. A specific example was found to be in the provision of highly critical information
on major shiftsin the wind direction, shifts that are by far the most dangerous operational
scenario for the fire fighters.

The simulation models were used on actual historical cases of severe fires to determine
the effect of receiving information that was correct and timely, at the fire front. The effect
of such information was dramatic, as it enabled fire teams to move to safe locations
without being caught by awind change in every case that was investigated, which had not
been the case in the actual situations, regrettably.

It was also noted that the experienced teams were often aerted by other CFA members
that were positioned further west, and could give actual information as to the wind
change passage time, change in wind direction, and strength. This information was both
accurate and timely, and its usage confirmed the simulation results.

It isthisinformation that represented the informal communications since it was not
formally checked and distributed by the organisational network. This raised issues of



operational control within the CFA since, in essence, teams were operating without
control from the hierarchy when they moved out of harm’s way.

Thisis an example of therole of informal communicationsin a C2 environment, one that
illustrates the effectiveness and necessity of such an informal network, but one that raises
problems for an organization’s C2 operations. A solution considered in the paper, and
one that has been simulated, is the concept of an awareness space, or bubble, for each
asset within which they make their own operational decisions.

This solution fits the CFA situation extremely well and is described in the paper,
illustrating how the informal communications can be blended with the formal
communications to maximise the total communications utility.



The Role of Informal Communications|n C2 Decision M aking

1. Introduction

The paper introduces the concept of informal communication networks that operate in
parallel with the formal organisational networks, and illustrates how greatly increased
operational effectivenessin decision making can result from combining both forms of
networks. In this context the formal communication networks are those sanctioned by an
organization and through which the flow of information is both controlled and validated.

In contrast the informal networks are those established by individuals through
interpersonal links between members of the organization, links that can often relate to
non-work related interrelationships such as sports activities.

These networks are an intrinsic component of what are termed Organisational
Architectures and Social Architectures, Reference 1. This reference focuses on the design
of aHeadquarters starting from the social aspects, rather than from aformal
organisational approach, whilst this paper focuses on the detail of the communications.

The work reported on in this paper examines the effect on operational C2 situations of
utilising the informal communication links as well as the official links, and demonstrates
that such a combination is significantly more effective than only using the official links.

The issue of handling the informal flows without changing their essential characteristics
isalso analysed, and an approach outlined that can be accepted by the organizational
bureaucracy

2, The Communications M odel

The underlying project was within the ambit of the Defence Scientific and Technology
Organization (DSTO) in Australia, as a part of the organizations ongoing research
program into communications for C2 applications. Aswith previous research the project
was trandated into an equivalent emergency services regime that mirrored the most
important characteristics of the original DSTO project, but was unclassified.

The emergency service that was selected as the exemplar was the Country Fire Authority
of Victoria, Australia (CFA). The CFA isawaysin action fighting bush fires so that
almost immediate feedback can be gained on the effect of operational changesin real
situations.

The CFA fights some 600 major bush fires each year, of which some 70% are started by
human activity, Reference 2. The organization consists of 1000 employees and over
60000 volunteers, grouped into 1200 individual brigades, so it is a significant
organization in terms of geographical spread, ongoing activity and size of organization.

The operation of the CFA isvery flexible, with the basic structure shown in Figure 1.
The basic strategy for fighting firesisthat of controlled response, so that additional



resources are applied as needed, up to calls for resources from other States such as New
South Wales. In other words the communi cation structure needs to be capable of rapid
expansion if afire escalates to the status of awild fire.

The original intention of this CFA project was to generate and validate a simulation
model of communications, using data from actual fires, and then model the effect of
introducing new technology, such as Unmanned Aeria Vehicles (UAV), to both monitor
weather and fire conditions and to act as communication platforms.

The paper is also based on a series of earlier projects conducted into the operations of the
State-wide County Fire Authority. These projects were initially based on work done for
DSTO in the generation of a secure form of GSM cellular telephone technology. The
emphasis of the projects was on the communication links between the organisational
components of the CFA, and between the CFA and associated emergency services such
as the Police, and the State Emergency Service (SES). However the secure form of GSM
took advantage of GPS signals, so the potential for mapping applications was a so
investigated.

Theinitial objective of modelling these communication links was to determine the
effects of introducing new technologies such as personal GPS moving map devices, allied
to mobile and satellite phone technologies such as GSM. The scenarios and simulation
models that were derived during the series of projects showed that there were a
significant number of instances in which the new technologies enabled a more effective
approach to fire fighting, such as dealing with spot fires quickly before they developed
into asignificant fire.

The simulation model described in this paper concentrated purely on the communication

links, with al devicesincluded, such asthe GSM phones, and the UAV deployment, with
asimplified approach to the actual dynamics of the fires. The additional components that
were incorporated in the simulation model are shown in Figure 2.

A further critical item was the incorporation of the informal network of CFA volunteers,
with information on aspects such as critical wind changes being relayed to strike teams
by volunteers well to the west of the fire, the direction from which the weather changes.

2. The Simulation M odel

The intention when building the ssmulation model was to allow the simple incorporation
of different forms of communication platforms, so atool set was constructed termed the
Communication Simulation Tool Set (COSTS) Reference 3. A number of different
approaches to the design of such amodel were investigated, and afinal design chosen
that included

. A design approach using UML as the design language, Reference 4
. A production rules based open source system termed drools, Reference 5

. An independent-blackboard communication architecture Reference 6



. Integration with a Java environment
. A time-step monitor used to control the progress of the simulation.

The primary reason for introducing individual blackboards for all simulation model
components such as trucks and people was to ensure that their actions were not reliant on
some form of omniscient model knowledge, but only on communications received, and
their own direct perceptions. Thisin turn lead to the concept of an ‘awareness bubble’ for
each component within which they could make their own decisions, based on their own
direct perceptions, such as a changed rate of fire front speed.

Once the simulation model was established it became obvious that one of the most
important scenarios that needed modelling was that of a major wind shift, acommon and
sustained occurrence in Victoria, as shown in Figure 3. The critical aspect of this shiftis
due to the positioning of fire fighting assets on the eastern side of the original fire both to
pinch the fire front, and to tidy up any smaller areas that remain burning. With the wind
shifting from a northerly to a south-westerly direction these assets have to be moved clear
before the fire front starts moving east.

The forecasting of the timing of such shiftsisvery difficult, and the timing is oftenin
error by over an hour, and the shift goes through in 10 to 60 minutes Reference 7. One of
the fires used to validate the model was the Linton fire, Reference 7, which had atragic
outcome primarily as a consequence of an incorrect forecast.

The simplified graphic model used to display the simulation model resultsis shownin
Figure 4. This shows awind from the north, atypical initial scenario for fires, with fire
trucks being the primary means of fighting the fire.

In the case of Linton the wind shift arrived over 40 minutes earlier than forecast, and this
meant that trucks on the eastern side of the fire did not have time to get clear. The
forecast in this case represents the officially validated information that was available
through the formal communication channels.

The model was then modified to examine the effects on this outcome of earlier warnings,
either through a UAV, or through the informal communications from un-engaged
volunteers to the west of the overall fire region.

The effect of an pre wind shift warning was surprisingly time sensitive, something of the
order of ten minutes warning would have been sufficient to get clear in the Linton
example. Thisresult led to an investigation of the representative delays in decision
making through the current formal channels.

The results were

L ocation of Decision Type of Decision Decision Time (mins)

Front Line All Decisions 2-3



Head Office Escalating Decisions 5-10
Head Office Restructuring Decisions 60

These results match those noted for front line personnel, asin Reference 9, and indicate
that the timeliness for communicating critical information is very marginal when using
the formal channels.

On the other hand the informal information in such cases was both timely and accurate,
and it was observed that experienced crews made full use of such information to make
decisions as to the safety of their teams.

Another scenario that was explored through the model was that of spot fires, as shownin
Figure 4. In this scenario afire starts to develop down wind of the fire front, with the
potential for trapping ateam between the main fire front and the devel oping spot fire.

Once again the correctness and timeliness of the informal communications made a most
significant contribution to the safety of the teams, allowing movements to be made to
places of safety in good time.

3. Informal Communications

There is certainly more to the concept of informal communication networks and their
effectiveness than the previous discussion indicates. Another example in the C2 areais
that of air-traffic control, where weather plays as important arole asit doesfor thefire
scenarios.

A typical scenario for charter aircraft is shown in Figure 5, with aircraft in transit across
Bass Strait in southern Australia from Melbourne to Hobart, having obtained alegal
forecast that does not contain indications of icing conditions en route.

However the aircraft at position 3 encountersicing and diverts, but the aircraft at
position 2 is not permitted to divert immediately on the basis of the overheard in-flight
report from the pilot of aircraft 3, since that pilot is not considered to be an official
weather observer at that stage of the flight. An immediate diversion in this instance from
position 2 isactualy illegal, and can result in the pilot having their licence suspended.

At first sight this scenario would appear to be an ideal candidate for utilising the
informal network of communication between pilots. However there is amajor difference
between the two communities, fire fighters and charter pilots.

This differenceif that the fire fighters wish to cooperate, asthey are all involved in
protecting their properties and their friends. The charter pilots are competitorsin a very
marginal industry, and it is not unknown for pilots to try and spook othersto gain a
commercia advantage. In other words, the fire fighters form a trusted community of
interest. The charter pilots do not.



Another viewpoint on the role of informal communicationsisin the political and
commercia arena, from the perspective of the senior governance group, such as at
Cabinet or Board level. Any such group needs a strong flow of informal information if
only to ensure political survival, but such information cannot be seen in any official way,
the politics of ‘plausible denial’ Reference 10.

This highlights one of the main issues coming from this research project, how to meld
the apparent conflict between the official information flows and the informal flowsin a
manner that is both effective, and is acceptable to the specific organization.

An example of this potential conflict is seen inthe use of UAVSs, asillustrated in Figure
2. The UAV is shown communicating information concerning a spot fire in two modes, a
secure satellite link back to Head Office, and alocal broadcast. The Head Office link
represents the formal link while the broadcast is both timely and accurate and so
represents the informal form of communication.

One magjor issue that has been under discussion is whether or not this broadcast mode
should be enabled, clearly highlighting the potential loss of control issues faced by Head
Office. These issues include serious legal considerations if a course of action is not
successful, which iswhy such atight hold is kept on the validation of weather forecasts.

The approach currently taken to resolve thisissue is based on the awareness bubble
concept introduced earlier in the context of the smulation model. Thisis acommon
approach, and has been applied to real time targeting situations with Australian F18sin
Iraq for example. The principleisthat of a group making operational decisions based on
their own sensors, or on sensors that are available to them and are trusted.

With this principle the use of the UAV broadcasts, and phone calls from colleaguesto
the west of aVictorian fire, certainly qualify under this definition of ‘local’ sensors,
without modifying the overall C2 structure, an acceptable outcome.

4. QOrganisational Architectures

The primary focus of this paper is on the design and implementation of atool set for
modelling communication flows in an emergency services environment. Theinitial
results from running, validating and extending the simulation models indicated some
tentative conclusions related to the organisational structures as articulated in Reference 1,
particularly the social architectures.

Three forms of social architecture have been noted in the previous section
. A trusted community of interest within in the CFA volunteers
. The community of charter pilots operating within the Air Traffic Control system that

are constrained by legal restrictions as to information flows, based on alack of trust
endangered by commercial pressures.



. A classic major company organization including the Board that needs informal but
confidential information flows for early warning of issues that might affect individuals on
the Board, or the Board itself. This example is one that has been reflected in many of the
governance problems being faced by major organizations worlds wide.

Of these three forms of socia architecture the only one that is seen to be effective in an
operational sense isthefirst one, that of atrusted community of interest.

This tentative result has obvious implications for any emergency service, including
defence, and some positive results have been observed in the cases where multiple
emergency services are involved, such as when a major crash occurs on a highway.

In Victoriaamajor issue that had to be resolved was that of the serviceto be actually in
charge of the site, and once this was settled the various services could start to build a
regime of trust over an extended period. This outcome of building a trusted community of
interest can be mapped against the experiencesin East Timor, and Irag to explain any
differences noted in operational effectivenessin these different environments.

5. Summary

The paper describes the development of a simulation tools set for modelling the
communication aspects within an emergency services environment, the Country Fire
Authority of Victoria. Thistool set has been used to model the communication aspects of
firefighting. In addition the model was extended to include new technologies, and the
inputs of informal information into the real scenarios.

An unexpected result from these models has been the critical nature of the informal
communications, significantly increasing the overall operational effectivenessfor the
teams, specifically in the avoidance of hazardous situations.

The use of informal channels raises the prospect of conflict with the organizational
hierarchy of formal communications. However arelatively minor extension to the
accepted concept of ateam’ s awareness bubble of perception is apossible solution to this
apparent conflict issue.

Finally, some comments are made as to the nature of different forms of social
organization, and the effect of these forms on operational C2 effectiveness.

Reference

1 Social and Organisational Architectures for Command and Control, 4" ICCRTS,
1998, J. O'Neill

2 Fireand Other Emergencies National Resources and Environment, via
http://www.nre.vic.gov.au




3 Building a Prototype Tool Set for Simulating Communication Aspectsin a
Command and Control Context, RMIT University Masters Thesis January 2003
E. Mellegard, C Persson

4 The Unified Modelling Language User Guide, Addison-Wesley 1999, G. Booch,
J. Rumbaugh, |. Jacobson

5 Drools: dynamic rulesfor Java, Drools Official web Ste, http://drools.org

6 Blackboard Systems, Addison-Wesley 1988 R. Englemore, T. Motgan

7 Bushfires and Technology- A Victorian Perspective for the 1990s and Beyond,
1998, The Institution of Engineers Australia, Victoria, Rowprint Services Pty Ltd.

8 Reducing the Risk — A Case Study of the Linton Fire, 1999, Country Fire
Authority Victoria. http://www.cfa.vic.gov.au/linton.pdf

9 Tactical Decision Making under Uncertainty: Experiments| and 11, Technical
Report 1821. 2000 San Diego CA USA Space and Naval Warfare Systems
Center, M. St John, J. Callan, S. Proctor, S. T. Holste.
http://www.spawar.navy.mil/sti/publications/pubs/tr/1821/tr| 1821. pdf

10 The CIA and the Cult of Intelligence, Hodder and Stoughton 1974 V. Marchetti,
J. D. Marks



Head Office «—— Weather Forecast

/

Strike Team Leader UHE/HE Links

S—O K

Figure 1 Current Communication Links




Satellite O

Head Office

UAV Pettern |

Wind E_ID/Q

(A
7
N
Fire Front o
= > Spot Fire

Figure 2 New Technologies




North

Figure 3 Fire Front with Wind Change



South

<+ 500 Meters > East

v

Wind
Fire Zone
Strike Team — —
UAV
New Spot Fire ‘

Figure 4 Screen Layout Simulation Model



North
Victoria, Mebourne

Wind

Icing Northern Limit

Tasmania, Hobart

Figure 5 Air Traffic Control Example



