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Net-Centric Warfare

Seamless interoperability
– The communications network 

is only the beginning!

Permits sharing of
– Information
– Situational awareness
– Commander’s intent

Leading to
– Speed of command
– Self-synchronization
– Enemy lock-out

Producing increased combat power

Network-Centric Warfare

TheThe
EmergingEmerging

TheoryTheory
ofof

WarWar



3

M ITRE

Scott Renner / MITRE / sar@mitre.org

The Fortune Teller:  Six 15-Year Predictions
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The Fortune Teller:  Six 15-Year Predictions

Seamless network 
connectivity

Space

Air

Terrestrial
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The Fortune Teller:  Six 15-Year Predictions

Seamless network 
connectivity

Very many network 
participants

Expeditionary Sensor Grid
>10K distributed, 

networked sensors
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The Fortune Teller:  Six 15-Year Predictions

Seamless network 
connectivity

Very many network 
participants

Bandwidth limits 
at the sharp end
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The Fortune Teller:  Six 15-Year Predictions

Seamless network 
connectivity

Very many network 
participants

Bandwidth limits 
at the sharp end

Information assurance 
still crucial
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The Fortune Teller:  Six 15-Year Predictions

Seamless network 
connectivity

Very many network 
participants

Bandwidth limits 
at the sharp end

Information assurance 
still crucial

Advantage comes
from best use of IT

People Process

Tech-
nology
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The Fortune Teller:  Six 15-Year Predictions

Seamless network 
connectivity

Very many network 
participants

Bandwidth limits 
at the sharp end

Information assurance 
still crucial

Advantage comes
from best use of IT

Flexibility essential 
for quick coevolution
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Fielded
Mission

Capability
Package

Analysis
Modeling &
Simulation

Demonstrations
Experiments

Exercises

MCP
Concept

CO-EVOLUTION

Organization

CONOPS/Doctrine

Command Arrangements C4ISR Systems
Logistics

Weapon Systems

Training/Education

Pe
rso
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el

Refinements

User FeedbackAssessment Results

Concept
Development

Concept
Refinement

MCP
Implementation
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Implications

Seamless network 
connectivity

Very many network 
participants

Bandwidth limits 
at the sharp end

Information assurance 
still crucial

Advantage comes
from best use of IT

Flexibility essential 
for quick coevolution
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Implication:  Enterprise Foundation Services

Seamless network 
connectivity

Very many network 
participants

Bandwidth limits 
at the sharp end

Information assurance 
still crucial

Advantage comes
from best use of IT

Flexibility essential 
for quick coevolution
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Node
Platform

Node
Platform

Common Integrated Infrastructure

A
P
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A
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P

XML

C2 Node C2 Node

C2 Enterprise Reference Architecture 
(C2ERA)
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Implication:  Enterprise Foundation Services

Seamless network 
connectivity

Very many network 
participants

Bandwidth limits 
at the sharp end

Information assurance 
still crucial

Advantage comes
from best use of IT

Flexibility essential 
for quick coevolution
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Core
Enterprise
Services 

(CES)

MessagingESM

Discovery Collaboration

Mediation Security/IA

AppStorage

User
Asst

Users

Community-of-
Interest (COI) 
Capabilities

Intel

Weapon 
Systems

Dynamically 
Created COIs

Logistics

Sensors

Personnel

Finance

Etc.

Comms
Backbone

Levels of 
Services above 

core level

C2
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Implication:  Information Publish / Subscribe

Seamless network 
connectivity

Very many network 
participants

Bandwidth limits 
at the sharp end

Information assurance 
still crucial

Advantage comes
from best use of IT

Flexibility essential 
for quick coevolution
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The N2 problem
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Implication:  Information Publish / Subscribe

Seamless network 
connectivity

Very many network 
participants

Bandwidth limits 
at the sharp end

Information assurance 
still crucial

Advantage comes
from best use of IT

Flexibility essential 
for quick coevolution
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Information object
publish/subscribe/query

architecture

Producers Consumers

Owner

IO

Info
Object
Service
Layer

subscribe

IO

post pull
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Implication:  Dissemination Optimizatioin

Publishers Subscribers

Owner

Caching and
intermediate processing

Broker

Seamless network 
connectivity

Very many network 
participants

Bandwidth limits 
at the sharp end

Information assurance 
still crucial

Advantage comes
from best use of IT

Flexibility essential 
for quick coevolution

1

2

3

4

5

6



16

M ITRE

Scott Renner / MITRE / sar@mitre.org

Implication:  Common Vocabularies

Seamless network 
connectivity

Very many network 
participants

Bandwidth limits 
at the sharp end

Information assurance 
still crucial

Advantage comes
from best use of IT

Flexibility essential 
for quick coevolution
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Community 
of interest

Common
vocabulary
(ontology)

Semantics
team
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Implication:  Operational Architectures

Seamless network 
connectivity

Very many network 
participants

Bandwidth limits 
at the sharp end

Information assurance 
still crucial

Advantage comes
from best use of IT

Flexibility essential 
for quick coevolution
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Implication:  Introspection For 
Smart Service Degradation

Operational
View
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Deciders,
decisions,
information

Deciders,
information,
systems

Node
Platform

Node
Platform

Common Integrated Infrastructure

A
P
P

A
P
P

A
P
P

A
P
P

A
P
P

A
P
PUsers and

deployed
systems

Seamless network 
connectivity

Very many network 
participants

Bandwidth limits 
at the sharp end

Information assurance 
still crucial

Advantage comes
from best use of IT

Flexibility essential 
for quick coevolution
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Implication: Information Preplanning

Operational
View
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to Operational Requirements

Sy
ste

m
s A

ss
oc

iat
io

ns
 

to
 N

od
es

, A
cti

vi
tie

s, 

Ne
ed

lin
es

an
d 

Re
qu

ire
m

en
ts

Pr
oc

es
sin

g 
an

d 
In

ter
-N

od
al

Le
ve

ls 
of

 In
fo

rm
ati

on

Ex
ch

an
ge

 R
eq

ui
re

m
en

ts

Deciders,
decisions,
information

Deciders,
information,
systems

Seamless network 
connectivity

Very many network 
participants

Bandwidth limits 
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Information assurance 
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Advantage comes
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Implication: Accountable Data Owners

Seamless network 
connectivity

Very many network 
participants

Bandwidth limits 
at the sharp end

Information assurance 
still crucial

Advantage comes
from best use of IT

Flexibility essential 
for quick coevolution
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Implication:  Need-To-Hide, Not Need-To-Know

Pairwise “need to know”
decisions

Seamless network 
connectivity

Very many network 
participants

Bandwidth limits 
at the sharp end

Information assurance 
still crucial

Advantage comes
from best use of IT

Flexibility essential 
for quick coevolution
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Implication:  Need-To-Hide, Not Need-To-Know

Seamless network 
connectivity

Very many network 
participants

Bandwidth limits 
at the sharp end

Information assurance 
still crucial

Advantage comes
from best use of IT

Flexibility essential 
for quick coevolution
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Each Implication Involves Shared Semantics

Info object services
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Community of Interest (COI)
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Communities of Interest in the DoD Data Strategy

9

A
 N

et-C
entric D

oD
C

3I/C
IO

Power to the Edge

Institutional COIs Provide a Framework to
Manage Data

What data assets are
the community’s

priority and how do we
post that data?

How do we securely
organize the data in

our  catalogs so it can
be easily found?

What key data
exchanges need to be

exposed within our
COI and across with

other COIs?

How do we define our
language to make it

understandable outside
the community?

How do we manage
metadata registries
(XML) to increase

reuse of data formats in
our  systems?

What user needs
in the community

are not being met?

What capabili ties do we
need from community and

enterprise services to
enable data sharing and

collaboration?

Mediation Serv ices
(e.g., Data  Tra nsforms)

Discov ery  Se rvice s
(e.g., Metadata

Ca talog)

Messaging
Services

(e.g., Alerting)

Storage Services
(e.g., Sha red Data

Space)

Collabora tion
Services

(e.g., We b Portal)

Sec ur ity
Services

(e.g., PKI)

Us er Assistant
Services

(e.g., Intelligent
Agent)
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Communities of Interest Framework

Institutional

Expedient

Functional Cross Functional
Deliberate

Contingency

Relatively
Simple

Relatively
Complex

O
P

TE
M

PO

Leadership
by a Recognized

Process
Owner

Collective
Leadership

by Recognized
Process Owners

Tactical
Process

Modification
within an

 Institutional
Setting

Tactical
Process

Modification
across or beyond

Existing Institutional
Settings

• Response to New
Threat
• Replacement of
Leadership
• WMD Recovery

• Major Combat
Operations
• Precision Engagemen
• S trategic Deterrence
• Homeland Defense

Activities
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Power to the Edge

Make data Visible, Accessible and Understandable across
DoD and beyond

Changing to a Net-Centric Environment…
The Data Objective

PRIVATE
Data in the

Future

Data Today

Private

Communities of
Interest (COI)

Enterprise
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Leverage All Data as a DoD-wide Asset

Data
Mobility

Private Da ta

Data Mobility

Enterprise Da ta

Community of Interest Data

•  Metadata
•  Networked processes
•  XML Regist ry
•  PKI access cont ro l
•  Mediation services

“COIs are collaborative groups of users who must exchange information in 
pursuit of their shared goals, interests, missions, or business processes, and 
who therefore must have shared definitions for the information they exchange.”
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Semantic COIs: Just For Vocabulary

Domain
vocabulary
(ontology)

Semantics
team

Community 
of interest
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Shared Semantics = Shared Knowledge

Knowledge

information

data

Documentation

An aircraft is a 
vehicle that flies

Data Data
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Shared Semantics = Shared Knowledge

Knowledge

information

Data

Documentation

An aircraft is a 
vehicle that flies Data

Documentation

An aircraft is a 
vehicle with a wing
tail, engine, ...

data
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Shared Semantics ≠ Shared Knowledge

Knowledge

information

data
An aircraft is a 
vehicle that flies

Data Data
Documentation
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Shared Semantics ≠ Shared Knowledge

When it actually
was ready

When it will
be ready...

Knowledge

information

data

Maintenance completion time 
is when the aircraft is ready 
for service

Data Data
Documentation
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COIs: A Knowledge Management Problem

Shared semantics is a KM problem
– Meaning begins and ends with 

human beings
– Machines don’t think

A successful KM process will
– Make explicit the definitions 

people need to know
– Transfer that knowledge to the 

people who need it

Documentation is valuable only 
when it helps with the above

Community 
of interest

Domain
vocabulary
(ontology)

Semantics
team

Think of a process to be performed
Don’t think of a product to be produced
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Different Roles Of People In The COI
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Kinds Of Knowledge For Each Role

Common vocabulary:
Dictionary of terms

What is an airplane? A flight?

Abstract models
What information do we need about 

flight schedules?

Concrete models
How does my program interface with 

the flight schedule data?

Physical representations
What is the flight schedule 

message format?
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Relations Between Kinds Of Knowledge 

Common vocabulary:
Dictionary of terms

What is an airplane? A flight?

Abstract models
What information do we need about 

flight schedules?

Concrete models
How does my program interface with 

the flight schedule data?

Physical representations
What is the flight schedule 

message format?

COI domain

Defined in
terms of

Adds structure
and representation

Specifies details
of data storage
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Structure Of Knowledge Within A Domain
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Hierarchy of COI Domains

COI Domain Common Vocabulary

Sub-Domain Sub-Domain
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Ontologies For Managing COI Knowledge

COI Domain Common Vocabulary

Abstract Model Abstract Model

Concrete Model

Sub-Domain Sub-Domain

Abstract Model

Concrete Model
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Summary

Net-Centric Warfare
– Theory of warfare
– Seamless interoperability increased combat power
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Summary

Net-Centric Warfare

Predictions
– Seamless networks
– Very many network participants
– Bandwidth limits, esp. near the sharp end
– Information assurance still critical
– Advantage comes from best use of IT
– Flexibility essential for quick evolution
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Summary

Net-Centric Warfare

Predictions

Implications
– Enterprise foundation services
– Information publish/subscribe
– Dissemination optimization
– Common vocabularies
– Operational architectures
– Smart service degradation
– Information preplanning
– Accountable data owners
– Need-to-hide, not need-to-know
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Summary

Net-Centric Warfare

Predictions

Implications

Shared Semantics
– A knowledge-management problem
– Same shared knowledge for different purposes
– Establish agreement at different levels of detail
– Communities of Interest for semantic agreement
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