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Presentation Outline

Principals of Warfare for Net Space
Mapping 10 to Network Battlespace
A Main Defensive Battle in Net Space

A Vision for Computer Network Operations

Some useful Analogies?

 CDD Imagery
» Air Tasking Order
o Combat Logistics



Leonhard’s Principles of War for
the Information Age
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Robert R. Leonhard, “The Principles of War for the Information Age




Mapping Knowledge Environment to
Information Ops
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Defining the Information Battle Space:
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Physical Dimension:
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Electromagnetic Battle:
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Network Operations: Main Defensive Construct
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Network Operations: Killing Zone
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Islocation and
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ss Continuity
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A Vision of CNO
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Further Useful Analogies

CDD Imagery
Air Tasking Order Battle Rhythm
Strategic vs Combat Logistics



Charge-Coupled Device (CCD)

-Is there a photon?
- if yes, then of what energy

-




Honeyed Arre
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An Analogy for ISR

Dooooooooooooooooooooooo CCD Array —— Physical Image

A IDS Array —— Traffic Patterns

e0c0c0c0cc000cco0eeco0ee Honeyed Array — Logical Activity Image

‘ = Honey Pot
As#@ T > Staretimel

As fidelity @ T > Staretimeld

Intelligent Deployment >  Stare time J
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The Problem Space!

\

ssssss

Gl /MIl/ Cyber

B
.3..4..5..6..7..8..9 10...11....12..'..13....14....15....1(J.....

From the synthesis of multiple Global Requirements
- in multiple AORs
- with separate TO&Es and
- with different Environmental leads...

..to a Mission Capability Package in Weeks!
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- Shared Awareness with Force - Shared Awareness with J Staff
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What Is the Future?
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