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Presentation Outline
• Principals of Warfare for Net Space
• Mapping IO to Network Battlespace
• A Main Defensive Battle in Net Space

• A Vision for Computer Network Operations

• Some useful Analogies?
• CDD Imagery
• Air Tasking Order
• Combat Logistics



Leonhard’s Principles of War for 
the Information Age
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Robert R. Leonhard, “The Principles of War for the Information Age
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Ed Waltz: “Information Warfare Principles and Operations
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Defining the Information Battle Space:
Decision Space



Decision Space
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Physical Dimension:
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Decision Space
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Electromagnetic Battle:

EM
Similar to Physical Effect:

Objective to Disrupt vs Destroy
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Decision Space
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Network Operations: Main Defensive Construct
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Decision Space
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Rogue Element

Killing Zone: Dislocation and
Definition of Enemy 
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Rogue Element

Reconstitution:
Business Continuity 
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Surveillance
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Rogue Element
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A Vision of CNO
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Further Useful Analogies

CDD Imagery
Air Tasking Order Battle Rhythm

Strategic vs Combat Logistics



Charge-Coupled Device (CCD)
-is there a photon?

- if yes, then of what energy
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An Analogy for ISR

IDS Array

Honeyed Array

CCD Array Physical Image

Traffic Patterns

Logical Activity Image

= Honey Pot

As # Stare time  >

As fidelity Stare time  >

Intelligent Deployment Stare time  >



FIGURE 2 - ATO BATTLE RHYTHM/JFACC AIB

Air Operations Center (AOC) Standard Operating Procedure (SOP)
Twelfth Air Force (12AF) Air Force Forces (AFFOR)
ANNEX B TO CHAPTER 3



Network Tasking Order BATTLE RHYTHM

NTO B - Yesterday

NTO C - Today

NTO D – Tomorrow

NTO E+ - Future

JIPTL

MNOP

GUIDANCE
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The Problem Space!
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From the synthesis of multiple Global Requirements
- in multiple AORs
- with separate TO&Es and
- with different Environmental leads…

…to a Mission Capability Package in Weeks!

…to a Mission Capability Package in  Days?



Reqr
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Convolution of MCPs:
CCRP: Network Centric Warfare:
Developing and Leveraging Information Superiority
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Decision Space
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What is the Future?

Network Awareness
&

Joint Strategic Guidance
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