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Effective governance of large-scale federated enterprise
systems (e.g., JTF) and their capabilities requires
formalized scalable service-centric policy-based intra-
and inter-enterprise C2

Effective enterprise C2 (EC2) in federated
(collaborative, interoperable, interactive) systems
requires greater degrees of automation of traditional
social and typically ad hoc governance activities

Automation of sharable C2 services requires a
standardized EC2 model and an associated set of
network-centric services supporting real-time
capabilities management

Shared EC2 services include policy-sensitive
— Situation Assessment

— Plan Generation

— Plan Execution
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As defined in Joint
Publication 5-00.2, there
are two complementary
JTF command structures

e a Superior, or
“establishing authority”

e a Subordinate, or
“established authority”

=> JTFs define an

Joint Info Bureau

Joint Patient Movement
Requirements Center

Joint Personnel
Reception Center

Joint Intelligence
Support Element
Joint Document
Exploitation Center

Joint Interrogation &

Joint Visitors
Bureau

Logistics

Center }
Joint Movement
Center

“accountability hierarchy” Subares petroreum |_| e
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Office
I:I CITF Determined
Joint Facilities
Utilization Board | D As Required

Joint Mortuary
Affairs Office
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Debriefing Center

National Intelligence
Support Team

Joint Captured Material
Exploitation Center

.| Joint Search &
Rescue Center
Rules of Engagement

Cell

Joint Operations
Center

Information Operations
Cell

Civil-Military
Operations Center

Joint Targeting

Coordination Board

‘—| Joint Fires Element
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Cé’\':;“ﬁz.\ﬁz@? Communities of Common Cause

Communities of Interest
(A Federation of Collaborating Systems)

Command
Axis
]T COI Member
Enterprise Logis_tics
(JTF) Axis

1l
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. Federated Systems
B
Enterprise C2 Space
3 Dimensional EC2 space T Ceval

COI (j)

1. Vertical Command AXxis:
Accountability Hierarchy
(I-axis)

2. Horizontal Production Axis:
Logistics Chain (k-axis)

3. Lateral Federation Axis:

Communities of Interest
(J-axis)

Production
Step (k)
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T ®8?  Operations Planning Horizons
T

Present

Past <« Historical Record - | - Future Plans * Future
Networked Event
Services Inter-arrival
Elements Times
Ls months

.

I £

Lg weeks
~ 1

L3 days
[_2 hours
L1 minutes

L

T 7
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e —— JTF Governance Services
-

Situation

Assessment
S U}Eo r

Planning &
Execution

Process
Perception Model
Enterprise
(JTF)
Autonomic @
Control
Loop
Subordinate A
Measurement Control
Command ServicesS =<« —————— -» Control Services

Revised: 6/29/2006 11th CCRTS, San Diego, CA, June 20-22, 2006 slide: 9



META

. Operational Scenarios
T

Situation

e JTF End-Point Roles
— Passive Observer (A-B) B
— Active Controller (C-D)  ©°se™e"
— Peer/Competitor (E-F) A
e Theoretical Frameworks
— Design of Experiments

— Control Theory
(Cybernetics) Controller

— Game Theory
— Theory of EC2

e GIG Infrastructure
— Transport
— Enterprise Services

~ Process

:‘"\.

D

Peer

Peer
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4 - JTF EC2 Service Provisioning

JTF Actors Enclave
%%% JTF Actors Enclave
Mobile or Fixed

JTF EC2
Server A

e Fixed v. Mobile L&} X
Command Enclaves 5

e Dedicated v. Shared |
EC2 Services _- c

Mobile or Fixed

Fixed,
Replicated, JTF EC2 5 GIG
Physically Secure Server JTF Actors Enclave

D Mobile or Fixed

JTF EC2
ASP Fixed,
Replicated,

Physically Secure
JTF Actors Enclave

VPN Router
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e E5 Commander

e E4 Planner/Analyst
e E3 Operator

e E3* Auditor

e E2 Regulator

e E1 Director

e EO Process
(Capability)
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. ——— . JTF Command Structure
-
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T ' Situation | Plan Plan
© S Itu atl on ASSGSS me nt —» Assessment ——» (Generation —— Execution
— Subscri ption S Services Services Services

— Filtering for Events
— Triage for Situations
— Analysis for COA

e Plan Generation
— Policy Management
— Resource (Capabilities)

Management I cenmermion §
e Plan Execution
— Scheduling
— Authorization N Plan

Assessment Execution

— Synchronization
— Performance Management
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e e JOPES vs. CAP Process

JOPES Deliberate Planning Process and
Crisis Action Planning Process Functional Alignment

Threat Course of
Identification Strategy - Detailed -
and Determination 3:3:;:) ((n::zﬁ{ Planning Implementation
Assessment P
Joint Strategic Approved
Capabilities For Further
Plan Planning
Phase 111
JOPES Plan De\)\\
Deliberate % 3
Planning / k)
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Concept’ Dev Plan Review
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/ R
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Situation ~ [[|T "~ Crisis COA COA Execution Execution
Development Assessment Development || Selection Planning
| |
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- Crisis Action Planning (CAP)

Control Processing Services (CPS) Framework
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o Command Interaction Points
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Control Services Timing
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. ——— . Situation Assessment
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GIG & Internet
— “Google”
Search
GIG & Internet
* RSS & Web Services
Feeds
SAS
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eventQ situatjonq
(Fedte:tr)altion) ¥ ¥ ¥
Status m Filter Pattern Scenario
Database Database Database
I o o e
— VPU 'y
Internal {e} := detect[{i}, FDB] {s}:= match[{e}, XDB] {c}:= react#{s}, SDB]
Status +
[ filter ttern plan |
4] T a0 ¢ 4
filter l ‘ pattern plan
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ITF
Comp

Public
Affairs
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BGS )
—{c}—ﬂm—{c}—v‘_ pp {a}—»||||-fa3» rp {p}—»

coaQ ~ poaQ ~

{a} := comply[{c}, PDB] {p} := reserve[ADB[{a}]]

olicy
PDB P ADB asset
database database
= lega
policy o?ic::eys aceat legacy
converter dF;t ab converter asset
= ase . g 4 database P
| policy )
5 [ asset
—— capture editor —® capture | .
\ assets \ editor
| ! i
1 | 1
b 1 1
b oo oo o el N, WP - 4
policy - ¢
policy asset
management - asset
template management §
p 9 Y template
policy { asset {
policy_id; /* policy identifier =/ asset_id; /* asset identifier */
palicy_revision; /* policy revision level =/ asset_version; /* asset type */
policy_issue_date; /* policy publication date */ asset_deployment_date; /* asset in_service date */
policy_end_date; /* policy duration */ asset_life; /* asset duration (exp) */
policy_domain; /= policy application domain */ asset_domain; /* asset usage domain */
policy_scope; /* policy applicability */ asset_quantity; /* asset avallable quantity =/
policy_exceptions { /* policy contingencies */ asset_count; /* assets in use =/
policy_time; /* vise time */ asset_qualifiers { /* asset variations */
Pn‘|C¥7rESOU?‘CES},‘ /* vise material = asset_time; /* asset use time restrictions */
policy_antecedents; /* policy precedents */ asset_capability;}  /* asset functionality */
policy_authority; /= policy owner */ asset_prerequisites; /* asset precedents */
policy_clauses; /* policy If.then._else expressions */ asset_authority; /* asset owner *f
policy_distribution; /* policy distribution list */ asset_usage; /* asset SLA </
2 asset reservations; /* asset reservations */
asset_cost; /* asset deployment & use costs */
i
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execution
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Thank You For Your Attention!

Are there any questions?
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