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Overview
e Information Trust? Thanks to...
« Sensemaking Experiment (#1)
« Hypothesis « CCRP
 Method « Dr Alberts, DoD
e Results « DR Hayes, EBR Inc
- Discussion « Defence Academy UK

« Laura Kenyon
« Jeremy Smith
« Charles Kirk

« All SMEs

« BAE Systems ATC

« Dan Amos
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An Achilles’ Heel?

Increasing dependence on information
 Pitfalls
« Too much information

« Complexity of info domain = uncertain = ‘#
provenance, reliability, currency, accuracy -

* Attacks on information systems = = g, =
« Attacks on perception (deception) '- .

« Lack of trust in information impedes proactlve
decision-making
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A Human Issue in NCO

« Judgement:- what info to trust/distrust?
« Causes of good/bad judgement

« Effects of good/bad judgement

» Effects of workload and time pressure
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Sensemaking and Information Trust

H1:

Better understanding
leads to better
information trust
judgements

Understanding

Trust/distrust
Judgement

A Decision-
wareness Making
Perception of

Information
Information Action

* Source reliability

* Information credibility
 External consistency

* Risks of misjudgement

Physical
Situation
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Experimental Paradigm

Input Subject Output

Processes
. Awareness &
Prior Knowledge \ - *l Understanding ‘
Network Alert N

. Information Trust &
Information Distrust

» Good Information
» Bad Information
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Sensemaking Task

'!.}1 ..' 'i
Coalition
forces
e
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Sensemaking Task

X
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Sensemaking Task

12: 06:57:00: sighting: FR UAV]~
25 06:41:32: sighting: US Rang 13: 06:58:44: sighting: MN HO:

S e el 6; 07:01:00: sighting: US Ran
sighting: FR UAY

Ohsered: Tank Tp obsered
Activity: maving east
Location: 25442011

En UnitType: MET Tp

Time Sighted: 70600
EqptRemarks:
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Sensemaking Task

BAE SYSTEMS

o lﬁf’elligehce Monitor

~

e

File Help

Intelligence Monitor
“Inbox

4: 06:43:00: sighting: UK BEW: [
7 064700 sighting: FR UAY C

9: 06:50:20: sighting: HN:

-Processed Message Log
_ H: 06:45:00: Topo Rep: UK FREY =~
~|| B: D6:46:00: sighting: US Strate

Verylow 1 2 O3 4 (05

-Message Viewer

Ohsened: Tank sighted

| Activity: rmoving east

Location: 28402009

En LinitMype: single tank

Titme Sighted: A:48:00F

EgptRemarks: 1 tank i

Tirme:  07:01:00
Confidence

Very High

Accept

| Reject Ok

48 messages per run
*  75% good information
«  25% bad information

Confidence rating

Accept / Reject
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Information Sources

Multinational e
i Army HQ UK FRES

Battlegroup

French UAV

Company
UK EW

Detachment
French Airborne

Company

Section

Y UK Artillery
Company

US strategic
[satellite]

UK Infantry
US Ranger Company
Company | .
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Independent Variables

Message quality Individual Differences
* 75% good info .
e 25% bad info Background

« Personality

_  Trust Attitudes
Prior Knowledge « Workload

« Full SA/SU briefing
* Minimal SA/SU briefing

Network Alert
* Yes
* No
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Information Quality Defects

Information type Specific defect

« INCORRECT Does not describe reality

« INACCURATE Not sufficiently precise to be of use

« INCOMPLETE Some key data missing

 UNTIMELY Received too late to be of use

 |RRELEVANT Has no bearing on area of operations / current situation
« |INCONSISTENT Does not fit emerging pattern
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Dependent Variables

Information Trust Sensemaking
» Confidence Ratings (Message « Understanding of EN COA
Reliability) per message « SA Ratings

» Accept/Reject response accuracy
 Type 1/ 2 Error Rate

« SDT analysis

» Source Reliability Ratings
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Two Types of Information Trust Error

RESPONSE Type 2 Error

Rejecting good information
Accept Reject

INFORMATION / Miss
Type 2

Inappropriate
Distrust

Good Appropriate
Trust

MISDISTRUST

Type 1

Inappropriate ]
Bad Trust Appropriate

Distrust
MISTRUST
Type 1 Error /

Accepting bad information
False Alarm
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Data Collection

e 22 British Army majors

UK Defence Academy,
Shrivenham
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Overall Findings

Prior Knowledge Information Trust
High/Low SA/SU
» Message Confidence Ratings

 Accept/reject Response Accuracy

Network Alert  Type 1 errors
Yes/No
» Type 2 errors

» Source Reliability Ratings

No sig main effects
A few minor interactions

Sensemaking

Individual Diffs » Understanding of EN COA
Trust Attitudes - SA ratings
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Error Rates

BAE SYSTEMS

Error Rate

0.70 -

0.60 -

0.50 -

0.40 -

0.30 -

0.20 -

0.10 -

0.00

Effects of Prior Knowledge on Error Rates

. -

—e— Type 1 (FA)
—u— Type 2 (M)

High Low

Prior Knowledge Level
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Error Rates

Effects of Network Alert on Error Rates

0.70

0.60 - ‘ 

0.50 -

0.40 -
——Type 1 (FA)

—=— Type 2 (M)

Error Rate

0.30 -

0.20 - .

0.10 -

0.00
Alert No Alert

Run Type
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Findings

1. Found no effect of Prior Knowledge on information trust
2. Found no effect of Network Alert on information trust
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Subjective Ratings (1)

Ratings of Source Reliability

Mean Rating
w

I T 1
Host unknown

UKFRES UK Inf UK Arty UK EW UK us us FR FRUAV  MN HQ
Mamba Rangers strategic Airborne

Info Source
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Subjective Ratings (2)

Mean rating

w

N

Ratings of Confidence in each Message
[ analysed by Source |

I T 1

UKFRES UK Inf UK Arty UK EW UK us us FR FRUAV  MN HQ Host unknown
Mamba Rangers strategic Airborne

Info Source
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Correlation of Subjective Ratings

5
r=0.968, p <0.005
UK Infantry
N

4 * .
n N
2 . . UK FRES
£ s 4
&“ *
o .
e .
o
S 3
U=
c
o
(&)
:'é, 'unknow n'
o W
i
=

2 i

1 ‘ ‘ ‘

1 2 3 4 5

Source Reliability Ratings
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Findings

3. Information trust judgement appears to have been driven largely by the
(apparent) identity of sources
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Type 1 Error Rate (false alarms)

False Alarms per Info Source

1.0

FA rate

T T T T 1

UKFRES UKInf UKArty UKEW UK us us . . FR FRUAV MN HQ Host  unknown
Mamba Rangers strategic Airborne

Info Source
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ROC Chart

1.0
Extrem
0.9- <>UI§>FIF:rEAS/b <o UKIn;I—r st
US strat
0.8 ¢ UKEW <><>USUEgnrwamba<> At O FrUAV
© MNHQ
0.7 o Host
¢ Unknown

Hit rate

0.0 T T T T T T T T T
0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0

FA rate
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Judgement Bias In(B)

Tendency of subjects to accept (TRUST) or reject (DISTRUST) information, rightly or wrongly

Trust
15 -

-1.3
Optimumevel oﬂust in this‘experimeLt= -1.1

A - = T
0.9 -
0.7
05 -
0.3 -

& 0.1 -

< o1
0.3 |

0.5 -
Distrust UKInf UKAry UKEW UK us Us FR FRUAV MNHQ Host unknown
FRES Mamba Rangers strategic Airborne
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ROC Chart
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1.0
X
’@o e(\& o UKFRES
09l o\t & © FrAb o UK Inf
% &)@ .
© USRgr US strat
0.8 30 ¢ UKEW o UK mamba¢ At © FrUAV
<& MNHQ
0.7 o Host
¢ Unknown
(]
s
%
0.0 T T T T T T T T T
0.0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1.0
FA rate
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Judgement Accuracy d'

Good
2.0-

1.5

0.5

0.0

ChanceukFrRES UK Inf UK Arty UK EW UK us us FR FR UAV MN HQ Host unknown
Mamba Rangers strategic  Airborne

I 1

source
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Correlation of Source Rating with d’

BAE SYSTEMS

d' per source

25

1.5 1

0.5

-0.5

r=0.91, p <0.005

2

2

Source reliability rating
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Findings

4. Messages from most sources were overly distrusted.
Only UK FRES BG and Fr Airborne Coy were trusted appropriately

5. Information trust judgement was poor except when information was
attributed to a “trusted” source. i.e.

The more a source was trusted, the better the judgement of its information
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Interpretation
Understanding| H1 X
Trust/distrust
Awareness Judgement

Perception of
Information

>4

Inf ti Perception of
nformation SOlEEE
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Conclusions
Info
. OK?
l Uncertain Info =
Seek “Not OK”
corroboration
Perception of
Information INFORMATION

Source =

e No
Perception of onme
SOURCE Uncertain .

Source =
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Questions

 What happens if source is not stated?
— see Experiment 2, ICCRTS 06
« Can information trust errors be avoided?
 Information design
« Task procedures
« Can information trust judgement be improved?
« Training
« Do different organisations/cultures show different patterns of information
trust?
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Information Trust and Distrust in a Sensemaking Task

Barry McGuinness & Andrew Leggatt
Advanced Technology Centre
BAE Systems UK

barry.mcguinness @ baesystems.com
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