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Research Framework

Research Project

v’ Title: C4ISR Multimedia applied to emergency management.
Ref: TIN2004-03588

v Objectives:

v To apply the command and control military technology in an
Innovative way to the civil environment.

v The project is focused in the application of this mature
military technology to the civil environment mainly in a field
with high social impact, the civil crisis management (e.g.
terrorist attacks, industrial accidents, big fforest fire or floods,
etc). The developed system is based on C2IEDM.
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v The C2IEDM defines in a standardiced way, the
unique information susceptible to be exchanged for a
C2 national system.

v The C2IEDM is the core of Multilateral
Interoperability Program (MIP) solution for achieving
iInteroperbility among different C2| national systems.

v' The C2IEDM enable the information exchange
betwen C2| systems allowing to the user to decide
what information is exchaged to whom it flows, and
when.




C2IEDM - Overview

v In the C2IEDM the objects have to be classified taken into account the

following premises; who are the actors who use the objects and which
objects are available for being used in each moment. The C2IEDM
encompasses two object categories:

v’ Item: Objects what can be identified individually; (by name: i.e.
Lieutenant John Smith, Second Armoured Division, by call sign or
serial number or license plate or passport number, and so on).

v Types: Objects which represent properties of groups or classes; (a
tank, a ship, an M1A2 tank, a helicopter, a howitzer, a rifle, an
armoured brigade, a light infantry battalion, an infantryman, a refugee).

Both categories are used in parallel as basic structural elements of the
C2IEDM. The two structures are related to each other. Data characteristics
are entered either on the item side or the type side as appropriate. Any
characteristic described on the type side also applies to the item when the
item is assigned a type classification. The linkage from item to type is a

mandatory Issue in the model




UHIVEREI DAD
FOLITECHIC &

— C2IEDM - O _Item and O Type Hierarchy

grama nuevo en 'C2IEDM', en 'FEDE2000']

S0QL Server Enterprise Manager - [2:
J n& Consola  Weptana  Awuda
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OBJECT-ITEM
| B | [object-itern-id]

| |[object-itern-aleermate-identification-text]

FEATURE
B | [Feature-id]
[Feature-category-id]

FACILITY

B | [Facility-id]
[Facility-category-code]
[Facility-height-dimension]
[Facility-lenght-dimension]
[Facility -width-dirnension]

RSON

[petsan-id]
[person-birth-date]
[person-bload-type-cada]
[person-ethnic-group-code]
[person-gender-cade]

|| [person-religion-code]

P

DRGANISATION
B | [organization-id]
[organisation-category-code]

[organisation-nicknarne-nama]

OBJECT-TYPE

8 [ [object-type-id]
[object-type-category-code]
[ebject-type-durnrny-indic ator-coda]
[object-type-namne]

MATERIEL

B | [matetiekid]
[rnaterielseral-number-identification-text]
[rnateriellot-identification-text]
[materiel-body-colour-tode]
[rateriel-making-coda]
[rnateriel-rmaking-colour-code]

FEATURE-TYPE
B | [Feature-type-id]
[Feature-type-category-code]

FACILITY-TYPE
8 | [Facility-type-id]
[Facility-type-category-cade]

PERSON-TYPE

B | [person-type-id]
[person-type-category-code]
[petsan-type-subcategory-cade]
[person-type-rank-code]

ORGANISATION-TYPE

B | [organisation-type-id]
[rganization-type-category-code]
[organisation-ty pe-cornrnand-function-indicator-code]
[organization-type-command-and-contral-categony-code]
[organisation-type-description-tezt]

MATERIEL-TYPE

[raterial-type-id]
[rnateriel-type-category-code]
[rnateriel-type-reportable-itern-text]
[aterial-type-stock-nurnber-texr]
[materiel-type-supply-dass-cade]
[rnaterial-ty pe-rmai-height-dim]
[rnateriel-type-rax-lenght-dim]

]

|| [matetiel-type-raz-width-dim]
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SQL Server Enterprise Manager - [2:Diagrama nuevo en 'C2IEDM', en 'FEDE2000"] = Iﬁ' Iil
Jn& Consola  Yeptana  Ayuda |_|_|— =] l”
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OBIECT-TYPE 5

]

| FEATURE-TYPE | | ORGANISATION-TYPE |

| FACILITY-TYPE | | PERSON-TYPE | | MATERIEL-TYPE |

CONTROL-FEATURE-TYPE
| CIVILIAN-POST-TYPE
E | GEODGRAPHIC-FEATURE-TYPE |

ERIDGE-TYPE

| MILITATY-OBSTACLE-TYPE |

| GROUP-ORGANISATION-TYPE |

| COl E-MATERIEL-TYPE | | EQUIPMENT-TYPE |

| PRI¥ATE-SECTOR-ORGANISATION-TYPE |

| GD\l'ERNMENT-DRGANISATIDN-TYPE_|
CHEMICAL-AGENT-TYPE lmjl | MILITARV-DRGANISATIDN-TVPE|
BIOLOGICAL-AGENT-TYPE AIRCRAFT-TYPE :

UNIT-TYPE
LAND-WEAPON-TYPE
MILITARY-POST-TYPE
NBC-EQUIPMENT-TYPE

TASK-FORMATION-TYPE
|ELECTRDNIC-EQUI_PMENT-TVPE |

EXECUTIYE-MILITARY-ORGANISATION-TYPE |

[ENGINEERING-EQUIPMENT-TYPE |

|MISCELLHNEDUS-EQUIPMENT-TVPE |




C2IEDM Prototype Implementation

v' Two implementations of the C2IEDM physical schema have been

performed by UPV. The first one has been implemented through
Microsoft SQL Server 7.0 and the other one has been implemented
through MySQL version 4.0.24. Both implementations include the 203
tables which form the C2IEDM with their relationships according to the
6.15¢c C2IEDM version

In the MySQL version the table names, attributes, data size and type of
each data have been implemented following exactly the notation of
Annex | of the version 6.15c of the C2IEDM

In the Microsoft SQL Server 7.0 a more “didactic” version of the
physical schema has been performed since such as the table names as
the attributes have been written without abbreviations in order to be
clearly understandable by users belonging to target groups (policemen,
firemen, sanitary staff, civil authorities) and also for performing clear

examples for them.
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C2IEDM Prototyp

e Implementation

SOL Server Enterprise Manage!
| % Consola Veptana  Ayuda

lores Microsoft SQL Serv

rupo de SOL Server\FEDE200D (Windows NT)

| Becén Yer  Hemamientas “ & -

B@ |

N

3

bl |

Tablas 209 elementos

[ Raiz dela consola
28] servidores Microsaft SGL Server
B4 Grupo de 0L Server
=~y FEDE2000 (Windows NT)
=] Bases de datos
- caieom
=3 Diagramas

-6’ Vistas

Usuarios
Funciones
Reglas

Catélogos de texto

Nerthwsind
pubs
tempdb

B

(] Administr acién

(] Duplicacion

E-(] Sequridad

F-( Servicios de compatiblidad
-] Meta Data Services

Procedimientos simacenados

[ valores predeterminados
Tipos de datos definidos por el usuario
unciones definidas por el usuario

+{ Servicios de transformacién de datos

Nombre_/ [ Propiztario [1ipo [ Fetha de creatién -
ABSCLUTE-POINT dho Usuario 11/07/2005 12:30:30
ACTION dha Usuaria 12/07/2005 1
ACTION-AIRCRAFT-EMPLOYMENT dho Usuario 15/07/2005 12:
= acTion-conText dha Usuario 18{07/2005

ACTION-CONTERT-STATUS dho Usuario 15/07(2005 9:18:13
= acTion-erreCT dho Usuario 13/07/2005 12:50:56 -
HCTION-EFFECT-ITEM dha Usuaria 13/07/2005 12:50:56
ACTION-EFFECT-TYPE dho Usuario 13/07/2005 12:50:56
ACTION-EVENT dbo Usuaria 13[07/2005 13:46:42
ACTION-EVENT-DETAIL dho Usuario 13/07/2005 13:48:01
ACTION-EVENT-STATUS dbo Usuario
ACTION-FUNCTIONAL-ASSOCIATION dha Usuari
ACTION-LOCATION dho Usuario
ACTION-OBIECTIVE dha Usuari
ACTION-OBIECTIVE-ITEM dho Usuario 1207/2005 14:41:20
ACTION-OBIECTIVE-ITEM-MARKING dha Usuario 18072005 17:59:53
dho Usuario 1207(2005 14:37:32
dho Usuario 15/07/2005 12:14:49
dba Usuatio

ACTION-RESOURCE-EMPLOYMENT dho Usuario
ACTION-RESOURCE-TEM dha Usuario
ACTION-RESOURCE-TYPE dho Usuario 12/07(2005 14:36:12
EacTion-task dho Usuario 14/07/2005 10:05:12

ACTION-TASK-RULE-OF-ENGAGEMENT dha Usuari 15/07/2005 12:56:40
ACTION-TASK-STATUS dho Usuario 1407 /2005 9
ACTION-TEMPORAL-ASSOCIATION dha Usuario 14/07/2005
dho Usuario 07/07/2005 10:
dbo Usuario 02/06/2005 11:04:47
dho Usuario 18/07/2005 13:16:50
dho Usuario 151072005 10:32:07
dbo Usuatio 02/06/2005 11:09:35
dho Usuario 02/06/2005 1
dha Usuario 18072005 1
dho Usuario 23/06/2005 12:48:16
dho Usuario 03/06/2005 10:40:09
=] AMMLINTTTOR-TYPF Ahe [z arin ANINAMRNNG 143148

Fil= Edit Wiew Tools Window Help

=i

"y sewverInfomation

& senice Conirl
(53 stap Vaiables
8 user Adrivisnaton
8 server Comnesions
I Healn

218 serverlogs

[ Repiizatzn Status
) Barkup

45 Restore

“j E=lms

Schemata

c2iedm 4

i}

|

| enginsite_addons
~| mysqgl

| phpmyadnin

| test

Schema Tables | Schemalndices | Views | Stored procedures |

c2iedm_ph_schema

Al tables of the c2iedm_ph_schema schema

Table Name ~ Engine Rows Data length | Index length  Update time

] abs_point InnoDB 16 16 kB 16 kB ~

[T actt_type InnoDB 3 16 k8 0B

[ act InnaDB 12 16 kB 0B

[T act_acht_employ InnoDB i] 16kB 08

T act_contst IrnoDB il 16KB 16 kB b |

[ act_contst_stat InnoDE i] 16kB 16 kB

] act_effect InnoDE 3 1EKE 16 kB

T act_effect_item InnoDB 1 16 kB 16 kB

T act_effect_type InnoDB 2 16 kB 16 kB

[T act_event InnoDB 5 16KB [}

T act_evert_dst IFnoDE 0 16 kB 16 kB

[ act_event_stat InnaDB 5 16 kB 16 kB

T act_funct_sssoc [ 5 16 kB 16 kB

T actloc InnoDE 0 1ELE 2 kB

7 act_ohive InnoDE 7 1EKE 16 kB

7] act_objve_item InnoDE 0 1EKE 32 kB

] aci_objve_item_matking InnoDE 0 1EKE 16 kB

7] act_obive_type InnoDB o 16 kB 32kB

T act_req_capab InnoDB 0 16 kB 16 kB

T actres IFnoDE 10 16 kB 16 kB

T act_res_employ IFnoDE 0 16 kB 16 kB

T actres_item [ 10 16 kB 16 kB

[T act_res_type InnoDE i] 16kB 16 kB

T aot_task InnoDE 2 1EKE 32 kB

] aot_task_roe InnoDE 0 1EKE 16 kB

T aoi_task_stat InnoDE 3 1EKE 16 kB v
um. of Tables: 203 [Fiows 918 [DataLen: 32ME | [Index Len 18 ME

]

Details >

[Creste Table | [ EdiTable | [ Maintenance | |

Refresh




C2IEDM Civil use
4

v UPV has developed a Civil Command Control
Computer communications and Information
Systems C4IS based on C2IEDM.

v In C4ISR Multimedia project a command and
control system for civil environment has been
developed following NATO and DoD standarts.




Brigadas y Capas 3 : c ; Identificacién Unidad Individual

Situacién Brigada
-

Bri-1 U©I-1

Mensajes Acciones ‘ | Constantes Vitales
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':m SQL Server Enterprise Manager - [2:Datos en tabla ‘LOCATION' en 'C2IEDM" en ‘FEDEZ000°]

J% Consola  Yeptana  Ayuda
ElE=E RN YA

location-id |Iocation-category-code
|4 SURFACE
| |& SURFACZE
| |34E POINT
| |Bl12 POINT
| |813 POINT
| |&ab LIME
| |&75 LIME
| |&&2 SURFACE
| |69 SURFACE
| |7m POINT
| |72 POINT
| |703 POINT
| |77 POINT
| |999 POINT
| |1&810 POINT
| |1812 POINT
| |3112 POINT
321 POINT
| |3212 POINT
| |3213 POINT

3214 POINT

— POINT

<: 3216 LINE >

— SURFAC]

| Esn POINT

I e =4 POINT

| |3313 POIMT

| |3314 SURFACE

| |5514 SURFACE

| |7o001 LINE

| |7ooz LIME

| |7003 LIMNE

| |&901 SURFACE

| |9400 SURFACE

| 13801 GEOMETRIC-YCOLUME
13807 GEOMETRIC-YCLUME

13809 GEOMETRIC-YOLUME
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';'m S0L Server Enterprise Manager - [Z:Datos en tabla 'LINE-POINT' en ‘'C2IEDM' en ‘FEDEZ00D']

Tm SQL Server Enterprise Manager - [2:Datos en tabla 'LINE' en "'C2IEDM' en 'FEDE2000°]

Jﬁ] Consola  Wenmbana  Awuda JE’J Consdla Vertara Ayuds
B =EN S =ERE ! &Y wE
line-id— |line-point-index  |line-point-sequence-quantity | line-pointpointid = 0= 82 \ g £x A =
s 461 1 21 —
[ |32t 462 2 212 {lne-id
ES 463 3 3213 h_|3216
3216 464 4 3214 ]
Nazie 465 5 15 002
—w {7003
|70l 2 13 T |
[7m 3 3 1510 —
|70l 4 4 e
|70z ! 1 1812
| |7002 2 2 612
|70z 3 3 999
| |7o02 4 4 1812
| |7003 ! 1 31z
| |7003 2 2 613
| |7003 3 3 bt
b
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iti SQL Server Enterprise Manager - [2:Datos en tabla 'POINT" en ‘€3 ‘Tt SQL Server Enterprise Manager - [2:Datos en tabla ‘ABSOLUTE-POINT' en 'C21EDM' en ‘FEDE2000']

| Consola Weptana  Ayuds Jﬁ] Consola Weptana  Ayuda

-=rTT] B a0l Al 2 = | @
|@|EEE|,@|!$\V|zlalR(=|m @‘EE@‘,@ !&M%lilﬁk%i\*a
point-id | point-cateqary-cods

S BESCLITE-POINT ahsalute-point-id | ahsolute-point-latitude-coordnate | absolute-point-longituds-coordnate | absolute-point-angular-precision-tode | ahsalute-paint-vertical-distance-id

| |e1z ABSOLUTE-POINT | |46 30350 93518 Tenth of & mindte 11003

| |63 ABSOLUTE-POINT |61 30720 -98588 Tenth of a minute 11001

- 701 L0 0 ) | 613 30290 98580 Tenth of & minute 11003

{702 RELATIVE-POINT m 30674 95639 Tenth of a minute 1001

703 RELATIVE-PCINT —] .

777 AESOLLITE-POINT | |99 30360 93658 Tenth of a minute 11001

| qgg ABSOLUTE-POINT 15810 30150 08938 Tenth of aminute 1003

: 1810 ABSOLUTE-POINT - Tenth of aminute 11001

N W@W Tenth of & minute 11002

- ABSOLUTE-POINT Tenth of & minute 11001
/ - g;ié :gggtﬂ;gsgim Tenth of a minute 11001

EDE ABSOLUTE-POINT Iaiiloa m!nu':e it

3214 AESOLUTE-POINT Tenth of a m!nute 11001
\_ 3215 AESOLUTE-POINT Tel'lth UF aminute 11001

B BESOLUTE-POINT Tenth of a minute 11002

:MW 2 Tenth of a minute 11002

+ 313 ABSOLUTE-POIMT |33 30471 -G27as Tenth of aminute 11002

Y
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v' The MIP has specified the following information exchange mechanisms:

v' The Message Exchange Mechanism (MEM) which consists of a suite of
formatted messages derived from the C2IEDM that conform to AdatP-3
Part 1, plus guidelines for their use.

v' The Data Exchange Mechanism (DEM) is an automatic data push
mechanism that co-exists with the MEM. When a C2 application
changes the state of information that it holds, and which is recognised by
the DEM, this information is automatically replicated to all other
cooperating systems that have agreed to exchange this information
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v' The DEM application is
managed through the I [

File Edt Wiew Tooks Window Help

mird_vE15¢
&l tables of the mird_v&15¢ schema

.
580 s acimivisrtion
a a ase IS & Server Comesions Table Name ~ Ergine | Rows Detalonth | Indss length Uipdlats time
. ] sk_attr ImeDB 0 15kB B4 KR

Startup Variables

-~
"A’.“ Health 70 alt_key InneDB 0 16 kB 18KE |
. . Server Logs T atr IrnoDE 1531 [ 2088 B4 kE
[j . 7] base_att IrnaDB 1261 DEEETE 368 kB
. 7] card_el IrneDE 2 | B4kB A
@ Backup [ cat InnoDB 4 16kB 18KB
5 Pestore 7] conii_data_owner InneDE 0 16 k8 20kE ]
- 6B anot 7] cont_oig InnoDB i 16kB 112kB 3
I I I ( :‘ :eSS O r' I l a = 7] data_owmer IrneDE 0 16 k8 2B
7] dom IrneDE 443 [ 144k8 16 KE
Schemats T dom_di_val IrnaDB 23 16 k8 43kB
. - 7] dom_val InnoDB 5538 B 430 kB
= [ dom_val_assoc IrnaDB 470 | B4kB 192 kB
&) oZiedm i ] ent InneDB 247 [ETE] 16 KE b
& oZiedm_ph_schema [0 fiter_att IrnaDB 0 16 kB 12kE
s = T fiter_entity IrnaDB 0 16k8 kB
£ 4 7] fter_param IrneDE 0 16 kB 16 KE
a e S ro l I e S e E [ fiter_param_func IrnaDB 0 16k8 B4 kB
. =) phemyadmin T fiter_param_value ImDE D 15K 218
& test T st InnoDB 373 160k | 17EkE
[0 mah_etror InnaDB 0 16kB B4KE
[ mat_event InneDB 0 16 kB E4KE
7 mat_update IrnaDB 0 16 k8 48kB
7] nk_atte IrneDE 1125 | a0ke S0 kB
1] node_sddr IrnaDB 0 16k8 48kB

[ node_addr_link, InneDE 0 16 k8 20kE v

i nte ro p e rab i | ity p ro CeSS iS Hum. of Tables: &1 [Rows. 14,465 [Data Len 34 ME | [Index Len: 3,3M;
[(cresteTable | [ EditTatle | [ Maimenance | [ etresh
managed.
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1. Commit of application transaction App
J (received from physical database)

J 2. Map the u]pdate to the DEMS

3. Check whether the update should Re_p
be replicated based on the Ma
information contained in the DEM

management data (i.e., entity-id, (RE

o LN | I D Y
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v The following illustrates how a PDU is
successively encapsulated at each layer:

v"a). Operational or Management Data: Example:
X01 or MO1

v b). Packaged inside an R_DATA PDU: Example:
RO5{X01}

v’ ¢). Packaged inside an A DATA PDU: Example:
AO05{R05{X01}}

v d). Packaged inside a TFMAN PDU Example:
TO3{A05{R0O5{X01}}}
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v

v

In the interoperability process which is being implemented by UPV
there are two main modules which have to be taken into account.

The first one is the replication application module which manages the
replication protocols to be used in order to establish a connection
between the corresponding nodes and maintaining it during the data
exchange session. This module has to manage the events launched by
the C2l application and to process the protocol data units (PDU’S)
received from other nodes.

The second one is the DEM manager module which is in charge to the
DEM database managements which includes information ownership
management, contract management and so on. This second module is
composed by several sub modules which manage the different parts of
the DEM database.
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v' Once the physical connection is Rough Data
established through the
Information stored in NODE-
ADDRESS and NODE-
ADDRESS-LINK tables, the
exchange of messages based
on protocol data units (PDU”s), pata Modifcaion
between the corresponding .

data provider (DP) and data Replcaion Goniract Checking
receiver (DR) will start in order Replication =P e
e Management Data

to begin the replication session. Events DEMS

B

Operational Data

C2IEDM

C2| Application
Integrity Checking




& Conclusions

v' The presented research has been funded by the Spanish
government through the TIN2004-03588 project founded by the
Spanish Ministry of science and education and FEDER founds.
The following steps on that research will be to fine adapt the
C2IEDM to the data modelling of the actors involved in the crisis
management in order to profit fully all its data management
features. To provide interoperability mechanisms to the
developed C2I applications and simulation capabilities and
providing the developed system with quick deployment and
robustness features in order to optimize its quick deployment
and reliability in case of civil crisis.




