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Multicell and Dismounted

C2 Program

 Problem: Current C2 system cannot support =~ _ % %Ji -
the information load and cognitive demands < : z' _

of future network-centric forces

+ FCS ORD KPP#2: “The FCS Network must
enable Battle Command and provide
Situation Awareness to the manned platform
and the dismounted soldier level”

« Solution: New human-machine system

translates high-rate inflow of battlespace
data into high-agility battle commands

—Integration and awareness tools Evaluation by ARI:  ABCS | MDG2

continuously and autonomously fuse data ABCS vs MDC?2
into high-quality shared situation portrait — :
_ Soldiers’ rating which Q9% 74%
—Execution tools support human- functions easier to
controlled automation of intel, maneuver, P
fires, BDA

Soldiers’ rating which 0% 919%
functions easier to
use

—Unified interface enables rapid multi-
functional command by small staff

New Battle Command Tools for Bn and Below




Program Elements:

Breakthroughs in Experimental SA Analysis
Lead to New Battle Command Tools

» Integrated Battle Command Support
Environment (BCSE):
— CSE: Commanders Support Environment
— SSE: Soldier Support Environment
— PSE: Platform Support Environment

» |Integrated Federation Test Bed

— SEM: Sensor Effects Model
# 120D SAR Image Generator
# NVESD DVO/IR Image Generator

— OTB: OneSAF Test Bed (enhanced)

— SVS: Soldier Virtual Simulator

# Full immersive stand-up simulators
# Desktop stations

» Extensive System Experimentation to Test

1 et r Yoo e mom -

Prototype - G
— Detailed System Performance Data and g
Analysis

— Detailed Cognitive Performance Data and
Analysis




Line-of-Sight Tools Enhancing Commander's
battlefield visibility and awareness

Maneuver Tasking and Group Formation
for Control of Subordinate Assets
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Individual and Customizable Graphic Control
Measures {GCM)} and Task Organization
{TORG) Capabilities

Situational Awareness (SA) capabilities
enhancing the Commander’s Quality of First

Commander utilizing CSE
in the C2V Prototype
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Multiple views of the Battlefield
in both 2D and 3D

Battle Command Execution
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Quick Fire
Capability

Each capability allows the Commander
to automatically control networked fires
and effect high payoff targets quickly

AOA Siaies

Human Target
Recognition and
EDA via Umit
Viewer




Experimental and
Analytical Approach




Experimental
Execution Process

ELUEFOR IndividualiCollective Training
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Dismount Cave

C2Y inthe fight!
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WIF Control s,
Chserver Station for C2W

Data Collection/Analysis




Contintie Exploring Battle Command

Experimental Objectives

| Initial Arch. | Improved Arch. |Current Arch.

“Quality of Firsts” providing Commanders the decisive edge.

Spirally develop a multi-echelon, knowledge-based reasoning enhanced, C2 prototype model
of a “net-centric” battle command system. Through experimental investigations that
measure the effectiveness of its integrated battle command functions, inform the future force

Exp 7 Jan 06 — M&D C2 * . . . Continue to investigate networked battle command for the
Combined Arms Team (CAT)” To be Completed

Exp 6 Jun 05 — M&D C2 . . . investigate networked battle command for the Combined Amms
Team (CAT) facilitating decision making and mission success across multiple echelons’

Exp 50ct ‘04 — M&D C2 * . . | investigate challenges associated with integrating the
dismounted Soldier into a networked Battle Command System’

Exp 4a Oct *03 — Unit Cell “Improved SeeMove/Strike/Sustain® — Phase |l

Exp 4 Mar "03 — Unit Cell “Improved Seelove/Strike/Sustain™ — Phase |

Exp 3 Sep *02 — Unit Cell “Improved See/Move/Strike & Sustain® o i
MED G2
Bandladimmg o

Exp 2 May’'02 — Unit Cell “SeeMove & Strike”

Exp 1 Dec °01 — Unit Cell * See and Move”




« M&D C2 Data Collection & Analysis

Data Collection Methodology

Automated Data Collection |
CSE Logger
—®™ Metrics Logger
Commander’s Suppon
Environmemt (CSE) ——=» Collab Logger
Solider Support » Alerts Logger
Environment (SSE) SSE Logger = %
Platform Support
Eadonmeet sty [ TLEcELvgeer 0
Sensor Effects Model (SEM) SEM Logger
Post-Run
Combat Driver (OTB) OTB Logger Queries
Observer Data Collection Monitoring

White Cell
Observation [

= Comprehensive

Ability to
eavesdrop or talk
among observers

« Wulti-faceted

Video tapes

After Action Reviews

Audio logs

Survey/Questionnaire

OTB Ground Truth

Multiple Screens for
BFA monitoring
across teams &

echelons

g0

Post Run Queries

* Driven by the EEA




Exploring Situational Awareness

Situation Awareness

Short term Working
Sensory Store Mermony
A — = Perception || Comprehension | | Projedion _
'E)“ @ i Alas I l Gﬁtﬁg:m Derived from: Towarda
t e B Theory of Situational
o A m o= @_ﬂﬁ_* Ll Awareness in Dynamic
HA || e Systems, Wica R. Endsiey
Schema
Pattern Matchin
Categul:izat:;n v et Direction
=
@__ %l Situation Awareness is a person’s
Long Term Scripts perception of the elements of the
o environment in a volume of time & space,
= the comprehension of their meaning & the

projection of their status in the near future.

Sifuafion Awareness

............................... SA:




Analysis of Collaborative

Cognitive Processes

Stacked Chart Relationship Data for Run 8
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—ldentification of events of interest for : H - E == EEE == )
rocess tracing. £ 1.2
i N, . D HE i3
—Observations regarding collaborations that = | %
occurred among the operators and = i
commanders. — :
—Analyst assessments of the level of §E
understanding (SA.) communicated by §s
commanders in collaborations and directed ==
reads oAt | e b
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—System Knowledge score (SA)* by :b e mg:\,», —= S £
echelon — Blue of Red and Red of Blue. e ——T :
—An assessment of the battle tempo of the % = M%m,
force based upon the a.ctions being taken ;\ ; %
to fight the battle over time. | ,\J [ ,—-V-\I /\N\.r\,\/’\. " 3
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Experimental
Observations and
Hypotheses




Situational Awareness

has Critical Impact

Insight: Advaniage Bive
Difference between Red and Blue Sysiem

Knowledge (SA;) was a key predictor of
battle outcome.

Notes:

» Limiting Red’s ability to see was critical. Red
SA; routinely increased during the close fight.
» As the detection of HPT increased, so did the
potential for favorable battle outcomes.

"....FL5 equipped organizations must understand and act in

» Every Run had periods of rapid, gradual or no : .

oyl in 5 A the bam'lespa ..... .. fapid) accurately ,gje denying the
Insight: I )

The number of undetected fethal threat it Y v x| T ™
systems that are positioned alongthe - N " e

avenue of approach is a predictorofbattle | :f | SR et | =
outcome . | -~ v =
Supporting Data: =

» In runs where blue was victorious there was an = r APV ! B o = | o
average of 10 MDTs identified inthe analysis—of |5 . .. @ &/ .
these 1 was undetected during the run. = | e

* |[n runs where red was victorious, there was an : IIF Auenue of favanae
average of about 17 MDTs with 4 undetected. MERREES =l | | o %’;’:ﬁjﬁu:ﬁ;m,

....................
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Counter Recon Fight Can Determine

Situational Awareness

Insight:

When either force is able to gain initial information advantage (higher SA,), the opponent is unlikely to

recover .

Supporting Data:

In Runs 4 and 6, Red’s mission was to exfiltrate from
Azerbaijan to Iran, and was less focused on conducting
the counter reconnaissance fight. These Runs were
assessed as “Advantage Blue.”

' CAU1 SA; over Run 4 Advantage Blue

FRAGO received

M
et L] e e
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1 CAU2 SA, over Run 6 Advantage Blue

&8 Somn

FRAGO received -~

Supporting Data:

In Runs 5 and 8, Red’s ability to obtain early
intelligence of the Blue Force by positioning their
forward reconnaissance element proved to be a
decisive component in the battle.

1 CAU1 SA; over Run 5 Advantage Red




More Concern, Attention

to Information

Insight:

+ All articulated choices were recorded as decsions
Information Acquisition emerged as the Adtomaiabe | Adusennt | Complex | TOM | - 173 deciions were obsenved over & record runs
focus of Commander’s concern. madl = 3|7 | N22 Avemtale Jee okton
Commander focused on managing sensor w | @ 4 s | ® + §involve :hmsmmwmdﬁﬁl'mn )
assets, delegated other tasks. Sue 8 35 S| & + 11 invoive cross-cuging different sensors.
s i Bt Total '| e |' 21 ,—m + 3 involve micro UAV use to enhance BDA.

upporting Data: i _

» Over 50% of all decisions were made to acquire Decision Focus and Content | mﬂndrw"nrﬂua wm;:&'m
: : + Move - the movement of organic assets (25%) « Adjusiment - masty known vanables within the
information. + See- the development of the intel picture [47%) plan context, requires human judgment (70%).
+ “Seeing” was considered the hardest task.  Strie - the appiication of effects (26%). + Complex - racuires defintion of cptions, criteria and

« “Firing” was considered the easiest task. i i S

u Effects and BDA Mgr
In5|ght : Close Fight Mgr
Command Staff found that BDA has grown 03 - hiformaiion N
as a critical and most demanding task and a0% — q\ Lnit et Cer
a key detriment to SA. o = < =

50% 80 2N =
Notes: 40% ‘\vx’ 1.
» Difficulties in assessing the ‘state’ of engaged 20% [N .- =]
targets significantly degraded the level of SA.. il e e |
» Without effective BDA, the forces slow down RUN 1 RUN 2 RUN 3 RUN 4 RUN & RUN &
and Engage targets multlple tlmes _ |nefﬁc|ent - i |- Correctly Assessed O Under Assessed B Over Assessed [ Mot Assessed |

use of assets.

- =

- .
- =" 0

Run 2 Rund Rumn 4 Run &

Supporting Data:

+ Less than 30% of attempted assessments were
correct.

» 40-50% of all missions are re-engagements.




Flexible Re-Organization is

Well Supported

Insights:
» BCSE allowed the staff fo be multi-functional and share all available information
and functions.

« BCSE allowed the staff fo self-organize their respective roles, functions and
communication patterns as mission and personnel characteristics required.

Notes:
» There are noticeable differences in the decision-making organization and processes of

each Commander and staff.
« The number and focus of the decisions made as well as the patterns of dialogue and

collaboration vary.

Cohort 1 Run 8 Cehort 2 Run 4] /
@q% o JLDme ] W 1
= . 1r.n-/r|
|FBI=.xr:l; J m 2 ' ey
oo T B - Movsmant
P ' 404 T&Skln'ﬂ BDA
BCSE is able to accommodate the differences in i mLA Rearect
the deasmn maklng approaches of varlous i B Ere Mzl




Seeing is Far From Understanding

Read Element

Siaalon atthis 6. not modh chande Comrett
1 4 Shi

Assessment

Insights:

» Command staff has a hard time believing the available
correct information. 2! ] el b she e U
» Commanders do not appreciate the lack of SA. They GrTRnlS [l e 006 | kv o ey s ¢ minimelfoxce I e incamest
overestimate their SA, partly because the CSE lulls them st dfaning doeg scughern e

b show farca in the northie Gormwet
il

into false security - “| can see it all.” demycdenngdesy  Incomect
[ SR EhifK tig Gondany 15 i 3. I Chn Inegmect
257 ‘_'.|_' rikir 1_~!==-_._r. ~,-r_s"::g'-'_-‘rr . BLEISE L R mosing lonwnd Incomect - mowerment
Suppﬂrﬁng Data: :_;12__'1 :;_1 Il-‘“IIr- I:,,-,._,” 2 :;!!:uﬂal LAvE, not
+ Limited correlation between SA; and SA. — assessment 4145 Thereoahastchampeamucn.. 0. Chenge incomeet
of available information skewed by “belief persistence”. Joes = o 10 Lok o docchg
» Commander assessment of available information was OE: ‘Affrmetre
correct approximately 60% of the time. T30 0K S DR e O L8 105 R B oveg Come
Ay Ty I ¥ il 10
H L t J g 1 fv the north - There's a afud ", e may have
Insight: e s | e i i s o b il b e it W s s e

north. . we never got
a comphate picfane”

i M dne Tl . Dher ' el ol
wandenng i thene™

L]

AL,

AT

synchronization of information and movements.

Ll oP1

(=11

Notes:

» Experiments shown frequent commander’s over- and
under-estimates even with extensive info available

» Over-estimate of threat results in unnecessarily slowing
down the force to acquire more information

Seeing-tinderstanding gaps often manifested in poor , et / . need to slow down 2 bit
-—Fg‘
[—

» nder-estimate of threat causes the force enter into the | e A . -
LOS fight without sufficient information making blue more [ "o s s e e e w e w w
vulnerable. 3 . 7 o 7 5 5 5 s

Average speed par moving Biue ground vehicle and number of moving plarforms




Collaboration Can be

Extensive and Effective

Insights: Insight:

» Experiment # 6 demonstrated consistently very high » Implicit or tacit collaboration can be
level of task and asset sharing between and across extremely effective
echelons

» Staff members created “Special Interest Groups”
and engaged in extensive cooperative tasking and
assets usage

Supporting Data: Siupporting Observation:
e PUNNNRIS]  Cotoortion for _ *Observed for numberous runs - CAU2
SIOUD Run [ for Fir Callaborations 1
o . L . Ei_’f_er._:ts Manager developed a technique for
. = 8 = utilizing other echelon’s LAMs when CAU2's
8 23 8 15 munitions were running low:
106 38 B8 : St
S A —By using tools within the BCSE, the CALU2
EM would monitor the fuel status of LAMs
Collabaratian fad Within CAU2!S Area le Interest.
Functional Observations Assets (Requosts Collaboration of Ot
Group Run ma;e far ':l:wserdl;el In'fnr;latmn Eﬂllﬂh%ﬁtlﬂfl"i- _When a LAM was running Iow on fuelj the
[=T & = (MDY 4 & 4 2
S % § 10 20 EM would send a request to the owner to
E 36 7 14 15 ! i
7 i ! & 10 use the LAM on a specified target with her
166 7] &6 78 AOR.
13.25% 39.76% A5, 99%




Collaboration Can

Also be Detrimental

AL CDR was walking into a massacre, yet other echelons never paid
attention or raised a concern. Collaboration can reinforce an incorrect
perception by apparent acquiescence by other decision makers. Information
gaps are not appreciated by individual CDRs, and collaboration does not help
to alleviate that.

Collaboration Misdirecting Attention

H+ 44:Tiger 6 = “... chief you got to hold that
+ Out of 7 episodes of Exp6 analyzed, 3 produced improved SA, 2 — distracted guy in the North - PURGA! Purga in the
the DM from the more critical focus, 2 — led the DMs to reinforce the wrong South.”
bias Tiger 16 — “6 be advised, lots of
H+ 32: Panther 6 and Ticer 6 w;ehicles '!:own 17, lots of vehicles.”
a Confirmation Bias via Collaboration Tiger 6 — “Roger, what about Town 257

collaborate on understanding
of Red plan. Panther 6 H+38: Chestah 6 = %, enemy is further Morth by
assessment was, “Enemy is Northeast than anticipated. | suspect his intent is to
executing Most Dangerous defend heavy forward.” This was an incorrect

- ﬁ‘ - BRfESRton v Unnhecessary Collaborations
DR —— —tN H+45: Tiger6 — “... you're taking arty,

Y

{Preliminary Objective) ...
“Where is Town 17?"
{(Western flank, off of Tiger 6 display)

i keep moving boys.”

! N Panther 6 — “You're taking

l T Ty indirect Tiger.”

l L] b Tiger 16 — “6, be advised t

LRt R here's indirect around you, |
> don't know if you can see it or

a N
il i ;I iéf’@ é‘i F ? N not.”

SA Score
=]
in

o4

i —_— AL of Red N Lost Understanding
i \ H+52: Tiger 6 - “... I'm not seeing
et ——Red of CALI1 \ any counter attacking
= o N\ forces moving towards us. |
- i X think the majority of his
{Red) forces are in the
Cheetah sector.”

03

02

J""“ Slow growth in SAt

oo . T T T T
Q 20 40 1] i 1] 100 120 140




Information Standoff is

Difficult to Control

Insight:

» Blue maintains /nformation and tactical standoff
by detecting and engaging enemy targets before
entering Red’s lethal range.

» Commanders must orcfiestrate the synchronization
of manetver and sensor pfatforms to maintain
information and tactical standoff with their lead
elements.

To take full advantage of Future Force
capabilities, Blue commander must
understand and manage relationship

.

Red

LI
amaong firing platfonrms, manguver
alements, UAVs and targets

Ried
Flatform

e

Bl F|||n!].
Flatformm

tandoff Tachcal Standofl
fdvantage Blue relative to

Lead Element

ormaton Enabled :

Supporting Data:

—The distance to the nearest Blue ground
platform when Red units were engaged gives an
indication of the relative standoff when Red is
being engaged.

—82% of the detected Draegas in Run 8 were first
engaged when Blue had a platform within 8 km.

A clear indication that standoff had not been
maintained.

—About the same percentage of Red platforms
detected in each run; difference is the distance
at which identifications and engagements are
made

We see an emerging concept in which
commanders may need to consider additional
factors to take full advantage of the tactical
standoff afforded by Future Force fires.

ST Find Shatrs betors W locd Ciarints con be fring platiorm % of Flatiorms Firsi Engaged with Biue ground dement
lethally engaged by Red withan lethal radss of Red
TypeoiRed | Max Lethal
“Future Force fires support Platform Range{m) Rm8 | Rm7 | Rn6 | Run5 | Rum4
- [NONA 8,85 60% T5% 29% S0% 1%
tact_lca_l maneuver by 25 ik i e e el
achieving greater |GARM 8,000 29% 100% 14% 27% ™
destruction at standoff.” — [OREL — E’m % E: f; 1;'_; 1::
TRADOC Pam 525-3-90 Advantage] Red | Red Blue Draw Biue
0&0, pd-66. % of Red Platforms Detected| 59% 2B% 52% 56% 55%




It is Hard to Know What We

Know and Don’t Know

Insights: Note: Critical gaps in sensor coverage
Commander and staff had difficulties tracking the extent and timing were commonly unnoticed by
of the sensor coverage available in different part of the battlefield. commanders. The gaps enable Red to

They did not know what they had seen and what they had not. obtain positions of advantage and

engage Blue.

Flaws in sensor .
layering lead to Recommendation: The Commander must

: maintain appreciation of sensor coverage
ggﬁ;‘; seensur in order to maintain his SA Advantage and
ge. needs functionality regarding:

[ — — Sensor management for planning and
execution

— Linkage of tasks to be accomplished
to platform availability

v — History of sensor coverage

@ : Observers recommended tools to support
< <" visualization of coverage, latency, etc.

Run 5

Gaps in sensor ,z"'\
coverage lead to
gaps in information
standoff.

“UA also must force the enemy to see last...
defeating his ground reconnaissance and...
stay inside the enemy’s decision cycle.”
o @ -TRADOC Pam 525-3-90 O&0, p4-5
@




