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APL CAOC Performance Assessment System (CPAS)
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e The Problem: There is no efficient means to collect, store, correlate, and
retrieve key information items needed to reconstruct a time history of
activities and events that occur during real-time CAOC operations to answer
the question “What happened ?”

e The Need:

A means to capture and archive time-stamped information from multiple CAOC
operational sources,

Algorithms to support correlation of events, and fusion of data

A means to visually portray both activities performed and decisions made for both
operators and instructors alike.

e The Payoff:
Enable experts to assess what happened during training and operational sessions,

Provide the information required to improve process shortfalls, identify training
needs, and to highlight the things that are being done right

Support archiving for future after-action review (AAR)

APL .
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- CAOC PAS provides a means to collect and store time-stamped information in near real-
time during TST operations.

= Develops and refines filters and algorithms that provide key information items required for
Falconer crewmember situational awareness and performance assessment

= Provides an end-user defined, near real-time presentation of time-lined activity information
for presentation to individuals and groups during post-mission operations

o X1 was developed as a prototype to demonstrate the concept of
AQOC process instrumentation to support enhanced training.

e X1 was targeting at the TST process as applied at CAOC-N

e Primary data sources were the ADOCS process managers and the
chat logs from IWS

APL
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APL TST Process Described in AFOTTP 2-3.2
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5.3.10.1 Dynamic Targeting Cell (DTC). This team will consist of the expertise
and tools to enable the JAOC to direct execution of Time Sensitive Targets,
Dynamic Targets, Emerging Targets, Re-roles and Re-targets outside of pre-
planned targeting within the ATO ... One team using a standard set of process
and tools enables efficient execution of multiple targets types within the
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APL CPAS System Architecture
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e Developed in Microsoft Visual Studio (IDE) using Microsoft .NET
Software Framework

3 logical constructs of software: collectors, algorithms, user interface
Built on top of MS Access (DBMS)
e Multiple versions based on data sources and end-users

X-1: collects data from ADOCS only. Presentation designed for
CAOC-N Instructors (X-1* adds IWS chat data)

N
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APL CPAS Operational Architecture

for CAOC-Nellis

N~

Y

NELLIS Live Fly

Onorat Individual Presentation
perations I

M&S
Driven
Operations

Instructor Inputs

CAOC-N

i)
- L = }’ w2

Phase 1 Debrief

APL

Approved for Unlimited Public Release



APL

CPAS X1

Functionality
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APL

CPAS Development Roadmap

N
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CPAS

Concept

* Aug 2005 — RED FLAG 05-3 @ CAOC-N

» Sep 2005 - JEFX Sp 0 @ C2 Tranformation Ctr

* Dec 2005 — TRex 06-1 @ AFRL Mesa Tng Rsh Ctr
« Jan 2006 — JEFX Sp 2 @ C2 Tranformation Ctr

* Feb 2006 — RED FLAG 06-1 @ CAOC-N

» May 2006 — JEFX Post Processing @ AFEO

Sponsor: C2B

AF Training Focus
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TRex 06-1 5050S Tng

Sponsor: AFRL/HE

AF AWE Assessment X-2*
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CPAS Overview
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APL Summary

e CPAS will enable a transformation in AOC training.

Training feedback will no longer be based solely on the perceptions of the
instructor and the student.

Objectively measured facts will be available from the CPAS data store

N~

<+

e CPAS is a training-force multiplier.
CPAS will provide an automatic collection and compilation of the required data.

No longer will instructors be forced to spend valuable training time collecting
process data for reconstruction.

Instructors will be afforded time to observe and interact and have a more
continuous perception of the training environment

e CPAS is a test and experimentation tool

The use of a CPAS instrumentation tool during experiment execution assessment
(such as in a JEFX), or during CAOC weapon system operational test and
evaluation (OT&E) will reduce work-load on data collectors and enhance the
quality of the assessment by providing pedigreed information to the analysts
quicker, more complete, and more accurate.

APL..
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APL Proposed CPAS Initiatives

e CPAS Technology Development for the Strategy Division
Domain: C2 Research & Development
Sponsor: CPE Program (AFRL/IF & AFRL/HE)

e Net-Centric CPAS initiative for JEFX 2008
Domain: C2 Experimentation
Sponsor: AFC2ISRC (AFEO) D

o CPAS V1 to support AOG Unit Training E =
Domain: C2 Operational Training S
Sponsors: ACC/A3 (DOY) & AFRL/HEA

e CPAS instrumentation for C2 Test & Evaluation

Domain: C2 Test & Evaluation
Sponsor: TBD
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APL Collaboration Tools

Information Workspace and Jabber IM
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APL TST Cell @ CENTCOM CAOC
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CPAS Near Real Time Status Display

>
»
: Intra-AOC TST/Dynamic Target List
File Edit Filkers Wiew Plot Tools Repork
Pri  Mominator Track Target Deszcription TOT Callzign-aucft MSH  CO& SOF BCD SID SAD SO0 ATE TCT DCO PRID ADOCS
M 4  BCAWFAIO G302 KSEO02 546 TEL / TIGER 31 - 2652 [ ] [ ]
Z  BR TMD CELL 301 BA0129  SCUD TELS MO MISSLES 2005/2002  JUWAT 51 - 2-F16C [ | FID
BR THD CELL 300 BAO138  SCUD MISSLE COMTAINER  1957/2000  WIPER 01 - 2F16CG I T T T 1T 1T 1 1 |
_[ol ]
CEion
ﬁargetSummar\; Shot Shest | Error Analysis | Target Transactions | CPAS Running - 1612:26
JTrack# (—
— BAD133  SCUD MISSLE CONTAINER
& B300
e BAO139 SCUD TELS HO MISSLES CPAS
= B30
o KSE002 SAG TEL
6302
H KR3002 SCUD CONVOY(TDN) } ; 'ﬂJ
_ Collpse | Stop All Targets | ] I
Expand &1 _| B = Moot Paiding [ |= WaniTat Pairing  [_|= Tasked (Left Floor) [[]= Tasked, BDA Rec
_ “ CAOC e A ADT e t— it =
g 2|z RED RED RED YELLOW ELUE ELUE
b
. Find Fix | Target | Engage | Assess |
S
® ® @ @ @ ® ® @
E:l Sl FigN &R DIRTER PG
X S 115 o W IDE
® A A A A A
=) FID-GREEM MSN-BLUE MSN-GREEN ATOT EDA-GREEM

APL.,

Approved for Unlimited Public Release



Generates Summary of Process Errors
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PL “Drill-down” to Kill-Chain Details for any Target
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PL

Create “Shot Sheet” Summary of Target Activity
and Export to Excel Spreadsheet

N

ﬂg[nﬂt Performance Assessment System (CPAS)
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APL

IM Chat Correlation and Search

e Correlates milestone
events with IM chat
dialogue

Emut Performance Assessment System (CPAS)
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APL

e These were measures of interest for CAOC-N instructors at RED FLAG 05-4.2

Measures & Metrics

N

Number of targets prosecuted listed by their priority number
Total number of targets prosecuted

Average time of target prosecution

Average time a target stayed in each kill chain segment

EQEADE Performance Assessment System (CPAS)

File Data Collection
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TST Measures of Interest*

N\
7

TST Measure of Interest

Detected entities correctly identified (%)

Detected entities incorrectly identified (%)

Detected entities reported without sufficient ID (%)

Source of detection and ID (entity name or node)

Source of ID error (entity name or node)

Detection to to ID (elapsed time)

ID to target nominated (elapsed time)

Target nominated to target approved (elapsed time)

Target approved to weapon tasked (elapsed time)

Positional accuracy of reported targets coordinates (TLE)

ISR reported targets on Track Data Nominator (quantity)

ISR reported targets on ITM-Dynamic Target List (quantity)

Completeness of ISR reported targets (%)

Targets tasked to shooters (quantity)

Targets tasked to shooters via data link (quantity)

Targets tasked to shooters via voice (quantity)

Targets tasked to shooters via both data link voice (quantity)

Target location provided verbally to shooters via coordinates or bullseye (quantity)

Target location provided verbally to shooters via talk-on from geographical features (quantity)

Target location provided via digital cueing-e.g., track number and SPOI (quantity)

Targets successfully attacked (quantity)

Targets unsuccessfully attacked (quantity)

Targets assigned (quantity)

Time from target tasked to target attacked (quantity)

Targets attacked (quantity)

Targets not attacked (quantity)

Time form target detected to target successfully attacked (elapsed time)

Unsuccessful Attacks: Attacked wrong enemy target (quantity)

Unsuccessful Attacks: Attacked friendly (quantity)

Unsuccessful Attacks: Other (quantity and characterization)

Cause of unsuccessful attacks: C2 error (quantity)

Cause of unsuccessful attacks: Aircrew error (quantity)

Cause of unsuccessful attacks: Environmental (quantity)

Cause of unsuccessful attacks: Other (quantity)
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Timeliness of DT processing (time) ?

\
>

CPAS X-1 can calculate 34%
of these measures of interest

O Green — can do now (12)
O Yellow — could do (7)

O White — harder to do -
need additional
collectors (15)

@ Red - can’t do (1)

*e-mail correspondence - Bill EukeApprovaskfanitibylisaiieciRutyjedoslemsan
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APL CPAS Calculation of the TST MOI
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APL TST Process @ CAOC - N
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1. White Force (instructors) provide initial intel input
on possible target to TST cell Find

2. Target is nominated as a potential TST and target Fix

info is entered into ADOCS TDN manager. Intel
develops and refines targeting data.

3. Target is classified as a TST by TST Chief and 3
target info in TDN is moved into ADOCS DTL 4 "9‘
manager.

4. Targeting data is developed for target folder by
Intel cell and TST Targeting Duty Officer (TDO)

5. Positive target ID is accomplished by the Intell cell
6. Attack Coordinator searches ATO for available

CAOC-N

weapon platforms to be tasked to engage TST, Track
ensures collateral damage estimate (CDE)

complete and develops mission plan with TDO. Target ceo

7. Mission “package” is provided to TST cell chief for

<+

review of ROE. CCO or SODO approves tasking SIDO
order

SODO

8. Tasking order (15-line text msq) is drafted by
C2DO0O and transmitted by GTC via Link-16 or voice
to airborne controller (AWACS)

9. AWACS acknowledges receipt and passes info to
weapon platform who accepts or rejects tasking.

ACF
Analysis
Coord
Fusion

GTC

TST Ch

C2DO

10. Acknowledgment is provided to C2DO with En
estimated TOT from the weapon platform gage

11.Target is attacked

IDO
ISR SIGINT
SCIF

ATK
COORD

Target
Duty OFC

(TDO)

12.Weapon platform provides MISREP to AWACS

from fighter with actual TOT and BDA (if available). MASINT| | IMINT

Assess

13. Target kill chain is complete

White Force

Tot'eer
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