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The Problem

• Disaster response communications 
interoperability remains serious issue

• Hurricanes Katrina and Rita again 
exposed the issue and validated more 
effort required to correct

• Responding agency communications 
systems do not easily interoperate 



Assumptions
• Basic civilian communications infrastructure 

such as wired telephone and cellular service 
may be severely disrupted or even eliminated 
for a significant period of time during the critical 
initial hours of a disaster response.

• Voice communications restoration generally has 
the highest priority.   

• Data networks may be severely degraded to 
non-existent

• Reliance on web-based collaborative planning 
applications may not be feasible if network is 
not functioning

• Each agency will bring current inventory 
communications system to the disaster.   



Problems

• Communications interoperability during a 
major incident or natural disaster is a 3-
dimensonal issue. 
1) Unfamiliar equipment, 
2) Inadequate training, and 
3) Inability to link existing legacy systems.



Interoperability Options

• Common RF networks

• Move to web-based applications

• Common reporting standards

• Bandwidth usage



SentryPoints Key System Requirements

• Provide Real-Time Common Operation Picture 
(COP)

• Provide seamless digital messaging across any 
available communications infrastructure

• Provide Command and Control (C2) features for 
the Emergency Operations Center (EOC)

• Provide Integrated C2 for All Responders, All 
Disciplines, All Relevant City Resources



Key Operational Features

SentryPoints Solution Provides:
• Real-Time Situation Awareness
• Real-Time Field Asset Management
• Tasking – Across Disciplines
• Messaging – Across Disciplines
• Data Compilation – Across Disciplines
• Intra and Inter – Agency Coordination and 

Training
• Operations Journal with Replay
• Delivers Critical Site Information: Images, 

video, site and building plans



SentryPoints Usage in an EOC

Enhanced EOC Capabilities:
• Remote Observation of users
• A/V Briefing Support 
• Access to ALL operational screens
• Active CLONE of Dashboard
• Full Spectrum Briefing Support 

(Video, PowerPoint, DVD, Images 
Files…)

• Space for STATUS BOARDS
• Space for Print and Electronic 

Media

SentryPoints Capabilities:
• Executive “Dashboard” provides access 

to integrated operational information
• Access to all operational screens from 

Agency Operation Centers
• “Real-Time” Tracking Data
• “Zoom” Access to State, Regional, Area 

and Local Command Centers
• Integrated GIS support
• Operational Overlays
• Integrated “Image Notes”: (snap shots, 

aerials, text, plans…)
• Archiving and Replay
• Collaborative Planning with other 

Centers
• Training and Exercise Control
• Multiple Communications Means
• Dispatch Center for Federal 

Collaboration
• Research Site for Procedure 

Development
• Legacy Integration



Fort Wayne Executive Command Center
(ACTUAL)



Executive Dashboard





Regional Public Safety Concept
Software Integration 

and Maintenance Site

Regional Public Safety 
Academy / Regional 

Emergency Operations 
Center (Southtown)

Other States / Region / Area
Command Centers

(Gary, South Bend, …)
(Ohio, Illinois, Michigan)

Other Training Centers
/ Academies

EOC Duties:
• Event Management
• Regional Coordination
• Exercise Scenarios
• System Stimulation
• System Simulation
• Event / Exercise 

Replay

Academy Activities:
• Command Training
• Operation Exercises
• Procedure 

Development
• Scenario Development

EC2 (Downtown)



State 
Response 

Management 
Network

(Notional)

• Integrated Centers
• “Live” Operation
• From “Dashboard” to 

“Dismounted”
• Coordinates with Federal 

via State-level Response 
Management System

• Integrates with Multiple 
Communications:

Web to Tactical Radio
• Basis for Legacy System 

Integration

Networked with Adjacent 
State via Regional Centers

State Response 
Management Facility

Regional Response 
Management Facilities

Regional Training Center
Muscatatuck Urban Training 
Center (MUTC)

Area Response 
Management Facilities

Local Response 
Management Facilities
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STATE RESPONSE MANAGEMENT
FACILITY - INDIANAPOLIS
1. Statewide Command Center

(Multiple Executive Dashboard Sites)
2. Multiple Ops Centers 

(Counties and Agencies)
3. State Regions Coordination Cell
4. Federal Coordination Cell
5. Capital Command Cell
6. Network Training Site

REGIONAL RESPONSE MANAGEMENT
FACILITY - Fort Wayne/Evansville
1. Regional Command Center

(Integrated Dashboards)
(Op Center Integration)

2. Multiple Op Center
(Counties and Agencies)

3. Networked Training Site
4. State Coordinator Desk
5. Federal Coordinator Desk

FEATURE DEFINITION

AREA RESPONSE MANAGEMENT
FACILITY - Gary/Lafayette/Columbus/

Bloomington/Terre Haute/Muncie/
South Bend/New Albany

1. Area Command Center
2. Area Op Center(s) Integrated
3. Integrated Dashboard
4. Op Centers

(Counties and Agencies)

LOCAL RESPONSE MANAGEMENT
SITES
1. Integrated Dashboard
2. Local Agency Integration
3. Michigan City/Elkhart/Angola/Logansport/

Kokomo/Richmond/Greensburg/Vincennes/
New Albany

4. Area Around Indianapolis



KEY TECHNICAL FEATURES
AUTOMATION

FEATURES
• Integrates with various

databases simultaneously

• Message generation,
processing, storage and
retrieval

• Message distribution,
forwarding, and relay

• Legacy system
interoperability

• Sensor package interfaces: 
card reader, life signs
monitor, digital camera,
laser binoculars

• Unit movement playback
and archiving

• Critical Event Alert:  panic,
flash, medical emergency,
officer needs assistance,
etc…

GRAPHICAL DISPLAY 
FEATURES

• Fixed / Mobile asset locations
(GPS-based)

• Mobile timed stamped tracks
(GPS-based)

• Incident area locations

• Electronic maps
(raster/vector)

• Multiple map scales (zoom
in/out)

• Incident / zone / planning
overlays

• Communications network and
status

• Current asset / unit status /
unit tasking

• 2D / 3D display views

COMMUNICATION 
FEATURES

• Communications and data
interoperability

• Efficient digital
communications structure

• Seamless multimedia data
communications:  LAN, WAN,
analog or digital radios,
telephone, cellular, wireless

• Automatic Intra-networking,
inter-networking, and multi
networking

• Report, requests, map objects
and overlay digital
transmission

• Autonomous (remote
equipped) mobile unit
transmission

PLUS: Electronic Post-It  Notes
Text Images Video Site / Building Plans



Executive Dashboard Screenshots



Executive Dashboard Screenshots



Executive Dashboard Screenshots



Executive Dashboard Screenshots



Radio Configurations

Military Configuration
• Platoon Leaders and Co RTO
• Windows Functionality 
• Integrated 802.11b Wireless LAN
• μInc 12 hours on “AA” Power
• PDA 8 hours on internal battery

Command Level Agency Configuration
• Command Staff, LNO’s, EOC
• Windows OS, PC Functionality 
• Integrated 802.11b Wireless LAN
• μInc 12 hours on “AA” Power
• Laptop 4 hours on internal battery

Mobile Patrol Configuration
• Mobile Patrols/Squad Leaders
• Automated Pos Loc Reporting
• Automated Networking
• Programmable Messaging
• Interface Mitigates Voice & Data
• Operates Unattended
• 12 hours on “AA” Power
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Operational Architecture

802.11b/g

• Conforms to task organization.
• Leverages legacy comm 

systems and architecture.
• Connects different radio 

systems and nets to form an 
integrated data network while 
simultaneously supporting 
voice communications.

• 802.11b/g augments capabilities 
to facilitate automated data 
networking for C2, SA and 
collaboration.

• Automatic network formation
and internetworking.

• Architecture eliminates the 
need to carry multiple voice 
radios.

• Interfaces with existing 
networks.

EOC
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Multiple Agency Connection Options



Pro’s & Con’s of SentryPoints

PRO’s:
– Agencies would continue to use existing communications infrastructure.
– Insertion of SentryPoints/MINC capability is easily achieved at 

deployment.
– Agencies could use only what components they need without having to 

purchase the “full package”.
– Cost of SentryPoints/MINC deployment is several orders of magnitude 

less than complete restructuring of communications infrastructure.

Con’s:
– A decision would need to be reached as to who and where such 

a repository of such devices would exist.  Should this be at the
local, state or federal level, or some combination?

– Institutional resistance to “one more solution”.
– Cost of providing this capability to “everyone” may be more than 

some local budgets allow.
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