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A Knowledge-Age Postulate
Infrastructure

Sensor Netting
Data Fusion

Information Management

Vastly Improved Awareness
Shared Awareness

Virtual Collaboration
Virtual Organisations

Substitution of info for People and 
Material

Self-Synchronization

Increased Tempo
Increased Responsiveness

Lower Risks
Lower Tasks
Higher Profile

Enabler

Process for 
Generating 
Awareness

Enabler

Process for 
Exploiting 
Awareness

Results

“The Entry Fee”

“The Bottom Line”
(Measurable)

Source: CCRP

NETWORKS

KNOWLEDGE

EFFECTIVENESS



Agenda
• Purpose of Command Control and 

Information Systems (CCIS)
– Enabling Knowledge-Centric Operations.

• Towards some principles on designing CCIS
– Fusing the Cognitive and Information Space
– Command Control Knowledge System (CCKS)

• Architecture of CCKS
– Solutions Architecture: Serviced-Oriented  

foundation Architecture, Sense-Maker, Process-
Maker, Collaborator

– The Mission Mate (an example)
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Metcalfe’s Law
Value of 
network

Tipping 
Point

2nd Tipping 
Point?

Suppressive 
Forces

•Excessive Information
•Cognitive overload
•Mitigated when user adapt 
processes to handle info 
overload

Negative 
Impacting 

Forces
Samuel Wurman: “Information Anxiety”
Results of Survey (Waddington, 96):
•Loss of job satisfaction
•Tension with colleagues
•Poor health due to stress. 43% increase 
in snr management

• 63% admit personal relation-ships 
suffer
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Metcalfe’s Law
Value of 
network

Tipping 
Point

2nd Tipping 
Point?

Suppressive 
Forces

Negative 
Impacting 

Forces

This is true only 
if data provided 
by nodes is put 
to good effect

Knowledge 
Generating 
Forces

Number of 
Nodes in 
Network



Role of the CCIS

• Enable Knowledge-Centric Operations. 
by

• Helping commanders and soldiers make sense of 
information and help him make the right 
decisions.

by
• Fusing the decision-makers’ Cognitive Processes

(visualizing, reasoning, understanding, and 
decision-making) with the Information Space.



CCIS-An Interface/Medium
Cognitive Space

Information Space

Sensors

Intelligence 
Sources

Communications

“potential knowledge”
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Sensors

Dynamic & 
Interactive Search 

System

Untapped 
information 

Space
Info / data out 
there which 

has not been 
tapped.

Information Space

Process-Centric Data as laid down 
during System Development

Unexploited 
information 

Space
Info / data 

owned by the 
organization 
but nothing is 
done to use it.

Total Information Space

Data Mining 
& Analysis

The The ingenuityingenuity
of the human of the human 

drives

Exploitation of Total Information SpaceExploitation of Total Information Space



Berry Picking as an Information 
Search Strategy

• Interesting information is scattered like berries 
amongst bushes

• The query is continually shifting
• Users may move through a variety of sources
• New information may yield new ideas and new 

directions
• The query is not satisfied by a single, final retrieved 

set, but rather by a series of selections and bits of 
information found along the way

Q1

Q2

Q3

Q4

Q5
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Dafa Fdafad 
dfafd fadda

A sketch of a searcher… “moving 
trhough many actions towards a 
general goal of satisfactory completion 
of research related to an information 
need.” (Bates 89)



Cognitive Space : Experiences 
in CCIS Developments

System

Processes

New Processes

New System

Waterfall Model is inflexible 
& unable to meet ever 
changing demands

The fact is…system engineering & 
processes are iterative and spiraling

Many things change 
between pt A & B:
•Transformation
•People & Organisation Changes

A

B



Levels of Abstraction and 
Corresponding degrees of variability

Models Traditionally Used for building CCIS

Knowledge-Centric Approach: Models Used for CCIS

People : Human 
Cognitive Models

Generic C2 Process Models
(Key to achieve Shared Mental Models)

Organisation : Team
Behaviour Models

Navy C2 
Processes

Army C2 
Processes

Air Force C2 
ProcessesHigher 

Level of 
Abstraction

Higher 
Degree of 
Variability

Allow Process 
Composition as 

necessary 

Develop Generic C2 
Process Templates

Baseline Solution 
Architecture must 

provide Flexibility and 
Interactivity

CCIS System Imperatives



Cognitive Space 
Recognition Primed 

Decision Model (RPDM)

Experience the Situation in a Changing Context

Diagnose
[Feature Matching]

[Story Building]

Is Situation 
Typical? (Prototype 

or Analogue)

Evaluate Action [n] 
[mental Simulation]

Recognition has 4 by-products

Expectancies

Plausible 
Goals

Relevant 
Cues

Action 
1…n

Will it work?
Modify

Implement 
Course of Action

Anomaly

Clarify

yes

yes, but

More 
data

inference

no

yes

no



Cognitive Space – Hyperlinking is Natural
• Knowledge retrieval is associative. 

– Human Associative Model (HAM),by Anderson and Bower.
– Spreading Activation Theory by Collins and Loftus

• Hypertext

Tech 
Track

Future 
Warfighting 
Track 
(Context)

War Stories, 
Experience 
Track

FIBUA

NCW
OIF

Force 
Transformation

Black Hawk 
Down

UWB

Comms
802.11

RF

3D Maps

IKC2

Napoleon’s 
Occupation 

of Spain
Information 

Grid

Sensor 
Grid

Technology

Robots

Seismic 
Sensor

Covert 
Eyes

Sensor

Urban Warfare



Phase 1 Phase 2d1State 1

time

Phase 2a Phase 3a

d3

State 2

State 3

State 4Phase 3b

Phase 3

Sequential View
(reference based on “time”) Contingency

s

simulation 
attached

decision point

Cognitive Space – Thinking is Structural (Gestalt Psychology)

The Analysis of the Situation / The Ops Order / The Evolving States

The Start State

Plan Phase 2a
Plan Phase 2

State 3

destroyeddestroyed

rationale constraints Anti-goals

Plan Phase 1

Geographical ViewGeographical View
(reference based on “space”)(reference based on “space”) Q

Train of Thoughts



Cognitive Space - Knowledge Network

dynamic knowledge interaction

Human 
Social 

networks

Knowledge 
Systems 
networks

synergistic co-evolution

Tacit 
knowledge

Explicit 
knowledge

sharing
innovation

exchange

create

common understanding use, exploit

….

Sensors

Effectors



Cognitive Space

Recognition Primed 
Decision Making 
Model (RPDM)

Spreading 
Activation Theory

Decisions will be 
based on situation 

understanding. 
Seeing is important

Theory Postulate Evidence

Gestalt Psychology 
– Thinking is 

structural

Knowledge 
Networking

Concepts, ideas & 
knowledge are linked

Success of
Hyperlinking in WWW

GIS, imagery, video 
etc. are key to 

decision making

Understanding is 
achieved by active 

construction of 
knowledge

Success of apps like 
Power-Point & Excel

Knowledge is created 
through networks of 

knowledge

We cannot do without 
email, chat, 
telephones



Integrated

What are the basic features that a CCIS should 
provide? (Baseline Solutions Architecture)

Flexible and Interactive CCIS System System

Human Cognitive 
and Team Processes

Access Info & Data
Construct Train of 

ThoughtsExchange info with others 
in the Team

Search for Information 
to fill info gaps

Establish 
Plausible Goals

Decide & Act

Think
See and Understand Info 

and Data
Communicate

Functions of Man-Machine 
Interactions

Work Process 
Manager

Access 
Information

PersuadeSee

Draw
Explain

Reason

Discussion 
Tool

Drawing 
Tool

Plan

Organize

Discuss

Search 
Engine

Visualisation
Tool

Presentation 
Tool

Computation 
Tool

Planning 
Tool



C2KS Architecture

Learning Engine

Personal Knowledge Base

Knowledge-Centric UI

User Behavior Patterns User Mental Models 

Personalization Services

Personal K-Web Builder

Dynamic Interactive Services

Process-Maker (Workflow Composer)Collaborator

Sense-Maker

Knowledge-Builder Domain K-Web BuilderPlan-Builder

Domain Knowledge BaseProcess Models

Enterprise Service Oriented Infrastructure

Global Knowledge Base

Pub & Subscribe 
Arch Components

data

Knowledge/ Information Mgmt 
Components Smart Pull System

models rules history

Individual 
Level 
Resources

Domain 
(Community) 
Level 
Resources

Enterprise 
Level 
Resources 

Generic C2 Process Models

Battlespace Awareness 
Processes

Collaborative Decision 
Support Processes

Battle Management 
Processes

Navy Domain Services

Air Force Domain Services

Information Services

Army Domain Services

…

Shared C2IS Services



Hypermedia Composition Hypermedia Composition 
PlatformPlatform

Knowledge-Builder

Sense-Maker Architecture
for ad-hoc construction of thoughts

Reasoning 
Tools

Algo (aka 
Macro) 
Maker

Plan-Builder

Data Mining / Analytics

M & S for Mental 
Simulation

Distributed Knowledge BasesDistributed Knowledge Bases

Hypermedia Integration Engines (for navigation)

Domain A
(Navigational)

Domain B
(Spatial)

Domain C
(Taxonomical)

Domain A
Knowledge 

Base/ Network

Domain B
Knowledge 

Base/ Network

Domain C
Knowledge 

Base/ Network

Knowledge WebKnowledge Web

Knowledge-Web Builder

Domain A Real-
Time Track Data 

from Sensors



Knowledge Builder
A palette of visualization options giving info users a variety of 
means to explore his information or data.

Need to Need to 
establish how establish how 
to best present to best present 

informationinformation

Need to offer the user multiple Need to offer the user multiple 
perspectives to look at the same perspectives to look at the same 
piece of information => insights piece of information => insights 

“Ways of Seeing”

Need to provide users with a Need to provide users with a 
means to explain an idea, or a means to explain an idea, or a 

plan.plan.



Knowledge-Web Builder : Spatial Hyperlinks

Spatial Map provides spatial anchors for information

Enable Effective Depiction of:
• Own forces status
• Enemy status
• Movements
• Environment
• Intention & Plan
• Incidents & Events

Spatial features gives 
immediate appreciation of 
geography-based info. Imagine 
having to explain position & 
movements of own forces in 
text! Spatial reference points help relate events 

to location. E.g. terrain effects on tank 
maneuvers occurred at the same spot in 
the past.“As we may think” Vannevar Bush



Process-Maker Architecture
for ad-hoc construction of processes

time

Gives users power to construct organizational processes in ad hoc 
manner

Phase 1 Phase 2d1State 1

Phase 2a Phase 3a

d3

State 2

State 3

State 4Phase 3b

Phase 3

Contingency Plan

s

simulation 
attached

decision point decision point

Planner 1

plans

p

plan attached

Planner 2



Collaborator
connecting people

E-Mail

Chat

Virtual White-
boarding

Bulletin 
Board

Telecommunication

Radio Communication

synchronous

asynchronous

Attempt to achieve 
seamless 

integration of 
collaboration means

Brainstorming 
Manager

Blog

Forum



Mission Mate – Service Oriented Architecture



Mission Mate – Information Architecture



Mission Mate – Information Architecture



Mission Mate – Time Slider for Mission Rehearsal



Thank you


