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BACKGROUND

Those working on future C4ISR, ranging from Joint Vision 2010 implementation to DARPA’s Command Post of the Future Program, need insight into how technology will impact C4ISR in the foreseeable future.  This brief essay draws from work spanning the past two decades and tasks ranging from developing theory of command and control; assessing command and control processes in exercises and real world experience; linking command and control to intelligence, surveillance, and reconnaissance activities; designing novel approaches to C4ISR, conducting experiments in situation assessment and decision making; to assessing new technologies for improved C4ISR.  This experience makes it clear that (a) C4ISR processes are being transformed by the new technologies of the information age, (b) those transformations can be understood, but (c) very few practitioners understand the changes taking place.  This paper is a brief and, hopefully, simple description intended to make those changes clear.

[image: image1.wmf]Overall Anticipated Integration

Understanding

Decision

Battlespace

Awareness

Decision Making

Operating Environment

Battle

Management

Network

Figure 6


TRADITIONAL C4ISR PROCESS

Figure 1 illustrates the traditional C4ISR process as it has been understood for several decades.  C4ISR is seen as an adaptive control system seeking to influence selected aspects of an operating environment and supported by a variety of information systems.  This C4ISR system is made up of half a dozen interacting parts:

· Battlespace Awareness;

· Understandings;

· Decision Making;

· Decisions;

· Battle Management; and

· Information Systems

Operating Environment

The operating environment includes everything outside the C4ISR system itself.  The physical environment (terrain, weather, etc.) is one key dimension.  Adversary forces form another.  Own forces, to the extent that they are not part of the C4ISR system, are also in the environment.  They represent the most controllable factors in the environment, but even they are imperfectly controllable due to the “fog and friction” of war.  Other, “neutral” forces may also be present in the portion of the operating environment of interest.  Their potential involvement or interference must also be considered.  The operating environment also includes a host of political, social, and economic factors and actors, ranging from refugee populations to the infrastructure (communications, transportation, etc.) in the area.

Finally, from the perspective of the C4ISR system, the assigned mission and mission constraints also form part of the operating environment.  The overall mission of a force is typically assigned by a political authority – the National Command Authority in the United States, but possibly some other entity like the UN or NATO when peace operations or humanitarian missions are assigned.  Mission statements often include constraints such as rules of engagement or geographic restrictions.  While a military commander often influences the mission assigned and may be able to negotiate about the mission constraints, this is an arena where they do not have the final word.

Battlespace Awareness

The process of generating and disseminating battlespace awareness is the first part of the decision cycle in the C4ISR process.  It begins with (a) the a prioi knowledge the people in the system bring from their education, training, and experience, (b) sensings (radar returns, satellite images, etc.) and reports (e.g. observations by scouts or units in contact) from the operating environment.   It also includes the fusion mechanisms by which data are converted into information, information is aggregated and combined with a priori knowledge, and coherent “pictures” of the battlespace are created.

Battlespace awareness is not, however, a static display, but a rich, dynamic comprehension of the military situation and the factors that drive it.  High quality awareness is complete (includes the relevant information and actors), current, correct (does not include wrong information), and consistent (does not differ from one command center in the C4ISR system to another).  Good battlespace awareness also envisions more than one potential future and recognizes uncertainty as a key element of the military situation.

Understanding

Understanding – the comprehensive knowledge of the military situation is both the last element in battlespace awareness and the first one in decision making.  There is ample evidence that understanding a situation is the beginning of decision making.  Experts typically jump directly from classifying a situation into the solution space(s) that can be used to control or resolve it.  Indeed, empirical research into both real world military decision making and exercises have shown frequent use of a “commander’s shortcut,” by which an experienced commander with confidence in his knowledge of a situation by-passes formal decision processes to select a course of action and begin planning for its implementation.  

Even when this does not occur and a more reflective decision process is employed, the understanding often forms the basis for developing and analyzing alternatives.  Indeed, empirical analysis of hundreds of real and exercise decision cycles has shown that the quality of the understanding achieved is the single best predictor of the likelihood good decisions will be made and the military mission will be accomplished.  That evidence cuts across the tactical and operational levels of command.

Decision Making

Military decision making includes three different steps – generating of alternative actions intended to control selected aspects of the situation, identifying the criteria by which those alternatives are to be compared, and conducting the assessment of alternatives.  These three steps can be the subject of very formal staff processes or as simple as one officer examining a situation and making up his mind.  When the decisions to be made are composed of well understood alternatives and explicit criteria for choosing (simple decisions) the process may be rapid and the error rate low for well trained officers.  However, many military problems involve considerable uncertainty and novel features which require creative thought all the way from generating alternatives through the evaluation process.

Research conducted on individuals making decisions under stress and small group decision making has generated some guidelines that have also been validated by work on military decision making.  For example, all other things being equal, complex decisions are best made by small numbers of individuals who have different backgrounds and views of the situation.  However, the more individuals who participate in a complex decision, the longer the process takes.  Similarly, networks or multi-connected systems of communication are associated with better complex decisions, but are slower than hierarchical structures.

Good decision making will also have examined the dynamics expected in the battlespace if each alternative is chosen.  For example, likely enemy reactions to each alternative should be considered. Similarly, analyses should probe for key assumptions and dependencies in each course of action.  In addition, good analyses look ahead, linking planned engagements together into a campaign and military activities into political-military goals.

Decision

As used here, the term “decision” means simply a choice among alternatives.  Like understanding, it is a linking function in the military decision cycle – both the last step in decision making and the first step in battle management.  In most command centers the decisions made have some richness, but are far from detailed plans.  They would typically provide the overall outline of a plan – specifying the objectives to be achieved, the major organizations involved, the general responsibilities of each, linkages among and schemes of maneuver for those organizations, and major constraints on them.  These items would be present simply because they will have formed the focus of the discussion when courses of action were developed and assessed.

Battle Management

Given that a decision is made, the battle management process is initiated.  Its goals are to reflect the decision in a plan, to disseminate that plan promptly and clearly, to monitor its implementation, and to support timely recognition of the need for either adjustments to the plan or the initiation of a new decision cycle.

Military plans take many forms (from verbal directives to lengthy written documents with elaborate annexes).  However, at their core, they always specify five things:

· What is to be accomplished (the military mission or missions assigned to subordinates);

· What assets (forces) are to be used, including command arrangements (who commands whom, who has priority, etc.);

· Schedules (which may involve specific times [e.g. jump off at 0430] or sequences [take Hill 472 and be prepared to attack Northwest on order to cut the enemy’s lines of communication]);

· Boundaries (who is responsible for which geographic and functional area); and

· Contingencies (recognized situations in which changes to one or more of the previous four items are appropriate).

Plans are converted into directives, which must be clear and disseminated in time for subordinate organizations to prepare their own plans and organize their efforts.  These plans also typically include specific elements intended to ensure battlespace awareness as they are implemented and permit adjustments as the situation develops over time.

Information Systems

In the classic adaptive control, cyclic decision cycle, the information systems were very specialized.  For example, intelligence systems have been separated from the battle management systems both to improve security and because these two different functions would interfere with one another’s use of the limited bandwidth and computing power available in the theater of operations.  Similarly logistics, personnel, and other “combat support” functions developed specialized communications and information systems so they could maintain data files and conduct their portion of the operation without “being in the way” of the command networks.  
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These differentiated information systems are represented in Figure 1 by the irregular spikes that penetrate the environment, battlespace awareness, decision making, and battle management functions.  This specialization of information systems has led to “stovepipes” or specialized systems that link only selected elements of the C4ISR arena, to interoperability problems that make it difficult for functional specialists to share information even when they want to, and also to different information available to different command centers and elements within the same command center.  Hooking these systems together, particularly because the time cycles appropriate to different systems are quite different, almost guarantees that the elements of the force will have serious problems coordinating their efforts.  These problems are illustrated in Figure 2.

Traditional C4ISR Process

In summary, the traditional C4ISR process was cyclic and designed to achieve adaptive control over selected aspects of the environment.  Those will vary with the military mission: from denying an enemy key territory to inflicting casualties, to creating a stable security environment in peace enforcement missions or delivering food, water, shelter, and medicine in humanitarian crises.  This process almost guarantees difficulties arising from disjoint decision cycles and information across time, space, and echelon of command.
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C4ISR TODAY

As Figure 3 indicates, the primary changes in C4ISR implemented today deal with the information systems.  Decades of efforts, in some ways arising from the experiences in Grenada, have begun to increase interoperability and break down stove pipe communications systems.  These processes have been hastened by changing information technologies.  The massive increases in storage, computational power and bandwidth over the past two decades have enabled greater sharing of data, information, and images.  Improved sensors, new collection platforms (from satellites to UAVs), and improved fusion algorithms and approaches enabled by greater computing power have combined to increase battlespace awareness and reduce uncertainty in many contexts.

Less impact has been felt in decision making and battle management.  Concepts like “ring of fire” and network centric warfare point the way to greater reliance on systems to support these functions, but the real world systems being employed have not yet either achieved the needed levels of precision and reliability or been embraced by the forces in the field.

While the information systems have penetrated deeply into each of the key functional arenas, their impact on doctrine, organizational structures, tactics, techniques, and procedures has been minimal.  For example, analysis of the NATO operation in Bosnia, undertaken by the NATO Joint Assessment Team (JAT), showed that staff work was heavily dominated by Power Point presentations created in traditional functional structures, rather than integrated data and information sets.  Similarly, the first exercise conducted by CINCPAC in its new command center during the April, 2000 used traditional staff structures – J-1 through J-6, organized into a Crisis Action Team (CAT).  Collaboration technologies were employed within the J-4 functional area to link logistics  personnel on the CAT floor with their “reach back” teams with access to the detailed databases needed to coordinate efforts in the theater.   

All the Services continue to conduct exercises and experiments to explore the use of self-reporting systems (platforms that generate information about their location, fuel status, ammunition, and need for repair), collaboration tools that link staffs across function and echelon of command, and new ways to exchange information within the battlespace (linking sensors to shooters, for example), but none have yet implemented more than incremental changes in their fielded systems.

Even though the progress has been limited, and limited largely to linear extensions of old practices, C4ISR has already begun to improve.  The Kosovo operation, while hardly perfect, was more efficient (fewer sorties for more delivered weapons) and demonstrated greater ability to control forces in the field than has been previously possible.  Tools such as video conferencing and broader bandwidth for sharing more information, if only in the form of power point slides, have increased the speed and consistency of understandings and led to richer decision making.  Similarly, decision processes have become faster and have generated more common grasp of what is to be done – speeding and improving the quality of battle management.

GREATER INTEGRATION

The future of C4ISR lies in greater integration.  As shown in Figure 4, this integration will occur over time, space, function, and echelon.  Moreover, it will occur because the information systems cease to be outside the C4ISR processes and become embedded in them.  This networked C4ISR process will differ not only in degree (more data, information and knowledge, better integrated and available to more actors in more different forms) but also in kind.  The very nature of the C4ISR process will be transformed, which will have massive implications for doctrine, organization, and training.
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Integration Across Echelon

This is the most advanced element of the changes taking place.  The same types of technology that allow people to share information and search intelligently on the internet are also becoming available for battlespace awareness and management.  As is typical of innovations, this one has taken hold first within traditional organizations and structures.  Hence, the intelligence community has begun to rely on SIPRNET, a simple, but secure,  analogy to the internet.  However, even this simple advance has naturally grown to include intelligence cells at customer sites (CINCs, Joint Task Forces, etc.) – speeding access to new information and making cross-talk easier.  Moreover, as a secure environment, SIPRNET has also attracted a variety of non-intelligence users.  Similarly, the ubiquitousness of Microsoft Office software and Power Point for presentation slides have made it easier to share the information offered to commanders.  Video technologies have also emerged as tools for creating rich linkages between higher headquarters.  US planning for politically sensitive operations such as Haiti has relied heavily on Video Teleconferencing (VTC) to link senior military officers with one another and with the political leaders, particularly on the complex issue of defining appropriate military missions.  Video from UAVs can also be delivered to more than one level of command simultaneously.  Rich linkages across echelons have also developed in the combat service support functions such as logistics (movement and sustainment), personnel, and managing medical support.

As rich as these systems are today, they will mature into richer linkages over time.  In a richly integrated system, planning will be virtually simultaneous across echelons of command.  The system today, illustrated earlier in Figure 2, requires subordinate echelons to wait for plans from higher echelons before they can undertake detailed planning and the physical actions required to implement the plans from higher headquarters.  A system of “warning orders” is used to inform subordinate headquarters of the kinds of mission changes being considered so they can comment or begin rough planning.  In the future the computational power and band width will exist to involve multiple echelons directly in the initial thinking.  This means a richer battlespace awareness, a more rapid and effective decision making process, and more agile and better focused battle management.

Integration Across Function

While some progress has been made in this area, the greatest gains are yet to come here.  Recent development have primarily focused on breaking down stovepipes so that the specialists in different functions can have access to a “Common Operating Picture,” or COP, which means they can each have tailored information based on the same underlying data, information, and knowledge bases.  

Experimental efforts have also been made so that key platforms will be “self-reporting,” so their locations, fuel status, ammunition status, maintenance posture, damage, and other key features are known to a common database.  This will primarily assist battlespace management by linking current operations to logistics and sustainment functions.  However, these systems are not yet either reliable enough or secure enough to support real world operations.

Network centric warfare concepts push information technologies even further – using networked information to directly link sensors to shooters and precision munitions to deliver weapons at long stand-off ranges that minimize the risks to friendly forces.  This approach can, if the information generated is of high enough quality and integrated rapidly enough, permit very agile operations using “emergent behaviors” or “self-synchronized” forces to accomplish missions.  These concepts dramatically alter the C4ISR processes – turning hierarchical centralized structures into dinosaurs and making senior commands responsible primarily for creating the conditions necessary for their subordinates to be successful.

The impact of this level of integration transforms the decision making process.  On the one hand, a whole set of decisions emerges where, given adequate quality and currency of information, and confidence in that quality and currency, the decisions are obvious.  In other words, to know is to both decide and to act.  These are dominated decisions on Figure 5.  For them, the distinction between battlespace awareness, decision making, and battle management are artificial.  These decisions are also the ones that can be automated, at least under particular rules of engagement.  For example, theater ballistic missile defense in war time is likely to be fully automatic.
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Simple decisions, by contrast, are those for which the set of appropriate choices are fully known and articulated and the criteria by which selections will be made among them are also understood, but some human judgement is required.  For example, contingency plans are typically designed around well understood conditions, but a human is requires to (a) ensure the conditions have occurred (coincidentally that the information about them is correct and reliable), and (b) decide that the circumstances are similar enough to those envisioned when the contingency plan was designed that the action remains appropriate.    

Doctrine, tactics and procedures are often written in order to create simple decisions in the field.  While a commander may have an infinite number of maneuvers that can be made in given circumstances, doctrine will organize them into a few alternatives (vertical envelopment, flanking movement, etc.) and provides criteria for selecting the correct class of maneuver across a wide range of situations.

At the same time, the C4ISR system cannot do anything more than provide support to complex decisions.  These are common in military affairs and involve having to (a) create the set of relevant options, (b) identify the criteria by which they will be compared, and (c) specify the process or method by which a decision will be made.  The formal course of action analysis approach taught in military schools is designed to help senior commanders with complex decisions.  Capabilities such as rapidly, currently, and correctly providing responses to the Commanders Critical Information Requirements (CCIRs) and generating rich visualizations that both integrate information from a wide variety of sources and also focus the commander and key staff on the crucial decisions required in the battlespace will be required.  Note that even in complex decisions there is some very real overlap between the five key functions: battlespace awareness, understanding the military situation, the decision making process, the act of deciding, and battle management.

Integration Over Time

The natural consequence of the tighter integration across function is greater integration over time.  As the currency of battlespace awareness improves, the length of time required to recognize that a decision is needed declines, while the opportunity to see decision requirements ahead of time increases.  Similarly, as decision transparency increases due to the network, the distinction between decision making and execution blurs and these processes become merged.  Rather than seeking to make decisions that will last a long time in order to give subordinates an opportunity to plan for an execute them properly, the C4ISR process is postured to make many interrelated decisions that form a coherent whole and can be updated at irregular times depending on situational development.  As the need for hierarchical coordination declines, the potential for collaboration and coherent patterns of action across echelons and functions increases.

Integration Across Geography

The extension of the argument to greater integration across geographic space should be obvious.  Fewer control measures (boundaries of action) are required because all the units are aware of the locations, status, and actions of the others.  For the same reason, providing support across distance becomes easier.  Hence, an overhead sensor may be able to provide general location information for a target that is used to vector a UAV to get more precise location information and guide a stand-off weapon to the target.  While these assets have historically been controlled by different command centers, their use of a common network enables the function “sensor to shooter” to be supported with little regard to who “owns” which piece of the battlespace.  Similarly, ground units fighting near the “seam” between commands will be able to coordinate their tactics as though they had a common commander.  

At higher levels of command (operational and CINC, for example), this greater integration across geography will simplify creating a coherent understanding of the battlespace and its dynamics, enable coherent decision making that links adjacent and multiple echelon decisions and plans into a coherent whole, and enables much more agile and responsive battle management.  In particular, the ability to tie different types of forces and weapons (from direct fire to information weapons) into a coherent package will be greatly enhanced.

[image: image6.wmf]Traditional C4ISR Process

Understanding

Decision

Battlespace

Awareness

Decision Making

Battle

Management

Operating Environment

Information

Systems

Figure 1


Overall Change

Figure 6 illustrates the overall integration that can be anticipated.  As networks come to dominate the C4ISR system, integration will naturally occur across geographic space, over time, across echelons of command, and across functional arenas.  Obviously, this transforms the structure of the C4ISR system and process into one dependent on the capacity to collaborate, and often to one that depends on self-synchronization.  Done well, this can be foreseen to generate much faster C4ISR as well as more effective military forces.  All this assumes, of course, that the necessary technological investments are made and that the forces have personnel, training, and doctrine to exploit these advantages in information.

VULNERABILITIES AND REMAINING ISSUES

Beyond the relatively simple questions of developing and integrating the technologies needed, two “families” of key issues must be addressed if the future C4ISR system is to be successful as envisioned.  First, the quality of information needed for such a system must be made available.  Second, adequate information assurance is necessary.

Information quality is crucial because the entire C4ISR process depends on correctly perceiving the military situation and in creating a common perception across all the actors.  No only must the situational perception be common, it must also be perceived as correct by all the actors.  The credibility of those perceptions in the eyes of the users is the most critical link.  If they perceive major uncertainties, they can be expected to (and as military commanders should) proceed cautiously, using their actions to develop better situational awareness and contingency plans to ensure agility as their knowledge of the battlespace changes with the receipt of new information or corrected information.  Moving from a world dominated, as Van Creveld discusses, where the goal of the C4ISR systems is to reduce uncertainty to one it which its principal function is to exploit high quality information assumes improved information and decision makers who believe that information.  If the system fails to meet that need or to create confidence in its products, the process will not be transformed.

Similarly, information assurance is an essential assumption of these changes.  If adversaries are able to capture or corrupt the information in the C4ISR system, both wrong headed actions and paralysis of decision making become distinct possibilities.  Hence the integrity of the data and information systems become a primary concern and limit on the transformation of C4ISR.
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Joint Hierarchical and Cyclical Operational Activity Models:  1998 

Further analysis shows that the activities are cyclical in nature as seen in this slide.  The cyclical nature is the result of both the hierarchical command structure and the time constraints imposed by the current information systems.  As a result, a second cycle occurs which is out of phase with the primary cycle.  This is caused by the fact that higher echelons often receive relevant new information before the lower levels, and they provide changes to the plans currently being executed at the unit level.  This is a primary contributor to battlefield confusion and the “fog of war.”
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Greater Integration and Implied Decision Types
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Overall Anticipated Integration
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C4ISR Process Today
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Traditional C4ISR Process



Understanding

Decision

Battlespace

Awareness

Decision Making

Battle

Management

Operating Environment

Information Systems

Figure 1












