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Abstract

The access to the global commons consisting ohitje seas, international airspace, outer space
and cyber space is essential to be ensured torgearthe secure development of global welfare
and stability. Access management is complex chgderOne of the cornerstones of access
management is ability to exchange relevant infoimnatompared to the situation dealt with.



This paper presents a theoretically-practically inaded framework to help to construct well-
functioning information exchange practices and 4odlhe paper is based on long-term research
work of information exchange requirements suppgrtimanagement and collaboration. Presented
construction is based on several theories dealitly @@mmunication, management, organizations
and cognition. The theory of complex adaptive systacts as a collecting theory against which the
analysis is made. Conclusions are based on empiesaarch conducted in several practical cases
during the last decade. The final suggestion asnformation exchange framework for agile
command and control in complex inter-domain colfation environment takes account not only
the common interest of the collaborating actorg, ddso the different roles of various actors, the
phase of operation, cooperation maturity level, ané level (strategic ... operating) of the
conducted activity. All these issues are collecteder the same framework construction.

Introduction

Collaboration and networking demands are increasimis of organizational communicative
activities have moved into technical networks. Gyth@main has become vital unifying element for
the comprehensive functionality of the inter-wovgiobal commons network. One of the
cornerstones to assure access to the global commogsod practices of exchanging relevant
information. A great deal of information exchangdkes place on or via cyber domain. Cyber
enhanced information exchange environment diffeosnftraditional ones. Information releasing
and spreading is easier than before. Contacts batwarious actors are faster to form but they may
remain non-personal. Feedback may lack. This stain requirements to construct practices and
solutions to support command and control in compiéer-domain collaboration environment.

The working environment of organizations has chdndee to the extensive use of information
technology. Organizations are more or less intereel to each other’'s and lots of activities are
executed using technical tools and networks. Rwmlaliips are changing more or less frequently
making working environment challenging. New relaships are constructed while others are in
execution phase containing planning and decisiokimya Those phases differ from each other’s
thus requiring different types of information exogad. Organizations are interdependent with each
other’'s. This realizes via certain cross-organimel and non-organization specific processes.
Various actors have common interests concerningaicerobjectives in certain situations.
Information technology glues these actors togethéro ways. It enables collaboration and the use
of non-organizational specific services, and itl#es somewhat free information publishing and
gathering. The organization independent informatidomain makes inter-organizational
relationships complex and emergent by nature. Enmergence cannot be controlled, but the
content of mutually available information can beusturized to some degree by using relevant
processes and technological tools.

The leading idea to present a comprehensive catistinufor information sharing and assurance in a
complex environment is based on following geneygidtheses:
- All vital functions of societies and various glolyailunctioning organizations are dependent
on cyber-space.
- All operations on the common domain require varidigds of information sharing
activities.
- When seeking cooperation with various actors tilidoe no overtaking authority to take a
role over collaborative parties, because that wbelithappropriate and counterproductive.
- Comprehensive information sharing framework willhance the overall understanding
about producing and distributing relevant inforraatin various situations.



Information domain can be divided in two main arddsst one is the contents of the information.
Content is typically defined by requirements ofrdpsomething. Content is related to subject of
particular interest. The other main area is thermation framework. (Von Solms 2000) This can
be referred as the universal level of the infororatdomain. This universal level describes the
information phenomena of the situation under camcér defines general information exchange
features of getting together and dealing with @mgjes no matter what they are. This universal
framework can be illustrated, like it is done instistudy, with a human oriented information

categorization model. The model acts as a franrefefence to typify information requirements in

different phases of networking activity. The modelan approach to the ontology of human
information handling in a context of a complex adlapsocial system (Holland 1996). Theoretical

basis for modeling this human information exchaisgeased on philosophy of communication and
cognition, theory of knowledge management, socipleqd decision-support systems.

The research question of the paper is: “In whatmeaman various approaches of the information
exchange and assurance be combined together ttodeveeomprehensive model to enhance the
construction of information exchange solutions.” ppfoach to information is framework and

universally oriented pursuing to increase undedstan about information exchange situations
offering user focused approach to develop dynammMedge discovery solutions. The scientific

approach is hermeneutical supported by validatingigcal results. The research approach is
cross-disciplinary. Research strategy is constracpursuing to develop a generic model for
practical purposes.

1. Theoretical background
1.1 Complex adaptive systems (CAS)

The theory of complex adaptive systems (CAS) bylléad 1996) aims at to explain the chaotic
nature of multi-actor interactive system on thewgeint of one actor. The CAS theory seeks
understanding of the adaptive behavior of an emtitits acting environment by categorizing its
basic features. CAS theory divides these basic esiésnin four properties and three mechanisms.
Very brief description of those is given below. Madetailed information is available e.g. from
(Kuusisto 2009).

1. Aggregation is a property of an entity. It defirbat an entity seeks to categorize same kind
of things in same kinds of classes, like vehicteganizations, plants, animals, etc and after
this classification treat the members of thosesgasis equivalent.

Tagging is a mechanism that gives a descriptivebs}ifname) for an aggregate.

Nonlinearity is property that expresses that theeame of the whole is not the sum of its

parts.

4. Flow is property that tells what transfers betwbaiiding blocks. Flow can be information,
material, radiation or symbol.

5. Diversity is property that tells that wholeness teams certain (various) amount certain

(different) kinds of nodes that have suitable inléhat wholeness.

6. Internal modeling (or schema) is mechanism thasesertain behavior of an entity, when
certain stimulus occurs.
7. Building blocks form the mechanism that enablexaastruct models in a simple way.

(Holland 1996, 10-40)

wnN

A CAS entity is depicted in Figure 1.
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Figure 1: A CAS entity

The world can be considered as a complex systenomiplex systems. It is neither random nor
accidental. It is a collection of systems’ elemenith certain kinds of universal features and the
continuum of their interrelations. This makes therla act in a non-deterministic way. This
apparently fuzzy behavior becomes understandale iperceive the system at the right structural
level. (See Ball 2004, Kauffmann 1995, Moffat 2003)

Complex adaptive systems theory describes fundahphenomena of interacting community on
the viewpoint of one entity. When this theory ikgd to human communication activities, the
next often revealing features can be stated asthgpes.

1. People like to categorize the exchanged informafigpically information is categorized by
content and it is defined by subject of interestodimation exchange strategies are based on
these content based aggregations. The behavidieofvholeness is judged on behalf of
aggregation of those content based informatiorgoaization models.

2. Social communication networks are defined by subggcinterest. The name — tag — of
interest guides people to form networks with suebpgbe, who express same kind of tags.
Communication networks are based on similarityantent.

3. The outcome of nonlinear interacting system is gear thus being out of individual
control. This emergence is frequently attemptedaime with complicated information
categorization models and precise procedures.

4. Information flow between various interactive emtitis attempted to facilitate or moderate
to make it controllable. The flow is controlled bgntent and amount. Second order effects
are typically not taken account.

5. Diversity of actors in networked communication attans is wide and complex. Diversity
can be organization structure, information handlialg, interaction phase or information
content based. Typically diversity is seen case chge without taking account the
comprehensive wholeness. Universal phenomena efgify are seldom taken account.

6. Internal models are based on existing experierm@apetence and valuations of an entity
and they are evolved by incoming perceptions. Mudugion of internal models is relatively
slow thus making novel communication situations hwitinseen parties somewhat
challenging.

7. Because of the content based strategy of informagechange the building blocks of
creating common models for releasing and receivadgvant information will be different
amongst different communicative actors. This mag&esimunication challenging, while
different actors are speaking on different context.

The above statements represent typical practival lgresentation about on information exchange
situations between human individuals. However, gaper seeks to present some new approaches



to interpret CAS at communication situation andtegnlevel instead of communication between
human individuals. Aggregation will be shifted fratimlogue content to dialogue situation.

1.2 Information sharing strategies

Creating understanding is difficult. The world adé&sthe subject may reveal itself as digital. It is
right or wrong, good or bad; | either accept it ogject it. According to Habermas (1984, 1989), at
least one common items between the communicativiiepashall exist to launch communicative
process. This process is essential to get commtit@s in realization. Various information
sharing strategies may be chosen to create thierstachding, acceptance and cooperation.
Following information releasing strategies can kgressed:

1. I share everything.

2. | share nothing.

3. | share to suitable degree by rationing out witmmated (subjective) criteria.

4. | share to suitable degree by releasing relevamg tf information content related to criteria

defined by working environment and situation.

More detailed description of information sharingagtgies can be found from (Kuusisto 2009).
Strategies 1, 2 and 3 are more or less contentdbstsategies that are based on fundamental
assumption that right kind of content of shareainfation is main judgment criteria. Strategy 4 is
framework based strategy that assumes that cesita@tions with certain kinds of actors form the
framework that defines information exchange requests. This strategy is network and inter-
working oriented. It takes account both subjectivB®rmation releasing criteria and objective
collaborative parties viewpoints. It focuses to tenmunication situation instead of communicated
content thus pursuing to create situation and sbritased communication forums to enhance the
maturity of cooperative communication. Strategyefies on the understanding of the universal
fundamentals of communicative situations.

Complex, comprehensive framework based informatixechange strategy is based on rather simple
logic of perceiving complex information exchangetsyns as follows. “I cannot exactly know the
specified content information needs of my partnérg, | can know the overall features of the
working environment and the situation, where mytnens are. If | know this, and | know what
types of information (what kind of information exatge profile) is required to handle this kind of
situation | can guide (and maybe control) my infation publishing towards to release situation
bound relevant kind of information and avoid toesse unnecessary information.” This requires
that commonly accepted strategy based on commaonviexists. Further on, this requires that
situation understanding exists. In this studys iassumed that above described information sharing
strategy 4 will function in more sufficient way nmetworked environment that the other ones. More
information about this is in (Kuusisto 2009).

An example of a supporting structure for variousoesc to adopt complex information sharing

strategy is described in (Kuusisto 2008b) as a memeference of collaboration support system
(CSS). This particular CSS is assumed to be arrnrdbon releasing and exchange forum for
various organizations that are working on the saperational area. It gives a new viewpoint to
collaboration field by expanding the collaboratigituation to an environment, where divergently
view-pointed and oriented organizations will seekl &stablish collaborative relationships instead
of organizing cooperative situations with relativelqually based organizations or parts of one
particular organization. This CSS information shgrarchitecture is depicted in figure 2.
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Figure 2: CSS information sharing architecture.y&iato 2008b)

Using complex information releasing strategy, a rsetvof CAS-feature based hypotheses can be
set to shift from content based thinking to framdwmased thinking in information sharing.

1.

Aggregation shall be done on the basis of collaibmracontext and situation instead of
communicated information content. Second order egggion describes in that case the
nature of cooperation instead of the meaning o eatlaborative party.

Tagging is formed around the four-dimensional matiefined by the role of information
handler, phase of collaboration, level of orgamimatand the interest of organization.
Tagging supports context and situation based aggoeg

Nonlinearity is not tamed. Information exchangegesses are meant to support various
parties to deliver such information that will béeetive in tagged situations.

Information flows are controlled by the demandscoflaboration context and situation
instead of one or several parties’ agreementsleésable information. Each collaborating
party releases such information that is relevanttdgged collaboration aggregation, not
their core business. Core business information flomeant for each party’s internal use.
Diversity is not controlled or forced. Critical nsa®f various actors guarantees that all
relevant acts will be done. Processes are usedcimueage big enough amount of actors to
involve to each tagged aggregation to guarantéiealrmass.

Individual tacit internal models are not tried tarimonize. Tagged context and situation
based aggregation’s overt internal models shakkdramunicated in continuous dialogue.
That guarantees that all individual actors involved tagged situation have same
understanding about the situation and the direaifdhe development of the comprehensive
completeness. This means that situation understgrstiall be created in continuous future
oriented dialogue process amongst co-operatingegart

Building blocks are situations instead of organmad or other actors. The outcome of the
comprehensive context will be constructed as aesysif situations rather that system of
actors. A shift from physical structures world tods the space of information can clearly
be seen.

1.3 Information exchange model

Actors” interests to information can be categorizedeveral ways, e.g. on time axis, based on
information content, based on the role of a paldicactor or based on the phase of activity.
Information interests differ from one situation doother and also from one actor to another. All
these interest viewpoints exist during the situatidere actors are involved. A unified and abstract
enough structure of describing information shalhleeded to get an idea, what type of information
various networking situations may require.



Theory for deepen the understanding about compixmation exchange situations originates to
complex adaptive systems. (Holland 1996, Kauffm885] Ball 2004) In this paper, the human
information exchange framework is based on comnatigic philosophy (Habermas 1984, 1989),
sociology (Parsons 1951, Luhmann 1999), cognitibilopophy (Bergson 1911, Damasio 1999,
Merleau-Ponty 1968), organizational culture (Schel®92, Hofstede 1984), knowledge
management (Polanyi 1966, Maier 2002, Nonaka&Takeu1995, Awad&Ghaziri 2004) and
decision support systems (Turban et.al 2005, Mar2k®3). Empirical material is collected during
national and international inter-organizational pexation exercises between 2005 and 2008.
Individual results of those studies have been ghbli on academic conferences and research
reports (Kuusisto and Kuusisto et.al. from 20062@98). In this paper, information exchange
situations will be approached via the theoretigaktical motivated framework described in those
papers.

This high-level abstraction of human informatiomtng ontology is depicted in Table 1. Rows
describe the temporality and abstraction degreafofrmation. Information at the upper row is
relatively most abstract, future oriented and ffeas are long-lasting. The lowest level contains
information that updates fast, is concrete andgeovable as immediate events. The column on the
left contains cultural information described by 8ich(1980 & 1992). The next column on the left
contains actors” internal information. The nexhtigontains information of expressed conclusions
made by the actor. The column on the right dessrib®rmation that comes from outside of an
actor or is remarkably affected by the world owgdilde actor itself. More detailed description @& th
model is in (Kuusisto 2008b and Kuusisto 2010).sTéitology of human information handling
structure is used to analyze various and diffengiotmation sharing and information exploitation
situations.

Table 1: The high-level abstraction of human infation handling ontology

Values, Competence Internal facts Conclusions Exteal facts
Basic assumptions Mission, vision Decision Task
Socially true values Means Alternatives to act Been end stateg

Physically true values Resources Possibilitiesto a  Anticipated futures

Social artefacts Action patterns Restrictions Emvinent
Physical artefacts Features Event model Events

This model has been successfully used in informagixchange research and it has been tested on
international scientific forum. The model expresaesniversal tagged aggregation to understand
information flows of an active entity in a diveraed nonlinear networked environment and position
entity’s information exchange situation into a stared schema. This is essential, because
comprehensive social system is emergent, dynanticcamplex. Further on deep pondering about
information strategy that can be as optimal asiples$or smooth acting in that kind of working
environment is required.

2. Approaches for information sharing
2.1 Common interest, organizational level
Organizations have different structures. Howeveganizations are formed and operated by human

beings, who exchange information in a human wayat Thakes all organizations — despite their
different structures — act among similar principles



Information content is one of the criteria takerwa@amt when constructing information exchange
systems and practices. In this paper we are naterurating that viewpoint, because information
content-based approaches are frequently handlede wdunstructed various decision-support
systems. Obviously, the content of exchanged infion shall be such that collaborating parties
can feel it to be relevant for their own or comnyorwnducted activities.

According to the operating level of an organizatimnits part (strategic, operational, tactical,
operating), the nature of the information contdmtiously varies. Strategic management deals with
completely different content issues than operatorghe field. This means that information content
shall be taken account when designing various kinfigechnological support systems for
organizations. This does not mean that informationtent is the only criteria for this design and
construction process. Also, this does not meantkieagjeneric information interest profile of centai
kinds of actors in organizations is different. Ddmn-makers are interested in same type of
information despite on what level they are in thgamization. That is the phenomena we are
delving in during following chapters.

2.2 Role of an actor

Several various inter-authority collaborative exs¥s and experiments were studied during 2005 —
08. Information interest of various actors and aians were studied by using the information
exchange meta-model (Table 1) as a framework amtenbd analysis (Krippendorff 1980) as a
method. It was find out that information interekaa actor varies related to the role of an achar a
the phase of the activity. It was found that infatian interest profiles formed in very differentywa

in these various cases. More detailed descriptfaihase studies and their results are found from
(Kuusisto, et. al 2006a, 2006b, 2007, Kuusisto 20@808b, 2009, 2010).

The information interest depends on the task opgag of the actor in an organization. According
to conducted research, four various typical rolleaotors were found. (e.g. Kuusisto 2008a) Those
roles were: situation follower, Information analyptanner and decision-maker. The information
interest profile of those different roles differathrer drastically from each other’s. A much

generalized depiction of this disparity of the mmf@tion interest between various roles is in Figure
3. Figure shows highlighted those information categs that seem to be mostly under the keen
interest of the actors. It shall be noticed thas thescription does not give complete explanation
about the variance of the various roles informage@onhange profiles. This description depicts the
phenomenon.



Values, Competence Internal facts Conclusions External facts
Basic assumptions Mission, vision Decision Task
Socially true‘values Means Alternatives to act Foreseen end
. ! states
RcEiSoR-Iakes Physically true values Resources Possibilities to act Anticipated
futures
Social artefacts Action patterns Restrictions Environment
Physical artefacts Features Event model Events
Values, Competence Internal facts Conclusions External facts
Basic assumptions Mission, vision Decision Task
Socially true values Means Alternatives to act Foreseen end
Planner - P s.t a.tes
Physically true values Resources Possibilities to act Anticipated
futures
Social artefacts Action patterns Restrictions Environment
Physical artefacts Features Event model Events
Values, Competence Internal facts Conclusions External facts
Basic assumptions Mission, vision Decision Task
Socially true values Means Alternatives to act Foreseenend
Information states
analyst Physically true values Resources Possibilities to act Anticipated
futures
Social artefacts Action patterns Restrictions Environment
Physical artefacts Features Event model Events
Values, Competence Internal facts Conclusions External facts
Basic assumptions Mission, vision Decision Task
Socially true values Means Alternatives to act Foreseen end
N states
Bituxtion follower Physically true values Resources Possibilities to act Anticipated
futures
Social artefacts Action patterns Restrictions Environment
Physical artefacts Features Event model Events

Figure 3: The disparity of information interestvafrious roles of an actor.
2.3 The phase of activity

According to what is going on in the organizatiarbetween organizations, the information interest
profile will vary. Four different phases of actiitvas recognized in previous studies (see e.g.
Kuusisto 2008b). Those are: Searching for coopmragiarty, Information preparing for the mission
planning, planning the mission and executing thesion. A much generalized and brief conclusion
about the information exchange profiles is depiétedable 2. Again, it shall be remembered that
this depiction does not give complete explanatiboua the variance of the various situations
information exchange profiles. This descriptionidepthe phenomenon.

Table 2: The variance of information interests l@stwdifferent situations

Searching cooperation party
Values, Competence Internal facts Conclusions External facts
Basic assumption Mission, visior Decision Task
XX XX X
Socially true values Means Alternatives to act Foreseen end states
X XX
Physically true values Resources Possibilities to act Anticipated futures
X XX
Social artefacts Action patterns Restrictions Environment
XX
Physical artefacts Features Event model Events
X XX




I nformation preparing for the mission planning

Values, Competence Internal facts Conclusions External facts
Basic assumptions Mission, vision Decisior Task
XX
Socially true values Means Alternatives to act Foreseen end states
XX
Physically true values Resources Possibilities to act Anticipated futures
XX X X
Social artefacts Action patterns Restrictions Environment
X XX
Physical artefacts Features Event model Events
X XX
Planning the mission
Values, Competence Internal facts Conclusions External facts
Basic assumptions Mission, vision Decision Task
Socially true values Means Alternatives to acl Foreseen end states
XX XX X
Physically true values Resources Possibilities to act Anticipated futures
XX XX X
Social artefacts Action patterns Restrictions Environment
XX X
Physical artefacts Features Event model Events
Executing the mission
Values, Competence Internal facts Conclusions External facts
Basic assumptions Mission, vision Decision Task
XX X
Socially true values Means Alternatives to act Foreseen end states
X
Physically true value Resource Possibilities to a Anticipated future
XX
Social artefacts Action patterns Restrictions Environment
XX X
Physical artefacts Features Event model Events
XX X XX

The most important information in network foundatiphase will concentrate to every actor
internal facts added with values and competencernmtion. (See Table 1.) In addition,

information about all working environment featursd issues was found crucial to successfully
work on the area.

In tactical planning situation, information in theddle of the model comes important in addition to

situation follow-up and decision information religgs During briefings, discussions raise up

mainly about available means and resources and @ossibilities and alternatives to act, as well

mutual restrictions for activities. In the casesofall group decision-making discussion, the general
information releasing profile was quite equal t@ tbne with briefings. What comes into the

discussed information categories, still the mear r@sources items were found to be important,
but discussion about alternatives to act moved idsvéo anticipate the future and to evaluate the
possible end-states of overall activity. Discussalgput mutual future orients parties to work

together more longer periods than to only deal Withemerging issues.

If time is critical, e.g. decisions and choices dome in quickly changing situations, some of the
information categories seem to emphasize more itapbrthan others (Kuusisto 2005). This
phenomenon is depicted in Table 3. It seems that svformation that leads to the final decisions
required by mission and task becomes more impovtéen time to make decisions gets reduced.
Resources, alternatives and futures expectatiohsiseéi under interest. The result is rather obsiou



Table 3: Time criticality of the required informeauti

Values, Competence Internal facts Conclusions Extaal facts
Basic assumptions Mission, vision Decision Task
Socially true values Means Alternatives to act | Foreseen end states
Physically true value$ Resources Possibilities to act | Anticipated futures
Social artefacts Action patterns Restrictions Emvinent
Physical artefacts Features Event model Events

2.4 Cooperation maturity

According to Alberts & Hayes (2007) management ifderaction) maturity transformation is
described with five-phased model, where level deraction maturity describes the level of
operational maturity. Interaction maturity levelge gfrom less interactive to most interactive):
Conflicted, de-conflicted, coordinated, collaboratiand agile. (Alberts & Hayes 2007, 164) The
phenomena of those levels are described (Albertda§es 2007, 165-179. The command and
control (C2) maturity model has been under devekmmn NATO working group from the
beginning of the year 2006. The process has itévatain in discovered need to develop command
and control practises in socio-technically netwdrkeoperation environments.

It was observed that information exchange meta-inagelied to the C2 maturity model and
analyzed real-life collaboration situations infotina exchange profiles were not completely equal.
However, it was very interesting to find out thatiqueness between these two situations was
observable. Referred to that, following hypothesis be postulated: “The information exchange
profiles concerning de-conflicted, coordinated aadllaborative activity situations can be
formulated in a way that is expressed in figure Bécause the information refining process
progresses from the bottom of the model towardsfitied decision, and from sides toward the
conclusions category, it is logical to make assumnpthat the higher the required collaboration
maturity level is the higher and broader both thieased and discussed information will disperse
over the information exchange meta-model. Empinieaults support this hypothesis. The judgment
and critics for that approach is given more detiiite(Kuusisto 2008b). Information concerning the
situation under interest is exchanged in differgménsity according to the maturity level of
cooperation. Figure 3 depicts the general phenoméfias information exchange modeled by the
information exchange meta-model described in chapte. Information is changed about those
categories that are shaded in figure 3. Those cagsgthat are surrounded by dotted line are openly
discussed between collaborative parties. Confliateaturity level is not described, because no
information is exchanged. On the agile level ewdng is discussed, so that level is also not
described.



De-Conflicted Values, Competence Internal facts Conclusions External facts

Situation is followed Basic assumptions Mission, vision Decision Task
together Socially true values Means Alternatives to act Foreseen end states
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Figure 4: Information exchange requirements ofougrcooperation maturity levels.

Properly functioning collaboration support system#l help organizations to orient to more
collaborative, coordinated or agile working prifeg With a good methodology the on-line
evaluation of the maturity level of collaboratioropedures of organizations can be performed. That
will help to evaluate and develop both organizatimtated processes, collaboration system
processes and inter-organizational processes. druth this will help organizations to move
towards the edge and gain good performance oftsffec

2.5 Conclusive findings

As a conclusion it can be argued that improvemértaomonizing the efforts on the field would
need a concept that provides as good a systemsasbfgoto improve the potential of information
sharing of the information of the working envirormhend the features and action patterns of all
actors in emerging and non-lead networking comnatiio and acting network.

We can postulate that different kind of usage sitma require different kind of emphasis
concerning the type of the information requiredb® exchanged. Further on, we can form a
hypothesis that different phases of collaborati@guire different kinds of user supporting
processes. The processes shall be such that theéy the user to use the relevant services and
release relevant type of information compared t® tlominated collaboration phase. It seems that
whether conducting operations or activities therisigaof certain information categories between
interacting parties is beneficial. This is consistwith Habermas’'s theory of communicative action
(1984, 1989). He claims that to start communicatairieast one common item must exist between
interacting parties. Interaction and its developnaa based on this common item. The implication
is that to conduct interaction between two or mactors, one or multiple common categories of
information must be present. To gain mutual undeding, or to protect one’s own information
space, interacting parties require common inforomatiows.



Information exploitation profiles differ in the as of making decisions, and preliminary planning
work, the decision-making itself, as well as esslihg collaboration relationships, managing
various collaboration situations and providing mfi@tion management and other support. To re-
iterate from above, at least one information catggoust be common between those functions.
Information flows pertaining to action alternativeBould be managed well, because they join
planning and decision-making functions. In gen#rea means that organizations should understand
what types information are important for the atis between organizations. This can be used to
produce and develop inter-organizational workingocpdures. Workflows should support
information exchange procedures across organizdtiooundaries to assure the information flow
priorities, and to take into account the temporends of information exchange. Organizations
should gain understanding about information excbargguirements to be able to fulfill the
challenges that they face when interacting witheptbrganizations or actors. Commonly used
processes shall in collaboration support situadictiras a creator of “common virtual organization”.

Information exchange profiles for cooperation slumdl determined to optimize interactivity. This
interactivity may be directed to the direction afpsrior, subordinate or peer levels. Those
organizations or parts of organizations that arekimg with the same kinds of issues should have
common information exchange profiles. Cooperatian be enhanced when information content
priorities and time frames of updating content emasistent across various, collaborating, inter-
organizational actors. It can be concluded thateteelop inter-organizational working processes, it
is essential to identify, develop and exploit imterking information exchange profiles. In crisis
management, this means that all of the intera@aigrs should have shared information flows.

Information content is the traditional way to catege the needs of the information system user.
That is a very good approach, when building up degision support systems. When collaboration
support is dealt with, the user specific informataontent is no longer the primary engine to drive
system development. In that case the phase ofboofition will be important, as well as the role of
an individual member of an organization.

Information interests of various actors vary remabil in time, space and content. Three different
classification criteria can be pointed out:

- Information content

- Organizational level

- The role of an actor

- The phase of operation

- Collaboration maturity level

As a conclusion it can be argued that improveméritaomonizing the efforts on the field would
need a concept that provides as good a systemsaghfeoto improve the potential of information
sharing of the information of the working envirormend the features and action patterns of all
actors in emerging and non-lead networking comnatiun and acting network. Information
sharing system shall provide a discussion forumitsldall fulfill the demands of good practices of
information and knowledge management. The forunil gleatain content of areas of interest of
various actors, as well.

Information using profiles differ in the cases ofking decisions, and preliminary planning work,
the decision-making itself, as well as establishifjaboration relationships, managing various
collaboration situations and providing informatioranagement and other support. To re-iterate
from above, at least one information category mibst common between those functions.
Information flows pertaining to action alternativebBould be managed well, because they join



planning and decision-making functions. In gen#rel means that organizations should understand
what types of information are important for theidties between organizations. Workflows should
support information exchange procedures across naa@onal boundaries to assure the
information flow priorities, and to take into acewhe temporal demands of information exchange.
Organizations should gain understanding about mébion exchange requirements to be able to
fulfill the challenges that they face when intenagtwith other organizations or actors.

Information exchange profiles for cooperation shwedl determined to optimize interactivity. This
interactivity may be directed to the direction afperior, subordinate or peer levels. Those
organizations or parts of organizations that arekimg with the same kinds of issues should have
common information exchange profiles. Cooperatian be enhanced when information content
priorities and time frames of updating content emasistent across various, collaborating, inter-
organizational actors. It can be concluded thé& éssential to identify, develop and exploit inter
working information exchange profiles.

Collaboration relationships are building up in angbex way, where structuring principles depend
on the organizational structural level, the missibran organization, the phase of the collaboration
process, and the role of the member in an orgaaizafFirst two determining the relevant
information content and latter two ones obey tlaenwork of the relevant type of information. It is
crucial to find out and understand also what typa Enly the content) of information shall be put
available for others in collaborative network. Thypifying requires an internal model of entity’s
information exchange. This model shall be univerisal equivalent despite of the parameters of the
information exchanging node (actor). Parameters hemee understood as the position in the
organization, role in the organization, phase tif/dg and task-oriented information interest.

Research results concluded above give a steerimghhio ponder that novel idea shall be produced
to rethink information exchange strategies in a mey. It is obvious that traditional ways to steer
information exchange are not so optimal in emergetworked environment.

When setting the information handling ontology (¢ab) in different shape and connecting both the
phases of operation and the various roles of acéintties into that, we can formulate a

comprehensive expression about common informateeds This depiction reveals not only the
individual case by case information needs but afg&se common interest areas that will glue
together actors with different roles and thosernmi@tion issues that will lead the organization from
one activity phase to another. This depiction Wwelp to understand to which kind of information

issues organizations shall concentrate to guarasteeoth operating and cooperation both
internally and between other organizations.

Let us take some examples. In the phase of searchioperation possibilities, a situation follower
searches information about the features of possible&aboration parties. At the same phase,
decision-makers are interested in the informatiooué the basic assumptions (basic values) and the
mission and vision of the possible partners. Hehar is also interested in how this possible partner
will reach its goals (means) and to some degreaitait® task and published values, as well.
Another example reveals that in mission planningseh the common information interest of the
planner and decision-maker is in means, alternativeact and foreseen end-states. Those actors
will exchange information about where to organizasi most probably ending, in what ways it will
end there and what are the actions to take to réwthend-state. It shall be remembered that the
depiction in figure 5 is very brief and generalizétddoes not give explicitly correct answers, but
gives again a good view into the complex phenonaémaformation exchange situations.



When maturity level abstractions (Figure 4) arenmmted to the model depicted in Figure 5, we can
reach again a new level of understanding aboutdé&meands of constructing information exchange
systems. Let us assume that collaboration is owodéicted level. On that level, discussed
information category is “restrictions”. Restrict®tell those situational and organizational borders
inside which own activity is possible and relevaktcording to the combinatory model in Figure 5,
this means that information analysts of all papting organizations shall be connected together to
discuss during the complete mission planning pegjar and planning process.

Partnerizing Planning Planning Execution
prepared
Basic assumptions / XX \
Mission, vision l XX I
. . Decision I XX XX I 1
Decision
_ Task X
ma ke r Socially true values X
Means (, XX XX XX X D
Alternatives to act XX
P I anner Foreseen end states X
Physically true values X
Resources ﬁx XX XX h\
Possibilities to act ! X XX \
Anticipated futures - X X »
Social artefacts
An a | yze r Action patterns XX X XX
Restrictions XX XX
Environment X X
Physical artefacts
Features XX XX 1
Event model X X
Events XX XX

~—— —

Figure 5: Combination of role- and activity-phaskated information interest profiles.
3. Information sharing framework

Information sharing in cooperation situations isnewhat complex by nature, as we have noticed
above. Compared to the information sharing stratbgy was selected as the one to be obeyed
earlier in section 1.2, we can postulate that thedrall be a common process layer to enable
information sharing between very various actorsvémious situations. This process layer shall
support information exchange despite various usdifférent ways to act and different kinds of
information content interests. This process layballsnot harmonize the ways to act of
collaborating parties but enable smooth informatitow. The process layer shall support
communication hypotheses set at the end of chafeFigure 6 depicts that. Common information
sharing process shall support differently actingaoizations to fulfill their common interest taking
account the activity level of cooperating orgarnaad (operating ... strategic), phase of cooperation
and roles of cooperating entities at the requikamperation maturity level.



Cooperation Maturity level
Phase of (co)operation
Activity level
Common interest s // The role of an actor

User Specific Process A

User Specific Process B

User Specific Process C

COLLABORATION
CS processes
CS services
CS support

Shared Information

Figure 6: Issues taking account to construct wetlktioning collaboration information sharing
system

How to construct such a process layer? Figure @sgsome guidelines for that. It describes the
information sharing framework for agile command andntrol in complex inter-domain
collaboration environment. The framework contaite tstructure of collaboration situation,
activities of various collaboration cases and imfation that is relevant to share during
collaboration. The model is a matrix, where infotima sharing takes place in the crossings of
structure and activity. Information sharing reqments are modeled by using the comprehensive
model depicted in figure 5.

Structure (Nation, organization, etc... entity)

Structure specific

Activity at required A = c prOCEsS
maturity level
Streategic FEEREE RN EEE A EEEE Common interest
: : (collaboration) of
' activity defines the
. ; ! content of shared
st [] Ej [] information
_______ R T \ Information Sharing
Tactical L[ | [ L [T Profile Frame —
s p L] o L Information exchange
R i R requirements for
successful collaboration
Operatin [ [ * f | Eamaai| in a situation is defined
P g ] by activity phase (incl.
/ time criticality) and the
Preferred Direction of role of an actor
|nf0rmf'ﬂ|0n non-preferred
_shar!ng information
directions sharing

Figure 7: Information sharing framework for agilenemand and control in complex inter-domain
collaboration environment.

Structure determines those entities that are imgiw certain kind of collaborative activity. The
entities may be coalitions, nations, organizatiats, The entities need not to be same kinds of. A
variety of entities working together may exist it model. Only determining issue is that those



entities shall have some common interest of workoggether. This common interest defines the
content of exchanged information. Those togetheaking entities will be connected together at a
certain operating level. Strategic levels are cotew to strategic levels and tactical levels to
tactical. Organizations are working as organizaiovithout trying to supervise or master other
organizations sub-parts. Communication between nizgons takes place on peer-level.
Communication inside organizations takes place tlosvorganization has it determined. Every
organization obeys its own practices. Collaborai®mronducted at required maturity level. The
phase of activity, the role of an actor and theumregl maturity level define the type of exchanged
information. The type of information is not dependef the common interest of cooperating parties
but the overall situation to be dealt with.

4. Discussion

An information sharing framework for agile commaadd control in complex inter-domain
collaboration environment was presented. It tale®ant not only the content of information but
before all, the entire context, where informatiocleange situation takes place. This framework
model helps to construct better functioning sitratbased information exchange and situation
awareness systems in ever evolving and complealmmiation environment consisting of global
commons glued together via cyber space.

It shall be taken account that the data presemtetis paper is not accurate as a data itself. The
meaning of the data was to demonstrate the compkexre of the information exchange
requirements in the multi-actor, networked workémyironment. Lots of generalization of the data
was made to refine the nature of the fundamentahpimena of assuring the information required
for comprehensive situation awareness and sucdessfyperation in complex inter-domain
environment.

Lots of research work needs still be done, befagecan confirm all those hypotheses presented in
this report. However, the basic features and releydenomena of releasing the right kind of

information for cooperation were documented. Redeahall be continued in a more detailed way
to get various information exchange situations reguents confirmed in more precise way.
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