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The Existing Scenario...

• Today Maritime Security is a very 
critical aspect on Marine Framework 
introducing the concept of 
Asymmetric Marine Environment with 
new special attention to Threats such 
as:

– Piracy
– Conventional Terrorism 
– CBRN 

versus traditional Port and Ship 
Protection against Special Forces 
and Conventional Attacks
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… as Evolving Scenario over 
Time

• Some important aspects are expected to increase over Next Years their 
impact in General as well in Marine Framework increasing on 
Asymmetric Threats:

• Moving European Region Social 
Economic Center of Gravity to 
South increasing maritime traffic 
with North Africa

• Stabilization and Normalization 
Processes and Country 
Reconstruction Initiatives 
Overseas 

• Overseas Developing Areas 
Growth, Production/Demand & 
Sustainability 

Issues

• Easier access to New Dimensions for 
preparing and creating critical threats 
(i.e. Cyberspace)

• Multiple opportunities to Access to 
Resources to develop WMD (i.e. 
smallpox, RDD)

• IT & Web empowering the potential of 
individuals and small groups (i.e. C2 
capabilities)

• Increasing new reachable targets such 
as Oil Platform, 

Environmental Threats,  
Social Service

• Political Instability on Critical 
Regions (i.e. Africa)

• Evolution of Principle of 
Nations and Populations (i.e. 
Commercial States)

• Evolution of new critical 
issues requiring rational on 
joint Defense and Homeland 
Security Budgets (i.e. natural 
resource issues: water)

Economic Issues Technologies Political Issues
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The Real World: Multi 
Dimension and Multi Layer 
Resolution

• A Real World on         
5 Dimensions:
– Surface
– Underwater
– Air
– Space
– Cyber

• A Multi Layers &
Resolutions Frame
– Fleets and Parties
– Ships and Commercial Traffic
– Crew & People Acceding 

Ports/Vessels 
– Services & Infrastructures 
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IA, CGF and HBM in Marine 
Frameworks

• New IA (Intelligent Agents), CGF (Computer Generated Forces) & HBM (Human 
Behavior Modeling) represent Strategic Issues in different Application Areas such
as:

– Simulation Based Acquisition and Test & Analsysis
• Capability to Proceed in Data Farming on Different Hypotheses on Vessel 

and System Design on Virtual Prototypes
– Training and Exercise

• Reduction of human personnel for Training & Exercising 
• New Scenarios involving Dynamic Simulated Complex System vs. the old 

pre-defined scripts
– Operational Planning 

• Reducing Time for Planning Development due to the reduction of human 
experts employed in the different roles

• Possibility to Experiments different Alternatives by replicated runs carried 
out in Automatic way

– Mission rehearsal and conduct operations
• Capability to keep the simulation on-line and to conduct statistical 

experimental analysis
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IA-CGF Elements

The new IA-CGF Modules devoted to create the CIMIC 
simulation include:
IA-CGF Units
•IA-CGF Human Behaviors
•IA-CGF Non-Conventional Frameworks
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IA-CGF Units
IA-CGF Units are a set of interoperable units with capability to  
be integrated in constructive simulation

– Police
– Gangs
– Pirates
– Local Population
– Cargo Traffic
– Yachting
– Local Authorities
– Warlords
– Criminal Organizations
– NGOs
– Cyber Services
– Air Traffic
– Domestic/National Situation:

• Population
• Media
• Lobbies

– International Public Opinion
– International Diplomacy
– New Threats (i.e. 2nd Generation Terrorists)

These are examples of 
non-conventional units 

controlled by IA-CGF
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IA-CGF Human Behaviors
Specific modules with IA-CGF Human Behaviors:

• Fear
• Stress
• Fatigue
• Training Level
• Aggressiveness
• Crew Harmony
• Combat Skills/Experience

• Other Factors (i.e. Ethnic, Religious, Social)

IA-CGF Human Behaviors operate as a set of further 
characteristics to be added to each unit in constructive 
simulation.

i.e. now in constructive simulation every unit in the scenario have infos about status and type of ammo, by IA-CGF  it will be added dynamic 
information about level of fear and stress and the Units performing according to it
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IA-CGF Non-Conventional 
Frameworks

It is important to consider the integration in a sc enario of the IA-
CGF-Non-Conventional Frameworks (IA-CGF-NCF), each 
simulating specific events:

• IA-CGF FRAMEWORKS
– Food Distribution
– Cargo Inspection and Area Protection
– Logistics Support

• IA-CGF Homeland Security and Civil Protection FRAMEWORKS
– Natural Disaster (i.e. Hurricanes, Earthquakes)
– Man Made Disasters (i.e. Explosion, Hazardous Material Spills)
– Evacuation
– Oil Platform Accident

• IA-CGF PSYOPS and INTELLIGENCE FRAMEWORKS
– Possible integration with Sibilla© Serious Game for Intelligence Officers training

In non conventional scenarios for particular training purposes.
We can imagine to have active different non conventional Frameworks, in different locations, with different level of detail 
inside the simulated theater.
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Example of Scenario 
JFCOM Haiti Demo
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Haiti Case
IA-CGF NCF Riots & IA-CGF NCF EQ

The Demonstration was based Haiti 
Earthquake 2010 and presented by USJFCOM 
at ITEC2010. 

The demonstration was devoted to show the 
potential of interoperability in combining 
different simulators for full coverage of a 
complex problem such as that one of Haiti.

In this case Simulation Team was involved by 
using his interoperable IA-CGF  reproducing 
Population Behavior, Human Factors (famine, 
stress, diseases, fear, aggressiveness),  Riots 
and Gang Activities as well as the impact of 
the Simulation Earthquake
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IA-CGF NCF Riots &
IA-CGF NCF Humanitarian 
Support

The Simulation 
include impact of 
food distribution 
point and tactical 
operation on 
population human 
factors such as 
aggressiveness, 
fear, stress and 
fatigue
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PANOPEA

•PANOPEA is a simulator for 
reproduction of Piracy 
activities and for evaluating 
different strategies in NEC C2 
M2 (Netcentric Command and 
Control Maturity Models).

•PANOPEA reproduces military 
vessels and helicopters, 
ground base, cargos as well as 
fisherman and yachts traffic as 
well as Pirates

•Pirates are directed by 
Intelligent Agents and apply 
strategies for succeeding 

Piracy Asymmetric Naval Operation 
Patterns modeling for Education & Analysis
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• Pirates
Attack modalities: Outrunning, Maintaining Innocent Speed, Following a 
Ship, Hiding between Ships, Swarming
Characteristics: agile structure, knowledge of this sea area, 
support from local population and in some case from political
structure.

• Navy
Strong coalition force patrolling the area but the command and control 
don’t results “agile” like the pirates organization.
Patrol modality: mostly frigate, helicopters & special force squads

• Intelligence Agencies
Critical Support to the Navy to predict pirates attacks 
Instruments: data analysis, special commandos, satellite and 
communication technologies

• Local Authority
Often Critical: i.e. ”Failure Nations”: no stable government, but strong 
presence of gangs, warlords etc…

Actors and Activities
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Cargo Ship 
− Name

− Nationality
− Speed

− Radar Max

− Eye Max
− Communication 

Delays
− Number of Cargo 

Ship

Frigate
− Name

− Nationality
− Speed

− Radar Max

− Eye Max
− Communication 

Delay
− Number of Frigates

Helicopter
– Speed
– Radar Max

– Eye Max

Fisherman/Pirate Boat
− Name

− Nationality
− Speed

− Pirates (%)

− Attack Distance
− Attack Probability

− Number of 
Fisherman boats

Entities

~100 Cargo ~5-15 Vessels ~700 Boats



DIPTEM
Università di Genova

MASTUNCLASSIFIED

www.simulationteam.com 16

Cargo Ship Model

Basic 
Example

Eye Max

8 Nm

Radar Max

20 Nm

Cargo Ship

Route Choice

Proceeding

Radar
Detection

No

Radar Detection
of Unknown Object

Yes

Arriving at 
Destination

Radio
Alert

Eye
Detection

Pirate?

Yes

No

Yes

No
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Frigate Model
Frigate

Route Choice

Proceeding

Radar
Detection

Pirates?
Check 

Helicopter
Usability

Select
Mode

Check 
Helicopter
Usability

Radio
Alert

Intelligence
Report

Vessel
Interception

Helicopter
Interception

Interception
in Time

Pirates?
Interception

in Time

Eye
Detection

Eye
Detection

Failure

Report Engage & 
Deactivate Pirates 

Success

Yes

Yes
No

NoNo

No

Yes

Yes

Helicopter

Vessel

No

YesYes

No

No No No

YesYes

Eye Max

8 Nm

Radar Max

30 Nm

Basic
Example
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Helicopter Model
Eye Max

Basic
Example

on 
Patrolling

Patrolling Plan

Proceeding

Eye
Detection

Failure

Report Engage & 
Deactivate Pirates 

Success

Helicopter

Radar
Detection

Potential
Pirate 
Boat?

Pirates?

Interception
in Time

12 Nm

Radar Max

45 Nm

Yes

No

YesNo No

Yes

Yes

No
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Fisher/pirate Boat Model

Basic
Example

Pirate Hiding
as Fisher Boat

Route Choice

Proceeding

Potential 
Cargo Target in 
Sourrondings

Attack Approaching

Switching Mode

Fast Interception

Attack & Boarding
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Scenario Overview

Number of Merchant Ships: 50 [ships/day]
Number of Frigate: 2-15

Number of Fisher Boat: 700

Attack Probability (%): ?
Communication Delay: 0.05 [hours]

Average Ship Speed: 20+/- 4 [Knots]

Frigate Cruise Speed: 20 [Knots]
Frigate Full Speed: 30 [Knots]

Fisher boat Speed: 10 [Knots]

Pirate boat Speed: 35 [Knots]
Helicopter Speed: 135 [Knots]

Attack Threshold: 8 [Nm]

Intelligence Detection (%): ?
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Simulation Features 

Simulation Characteristics
• Simulation Duration
• Stochastic Influence
• Replications

Outputs
• Total Reports from Cargo Ship
• Number of Frigate Successful 

Operations
• Number of Successful Operations 

due to Intelligence Reports
• Number of Pirate Successful 

Attacks
• Number of Inspections by Frigate
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Active Objects
•Cargo ship
Speed: 16 – 20 knots.
Tecnology VHF radio, gps, radar system
No guns on board, but in some case shipowner engage contractors.

•Frigate
Speed: 18– 30 knots
Tecnology : Communication Systems , Sensors (Radars, IR, EO, ESM), gps
Armament: cannons, helicopters, ...

•Helicopter 
Speed : 150 - 200km/h
Tecnology: military communication systems, gps, Sensors (IR, EO, Radars)
Armament: special forces on board, machine gun...

•Generic boat
Speed: 12 – 20 knots 
A generic boat could represents both pirates (these are able to ramp up to 35 knots 
and armed with assault rifles, machine guns, grenades and rockets) or a civil traffic 
(i.e.fish boats)

•Ground Radar systems
Range of action: 20- 45 Nm

•Satellite system
Technologies: optical system, height tech cameras ,...
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C2 Model 1

C2 Model 2

C2 Configuration
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Objects in Experiments

Local Coast Guard

Intelligence
Coalition HQs
National HQs

Frigates
Helicopters
Special Force Teams

Cargo Ships
Crew on Board
On Board Contractors

Local Traffic: Fisher Boats

Pirates
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NHQs National HQs
LCG Local Coast Guard
CoaHQs Coalition HQs
CoaInt Coalition Intelligence
Cargo Cargos
Frigate_X Frigate i
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NHQs National HQs
LCG Local Coast Guard
CoaHQs Coalition HQs
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NHQs National HQs
LCG Local Coast Guard
CoaHQs Coalition HQs
CoaInt Coalition Intelligence
Cargo Cargos
Frigate_X Frigate i
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Interface
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Input
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Cargo Ship Missions
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Cargo Ship Missions
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Ships Details
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Port Details
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GIS Integration
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Region in Analysis
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Cargo Ships
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Frigate Patrolling 
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Fisher Boats 
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High Traffic Density
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Inspections & Engagements 
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Details on the Ship Behaviors
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Design of Experiments

The authors defined a Central Composite Design (CCD) experimental project 
composed by a 2k factorial part (in which each factor has two levels corresponding to 
the maximum and minimum range) and central replications.
Considering:

•n0 central replications on the reference values by changing the seed of pseudo-
random numbers

•2k factorial replications to evaluate the effect of variables and their combinations
•2k star points for extending the knowledge in the experimental area

Central Point

Factorial Points

Star Points

Input Variable
Min Average Max

Detections Probability by Local 
Intelligence 5% 10% 15%
Detections Probability by Coalition 
Intelligence 10% 18% 25%
Pirates Ships 3% 5% 7%
Cargo Flow [ships/day] 52 60 68
Military Vessels 6 11 16

A

B

C
D
E
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C2 Tested Scenarios

Two Factorial Designs: 2 k + no

• C2 Centralized
• C2 Edge

Hierarchical Edge

Data are modified due to their confidential Nature
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Experimental Error

Mean Square pure Error technique is used to evaluat e 
simulation length (number of days) to achieve syste m stability. 
Total Prevented Attacks is the parameter choose as target 
function.

Time [days]

Attacks/Week

Data are modified due to their confidential Nature

Attacks/Week
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Sensitivity Analysis & RSM

Input Variable
Min Average Max

Detections Probability by Local 
Intelligence 5% 10% 15%
Detections Probability by Coalition 
Intelligence 10% 18% 25%
Pirates Ships 3% 5% 7%
Cargo Flow [ships/day] 52 60 68
Military Vessels 6 11 16

A

B

C
D
E

C2 Traditional Scenario
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Sensitivity Analysis & RSM

Input Variable
Min Average Max

Detections Probability by Local 
Intelligence 5% 10% 15%
Detections Probability by Coalition 
Intelligence 10% 18% 25%
Pirates Ships 3% 5% 7%
Cargo Flow [ships/day] 52 60 68
Military Vessels 6 11 16

A

B

C
D
E

C2 Edge Scenario
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Centralized C2 vs. Edge C2

Edge solution results more effective, even if it requires good
capabilities in information distribution and elaborat ion as well as
operations management

C2 Comparison

0 2 4 6 8 10 12 14

Hierarchical 

Edge 

M
at

ur
ity

 M
od

el

Prevention / week

Data are modified due to their confidential Nature
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Summarizing
Panopea allows to simulate complex scenario and to estimate the 
the efficiency and effectiveness of C2 solutions
The main goal of this research is to test different Net C2 M2 models 
in order to evaluate them by the simulator.
By using the simulator and experimental analysis it was possible to 
consider the influence of independent variables and their 
interactions respect target functions. 
It is proposed an experimental results related to a case study 
similar to situation of piracy within Aden Gulf able to demonstrate 
the potential of using M&S in supporting analysis of different C2 
maturity models. 
PANOPEA simulator resulted an useful tool for the evaluation of 
piracy scenarios, and to investigate alternative C2 strategies and 
the analysis of different scenarios. 
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Universities, Research Centers and Companies 
operating worldwide in synergy for developing Innovativ e 
Solutions with a particular focus in Modelling and Si mulation

What is the Simulation 
Team?

DIPTEM
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Università Calabria

Mik
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Università di Perugia
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CIREM 
Università di Cagliari
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CentraLabs
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