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Project Particulars




SSP Bunker - Operations

Operates 24X7

National nerve center for law enforcement and
civilian emergencies

Co-location with stakeholder representatives
Plataforma Mexico is the operational core

Uses over 60 software applications

Has a database of nearly 300 million records
Reaches out to 7 Central American countries
Communicates with state and federal governments
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Stakeholders

Direct
Federal Police (ssP)
Army & Navy (Sedena, Semar)
Civil Protection (Protection Civil)

Strategic Facilities (PEMEX, CFE, Conagua, Banxico)
Indirect

Local Police

Local Emergency Responders
Immigration (INM), CIA (Cisen), Judicial (PGR)
Public
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Challenges




Four Challenges

1. Creating Common Operational Picture (COP)
>. Secure real-time communications

3. Improved response between local
responders and federal police

4. Scalable information sharing
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Common Operating Picture (COP)

CHALLENGE 1

Bunker has 4 independent quadrants
Two unconnected management systems
No common reporting format

No common tagging of incoming data
Historical data unmanageable

Poor coordination of emergency resources
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Define: Common Operating Picture

Goals:

Situational awareness of actual conditions
Dynamic accurate update of field conditions
Real-time analysis of conditions

ntegration of local response plans with
central (Bunker)

Empowerment of decision makers
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Where does COP fit?

Integrate and Actionable Disseminate
analyze data intelligence and situational
(Ist row) decision making awareness
(2" row domain (3™ row Policy
experts) level)
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Physical Layout
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Center Conference Room




Video Wall




Common Operating Picture

SOLUTION

Unite the four quadrants and others

Common Crisis Information Management System
(CIMS)

Interface the CIMS with the Law Enforcement
System (Plataforma)

Link the video walls with a common incident area
Unify the incident data with an universal identifier
Use common incident reference scheme
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Link Law Enforcement with Crisis

Information Managemen

Plataforma and CIMS
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Crisis Management

Civil Protection / National Alerts

Strategic Installations /| GCIE
Automates business flow (CIMS)
Avoid double entries

Enhances situational awareness
Real-time updates

Organized intelligence
Verified data

Clearly defined reporting hierarchy
Users, groups, roles, positions
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Proteccion Civil

Cficina Estatal

Inicio de Incidente

Detectar
incidente

£ Enviar mensaje
de aleria

Seleccionar

identidad

fie incidente

k4

incidente

proceso

Actualizar

artpalizaclones g,

incidente

.;. Wer plan de
nespuesta

WebEOC 7.2
asico SSP

* SSP Tech Dparatol

Boards

situacio

Demrame de petrdlec de BF

ventos significativos” F‘g i
Comunicados de prensd |

Oficina Regional

evaluar alerta )

pRadir

Incidente afiadido al
tablero de
incidentes

Evento afadido a
eventos
significantes

Reporie de
incidente remoto
aciualizado

Z —publigar- = — =~

(CENACOM) Oficina Central

remotos...

Evaluar las

incidente

actualizado de..

Actualizacion en
tablero de eventos

necesidades del

Bunker

Alertas Nacionales

Blnker u Oficina Central

Evaluar las Necesidades del Incidente

SSP Plataforma

Incidente RemotoEventos significantes

inteligencia

‘aad)

MisionTarea
Refugios
Menus |
Formulanios de ICS/FEM
Mend de EOC »

Mend de presentacion »
Registros de actividades

[ Entradas eliminadas |

Centro Nacional de Prey
Secretaria De Gobernad
Secretaria de Seguridad

Done

Tools

Chat

Checklists FechalHora:
Megsajes - Mezsages B sne
Plugins 4

File Library ﬂon_\hre!
MapTac g
Links

FechalHora:

Puesto:

Nombre:

& Inten Registro:
Revisar repo

4| Derrame de sustancias
quimicas

O6ME2010 15:51:44
Jefe de la seccién de
operaciones

Sarakki

&

Direccian/Ubicacion:
Adjunto:

Materiales peligrosos

DEMS2010 12:53:05
Jote de la seccion de
operaciones
Administrador de
WebEOC

3

Direccion/Ubicacion:

Adjunto:

Page 10of 1

[l Disable Refresh

Eventos significativos

« Gazprom recorta a partir de hoy los suministros de gas a

Bielorrusia

Page 4 of 20

Derrame de petrdlec de BP
El derrame de petroleo de BP ahora es linea de la playa mexicana del

afecto en x, xx
Jefe de la sec

XXX

Ests infarmacidn no debe chwigarse pdblicamente y &5 50l pars usverias de WebEOC suarizados

It

Entrada nueva

n de operaciones - Sarakki a 15:51:14 el 16/06/2010

N.* DE CAD

| Editar/ActusiizarElimnar |

The BP Oil Spill is now affection Mexican shoreline at x, xx , and Xxx
Jefe de la seccion de operaciones - Administrador de WebEOC a

12:54:59 el 6/15/2010

Esta informacitn ma debe divoigarse pdblicaments v &5 stlo pars ususrias de WebEOC avtorizados

N.° DE CAD

| Editar/ActualizarEliminar

& Internet &~ ®iooe

€ Incidente
stro

Operador Técnico Analista

Acumular

Supervisor

Incidente afiadido al

inteligencia

Tablero de
eventos

significantes

Posicion en el
tablero

Estatus de
TECUrS0S

Tweets, cormeo
electrénico,
comunicacion an

datos

Crear reporte de

datos

tablero de incidentes

incidentes

h 4

incidente

Solicitud de més

si

> Revisar reporte de

incidente

evaluacipn

Escasez?

recursos

Recursos
adecuados

Necesidades del recurso

Reporte de incidente

no

Publicar incidente




Secure Real-time Communications

CHALLENGE 2

Sensitive data flows between agencies

Law enforcement & military data
Plataforma network covers the nation

National crisis can occur anywhere
Addition connections to US and neighbors

Information sharing to catch bad guys
Inter-agency communications reliability

Telecommunications companies sometimes dicey
Broadband needed at key facilities

Video, audio, video conference, cartography, news,
security
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Plataforma Mexico Central
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Plataforma Statewide Network
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Wide Area Network
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Security on the Network

Privileges by roles : The Carrier does not Encrypted
L Integrated Security to . .
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Plataforma México . . ,
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N
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Security operated by PLATAFORMA MEXICO
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Secure Real-time Communications

SOLUTION

Agencies with Mexico City are hubs
Connected by private gigabit fiber network
Private is more secure and reliable

Use of public network between NITs
Critical links are private fiber
Other links use encryption and VPN
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Improve Response with Locals

CHALLENGE 3

Policy problems
Key agencies were hesitant to share local data
Didnt want to relocate personnel to Bunker

Civil Protection and GCIE procedures sometimes
conflicted with SSP

Technical problem

Local manual processes greatly slowed response
time and data accuracy

M ICCRTS - SSP Bunker #141



CONAGUA DF

Large Zcrean Desp ey

= =

: OME e

Phuﬂl Fouw

QONE Sarw

Largs Zcrean

BUNKER EOC

Widea Wall
Aleclas Macchaaals

Widea Wall
Palich lede cal

CENACOM DF

Large Soresn Dp ey

Phl-ll Mo l

t:u:nnrlpu S v

ONE Zaryer

=

Jupnter Server

o)

Jupn ui Server

=l

“ Jupner Server

CONE Warkslaon

QONE Workatsdon

Law ErforoeTant

Frawal Moule

e




Improve Response with Locals

SOLUTION

Distribute the system
Provide key agencies with common CIMS solution

Provide the hardware and software

Allow agencies to tailor the CIMS for their needs
Allow agencies to control information filters
Provide standard methods of information exchange
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Scalable Information Sharing

CHALLENGE 4

Connections difficult to scale and maintain
Many customized inter-agency interfaces
Most use point-to-point communications
No common message format
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Collaboration = Many Interfaces
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Enterprise Service Bus

Solution

BUNKER




Information Exchange Server
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Scalable Information Sharing

SOLUTION

Standardize the system-to-system interfaces
Enterprise Service Bus
Web services

Eliminate point-to-point
Message broker

Information Exchange Server
Standardize the message format

National Information Exchange Model (NIEM)
Emergency Data Exchange Language (EDXL)
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Conclusions

The Bunker design was initially focused at
Law Enforcement

Design expanded to overcome some major
institutional challenges

That design integrated CIMS internally and
nationwide — both system & network

The result is a effective and world-class
emergency operations center
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Questions

Venu Sarakki— vsarakki@sarakki.com
Greg Mosley - gmosley(@sarakki.com
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