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Baltic Cyber Shield

e Scenario-driven 2-day multinational CDX in 2010
« Swedish side coordinated by MSB

e Motivated by cyber attacks on Estonia 2007

 Main objectives

« Improve capability of conducting technical IT security exercises

e Investigate how to study IT attacks and defence of critical
infrastructure
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Baltic Cyber Shield

e 6 blue teams

e 3 Swedish
e 1 Latvian

e 1 Lithuanian

e 1 Belgian (NATO)

1 red team (Estonia)
2 white team sites

2 green team sites



Baltic Cyber Shield

* Mixed-reality

Internet simulated at FOI cluster

Isolated corporate networks connect to cluster through VPN
tunnels

Corporate factory replicas accessible through the cluster




Objectives

e Training aspect
* Improve capability of conducting technical IT security exercises
e Scholarly aspect

* Investigate how to study IT attacks and defence of critical infrastructure
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Scholarly aspect

e Can we use Reconstruction & Exploration (R&E) to
capture and analyze CDXs?

o Can Exploratory Sequential Data Analysis (ESDA) be
combined with R&E to analyze CDXs?
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Reconstruction & Exploration
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Exploratory Sequential Data Analysis
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Conceptual model

4 N\ . —
- Before game start il During game i After game
 Behaviour aspects [* Mis
1. Individual survey (web 2. Observer ratings (NBOT) = In dIVI | survey (wi
based Target: Blue, red, white and ased)
O team perform ance Fgetl: Blue and red team gregn teams Target: Blue, red, green and
a_ o . members Content: Real-time observations white team members
i d9C|S|On'mak|ng Content: of observers
- Background - Communication (blue) gontent: _
i - Prediction of security - Teamwork (blue) ommunication
° co I I abo ration - Critical events (blue/red/ Teamwork
. . \ / white/green) Performance
S communication Exercise evaluation
3. Manual performance = 5 -
i luati 5. Group discussion
i TeC h n I Cal aS peCtS %e teams Target: Blue teams, led by blue
Performed by expert tCean: olt)server
° Content: ontent: o
network status - Real time evaluation of - Communication
OH . performance according to & Team\_Nork )
O processor utilization predefined criteria - Exercise evaluation
\. e
B ac kg roun d Target: Blue, red, green and white
. teams
 EXxpertise Content: ,
- System status (Zabbix)
- Automatic performance
* Bac kg [O4 nd - ~ measure (blue)
. . Explanation = Eopnnicaion ot 2
« Exercise feasibility [subjectve serratings |  betveencams (Emal cra
. . - Screen dumps (blue/red)
e Training aspect | Observers' ratings | - Video (bluelred/green/white)
- Audio (blue/red/green/white)
« Scholarly aspect | Objective measures green)
& J \_ J

tiFol

T



Instrumentation plan
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: FOI' Reconstruction & Exploration Studio: CDX2 (|

Ele  Edit  View Layout Tools  Window  Help

P Jstop (JPlay 1 -

Observer reports

Timelines

Dbservation Reports
{‘*‘ i a. rﬁ\ 08 IOO OS.IDU 12|00 : 14|00 . |S.|00
| [BT2-miel \ i
. N
rime-s nchr d model m = —
z = \
Time et Site! | ) |BT3-mm1 I N ] |
102325 Action - other he team decided BT3 \
10:2351 Discovery - Atta, BET5-3 There i BTS |BT3-mm2 | | \ I | [ |
10:25 D\scuve ﬁlla DNS si delg) BT3 \
10.27965 l,éle [T el \\ |
10:31%Q0 & o
10347 Damslnn ooy SO b s [BTSmic2 | | 1 | N\ I | |
10:33.12 Discovery - Alta.. -6 portscan —
10:39:54 Dispute in tearn the team discusses how lo 30.. - — l:l l \\ l |
10:40:45 Other . 8 O i D [ \ T |
b WLQuIBKI:SHIf Virtual chat rooms \
10:41:47 ed teamghould Tiave an ow... e | \ | I |
10:44:00 Other BT5-4: The situation is calm
10:47:35 Discowemn - Alta.. Explmt discovered [ LS-micl ] |
10:48:54 DOth
o  [|[prrs-mes | | TH] [ | | |
Chat room T -my I [ I [ I [ I |

L says: that is the PLC

zay, f
EETE %g\gq 5|
zaps: Mhere iz prabably a checkbo;

ﬁsays 172171112 is actually 172.17.4.112

account - login smtp.white. ex faled (wasn't the password

Ioutgoing mailserver in pour client for passward

i savsi i [BTE9 =EE
.says 3rc! ha QHE it Hi Ilas cprotocal:viewpointvan:firstseen;duration# packets.pkt/s
501905 4 [hsrp Hes 01005111 52,5455 1 2ms:2:0 30¢br/ 117217 360:2000 [prz1 [
1023 2 ‘%F so350hasattempledtota\klollllomportsTGSSandEUUU |BT2'2
10:24] _l‘, / piny |BT23 [
10:05] 2 @7 cane: toukydy i =
: during the whale dau. 3. ihd 3.70 has been talkin a lot to the 172174112
ey 2aps: something like a total of 450 000 packets ( |BT274 I I I WIT 1 L1 |
ah, it looks like PLC IP . y - | ET3-2 T |
onnootione
T, CONIECHONS Users’ e-malil |OgS ™ S [T TI T I T AT AIIT IIL]
3 posimestar@nhitc s — — w2 IO T I 11 (T I 1T 0T aIi1111]
- cart@phite.ex ¥ e Team <whited anather test [BTas 0 LT 1T LT Tl rrrrrrnatal
s oo Compcamlis&)n&emhm@w
2 white@ukile.ex 105433 ‘whie cwhite Fie: task [eT38 |
td aildir [45) 124228 ‘wihite <whi blue3 req
ph ; [eTa I 1
=G5 ONStAINLS =2 |
2hizbrostls] PRITOETT 10 B ] |
i Drafts (5] Message]d: <ABE 34334, 2030406 Gmhite.ox>
] PDS'n;gf@sfamconve'%n.wiueﬁhné@whwesx; L v [lI[ee1 BE DERE e R (SR |
+ suppdEgreen.ex
R e | [ersz [T T T T T T T T T I T T T T IT 1] |
+ : ,@u\_ﬁhlteex. WhltsTeamrequestsaccssslulheINTEHNALsegmenl[1?2.><.2.U.f‘24]fruma |BT5-3 [ T e e e [ e e o e [ o e ) |
& i LR e fixed IP. o
] ET&-5
# Pt o ( :Ompl_Lta“@nsavemmRDPNVME&MMWW | E= El e ) [ ) |
- bluel Gt ex requirements in “Blue Team Spstems'' have to be accessible. Please make ET6-8
# blue 3@t ex Hlsn sure the the domain policy allows that access. White Team will plug
% blued@nt ex 3 & computer into that segment to access office hosts. 3




Results (case: reported attacks)

Service #S, # S, S4/S,
Operator 2 1 0.500
Fileserver 5 1 0.200
External firewall 4 3 0.750
Historian 8 3 0.375
Mail server 6 9 1.500
News server 4 5 1.250
DNS/NTP 1 3 3.000
Database 3 3 1.000
Intranet 3 2 0.667
Public web server 11 12 1.091
Portal 6 7 1.167
Other 7 13 1.857
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Results (Experimental study)

 Experimental studies

« Weak indications from first study

» The historian and the fileserver were easiest to attack without being
detected by the defending team

 More investigation needed

« We have the data, i.e. network traffic and some detailed system logs
o Detailed studies are under way from FOIl and KTH
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Conclusion

 The teams’ self-reporting provide an excellent source of
Information in the early stages of analysis

e Scholarly objectives

 R&E has shown great potential for analyzing CDXs

« The ESDA 8C'’s have been found very useful as guidelines for
R&E exploration
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Conclusion (cont’d)

A comprehensive dataset like the collected BCS data is
a great resource for many different kind of studies

e Contact information:

Swedish Defence Research Agency
Dennis Andersson

denand@foi.se

+46 (0)13 378560

 Thank you for your attention!
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