Cyber Security to the
Edge

Applying Edge Theory to Cyber Security Operations




Defending DoD
Networks

® Top Down Approach

® Complex

® Rules to meet urgent
requirements or specif
events
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Top Down Structure

® “Abundance” of guidance

® Certification and Accreditation process
~ versus real security




. Build and Operate a Trusted GIG ]

Cyber, Identity & Information Assurance (CIIA)

Related Policies and lssuances
Developed by DASD{CIA)
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1.4 Partner for Strength
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2.3 Assure Information Sharing
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Complex Systems

Configuration options

Locations around the world and rapid
deployments

Limited infrastructure support
Competing interests and requirements
® Services, mission etc

® Procurement cycle
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Afghans selling US army 'files’

AFGHANISTAN'S FUTURE
FEATURES AND ANALYSIS

US forces in Afghanistan are
checking reports that stolen
computer hardware z
containing military secrets is
being sold at a market

beside a big US base.

Shopkeepers at a market next
to Bagram base, outside Kabul,
have been selling memory
drives stolen from the facility,
the Los Angeles Times
newspaper says.

The disks reportedly contain
personal details about US
soldiers, military defences and lists of enemy targets.

A US spokesman said an investigation had been ordered into
the reports.
tch | Three summers in

Lt Mike Co d the military was looking into "allegations Afghanistan
that sensitive military items are being sold in local bazaars".  ~ .
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CYBERSECURITY

Home » Cyber Security » Cyber Attack Spurs Thumb Drive Ban

Cyber Attack Spurs Thumb Drive Ban

By Colin Clark Friday,
Posted in Cyber &

5. Be the first of your

E'.'ILI Like ﬁ people lik
- friends.

Our friends at DefenseTech.org feature an ellent piece
about a cyber attack on the U.5. military. The attack finally
led to the military banning thumb drives and other portable
memaory tools from use on military networks.

Cyber Security

Intelligence




Edge Theory

® Empowered individuals

I -d.




Fog of War in Cyber
Warfare

® Information Overload

® Attacker advantage




How would it work!?




Cyber Warfare C2

®Keep high level guidance simple
®“Ten Things Every Airman Must Know”

®“Do not open attachments or click on links
unless the email is digitally signed, or you can
directly verify the source—even if it appears
to be from someone you know.”

® United States Air Force (USAF). (2010). Cyberspace Operations

United States Air Force (USAF). (2010). Cyberspace Operations



Keeping It Simple

*Resilient network and information systems,
build resilience at local level

*Design secure systems from the start

*Secure your system from current known
vulnerabilities and monitor for attacks on
open vulnerabilities

*Monitor your system
*Correlate attacks to known vulnerabilities
*Respond to attacks

*Communicate with higher headquarters



An Edge Like Cyber Security
Organization Organization

|dentify policy that enhances security, dump
the rest

Use templates like Gold Disk and encourage
collaboration and sharing of these (i.e. same
IT requirements)

Provide local network visibility

Treat CND service providers as sensors to
support local enclaves

Use |A Workforce



Measuring Success

® Quality of organic information
v/ Awareness of what is on the enclave

/ Awareness of attacks

/ Awareness of vulnerabilities




Cyber Defense

- VVOrKIiow example




Questions!’
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