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Transformation in the Armed Forces

® Challenges

Amount of data, observations, documents, etc. is rapidly growing
Decisions are time-critical
Increased networking and complexity of organizations

Changes in business processes (decisions are made decentralized rather than in
concrete hierarchical network structures)

Organizational changes are accompanied by loss of information and knowledge
(e.g. during contingent rotation)

Improved information and knowledge management becomes the key capability to
overcome current deficiencies

B Key Area: Network Centric Warfare (NCW)
NCW is a visionary concept ...
... for a systematic connection of technological and cognitive capabilities
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Network Centric Warfare - The Problem Space
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Toolbox: Support Tools for C2 Systems
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Dimensions of NCW

Cognitive Dimension Social Dimension
o Knowledge ,
Individual Group dynamic
Situation Awareness Common Prozesses
CROP Situation Awareness CROP
Information Management
Information Dimension
Virtual Information Space
Support Tools / IT-System Bw
and
Forces Weapon Systems Means
Space Physical Dimension Time
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Example: , Mission Reporting System* (MRS)

Orders
J Directives
\ (DJTF)
Messaqges,
Assessments Requests (RFI ...)

Operative Information

Application domain:

“Mission Reporting System”
using the JCCIS
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Mission Reporting System - Physical Dimension

Highest -
aggregation level / \
Intermediate /| \
aggregation level // / JCCIS \\
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Mission Reporting System - Information Dimension

A vstmererenbaten 3 Guhem 8 Baensen o8 Dthusest nach MEerd exgortioren )] btreches

[ Sofortmeldung Kontingent

Ervsatr: "RFOR. = Blatrs: © Genshmigh
HMeldedstum™: 01172 IR0

Meldmrgsat's * Erstmeing =

1, LAGEDARSTELLUNG ]
1.1 Harichiwibung disk Ereignisiis:

Truppenisr” Ted

At des Ersgritin” T (edtr AuiowshiBate

- JATOMA0008 0616 UM [ LATILOR TadiE

- VERRNT Ledgunid [F ot 17

- WERT Teat

- WE” Tead

[-vaE Tl

1.2 Biganrende lissmationen:

ag Oe Beloieran T ele: | TH

THusgiesang die birof TrTede. |~ Tand

Emuaz son afen Tadt

Tusithite Inbrmitonen et

1.3 Getinffene BMalsh und weitese Absichien:

[MaEransman [ Tast

[Risichien [Tt

1.4 Hatrofieses DEU Fosanal (= sl
|

1.5 Eiganrende fngaben tu betrefiese= DEILE
I T2

2. BEWERTLMG

[Te=

[3-aNTRAGE

[T

[+ BEBiEN ]

[um ]

, Views* (Sorting, Filtering, Research, Anal

Military Situation Display

Wiedche Truppemisile sind befrofen’

T oot ch Mo

i, Suchen in Ansicht "Weisungen - Genehmigt (nach Abteilung)®

Suchen nach P\lﬁhiﬂlgi-plﬁl.]lﬁl’dﬁ
- EFE 5 Belel -

YA

Virtual Information Space

Role-Based Process Applications

(e ing N faf

flam ) Uil

Documents with defined metadata (Categories)

s 1 ETalily I oR

9w hier 00_neeaum
Einsatz-Neust Ordner JWed
 EinsMBH hier. 00_inseaum
Eifisate - Newer Ordngr JMed

ySIis)

Erslebdatun Slatuz - AW Letzles Stand

NA2009  Genshmigt P 114120091130

Genenmigt P 11.10.2009 0951

s
Genehmigt ™ 11112001606

10121009 Genshmigt ™ 1012.2009 143

0122000 Geneherigh A M 100220081352

X of EinsMEw hiee 00_imfaezim

Eifrsalz - Newss Ordner Jued

10122000 Geneherigl AM B 111220081148

© Fraunhofer FKIE

\

~ Fraunhofer

FKIE



Mission Reporting System - Social Dimension

aggregation

Process Model ,MBK":

M essage evaluation

O Registration

Approval
visualization

InfoMgmt

Analysis

synchronize the human operators

to achieve a

common process understanding Z Fraunhofer
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Mission Reporting System - Cognitive Dimension

Definition

Day by day critical information is exchanged between multiple organisations.
Requests, messages and directives are communicated in accordance with operational
needs. Operators are characterized by multiple expertises.

The Mission Reporting System (MRS) of the Bundeswehr is the central instrument fir
information reconciliation between contingents and operations commands.

Lines of Communication are established via the
Joint Command and Control Information System (JCCIS).

Contingents

individual situation awareness

and
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Example: Collaboration in Command & Control (CliCC)
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Example: Global Mission Database (GMD)

DoclD: SerMo.:

Mission™ KFOR Status:

Sender”; G2MNB & YalldThru:

Recipient™.  J2 DJTF Source: unbekannt
DocCreated™: 031830Bjun00 Assessment:

Messagetype™ HUMINT

MainTopic™: Sicherheitslage
SubTopic™: Sonstige

Lemma’™ Information about the Emdronmental and Chemical Group in SUWVA REKA (DM 8690) (D3)

Date of Incident  from: 0318308jun0  to:
Place of Incident  REKA
Coordinate UTM;  34TDMBES0 LATJLON: f

Keywords: -

Message text:

The KPC got some radio sets from the Republic of MALAYSIA Every day the commander of the Environmental and
Chemical Group must perform two times a radio check with the HQ of the KPC. Also he must do the radio check with
all RTG's, (NFDK)

The Mercedes Benz company has concluded a praliminary agreemeant with the HQ afthe KPC ta supply some
oft-road vehicles. (NFDIK)

The Erwironmental and Chemical Group has get 200,000, DM 1o build up a new place and house where the Group
will be dislocated. (NFDE)

Assessment
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GMD: Multiple Analysis Functions
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RFIMS — Administration & Control
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ISAF

ClICC: Typical Products
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GMD: Situation Display (KFOR)
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CliCC

Event 2.07: Hijacking
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Gloggnitz Conflict - Road To War (as of 01.01.1994)

0O0000E Site report POLITICAL Demonstration
ESCALATION: HORN 1994

E report POLITICAL Demonstration
N ZWVETTL 1994

010000 Site report HISTORICAL HOLLABRUNHN
HISTORY: HOLLABRUMM 1990
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Gloggnitz Conflict - Road To War (as of 06.06.2009)
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Gloggnitz Conflict - Road To War (as of 10.09.2009)
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Gloggnitz Conflict - Road To War (as of 03.01.2010)
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