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The Deep Maroon course of action
(COA) ontology supports COA design
analysis and selection

— Includes representations of

Courses of action

Phases and logical lines of operations

COA activities, states, outcomes

Measures of performance and

measures of effectiveness

Deep Maroon is a middleware

capability to assist planners in gap

analysis

— Interleaved forward (from COAs to

meet commander's objective) and
backward (from commander's

objective to possible COAS) reasoning
methods
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Introduction

Establish Security Establish Civil Control || Restore Essential Services i

JNUMY|  forthe purpose of tracking progress.
22

Current Activity
2.4

State

ooooooo

Securif

Note: Phase names taken from Army
FM3-07 “Stability Operations”

Think Backwards from where you want to be
with acceptable way points to where you are

ll Think Forward from current state through with
il acceptable way points to where you want to be
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Introduction

* Deep Maroon preference model represents
decision-maker trade-offs to resolve
conflicting objectives

Establish Security Establish Civil Control

! | Restore Essential Services !
| |

Uncertaintyin the result of having !
" exccutedaset of actions Deep Maro?n ;.)refel:ence knowledge

and reasoning identify black holes
and blind alleys.
i

Essential “next action” not

« Applications include: et O EE
— ranking and assessing COA plan elements, |
— identifying blind alleys and black holes, )RR G o,

» Black holes lead to an inflammatory situation
such as civil war or increased intra-militia
violence.

» Blind alleys are unproductive states with no

i i
Establish Security Establish Civil Control | Restore Essential Services |
[ !
[} 1

Establish

feasible next state or no path to a goal state. o e

achieved by the COA

— validating or challenging assumptions that
are implicit in the COA or preference model, ¢t

— validating or modifying Human Social Cultural
Behavior (HSCB) models of the adversary,
local population, the "unaligned middle", or

ctivi

| Multipleactivity sets difficult for
| humantopiece togetherin non-

" kineticsituations.
‘

Other group Of Interest, and ::‘?e: : ify black holes 1Sl . a2 N T oo enotter |
— assessing information operations (I0) MOP
and MOE
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Planning Process Context

Establish Security Establish Civil Control Restore Essential Services

. | Given a commander's
.| objective in which
i | essential services are to

be restored in an urban
or semi-urban

The End-Phase Outcomeis | enVIronment’ the

definedbythecommander | le@cision-maker is faced
egic objective. This is i .

teowraiigoaithatisto 1| \ith the challenge of

. | achieving interim

Current State
(with
uncertainty) Constrained
Resources &
Actions

be achieved by the COA
objectives to achieve the
ultimate goal.

Establish | ! EstablishCivil Control | ! ial | i i
soaty L0 e | Each phase is terminated by an outcome that
@ ! serves as a milestone for measuring progress of the

plan. Each phase contains a sequence of activities

2-1 Activity | | Activity Plhase|2 Activity i
] e ]l 2e 27 that are performed to achieve the end-phase

End-Phase
Actity { | [activity @ Activity outcomes. The activities can be sequential, as
= L= | shown in the establish security and restore
syl || essential services phases; or branch-and-sequence

S £ F—— 1 ! as shown in the establish civil control phase.

Note: Phase names taken from Army FM 3-07 “Stability Operations”

Candidate |
COA-2
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COA Ontology

« The Deep Maroon COA ontology is intended to support COA planning

« Based on a multi-attribute utility-theory (MAUT) decision problem as
formulated by Keeney and Raiffa (Keeney, R.L. and Raiffa, H. “Decisions
with Multiple Objectives: Preferences and Value Tradeoffs”, Wiley and
Sons, New York, 1976)

— Defines alternatives, attributes, preferences, dominance relationships ...
* Applies to the COA planning process as defined for the U.S. Army and
Marine Corps for multiple domains, including:
— stability operations planning (FM 3-07),
— counterinsurgency operations planning (FM 3-24) and
— information operations planning (FM 3-13)
« Consists of multiple sub-ontologies containing a small number of concepts
that are easily integrated into other ontologies
— Measures of effectiveness, measures of performance, urban COIN

* Includes mapping from the COA planning domain to the MAUT decision
problem
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COA Ontology — Decision Theory Concepts

£ Attribute &) Attribute
B hasLevel : float I hasLevel : float
B hasvalue : float B hasvalue : float
B ch : (hasattribute only Attribute) ) Consequence
| = has;:‘);:j:cbt]iszzzlt?;::::&l 1 and {hasattribute min 1 Attribute) l e l
| ﬁk _~""hasConsequence
. \ I O Alternative
D ecision th eo I’y | ) Subjectiveattribute [ dominatedBy : Alternative D ec | S | on th eo ry alt ern at| ves
attri bute S can be |[- hasSubjectiveLevel : SubjectiveAttributevalue[1..1] [ dominates : Alternative .
fr— ( Sl ) [ hasAttribute : Attribute {Attribute) are described by one or
Su |eC ive (ordinal) or (M hasConsequence : Consequence H
Obectlve (nume“C) [ isPreferredTo : Alternative more attrIbUteS and have a
Sjeeie ' conseqgquence
dt:Alternative (hasX2 only X2) (hasX1 only X1) (hasX3 only X3) (has¥X4 only X4)
2 dt:dominatedBy : dt:Alternative and (hasX2 exactly 1 X2) and (hasX1 exactly 1 X1) and (has¥3 exactly 1 X3) and (hasX4 exactly 1 X4)

0 dt:dominates : dt:Alternative

W dt:hasAttribute @ dt:Attribute (dt:Attribute)
M dt:hasConsequence : dt:Consequence

I dtiisPreferredTo @ dt:Alternative

Example decision theory problem
in which an alternative is
described by three attributes:
<X1, X2, X3, X4>

L %1 (x1)
[l hasX2 : X2 (X2)
(MW hasX3 : X3 (X3)
| X4 (%4)
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COA Ontology — Decision Theory Evaluators

dt:levelEvaluator «—
-+ Level evaluator for high values
CONSTRUCT {
2this dt:hasLevel 500.0 .

¥

WHERE {
2this dt:hasSubjectivelevel ?level .
FILTER {?level = dt:high) .

+

M- Level evaluatar for low values

CONSTRUCT {

2this dt:hasLevel 50.0 .

¥

WHERE {
2this dt:hasSubjectivelevel ?level .
FILTER (7level = dt:low) .

t

* # Level evaluator For medium values

CONSTRUCT {

2this dt:hasLevel 100.0 .

F

WHERE {
2this dt:hasSubjectivelevel ?level |
FILTER {?level = dtimedium) .

t

For objective attributes, the level
Is the numeric measure of that
attribute. For subjective
attributes, SPARQL rules
compute the level for the
attribute.

SPARQL rules compute the utility-theoretic
value for each attribute (objective or
subjective). These values represent the
desirability or utility of the attribute level, from
a given perspective.

dt:valueFunction =

* # Piecewise value function for levels between 5.0 and 7.0 =
CONSTRUCT {
2this dt:hasvalue 0.5 .

t
WHERE {
2this dt:hasLevel ?level .
FILTER ({?level < 7.0 && (?level > 5.00)

* # Piecewise value Function for levels less than 5.0 0.0:F 7V (e < 5.0
CONSTRUCT { 0 if 1k M=
2this dt:hasvalue 0.0, e = S GF S Y 7
\ Vi, Lagd =40.01f 3.0 = Vg, ey} = 7.0
WHERE { 1.0if 1-{,_-1 () =70

2?this dt:hasLevel ?level .
FILTER {7level <=5.0).
H
- CONSTRUCT { =
2?this dt:hasValue 1.0,

3
WHERE {
2this dt:hasLevel ?level
FILTER (?level >=7.0) .
t
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COA Ontology — COA Domain Elements

©) Measure-of-Performance dt:Attribute mop:Measure-of-Performance
[ common:hasYalueDirection : common:Qualitative-Direction[1..1] dt:hasLevel : float " common:hasVYalueDirection : common:Qualitative-Direction[1..1]
I hasTimeStamp : integer dt:hasValue : float mop:hasTimeStamp : integer
0 common:hasvalue : [1..1]

T 0 common:hasyalue : [1..1]

(hasMOP only Measure-df-Performance) dt:ObjectiveAttribute (influencingMOP some mop:Measure-of-Performance)
and (hasMOP min 1 owl: Thing) dt:hasObjectiveLevel : float[1,.1] and (influencingMOP min 1 owl: Thing)
l o s V\ / A measure of
|[- hasMOP : Measure-of-Performance[1..] I &) Measure-of-Effectiveness . .
|[- influencingMOP : mop:Measure-of-Performance[1..] effeCtlveneSS IS a an
: assessment of
A measure of performance is a an . .
: objective achievement.
assessment of task accomplishment. :
L MOPs influence MOEs.
States are a descriptions of the world
in terms of MOPs.
I ) Measure-of-Effectiveness
|[- influencingMOP : mop:Measure-of-Performance[1..]
(hasMOE some Measure-of-Effectiveness) dt:Alternative An M 1S a_
and (hasMOE min 1 owl: Thing) [ dt:dominatedBy : dt:alternative decision-theoretic

0 dt:dominates : dt:Alternative

alternative that is
[0 dt:hasaAttribute : dt:attribute (dt:Attribute) .
[ dt:hasConsequence : dt:Consequence deSC”bed by one or
1 dtiisPreferredTo @ dtiAlternative more MOES

ad

| £ Outcome
|[- hasMOE : Measure-of-Effectiveness[1..]
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COA Ontology — COA Domain Elements

£) COA-Phase
Bl hasActivities : activities:Activity
Ml hasNextPhase +.COA-Phase[l..1]
Bl hasOutcome :>moe:0utcome[0..1]
tubsequentState
/I:

mop:State l
M mop:hasMOP : mop:Measure-of-Performance[l..]

Bl hasPrevPhase : COA-Phase[1..1]

oreviousState
hasPhases

| i An activity is an action W A COA
M hasTarget : owl:Thing . [ & Course-of-Action consists of
I previousActivity : Activity that can have a previous ey
M previousState : mop:State or Subsequent activity | one or more
[ subsequentActivity : Activity ; ] ) ! COA PhaseS.
[ subsequentState : mop:State app“es Ina 9|Ven State

and results in a next

State.

moe:Outcome activities:Activity =)
1 moe:hasMOE : moe:Measure-of-Effectiveness[1..] | |#® activities:hasTarget : owl:Thing

W activities:previousActivity : activities:Activity
I activities:previousState : mop:State

| activities:subsequent&ctivity : activities:Activity
I activities:subsequentState : mop:State
Ml hasNextActivity : activities:Activity
Bl hasPrevActivity : activities:Activity

COA Phases consist of activities
and have a desired outcome.

Accomplishment of an outcome
is determined by MOEs. | e

Bl hasActivities : activities:Activity
Ml hasNextPhase : COA-Phase[1.1]
Bl hasQutcome : moe:Outcome[0.1]

Bl hasPrevPhase : COA-Phase[l.1]

hasActivities
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COA Ontology — Preferences

moe:OQutcome mop:State
[ moe:hasMOE : moe:Measure-of-Effectiveness[l..] @ mop:hasMOP : mop:Measure-of-Performance(l..]

TrerePreferred morePreferred
IC'FIC‘I\I\: lessPreferred

I © Preference-Relation A preference is a relation between two
M@ lessPreferred : moe:Outcome or mop:State[1..1] outcomes or states in which one of the
M morePreferred : moe:Outcome or mop:State[1..1] .

outcomes or states is preferred to the other
outcome, from the perspective of a
commander, decision maker, social / cultural
group or other entity

Example preferences within the COIN domain

include:

 In an agricultural community in which there
is little or no electricity, a COA whose
outcome involves restoration of economic
self-sufficiency via the building or restoring a
canal system for crop irrigation, will be
preferred to a COA in which the same
outcome is achieved via the activity of
providing electrical power to the local market

Preference reasoning provides a way to rank-
order outcomes or states from the perspective
of a given interest group (counterinsurgents,
insurgent group, religious or ethnic group,
etc.).

An inference algorithm can use these
preferences to reason about assessment of
how a given outcome or state will be perceived
and can assist a planner in the identification of
black holes or blind alleys.

4/ KBSI
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Technical Approach — COA Assessment

Current State Think Backwards from where you want to be S e
it with acceptable way points to where you are Outcome

uncertainty)

The End-Phase Outcome is
defined by the commander
strategic objective. This is
Constrained the overalf goalthat is to

B Think Forward from current state through with be achieved by the COA
acceptable way points to where you want to be

Typically, a small number of COAs are developed by the commander's staff based on a mission
statement, the commander's intent and the commander's planning guidance. A subset of the
developed COAs are designated by the commander for war gaming. During war gaming, the
commander's staff determines the advantages and disadvantages of each designated COA, based
on the enemy response (most likely, most dangerous to the blue forces, most advantageous to the
blue forces) and battle space.

4/ KBSI
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Technical Approach — Forward Reasoning

Establish Security Esab"h Establish Civil Control ! . Restore Essential Services ! G oal—d! reCted fO rward Ch alnlng
seaurty : Evablit reasoning provides a way to
. reason about the desired
trajectory of the plan over time
(forward chaining).

There is a situation type defined for each
end-of-phase. These outcomes are

f f the envis
Activity Jorthe purpose of tracking progress.

Establish
Civil
2-2 Ttk
¢ Control End-Phase
Current Establish . s 4 Outcome

T Security
State Ac:_‘;_lty End-Game

Activity
23 i - Establish
Civil Control

'ein‘ia o] A branch-and- e occurs to handl hdiGanie E - -

ocsonsarskctnd Cocshere thinsdonot goaspiannein .| In thinking forward from the

compatible with thiscase, COA-2 hasa bm_nch-and:s_equence ! )

SR T e » i | current state, the possible

Establis 1 9 0o . .

: , cctaisn W Activiey IS AU B v Contl . | activities that are possible in a

: > N <o \\“.‘ . | given state are determined.
Note: Phase names taken from Army ] \;, COAs are these collections i
FM 3-07 “Stability Operations” ' ! | { of activities or events. 1

Establish Security E i Establish Civil Control Restore Essential Services | -
' Uncertaintyinthe resutof having . | The sequence of activities that are
Giitcoiie et setaf actions Deep Maro_on [_)refer_'ence knowledge { ]
e ackotes § available at each plan state can be
. _ . . | determined by matching activity
! Essential “next action” not : L. .
el o O e preconditions with the current state
Current i End Game e , © | and asserting the new state that
State . ; e el - . | results from the application of the
Outcome Infeasible E act|v|ty_
I;stablish Ac;i-\;ity 4 Projected The outcome is not of the type of I
| Enzc;:ge End Garfne ﬁ" d }hl;:isuuu defined for p
! Noto e end-of- phase.
| . - _4J KBSI
fommmmmmmm s oo s m o m e el =
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Technical Approach — Backward Reasoning

Establish Civil Control ' E Restore Essential Services |

meensrmaseoucomeis | GIVEN @ (end) state, goal-directed
the objective as defined by . .
mecommander. iszthe | D Ckward chaining reasoning
overallgoal that is to be . i
provides a way to determine a set of
prior (starting) states that would

22 | | T 2 | result in that (end) state (backward

Current Establish Outcome

Establish Establish
Security Civil Control
End-Game 0 End-Game

Multiple activity threads can
lead to the same End Game.
'

State vy )g < Shiileaciilly . | chaining).
! 2.3 1 . enabledby a i
comon e ctcons - ' .| In thinking backward from the
of activities or events. T Stablis 7 : . 8
' S : = ¢ . | desired end-state, the possible
End-Game End-Game Theinitial set o; .
. . amareices | States that lead to a given
ot s nomestoen oy~~~ I [ consraints. outcome, and the possible
FM 3-07 “Stability Operations” a0 ono .
____________________________________________________________________________________ activities that can achieve those
Establisuity Restore Essential Services i StateS, are determ|ned
Activity E Establish Estceai:::sh The End-Phase Outcomeis
1-1 — Security Activity Control Hieobjective as defined by

the commander. This is the

End-Game

Lol , = overligoal hatslobe Abductive methods allow the
this gap we would = ' 0
havea pan | Aty o : inference of what must be true
ety | Projcts i for an MOE to be achieved, or a
o 22 LS Estb“sh Ac;i;ity’ [;:tzsb:\llso; E(;‘:t::r:see task or aCt|V|ty to be applled

Security Civil Control

End-Game

State 23

That is, if state S is known and
action A is known to result in a

Activity
2-6

Establish

Multiple activity sets difficult for Ifcouldget to cé\:;c;::? R civiey : state S th en we assume A

human to piece togetherin non- this state we L, 7’ 27 :
kinetic situations. m",dh";pv;:: 7 Activity PP OCCU I’I’ed tO pl’Od U Ce S .
|
; Establish 2 i
Actvity Security Activity !
End-Game 3-3 Establish Can‘tdeduce how to ]
CivillControl getfrom the resultsof | i J
o KBSI
Deep Maroon preference knowledge = [fhad admittedto or o SR e ' q

1

known of this state we away pointor another
______________ wouldhaveaplan ----  ‘==--------- action ! ‘H._,.!J Topative ideas and feclhuolngies ™

and reasoning identify black holes
and blind alleys.
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Technical Approach — Gap Analysis

|deally, forward and backward reasoning will yield the same states,
activities, and end-phase outcomes

More likely, there will be gaps in the plan, or disagreements in the
results of the forward and backward reasoning.

If there are disagreements, then this indicates that

— there are assumptions in the creation of the preference models
that must be challenged (the models need to be modified in
some way),

— the MOPs and MOEs that describe states and outcomes must be
revisited,

— the activities need to be analyzed against the assumed previous
and subsequent states.

4/ KBSI

™ ;
r Tuwovative tdeas and technologies ™
‘\-\.\_L_.'H o




KBSI — Course of Action Ontology for Counterinsurgency Operations

Outline

* Introduction

« Planning Process Context

« COA Ontology

« Technical Approach

« Practical Value to the COA Planner
« Summary and Future Work

4/ KBSI

ol =™

—®

Tuwovative tdeas and technologies ™




KBSI — Course of Action Ontology for Counterinsurgency Operations

Practical Value to the COA Planner

Well-defined MOP and MOE for describing COA plan states and
outcomes

MOP and MOE-based metrics for evaluating the progress of the
plan as it unfolds

Normalization of the effects of an activity, described as changes in
state or outcomes, allowing disparate activities and plans to be
compared

A catalog of COIN activities defined by the states in which an activity
applies and the expected states that result after application of the
activity

A utility-theoretic preference model that represents the trade-offs
that a group of interest (blue forces, insurgents, unaligned middle,
etc.) makes over conflicting objectives

The ability to assess COA plan states, activities and outcomes from
the perspective a specific interest group
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Summary and Future Work

« This presentation described a COA ontology and a preliminary
technical approach for a COA design, analysis and selection tool

« The initial version of the ontology supports:
— A MAUT model of decision problems

Definitions for COA activities, phases, MOEs, MOPs
Inference rules for value calculation, dominance relationships, preferences
Mapping from the MAUT model to COA planning

 Future work includes:

Continue to develop the COA ontology
Develop preference models for specific socio-cultural groups
Develop inference rules for constructing activity paths
Develop capabilities to reason about black holes and blind alleys
Explore options for verification and validation

« SME feedback

* Mining historical data for comparison of actuals vs. forecasted
4/ KBSI
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Questions / Feedback

Timothy Darr
Research Scientist |l

tdarr@kbsi.com
Knowledge Based Systems, Inc.
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