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IS Vision

A DoD enterprise that enables rapid, agile, and persistent sharing of
civil-military information and situational awareness to facilitate
coordination and cooperation with the interagency and external

mission participants across the full range of irregular warfare and
stability operations.

IS Mission Statement

Develops and oversees policy that shapes ICT
enablement of irregular warfare, stability operations, and theater
security cooperation. |IS identifies ICT gaps, recommends solutions,
and assesses the Department’s progress towards improved
Information sharing and more effective civil-military coordination,
situational awareness, and decision making. 1IS engages with the Joint
Staff, Interagency, and external organizations to facilitate resolution of
COCOM and Service contingency operation ICT support issues.




Data and Information
Policy Guidance

« DoD Directive 8320.02 Data Sharing in a Net-Centric Department of
Defense; Certified Current as of April 23, 2007

4.1 Data is an essential enabler of network-centric warfare (NCW) and shall
be made visible, accessible, and understandable to any potential user

4.2 Data assets shall be made visible by creating and associating metadata
(“tagging”). All metadata shall be discoverable, searchable, and retrievable
using DoD-wide capabilities.

« DoD Instruction 8220.02 Information and Communications Technology
(ICT) Capabilities for Support of Stabilization and Reconstruction,
Disaster Relief, and Humanitarian and Civic Assistance Operatlons April
30, 2009

4.a. To the extent authorized by law, ..... information-sharing activities that
facilitate coordination and cooperation between DoD and non-DoD partners
will be established to enable common understanding of the stabilization and
reconstruction, disaster relief, and humanitarian and civic assistance
envirgrrment; and to support an integrated Whole-of-Government response
capability.
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Leveraging the Interagency

“But for all the improvements of recent years, the United
States’ interagency tool kit is still a hodgepodge of jury-rigged
arrangements constrained by a dated and complex patchwork

of authorities, persistent shortfalls in resources, and unwieldy
processes.”

Gates, R. M. (2010, May/June). Helping Others Defend Themselves.
Foreign Affairs, 89(3).



The Interagency Mission Statements:
DOS, S/CRS, USAID and OFDA

DOS - To create a more secure, democratic, and prosperous world for the benefit of the
American people and the international community.

S/CRS - To lead, coordinate and institutionalize U.S. Government civilian capacity to
prevent or prepare for post-conflict situations, and to help stabilize and reconstruct
societies in transition from conflict or civil strife so they can reach a sustainable path
towards peace, democracy and a market economy. The office, created in July 2004, is
composed of an 88 member interagency staff, including 11 Active members of the Civilian
Response Corps. This whole-of-government planning framework utilizes the Essential
Task Matrix and compiles best practices for Reconstruction and Stabilization (R&S),
developing common R&S training for civilians and the military.

USAID - (An independent federal government agency that receives overall foreign policy
guidance from the Secretary of State) To support long-term and equitable economic
growth and advances U.S. foreign policy objectives by supporting:

— economic growth, agriculture and trade;

— global health; and,

— democracy, conflict prevention and humanitarian assistance.

OFDA - The Office of U.S. Foreign Disaster Assistance is the office within USAID
responsible for facilitating and coordinating U.S. Govt emergency assistance overseas. As
part of USAID’s Bureau for Democracy, Conflict, and Humanitarian Assistance (DCHA),
OFDA provides humanitarian assistance to save lives, alleviate human suffering, and
reduce the social and economic impact of humanitarian emergencies worldwide. 7



DoD Information Sharing Implementation Plan

Focus Area 6
Develop an enterprise approach that enables sharing of

77 unclassified DoD information in support of civil support and Stab|lltx Oeeratlons

Current Efforts ISIP Focus Area 6 and Planned Outcomes

\ Associated Actions \
T e Policy, Technology

Executive Orders , 545:; Aslag%AGE and Cultural Change
that leads to
enhanced information
sharing for both Civ
Mil and Stab Ops
missions

*Federal Law

» Asia Pacific Area
Network v.4

« HarmonieWeb
* inRelief.org .
“Make Delicious Smoked Seusage in 6 hours®
« Stability Operations E"ﬁ:::“ﬁ";:w |
Community of Interest

« OUSD(I) Efforts/
*HD & ASA Efforts
* Inter Agency Efforts
*JCTDs
*LOEs




Enable Processes with
Information

Enablers Enablers
wlrouce DoD In-Country Assets The missing  ygaip in-Coungry Assets
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C Planning : Planning
e Framework Framework
ecument | |S A Agreement ,
Manager 7] .
For staffing E \_\_7
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Chain ; Chain
archiving .
HOW: 1. Expose Data and expose services

2. Use Open System Standards



- The Problem Set: What Information is
| Common to All Responders?

Key Information Requirements Relevance to Key Consumers




What Information is
Common to All Responders

Key Informatm Consumers

n

 What is happening?

Do | care?

« What do | care about?

« What can | do about it?

« What can’t | do? Why?

« What do | want to happen?
 Who agrees with me?

« Can | help/work with others who share my goals and objectives?
« Can someone help me with my gaps?

« How do I find them?

 How do they find me?

How can we work together?

* High Lev I1ze Actions
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For this experiment, a
location was provided for
these organizations to
Publish outside the firewall

Hosted on APAN or
HarmonieWeb
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USD(AT&L) TISC JCTD in Support of Operatlon
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Strategy to Achieve Unclas Info Sharing
Capability for the DoD Enterprise Service

Aultiple Solutions

Today Governance, funding,

configuration control, R&D,
testing , etc
(no more studies)

Achieve Interim Desired Endstate:
A Standardized
Portal Environment

Issue Memo directing
COCOMs to APAN -

Integration
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Integrate Standardized
Collection Tools
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Shared Enterprise Data
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AFPAK TF:

Focus on Unclassified Information Sharing g
' Initial Concept 2009 A\

Military NGO
Community Community
Firewall
State Department Internet =

Community

USAID, UNAMA
Community

GIRO0A

The only common network in
Afghanistan shared by all U.S.
military, coalition military
partners, state funded aid
organizations, and NGOs is the
Internet

Loaon and Password

Protected Internet
Exchange (P1X)

HarmonieWeb
*proposed




Afghanistan Unclassified Networks

ept Being
lered Today

Government
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District
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Security Forces
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Implement Standardized Assessments
developed by J-CIM Joint Test

Implement Shared Enterprise Service
(TISC/APAN)

Develop data mediation services to support MIP,
U-Core, C2-Core data standards to/from the dot
org to/from the dot mil

Integrate civ-mil data sources beginning with
IKE/GATER tool used by Army Civ Affairs

Publish civ-mil data to C2 systems



Consider strong repository services to aid in
discoverability and collection federation

Leverage JFCOM Warfighter Challenge, JCTDs,
Exercises to assess then close gaps

Complete ISIP FA 6 POA&M and submit
recommendations to ISIP lead



' Not build new systems - Integrated, non stove-piped data
must be the focus for interoperability
* Visible, discoverable, searchable, accessible,
retrievable, and understandable

- DoD is moving forward with implementing an enterprise
level service for unclassified external sharing

' Resourcing solutions that meet guidance and IPLs

- Successful transition of solutions for long term
sustainment — where does it belong



Potential Next Steps
for Collaboration with NATO

Recommend a partnership between NC3A, NATO ACT and
OASD(NII) to:

1.Develop a proposal for a net-centric unclassified information
sharing demonstration at one or more of the following:

« CWID

« Combined Endeavor

« MIP - Greding

 Other?

2.0nce demonstrated, resource production quality capability

3.Develop a plan to field, train, and maintain the capability
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