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Part 1.

Background




_Background
C2 in the Information Age:
— Theory of NCW, including NCW tenets,
NCW Value Chain and C2 Approach Space

NATO NEC C2
Maturity Model
(CCRP, Alberts and Hayes)

— C2 models: C2 CRM (SAS-050)

— NATO NEC C2 Maturity Model
(SAS-065)%, recently developed and
benefiting from multiple validation methods,

Including experimentation
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1 NATO SAS-065. NATO NEC C2 Maturity Model. CCRP Publication Series, 2010
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7% Background: N2C2M2

= NATO NEC C2 Maturity Model

— Defines 5 levels of NATO NEC operational capability:
levels 1 (less mature) to level 5 (more mature).

— Defines 5 e
.amongem
approaches to PO = C2 Approaches
C2 associated ~-—- Edge C2 Il
Wlth eaCh Ievel %% -------- Collaborative C2 [l

ined -
),
f:));%e;%gb
(o] "‘0_,-? )
oy "4
Source: NATO SAS-065. NATO NEC C2 Maturity Model.
CCRP Publication Series, 2010.
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_Background: N2C2M2

De-Conflicted Coordinated Collaborative Edge C2

Conflicted C2 c2 c2 c2

C2 Maturity Levels
%]

1 NATO SAS-065. NATO NEC C2 Maturity Model. CCRP Publication Series, 2010.
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%  Background: N2C2M2
..\‘\\_h

= NATO NEC C2 Maturity Model

— Defines 5 levels of NATO NEC operational capability:
levels 1 (less mature) to level 5 (more mature).

— Defines 5 et
none .amuﬁgem
approaches to . - C2 Approaches
C2 associated -~ Edge C2 I
Wlth eaCh Ievel %% -------- Collaborative C2 [

Level 4 Example
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_Background: N2C2M2

C2 Maturity Levels NNEC Capability Levels
Transformed
Level 5 (Coherent)™
Operations
Integrated
Level 4 Operations
Coordinated
Level 3 Operations
De-Conflicted
Level 2 Operations
Stand Alone
Level 1 (Disjointed)*
Operations

% The NNEC Feasibility Study used the terms Coherent and Disjoinfed rather than Transformed and Stand Alone
1 NATO SAS-065. NATO NEC C2 Maturity Model. CCRP Publication Series, 2010.
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. __Background: N2C2M2

= NATO NEC C2 Maturity Model (2):

— More maturity delivers:
= More effectiveness
= More efficiency
= More agility

= Positive impact in intermediate NCW value-chain

variables, such as, Quality of Individual and Shared Information,

Quality of Individual and Shared Awareness and Understanding and
Self-Synchronization*

* For detailed mapping between C2 CRM variables and ELICIT refer to:
MANSO, Marco, and Paulo NUNES. ELICIT and the Future C2: Theoretical Foundations for the
Analysis of ELICIT Experiments. Paper presented at the 13" ICCRTS, Seattle, USA, 2008
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_Background: ELICIT

» ELICIT: Experimental Laboratory for the Investigation
of Collaboration, Information-sharing, and T rust.

— An experimentation environment supported by
software tools and instructions/procedures

— Provides a simple (albeit rich) and collaborative
network-centric environment for participating
iIndividuals

= Sponsor

— U.S. DoD Command and Control Research Program
(www.dodccrp.org)

Source: Alberts et.al. “Assessing Network Centric Operations The Challenge of NEC C2, A Tutorial”,
presentation at the NCW-2009, Washington, DC, January 27, 2009.
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" __Background: ELICIT

= ELICIT presents participants with an information-
Intensive situational awareness task:

— Goal: Find Who, What, Where, When of a future
terrorist attack

— Pieces of information (factoids) are distributed to
participants

— No participant is given sufficient information to solve
his/her assigned problem without receiving
iInformation from others

— Information sharing is required for successful solution
identification

= ELICIT environment can be tailored for various

organizational and management C2 approaches

Source: Alberts et.al. “Assessing Network Centric Operations The Challenge of NEC C2, A Tutorial”,
presentation at the NCW-2009, Washington, DC, January 27, 2009.

N2C2M2 Experimentation and Validation: Understanding Its C2 Approaches and Implications



_Background: ELICIT

A

= Factoids: the pieces of the puzzle
— 68 pieces in total
— Usually distributed as:
» KEY/EXPERTISE (17)
= SUPPORTIVE (17)

= NOISE (34)
= Examples:
(KEY) Jupiter is involved
(KEY) The attack will be at 3:00
(SUP) There is a lot of activity involving the Aqua group

(NOISE) Mars has been seen in Alphaland
(NOISE) There is a major religious festival on the 14th
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kﬁeackground: ELICIT

What does

this tell
Who else

needs to
know this?

Websites

Attempt
N

Based on: Alberts et.al. “Assessing Network Centric

Operations The Challenge of NEC C2, A Tutorial”,
presentation at the NCW-2009, Washington, DC, January
27, 2009.

N2C2M2 Experimentation and Validation: Understanding Its C2 Approaches and Implications



_zjﬁ First Findings: Hierarchy vs. Edge
o Effectiveness
Metric: Correctness

Fraction of Authorized Participants Aqility
with Correct ID Metric: Change in Timeliness
Fraction of person-minutes correct
0)
Edge‘SQA) Edge Hierarchy
Hierarchy
14% /4.3%
Efficiency 0.43%
Metric: Productivity (Person-Minutes)
Correct IDs / Thousand Person-Minutes
Edge ez Difficult
‘ Factoid
Hierarchy Sets
2.38

Source: Alberts et.al. “Assessing Network Centric Operations The Challenge of NEC
C2, A Tutorial”, presentation at the NCW-2009, Washington, DC, January 27, 2009.




Part 2:

The Experiments




’”&Experimentation: Early Expectations
W

Main hypotheses for validation:

= [1] For a complex endeavor , higher collective C2
maturity approaches are more effective.

= [2] For a given level of effectiveness, higher collective
C2 maturity approaches are more efficient.

= [3] Higher collective C2 maturity approaches are more
agile.
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" __Experimentation: Early Expectations

" Additional hypotheses:

= Higher collective C2 maturity approaches exhibit
Increased/better levels of:

[4] Quality of Individual and Shared Information;
[5] Quality of Individual and Shared Awareness
and Understanding;
[6] Self-Synchronization (at cognitive level);
Than: lower collective C2 maturity approaches.
= [7] Organizations require a minimum level of
maturity to be effective in ELICIT.
= [8] Increasing the degree of difficulty in ELICIT

require organizations to increase their level of
maturity to maintain effectiveness in ELICIT.
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_Experimentation: Manipulations

Sharing and
(Incentives for)
Collaboration

Name Description
N etWOrk AIIovv_ or restrict interactions between:
- subjects and teams.
Characteristics and |- subjects and websites.
Performance This variable affects PI-C and DI-C.
|nformati0n Control: predefined server distributions of all factoids to

subjects (in three waves).

Influence: distribution of information as a result of human
sharing and posting (human will)

We will attempt to induce / influence collaborative behavior
by:

- defining collective or isolated goals

- set individual and collective decision rights (see ADR)
See paper for further notes on Individual and Team
Characteristics.

This variable affects PI-C and DI-C.

Allocation of
Decision Rights

Decision rights will be allocated according to the C2
Approach to implement:

- Distributed for higher maturity approaches;

- None / (de)centralized for lower maturity approaches.
This variable is a C2 dimension.

N2C2M2 Experimentation and Validation: Understanding Its C2 Approaches and Implications




_Experimentation: Design

Common aspects for all approaches:

Entities: 4 TEAMS and 1 SINGLE ENTITY, except EDGE with 17
ENTITIES

Context: complex endeavor with two or more force elements (entities)
present with overlapping intents; operating in the same ‘space’ and time;
and, an entity actions may conflict with those taken by another entities.”
(Alberts and Hayes 2007).

Scenario: future terrorist attack

Task: identify the “who”, “what”, “where” and “when” of the attack within a
specific timeframe.

Information Sharing Capabilities: share, post and pull actions. High
maturity approaches will be enriched with more options (see next).

Collaborative Capabilities: ability to provide “assessment” of importance
(relevance) and/or trustworthiness of a factoid.

Resource Contention: subject hoarding of relevant information is
considered as a conflict. Cognitive efforts are required.

N2C2M2 Experimentation and Validation: Understanding Its C2 Approaches and Implications



_Experimentation: CONFLICTED model

ELICIT Configuration for Conflicted C2 Approach

Coordinator (Isolated)

Legend:
Q@ Coordinator

@ Team leader

(O Team member

Where Team
Who Team What Team When Team
Who What When Where
Web Site Web Site Web Site Web Site

SUCESS CRITERION
Each Team pursues independent goals.

Success occurs if each Team leader finds the correct solution to his

problem space.
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ELICIT Configuration for De-conflicted C2 Approach

- Instructions as per ELICIT Hierarchy Baseline

Deconflictor

Legend:
© Deconflictor

@ Team leader
(O Team member

Who What When
Web Site Web Site Web Site

Where
Web Site

SUCESS CRITERION
Each Team pursues independent goals.

Success occurs if each Team leader finds the correct solution to his

problem space.
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_Experimentation: COORDINATED model

ELICIT Configuration for Coordinated C2 Approach

Configuration similar to Hierarchy

Legend:
. Coordinator

Instructions define role of coordinator

Coordinator @ Team leader

(O Team member

When Team

Who Team

Who What Web Where When
Web Site Site Web Site Web Site

SUCESS CRITERION
Organization success depends on the Coordinator finding the correct
solution.
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_Experimentation: COLLABORATIVE model

ELICIT Configuration for Collaborative C2 Approach

: Legend:
Players have access to all websites
Feature added that allows players to evaluate . Coordinator
factoids and share /post evaluations Coordinator/ . Team leader
Instructions define role of coordinator Facilitator

(O Team member

Who Team Where Team
Who What When Where
Web Site Web Site Web Site Web Site

SUCESS CRITERION
Coordinator finding the correct solution to all problem spaces OR Team
leaders finding the correct solution to their problem space.
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SUCESS CRITERION
Organization success depends on the individuals’ IDs plurality being
correct in each problem space.
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S _Analysis: Experiments Baseline
A
18 valid runs performed with human subjects:
= 3 runs for CONFLICTED
= 4 runs for DE-CONFLICTED
= 4 runs for COORDINATED
= 4 runs for COLLABORATIVE
= 3runs for EDGE

Usually, a group of 17 subjects was used to perform two runs. A test run (15 to 30 min)
was always conducted prior to first real run.

This means:

= About 150 military cadets participated in ELICIT runs.

= About 10 hours of data to analyze

= 9 979 actions, comprising:
2 290 shares, 1 880 posts, 4 979 pulls and 712 IDs

= Software Analysis Tool: more than 50K SLOC

N2C2M2 Experimentation and Validation: Understanding Its C2 Approaches and Implications



Part 3:

Analysis




%" Analysis: Overview

N oS

» Information Domain
= Interactions and Social Domain
= Cognitive Domain

= Measures of Merit
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%" Analysis: Information Domain

N oS

= Question:

Are there significant differences between the
C2 approaches in the Information

Domain?

e.g., (Percentage of) Shared Information accessible and Critical

Information Missing.

N2C2M2 Experimentation and Validation: Understanding Its C2 Approaches and Implications



_Analysis: Information Domain

Information Accessible (factoids distributed by server)

Information Accessible (Serv

5 &

Infarmation Accessible (Total Factoids)
moo moa W

—
[

50% @ O seconds
75% @ 300 seconds (5 minutes)
100% @ 600 seconds (10 minutes)

0 250 500 750 1.000
Time (sec)

m Accessibility Index (Relevant) ® Accessibility Index (All) & Accessit

N2C2M2 Experimentation and Validation: Understanding Its C2 Approaches and Implications



_Analysis: Information Domain

Shard

Information

(in percentage)

100%

90%

80%

70%

60%

50%

40%

30%

20%

10%

0%

-l-

CONFLICTED

DECONFLICTED
COORDINATED

COLLABORATIVE

Shared Information Reach Scores

EDGE
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_Analysis: Information Domain

Relant
iInformation
reached by
CTC

(in percentage)

100% -

90% -

80%

70%

60%

50%

40%

30% -

20% -

10% -

0% -

_l.
_l_
|

Not Applicable

CONFLICTED

DECONFLICTED
COORDINATED

COLLABORATIVE

R Information REACHED Scores (CTC)

EDGE
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1,20

1,00

0,80

0,60

0,40

0,20

0,00

Critical Information Missing (percentage)

T

CTC ‘ TLs

CONFLICTED

TMs

CTC ‘ TLs ‘ TMs

DECONFLICTED

CTC ‘ TLs ‘ TMs

COORDINATED

CTC ‘ TLs ‘ TMs

COLLABORATIVE

EDGE

‘ TMs
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= [nformation Accessible::Reach (example)

|2/ Information Reach L—.JLQ_‘W

DECONFLICTED iZ?’" £l

= Information Reach =] X

| s L] S
fHchris H =
|oele = =
M

EDGE [ @ — =

Time: J 0 Export to CSV

start time
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» Information Accessible::Reach (example)

|2/ Information Reach

|81 | W | | ol u H = || H n
|cnris 0] 0 O] < s M
|Dale CHE = O N M 0 H
|Erancaz 0] 0] N S 5 M
= 0 g | : : s G NN N
|J2aze 0] < 0
|Kim 0] < 0 0
|Lesz 0] 0 0 . 0 0] s
DECONFLICTED == - i  EE ;
CO C |P=t = N N =
|Guznn = . NN N L] H
|Robin M L] = N
|S2n 0 0 s 5
|Sidney H 0 =
|Toyler 0] s s 0
|ual N = N
|Whitley N L] =
Time: | — | 213 Expart to CSV
—
M= X
0] 0] 0] s |n n s < |s < s s s 0]
0 O M 0] n s < |s < s s s 0]
0 O M 0 n s < |s < s s s 0]
0 O M 0 n s < |s < 0 s s s (RO
0 O M 0 n s < |s < s s s 0]
0 O M s n s < |s < s s s 0]
0 O M 0] n s < |s < s s s 0]
0 O M 0 n s < |s < s s s 0]
0 O M 0 n s < |s < s 0 s s 0]
0 O M s n s < |s < s s s 0]
0 O M 0] n s < |s < s s s 0]
0 O M 0 n s 0 < |s < s s s ] 0]
0 O 0 0 n s < |s < s s s 0]
0 Moz |n 0 n s < |s < s s s 0]
0 O 0 s n s < |s < s s s 0]
0 O M 0] n s 0 < |s < s s s 0]
0 O 0 0 n s < |s < s s s 0]
Time: | — | 213 Expart to CSV

time

Slide 38

N2C2M2 Experimentation and Validation

: Understanding Its C2 Approaches and Implications



M= X
BEX
>
Ime

o
™
)
o]
N

t

ooy = R R R R R R R R R R A R AR A
= TELE e == R R
| fie Fae T : =
= otn Q0
it n || E =
wn H -
= z Zziz T zlzlzlz|zlz|z|zz|z|z 2|z 2|22 |=
D anlin w L i 5 i
= m “sssssssssssssssssm
” . 3 %P1 PR V5 93 VR % 195 P PR O P P P
- = e A R A R N AR =
N i . :
x =
n mlzlzlzlzizizlzizizlzlzizizlzi=lx
Cwlw wn w ¥
 E— = “sssssssssssssssss
a D oa 0] i i o b [0 5 %)
n Ak Elzlzlzizizlziziz|z|ziz|z|xlx|=|= ~ =
= R R R R R TR A . m
m z|z|=|= z|z|z|z|z|z|z|=|= | ..nlm
o w || =
o EEEEE NN 2
=
~~ o i o =
A © . E
I” = z|=|= - g | m
0
_ m z|z|=|= z|lz|z|z|=|= ()
=
a = zl=l= o
O Nl | S EEE-mnnnnnn---unnl | (1M CCCCEESaaaAAaaE IS S
=== U ay
. — e _m m ml
bt — " il a
© c mmEE T — N
N
&) = z|z|= Q O
(v} ol a2 | NN ©
w
&) N~ o
S = === ” =
R B il 2SS e e e e 1 =
o | : 5
Y = ' S
0] w | m
= = z|=|= = ()
- . . : ~ B
m == =l e wx zlzlz|z|z|x m =
wn 7
L | c (=
(o] = |=|= z|z|=z|=|=|= (] _—
7)) AN W | E=
| | ]
- — m” m
2 AlE
c T i el | = |
8 B TR A L A A P A R R - = |3
AL 2c]slal|2|413]3]282]8\8]a|5|%]E] Jl2

RUELE

Information Accessible

|
DECONFLICTED

N2C2M2 Experimentation and Validation:




Slide 40

M=%
BEX

=
= z|xi= W e
L= = = L L L L L L L L D L L L L [ | m
e e e e ; E =
= = im = & = o
w
== ESE AFAF ¥
w w | T
= = 3
w T
. I mlllulllllulllllul
e e R R R R R R R R R R A R AR A
= = =% e A = R R
| e o e ; T
- — Q0
b n | =
i =
: = T2 zizizizlz|iz|zzlzlziz=z=zz|=z|==
Cal w L L L =
= m A R R A R R ) m
=
T 2 8
= = .m L R R R R T R A R A R T =
. = & zizizizlzizzzlzlzz=z=zz|=z|== W
JI .
. zlzlzlzlzilzizzlziz|iz|z/zzz|zi=
TR AT wn w i
. — — Msssssssssssssssss
w | |a (2] v |n (2] i
a s : : . 8 ”
..........  Elzizizizizizizizizizizz|z|z|z|x @ [
= R R R R R TR A . m
m =|=|=|= zle|zlz|e|==lz|= i ..nlm
n RN W e e 1 (&]
O R aEE B
P “ o m
e = === . |m
— = === a
0
n m z|=|=|= z|z|z|=z|=|= ()]
= zlzlz hnH.u
@ @ g
X =|=|= m
" — e o
t N— n | o
a == : === : <
e lelulil N
C __|= =|=|= ©)
m I~ . MEM 9
| =
QO 3
v = =|=|= mu
ne . alal =
@ E
““ = |= = = c
—— - g
vl ln w vl ln B
_ A= = =|=|= - ()
b = e o
ﬁ == ESE SF AFHF zlxiz|lz|ei= ﬁ <
o (-4
wn
=
== (o] = |=|= z|z|=z|=|=|= m
— . —
m ”w, .__m
" — : m
b =
2 _. l . |-
. wl 2 E|e| |48 [e|c| [®]8] |¥ El||l= Blelul luls slyl &
= A A S A P A I R L e == e R A A R I S - I 2%
RN I H LK HH IR ] B K BN E I EOHE HEIR K

EDGE

RUELE

Information Accessible

|
DECONFLICTED

¥
o
=
©
S
<
>
°
=
©
=
o
=
(]
&
c
[}
€
=
@
o
=
L
N
p=
N
O
I
Z




- ' T =]
m S wn w w | w || m Cmlziziziziziziziziziziz|zizlz]=i= <
: — | = )
wm == zl=z = M Elzlzlzlzlzizizizlzizzlzlzzlzlz o]
" nlalnlnlun]u]la i [ir | un | EPIPIFIM M e S N =
u— == = zlzl= uﬂ Elzlzlzizlzlzzlz|z|zz|z|=|=|=|= e 0
7 = = == 5 1
Wk x = == i L L L L L L L L L [ e L | m
_H N fae L e o e | i e e e e e =
= : MR : +~
w il i
== == |wx :
[0 w |
=|w =|z|=|x : R
wn
| W e e e e e e
w | w
= === == |z|=|=|= =|=
=|=|=|= zlz|lz|lzlzle|zlz|=
|H. I zlzlzlzlz|lz|lzlz|lalzzlzzlsl==|=
Ll Lk L R T A R R R R R R R A R R
it i | =
; = - =
o = E “IIIIIIIIIIIIIIIII
TR w | v w | 2 =
= = @ R R R T R R R R A R A AR T m
5} 5
" - 8 - 8
= & BT T R R T R R R R R T R R S i
zlzlzlz zlzl= = lxlx _W T EmlEl=lzizlzlziz|z|zz|z|z |z (=== W
alEl fe Gl 1531V V% V13 IV 1V 1 1 1 o o

t =1940 sec

(] z|z|=|= z|z|z|zlz|=|=|=|= w e e e e e e e e e
w | w | | ° Q0 =
w 3] JORE 31 3 S SIE SIE SIE SIE SIE SIE SIE SIE SE S S e E g
o B T R R R R R R N R R R R TR ¥
SIEIEIE L T B R R R R R R R R N R R R R VR
o w | wlww e e e ”i
O = =|x|=
[t w |
= = ==
= ===
=|=|=|= z|lz|z|z|=|=
L R R R R R R R N N N A R A
= zl=l=
il e
O ] |jhuns ssnmss ~ sssfiEs L e T M T et
z|=|= i @
g sizisisisis|s|s|s|sisssiss=s g
u — i it
w e e e e e e e e e e e

S
S
S
S

M |5 N W |5 [N
N S [N N 5 (N
N S [N N 5 (N
N S [N N 5 (N
N N N IS N N S [N
N S [N N S N
N S [N N 5 (N
N S [N N 5 (N
N S [N N 5 (N
N S [N N 5 (N
N S [N N 5 (N
N S [N N 5 (N
N S [N N 5 (N
N S [N N 5 (N
N S [N N 5 (N
N S [N N 5 (N
N S [N N S (N

Reach (example)

(2]
(=
o
3
S
=
£
©
(=
©
0
(]
=
(&)
©
o
S
o
o
<
N
O
0]
=
(@]
=
©
(=
(]
IS
(2]
S
(]

©
=
e
.
=

w |l w il |
= == = =|=|= nm
m == = z|zi= z|zlz ﬁ
o ={w x|zl x|z zlz|zele|z|z o
n
c
- " m z|x|= z|x|=z=lxl= (o]
= —
)
) - :
" — m —OI
s E| -
E B [es] [2[s] |2 =|l5
=R ) qla L) P ] =
| Il HEEE LIS ]|

Information Accessible
EDGE

RUELE

DECONFLICTED

N2C2M2 Experimentatio




_Analysis: Information Domain

A

= Answer:

Yes - there are significant differences.

EDGE and COLLAB achieved high levels of shared information and all

other approaches have none.

COORD achieved high levels of information reached by CTC (and low

levels for TLs).

| CONF | DECONF | COORD | COLLAB EDGE
Sh Info NONE NONE Y= MED-HIGH | HIGH
info R (CTC) [NEINE HIGH HIGH N/A
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%  Analysis: Interactions and Social Domain
<™

= Question:
Are there significant differences between the

C2 approaches regarding social

Interactions and nature of interactions?
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_Analysis: Interactions and Social Domain

Nature and quantity of Interactions:

1600 - m
Conflicted Deconflicted Coordinated Collaborative Edge

1400

1200

1000 | |
M Sharesper Hour

800 EEEEEEEEER i .Postsper‘Hour

100 M |ds per Hour

600 T Pulls per Hour
200 -~

3 -ii-H:li Iild bl

L1-01 L1-02 L1-03 L2-01 L2-02 L2-03 L2-04 L3-01 L3-02 L3-03 L3-04 L4-01 L4-02 L4-03 L4-04 L5-01 L5-02 L5-03
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_Analysis: Interactions and Social Domain

IN and OUT Flows (deviation from average): per role and per approach

Y e LN LM IT
25,0 +1 +0O

IN +OUT

@ CONFLICTED (TLs)
@ CONFLICTED (TMs)
@ DECONFLICTED (IB/TLs)
| ® DECONFLICTED (TMs)
0 @ COORDINATED (CTC/TLs)
© COORDINATED (TMs)
@ COLLABORATIVE (CTC/TLs)
© COLLABORATIVE (TMs)

OUTACTIVITY

’CTC/TL!

JIN -OUT +IN -OUT

IN ACTIVITY

IN _DEV, = (nbr_shares_receiveds +nbr _ pullss ) —(Average_nbr _shares_received + Average _nbr _ pulls)

OUT _DEV, = (nbr _shares _sents +nbr _ postsg ) —(Average_nbr _shares _sent + Average _nbr _ posts)
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YWHERM

Sicnesy

Francis

) Alew

Dale:

Mlorgan

YWHOC

L1 03 Sociogram with websites
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WWHERM
Sidney

Francis

YWHC

L2 01 Sociogram with websites
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_Analysis: Interactions and Social Domain

L3 04 Sociogram with websites

N2C2M2 Experimentation and Validation: Understanding Its C2 Approaches and Implications



=
©
&
)
O
©
&)
o
p
=
C
S
7p
c
o
=
&)
=
=
A=
7
=
©
c
A A

L4 01 Sociogram with websites




% _Analysis: Interactions and Social Domain

Francis

Harlan

L5 03 Sociogram with websites
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Node Centrality Node Embeddedness Network | Network Average | Network Structural
Betweenness | Degree | Closeness | Link Density | Link Strength | Link Flow | Activity Path Length Cohesion
Average L1 2,529 0,196 2,529 3
Average L2 2,067 6,903 0,530 490 7
Average L3 7,010 5,803 17,373 400 0,616 5
Average L4 2,852 1,627 6,314 704 0471
Average LS 2,059 2,745 6,363 0,208 7,176 0,561

SNA Variable CONF DECONF COORD COLLAB EDGE

node centrality

node embeddedness

network activity

path lengths

network diameter

network structural cohesion

High
Highest
Enlarged
Largest
Widest

High

Highest Low Medium
High Low Medium
Medium High Higest
Large Smallest Small
Wide Small Large
Medium Low High
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~ _Analysis: Interactions and Social Domain
™

= Answer:

Yes — there are significant differences.

= Nature of interactions (share/push approach to pull/information-

seekers approach)

= Network nodes asymmetry: from more asymmetric to less

asymmetric networks

= (SNA variables)
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P Analysis: Cognitive Domain

N oS

= Question:

Are there significant differences between the

C2 approaches in the Cognitive Domain?

e.g., (Extent of) Correct Understanding.
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_Analysis: Cognitive Domain

DECONFLICTED
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_Analysis: Cognitive Domain

60

50

40

30

20

10

CorrectUnderstanding
""""" 68=100% T
e ST 0 e o e
. & 2 -1
ci— I
CONFLICTED DECONFLICTED COORDINATED COLLABORATIVE EDGE

CorrectUnderstanding (extent of)

N2C2M2 Experimentation and Validation: Understanding Its C2 Approaches and Implications




_Analysis: Cognitive Domain

= How to measure level of convergence / order regarding
IDs ?

— Information Entropy
(source used: Atkinson and Moffat, The Agile Organization, CCRP2005)

— Cognitive Entropy and Cognitive Self-Synchronization

Cognitive Self-Synchronization (CSSync): measures the amount of disorder (or
entropy) of an organization towards determining the problem (i.e., finding who,
what, where and when).

N
CSSync 1-> P(S;)*In(P(S;))/ Max_ Disorder
i=1

problemSpace: problemSpace

: N1 1
Max _ Disorder g emspace = _ZW* In(ﬁ) =In(N)

i=1

CSSync=0 means system is fully disordered.

CSSync=1 means system is fully synchronized.
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Fully-disordered system?

P,=1/17, 17 times
(17 perceived outcomes)

CSSync=1-17*1/17*In(1/17)/Max_dis
=0
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_Analysis: Cognitive Domain

CONFLICTED: Self-Synchronization (cognitive)
(L1-02 RUN) Rkl

0,85

080 -
0,85
'/ Subjects Understanding (IDs) =JOEd| oso]

MSTITUICAO FINAMCEIRA ) WHEM (5 ABRIL 11:00AM) WHERE (PSILAND )  WHO (VI

Subjects /ID ...| WHO WHAT WHERE WHEN
Alex - 5 JUKED 0,70 -

0,75 1

0,65

0.E0 -

0,55 -

0,50

0,45 1

0,40 -

Sidney
Tayler 11:084M - ABRIL
val 11:0684H - -

0,35 |

SelF-Synchronization (cognitive)

Whitley 11:804M - - 040 -

0,25 -
0,20 1

0,15 - Always bellow 10%

Time: . ]1920 ull‘lu. ..............ﬂm..ﬁm
i}
0,05 - e

a1 000000 000 o800 aoram
0,00 r T : s . . .
0 250 500 750 1.000 1.250 1.500 1.750

X

— OVERALL
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DE-CONFLICTED:
(L2-03 RUN)

=X

=/ Subjects Understanding (IDs)

NSTITUICAC FINAMCEIRA)  WHEM { 5 ABRIL 11:00AM ) WHERE (PSILAND ) WHO (VI

Subjects /ID ...| WHO
Wlex

WHAT WHERE WHEN

val

Whitley

Time: - j 2250

Export to C5V

Self-Synchronization (cognitive)

1.00 4
0.95 -
0,90 1
0,85 -
0,20 -
0.75 -
0,70 -
0,65 -
0,580 -
0,55 1
0.50 -
0,45 -
0,40 -
0,35 -
0,30 1
0.25 -

0,20 1

0,05 -

0,00

Self-Synchronization (cognitive)

20% threshold
>2200sec .

10% threshold
@ > 1400 secC™.,

aa
i
0o0 aoa  gpp e 0600
250 500 780 1.000 1.250 1.500 1.750 2.000 2250
X
— OWVERALL
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COORDINATED:
(L3-04 RUN)

Subjects Understanding (IDs) M= X

FSCOLA SECULAR ) WHEN ( 1 JANEIRO 9:00AM )  WHERE ( OMICRONLAND )  WHO (ST

Subjects fID ...| WHO WHAT WHERE WHEM
alex

Whitley

Time: j 2252

Expaort to CSV

Sel-Synchronization (cognitive)

0,95 1

0,20 1

0,85 4

0,20 1

0,75 1

0,70 1

0,65 |

0,60

0,55 1

0,50

0,45 1

0,40 -

0,35 4

0,30 7

0,25 1

Self-Synchronization (cognitive)

20% threshold
> 2200 sec

10% threshold -, Ter
@ > 2000 sec ., :

1,
05 005
oo DDCIJ.DP

00000 000 000 0,00

500 750 1.000 1.250 1.500 1.750 2.000 2.250
X

— OVERALL
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COLLABORATIVE:
(L4-04 RUN)

1=/ Subjects Understanding (IDs) Q@E

MEAIXADA DE DELTALAND ) WHEN { 27 MAIO 3:00PM )  WHERE (ALPHALAND )  WHO (]

Subjects (ID...| WHO
Alex

WHAT WHERE WHEN

Time: j 2074

Export to CSV

Sel-Synchronization (cognitive)

1,00 -
0,95 -
0,20 -
0,285 -
0,20 -
0,75 -
Q.70 1
0,65 -
0,60 -
0,55 -
0,50 -
0,45 -
0,40 -
0,35 -
0,30 -
0,25 1
0,20 -
0,15 -
0,10 -

0,05 -

0,00

Self-Synchronization (cognitive)

30% threshold
> 1900 sec

20% threshold KR ase
> 1800 sec ‘.. .

10% threshold
@ > 1600 sec "**-..,.

00 IIH

250

1.000 1.250 1.500 1.750 2.000

X

200 750

— OVERALL
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_Analysis: Cognitive Domain

EDGE: Self-Synchronization (cognitive)
(L5-02 RUN) 1.00 |
0,85 -
0,80 -
0,85 -
- - 0,80 -
%/ Subjects Understanding (IDs) Q@ﬁl
ESCOLA SECULAR ) WHEN ( 1 JANEIRO 9:00AM )  WHERE ( OMICRONLAND } WHCE[ []ITE E

Subjects /ID ...| WHO WHAT WHERE WHEN
Alex - - -

0,70 4

0,865 1

40% threshold

0,60 -

0.55 - > 1800 sec .

i 30% threshold

0.40 - 20% threshold > 1600 sec .., "v000g

035 > 1250 sec ‘.,
0.30 | .

Sel-Synchronization (cognitive)

L 2
0.25 10% threshold p
Lo 0201 @ >1000 SEC ***rra.,,. 4
0.15 - "ra
0,10 -
0,05 1
000 {1,000, 0V
' u] EEII:I EIII]I:I ?él:l '1.I:iI:II:I '1.2I5I:I 'I.EII:II:I '1.?:5I:I E.I:il:ll:l
X
— OVERALL
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0,60
0,50

0,40 ol

0,30
0,20 I
0,10

CONFLICTED DECONFLICTED COORDINATED COLLABORATIVE EDGE

o
o
-]

Fully
Disordered

N
CSSynC problemSpace =1- Z P(S ) In(P(S ))/ MaX DlsorderproblemSpace MaX_ DisorderproblemSpace = z%*ln(_ In(N)

i=1
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_Analysis: Cognitive Domain

= Answer:

Yes - there are significant differences.

EDGE and COLLAB achieved the best cognitive performances (correct

ID and CCSync).

All other approaches achieved low levels.

| CONF | DECONF | COORD | COLLAB EDGE

Slide 64
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%" Analysis: MoM

N oS

= Question:

Are there significant differences between the

C2 approaches in terms of end-results ?

e.g., Effectiveness and Efficiency.
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_Analysis: MoM

Organization Effectiveness

100%

90%

80%

70%

60%

50%

40%

30%

20%

10%

0%

CONFLICTED ‘ DECONFLICTED COORDINATED COLLABORATIVE EDGE

MoM - Effectiveness

Effectiveness :Z 0.25*Correct _ans, afterwards normalized to [ 0,1] and expressed as percentage.
i

Correct_ans; is 1.0 if correct answer is provided and 0.0 otherwise
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_Analysis: MoM

Time Efficiency (normalized)

0,70

0,60
0,50
0,40
0,30
0,20
0,10 -
0,00 -

. . _ - 2
Efficiency,,, = Effectiveness _score” *log,, (1+ %me_last_ ID)
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_Analysis: MoM

Effort(cost)

1800

1600

1400

1200

1000 M Ids per Hour

m Pulls per Hour

800
B Posts per Hour

600

M Shares per Hour

400

200

CONFLICTED DECONFLICTED  COORDINATED COLLABORATIVE EDGE

. . _ . 2
Efficiency,,, = Effectiveness_ score® *log,, (1+ %ffort_ spent)
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_Conclusions

a m a =
C2 Approach i = E =
- . = s E E E
Domain/ Variabl z S g §
o w
Assessed o o 3
Shared
i Information 4 3 2
Information Reach
Domain Critical
Information 4 3
Accessible
i Quality of
Interactions Interactions 4 3
Extent of
Correct 3 4
Cognitive Understanding
Domain Cognitive
Self- 4 3
Synchronization
Organization
Effectiveness 3 4
MoM Time-Efficiency 4 3
Effort-Efficiency 3 9
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_Conclusions

A R
Results are consistent with model expectations (in overall):

[4] Higher collective C2 maturity approaches exhibit increased/better levels of Quality

of Individual and Shared Information than lower collective C2 maturity
approaches.

= OK

[5] Higher collective C2 maturity approaches exhibit increased/better levels of Quality

of Individual and Shared Awareness and Understanding than lower collective C2
maturity approaches.

[6] Higher collective C2 maturity approaches exhibit increased/better levels of Self-
Synchronization (at cognitive level) than lower collective C2 maturity approaches.

= OK

N2C2M2 Experimentation and Validation: Understanding Its C2 Approaches and Implications Slide 70



w2 Conclusions

Results are consistent with model expectations (in overall):

[1] For a complex endeavor, higher collective C2 maturity approaches
are more effective.

[2] For a given level of effectiveness, higher collective C2 maturity
approaches are more efficient.

[3] Higher collective C2 maturity approaches are more aqile.

NOT Covered

Agile C2 is a novel concept under the analysis of SAS-085. This
hypothesis will be considered in future research work.
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w2 Conclusions

Results are consistent with model expectations (in overall):

[7] Organizations require a minimum level of maturity to be effective in
ELICIT.

Considering current dataset, requisite maturity in ELICIT is
COLLABORATIVE or COORDINATED (having a proper CTC).

[8] Increasing the degree of difficulty in ELICIT require organizations
to increase their level of maturity to maintain effectiveness in
ELICIT.

NOT Covered

There is no sufficient data (factoid set 2 trials) to test this hypothesis.
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The Way Ahead




). ‘Way Ahead

A

= Consolidate Findings, I.e., more runs:
— abELICIT
— Human runs
= Validate all hypotheses:
— Agility
— Requisite Maturity
— Difficulty Level
= Further explore ‘Agility’ and ‘CCSync’
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R&Way Ahead: the ELICIT Col

Next Meeting is TODAY June 24, 2010
Starts at 14h00 (see Track 8)
Sign up at the ICCRTS registration desk !

Join the Community !

Online resources and membership form: www.dodccrp.org/htmi4/elicit.html

Image: www.worldtimezones.com/content/worldmap
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