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Alveny lard proplemn

Imprevised explesive devices, (IEDS) are a Sereus
preplem in lifag and Afghanistan.

We need many methods: toraddress them,
Including surveilllance.

Autemated visual survelllance suffers: from cost,
occlusion proeblems, lesser effectiveness at night,
and difficult challenges In ImMage proecessing.

Non-imaging sensor networks could supplement
visual survelillance with magnetic, infrared,
acoustic, and seismic data.

Non-imaging sensors could alert us when
behavior Is sufficiently suspicious to turn on
cameras or when to search an area.



Path suspiciousness clues

IR woerkewithrsurveniance video, We: tested Sseven

ClUEes e SUSpPICIeUS henavior:
IRfregueRey. off VISIt te a lecation
atypicality’ of speed

atypicality’ of the velecity Vector

nenzere norm of the acceleration Vector on any.
oft several time scales. \We used:

fraction of apparent coricealment
shortness of the path
“contagion™ by other nearby suspicious paths

The acceleration norm was by far the best In tests

of surveillance of a parking lot (ARL data).



Suspicious movements for f200501 10172844fi (Flag: O)(Scale: 1)(pictures 13 through 336)
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Color Sequences Infrared Sequences
Precision | Recall | F-score | Precision | Recall | F-score

Suspicious objects (11) | .45 0 | 55 11 80 | .75

— = Lottering (16 FHENEYEEEERN
<C 22| Other behaviors (26) 61 o7 | .64 08 063 | .63
| Total 60 | 6 | 64 | 61 | 72 | 66

Suspicious objects (11) | .52 83 | 64 AT 87 | 6l
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A senser-network simiulator

Real senser nEWeRKS liave varying
PEriGrMmance: based! onl envirenmental
conditions and phenemena Peing sensed.

A simulation allews Us) te Iselate Inherent
problems of the network design and! Its
algonrthms.

Our simulation has demonstrated the 1ll-
conditioned nature of localization In an
Inverse-sguare-law sensor grid — a
weakness of GPS.

Our simulation results also provide upper
bounds on performance of real networks.



Display o ol senser-network stmulator

Time:22& Tracks:8
®

green: sensors (size is
strength of signal
received)

brown: target locations

blue: inferred locations in
the presence of random
fluctuations in signal
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Simuilabion restiliisi(dist: sSitengila errors)
giid iSA(FSiSE | FSIsA | FrEeV s I tRacKks 2 EECKST FAMACKST FEItIdICKS
Iirack lecations (0); 01 0) 0) 0) 0) 15626 3. 169) 9. 1306, 10.935,
dlie SIgnal PEaKS 0,524 0,541 0,955 1.544
Iirack locations (10);€0) 10 0) 0) 0) 0110)0)0); 0,369 1.378; 6,042,
oM CIrcle est. 0)10J0)0) 050)2¢) 0,106 0,445
Same 10x10r ' 5 2.5 0) 0.3 0.000; 0.278, 1247, 5.186,
0,000 0:021 0. 102 0457

Same, estimation  10x10r 5 255 0 0.3 0.000, 0.278, 1.217, 5.186,

Same,
circle estimation

Track locations
are signal peaks

Same,
circle estimation

0.059

1.841,
0.063

3.042,
0.521

1.563,
0.108

19.275,
0.309

5.411,
0.869

3.109,
0.216







ExperimentsiwithirARISacotistic diate

\WWe ebtained audie of explesions recerded by ARIL fifem 2
AUMBER off MICrepherRes simultanesusly at different
distances, at 40,000 hertz.

We calculated average deviatien off signal frem Its mean in
each 0.1-secondl interval.

Allfintervalsiwhoese energy. exceeded the mean Were
identified as peaks except Where preceded by anether.

For each peak we compuited:

= Height

= [argest frequency of the Fourier spectrum 0.5-50 hertz
e |Log of the Fourier magnitude at that peak

e Mean log of the Fourier magnitude over Its spectrum

If we obtained more than five peaks from a sensor-event
pair, we used only the five largest.

These features have been shown helpful in characterizing
low-frequency events like explosions.

We also extracted wavelet parameters but these did not
prove helpful.



IITme=oet=arrival localization errors

Image: shews lecalization Strengthibourgesdata/20080625/084650z, 4,
Oif & seurece firem signail B
strengith) el Inferred peak
matches.

Low! aceuracy. off peak
matching hurt
lecalization.

Preblems were caused by
echoes and shock waves.

Performance was Worse
for time-of-arrival
position estimation.

Footsteps should have
less such prOblemS 150087t0172670
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Sensprrnetwolk cContiglration expermenits

s \We alse did experments With Cressihew,
SENSErS 16 determine relaticnships
pPetween distance off Seurce and acecuracy/

s We set up different configurations and
measured ability te detect ferremagnetic
materials using the magnetic Sensors.

s [his allows us to make specific

recommendations for sensor network
design.



Examiple configiination tested

2 Feet Spacing

»

2ft




Fhemagneticisensors are detimitelymoniineat

Signal strength versus time for sub
carrying ferrous material on straigk
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Nonlmearity i quantity o tenrons material

Configuration Experiments Raw Data
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(Eonclisions abollt the real=seRnser EXPErments

5 [[NESE Magnetic SENSerS are 10 nenlinear
Lo e uselultfior lecalization: by, signhal
strengtin or time: off arrval.

s BUT Il suUfficient quantity, they: could
Indicate a probability: distrabution of
location.

s Combined with infrared data, area could
pbe reduced.

s Combined with acoustic or seismic data,
we could use our optimization methods to
significantly improve localization accuracy.



OnoeImg Worlk

\Werare fecusing on acoustic and iiirared
detection as the most useful for finding IED-
related vehavior:.

We will fit fermulae for the simulation firem
experiments, then: run simulation te fit
Performance te parameters.

Tracking ene person Is not hard — how well we
camn detect suspicious behavior In crowds?

Acceleration vectors are harder to measure In a
crowd, but anomalous values can still be
detected.

Similarly, other suspicion factors are averaged
but not concealed in crowds.
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