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Outline -

Summarization

- Review of the intelligence | =g
business

~# Examples of tools to be included in
a toolbox to be used by the
Intelligence analyst

~# The presentation contains some
preliminary work, but at the core is
the vision of an intelligence
toolbox—which is work to be done
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Intelligence work: deliver basic data for
decision-making to commanding officer
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The intelligence service

=% The Intelligence service Is both the
organization and the activity producing
Intelligence products that describe, explain and
predict “non-own” phenomena.

Unknown/

Other

Intelligence service responsibility
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The Intelligence cycle and its context
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The ISTAR-concept: a view taken by current
Swedish research efforts

Analysts value, _
interpret, Methods Sensor ‘control (tasking)
D produce Tools

S =

Store
Retrieval

Heterogeneity
- Sensor status

- Report data %

&

Data base

Automation?
Fusion technology?
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Underrattelser - forr

-~ There Is a hew era In
the intelligence
business

=% What kind of support
should we develop?

- When Is automation
possible?

~# And to what extent?
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Intelligence regulations from the

1980’s: what can automation do?
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Intelligence workflow

Time spent [%]

A

—— Today

Automation | Computer aided

I I I |5
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Input/structuring Analysis
Searching Presentation
— _
—~—
Time critical
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Information fusion

- JDL-model
~# Multi-sensor fusion

% Sjtuation assessment === ==

~¥ |Impact assessment

-3 Adaptation
-+ Role to support intelligence analysis process

~# Tools that help humans sort, filter, fuse

Information and data
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Mixed-initiative
=% Techniques for taking advantage of human and

computer advantages synergistically
% |ncreased interaction

-¥ Human provides experience and intuition

=¥ Computer provides processing power and
memory
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Blackboard architecture

Tool A

€

Analyst

|

Tool B

[

il

Tool C

[

Blackboard

Mixed-
inititative
assistant




Tools




Report organization and

visualization

File Edit View Navigate Window Tool Help

‘ Report Organization and Visualization

File Edit Tools Databases

Demonstration central city 1/mar/08 :J 1/mar/08 12:47 2]
Bombing at Foo square 2/mar/08 Demonstration at central city

- 200 — 300 persons

- Aggressive atmosphere

- caught sight of weapons

Attack Analyser

Social Network Analysis

Situation Picture Assistant

Impactorium

Threat Scenarios

Summarization

Report Organization and
Visualization

Text Analysis

Strategic Awareness Assistant

s
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Impactorium

File Edit View Navigate Window Tool Help
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Three components

Associate reports to indicators Compute and display results

Create model

- Strukturera/fusionera/
Identifiera/modellera analysera Besluta
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Hypothesis management

=% Analysts need tools that allow them to visualise
their hypotheses about the future

s

=% Collaborative tools

-+ Easy to visualise movements

~% How to visualise more complicated
intelligence analyses
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Semantically tagging information by
extracting knowledge from data

=% Semantic tagging will be a major part of
analysts’ work in the future

- Soclal networks, RDF triples, semantic wikis,...

=& Automating (parts of) this work would be good

~# Entity extraction can be used to present a list
of entities to the analyst

-+ More challenging: present relations between
entities (in possibly different documents)
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Entity extraction

Toolbox
File Edit View Navigate Window Tool Help

Text Analysis

File Edit Tools Databases
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Case-based reasoning crash course

=% Look at current situation

=% FInd similar previously encountered situations
In case database

-+ Present most similar case(s) to user, If
possible adapt solution to current case

=3 Defining “similar” is difficult...
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Tools based on case-based reasoning

~% Threat model construction assistant

- Fusion tools need models

~¢ |dea: use CBR to help analysts create models by
letting the cases correspond to “situations”

=3 Situations can be described by the currently
relevant parameters in, e.g., a probabilistic model

=% Sltuation picture construction assistant

~¥ The needed views, services, etc., changes from
person to person and from time to time

~3 |dea: help analysts to select the appropriate view

using CBR
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Threat model construction

Toolbox

File Edit View Navigate Window Tool Help

@ Threat Scenarios

File Edit Tools Databases
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Situation picture construction

Toolbox

File Edit View Navigate Window Tool Help

4
‘ Situation Picture Assistant

Actions

\ N

Attack Analyser

Social Network Analysis

Situation Picture Assistant

Impactorium

Threat Scenarios

Summarization

Report Organization and
Visualization

Text Analysis

Strategic Awareness Assistant
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Social network visualization and

analysis
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Forsta intrycket

De viktigaste aktdrerna verkar passa bra in i excelarkets kolumner av goda och onda.
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Attack tree assistant

Toolbox

File Edit Window Tool Help

‘ Attack Analyser

View Navigate

I Attack Analyser
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Strategic awareness assistant

File Edit View Navigate Window Tool Help
L]
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Strategic and tactical intelligence

Need for strategic B
aW are n e S S — 4 D| i )

S Planera

Need for tactical
data processing
and visualization
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Strategic awareness In practice
according to intelligence expertise

~# Estimate possible courses of actions:
-¥ Actor A can perform actions Al, A2, A3
~# Actor B can perform actions B1, B2, B3
=% Actor C can perform actions C1, C2, C3
~# Judge what will happen given some action:
- Al =>B3,C2
<

~# The judgments result in 3-5 scenarios that are used for further
discussion using cognitive decision making principles:

-# What scenario is the most dangerous one?

=% What scenario is the most probable one?
-}
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A game-theoretic assistant for

strategic awareness
~# GUI letting the analyst:

=3¢ List actors (including nature), available courses of
actions, and possible outcomes

~3 Estimate probabilities for outcomes
=% Algorithms helping out with:
~% Probabillity calculations

«3 Strategic awareness in the form of equilibria
taking opposing actors into account

~% Visualization
~# Requires user experiments and creative solutions
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The end...

=% Questions?

-+ ponsve@fol.se
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