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Trust and Tactical Networks

The devolution of the network to the tactical echelon makes the
implementation of mobile networking problematic (Taylor, 2005).

Conner (2005) notes presence of a ‘digital divide’ between
operational and tactical commands, a result of great distances and
the vast amount of data attempting to be shared.

Trust:

— Facilitates cooperative team behavior, exchange of resources and
serves to reduce uncertainty (Lee & See, 2004).

— Predictor of system use, appropriate reliance on automation, and
strategies for system use (Atoyan, Duquet & Robert, 2006; Jian,
Bisantz & Drury, 2000; Corritore, Kracher & Wiedenbeck, 2003;
Parasuraman, Sheridan & Wickens, 2000).

— Is not a stable attribute but is determined by the situation in which
the trust actor and the object of trust exist (Corritore et al. (2003).

— The introduction of new technologies leads to novel forms of
interactions between users and technologies that require trust
(Riegelsberger et al. (2005) .



How do users conceptualize the ‘Network’?

* Quality of information transfer in the network
is a function of actors, channels, context, and
information (Desouza, Roy, and Lin, 2008).

* Social domain: ‘role’ and ‘relationship’;
Cognitive domain: ‘belief’ and ‘goal’ ;
Information domain: ‘operational nodes’,
‘data’, and ‘links’; Physical domain: ‘objects’
and ‘energy’ (Uruguay et al.,2008).



How is trust impacted at the tactical level by
collaboration?

Feedback loops with reciprocal resource commitments
seem to provide greater trust and commitment in crisis
response teams (Hudgens & Bordetsky,2008).

Collaborative tools that can synthesize the efforts of a large
group can increase trust in the divergence, convergence
and evaluation stages of teamwork (Kruse, Helquist &
Adkins, 2008).

Personal face to face relationships are the foundation for
trustful collaboration that cannot be reproduced by
“technological interconnections”(Warne, 2008).

Collaboration must account for the disadvantaged users
who have limited bandwidth or intermittent connectivity;
collaboration tools will need to take into account these
networked nodes (Salamacha and Teates,2008)



How does human trust in networks
develop?

e Operational trust (Blatt, 2004): the level of
trust required by team members in order to
accomplish a task

* Ad hoc groups build interpersonal trust
through transfer; transfer relates to
perception of organizational legitimacy, this
provides starting capital of trust, but this trust
is fragile if members have different
perspectives (Ekman and Uhr, 2008)



Exploratory Study Goals

Obtain an empirical and analytical understanding of human trust
in a tactical network

— How do humans perceive “the network”?

— What are the network performance characteristics that are most
relevant to human performance

Explore how MANET performance impacts tactical decision
making

— Information flow?

— Situational Awareness?

Investigate the human impact on network performance

— Friendly: over/under use of applications? Overloading?

— Enemy: Denial/Delay of service, insertion of false information

Long term goal: Correlate physical network metrics to human
performance metrics such as trust, situational awareness, etc.



Examples of Network Metrics
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Impact of Network Performance on
Humans
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Procedures

*15 q. Trust in Network Survey
administered daily at end of mission

* Principal Components Analysis used to
determine factor structure of survey

* Repeated Measures Analysis of
Variance conducted to examine
differences between two platoons



Principal
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Analysis Results

Scree Plot

Eigenvalue
T

Access .085 312 .089 .786

Received .074 .240 844 -.004

Send -.012 571 .643 .036

Comms .320 184 587 210

Open -.107 -.005 .045 .857

Resend -.151 .604 -.561 .138

Support .124 .865 .250 .074

Reliable .253 .837 172 161

Services _237 .843 223 .186

N A B A B A A R S Secure 910 -.055 .076 -.170

Conpeent unber Integrity |.889 014 -.018 -.146

Variance Explained: Eelr')ekr:ld '%(7) ';gz 'gig ';22
ellaple . . . .

Depend: 39.6% Trust 765 397 141 069

Reliable: 18.05% Familiar |.585 245 -151 468

Comms: 10.95%
Access: 8.51%
Total: 77.12%

Extraction Method: Principal Component Analysis.

Rotation Method: Varimax with Kaiser Normalization.

a Rotation converged in 6 iterations.




Repeated Measures Analysis of Variance

* Limitations
* Unexpected technology

Estimated Marginal Means of Depend performance between
platoons
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iy * Information Warfare

= attacks on one platoon
* Significant difference
between first/last day Wilk’s A
F(4,16) = 4.98, p =.008
* Platoons differed on factor of
dependability, Wilk’s A F (1,19)
=7.58, p=.013
*Ratings declined for both
platoons during the
experiment
* SO platoon the mean score
declined from 4.20 to 3.56

Spin OutI Platoon FCSF'llatnan * FCS platoon mean score
platoon declined from 2.76 to 2.21



Conclusions

* Valuable first step in documenting human
trust in networks

* Need to improve survey tool for parsimony
and explanation of variance

* Consider survey administration; shorter tool
at more frequent intervals is recommended to
capture network fluctuations
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Trust in Network Survey

. I was able to access services on my display

. I am confident that | received all the communications meant for me.
. I was able to send communications.

. I could communicate with others in my platoon.

1
2
3
4
5. I'was able to open sensor images on my display with no delays.
6. People asked me to resend images or messages.

7. The network’s services supported the mission.

8. The network services were reliable.

9. |am confident in the services provided by the network.

10. The network is secure.

11. The network had integrity.

12. The network is dependable.

13. The network is reliable.

14. | can trust the network.

15. | am familiar with the network.

adapted from Jian, J. Y., Bisantz, A. M., and Drury, C. G., 2000, “Foundations for an
empirically determined scale of trust in automated systems,” International Journal of
Cognitive Ergonomics, 1(4), 53-71.
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