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e Rise of NCW & CNO
e Highly Dynamic Environments
e Asymmetric Threats

e DoD Grappling with C2 and
Organization Issues

e Contingency Theory and
Computational Modeling

e Which Organizations Provide the Best
CNO Performance within the NWC
Environment?



Prior Research

e Center for Edge POW-ER at NPS

—Contingency Theory
—Computational Modeling

e Campaign of Experimentation
—Buettner & Nissen 2004
—Nissen 2005
—Orr & Nissen 2006
—Gateau, Looney, Leweling & Nissen 2007



s S Grounded CNO Model

e CNO

—Attack (CNA)

—Exploit (CNE)

—Defend (CND) This is our focus!
e Generalized Model

—Similar Approach by Military and Industry

OUniversity of California San Francisco Medical
Center

ONPS Information Technology
OSubject Matter Experts
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L2 Grounded CND Organization
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S Hierarchy POW-ER Model

74 POWer Editor - C:/Documents and Settings/jlk/My Documents/POWer Files/CND_Version9.vpx

Fle Edt Insert Sruste Hep

[1

(®2)

[ Hiearchy CHO Edge CND | ierarchy Senstivky Test 1.0 Edge Sensiiviy Test 1.0 Hiesarchy Sendiivty Test 0.00] Edge Sensatniy 000



CENTER FOR

7 POWer Editor - C:/Documents and Settings/jikiMy Documents/POWer Files/CHD_VersionS.vpx BEX
Fle Edt Insert Smulats Help

A
4] il

Hiecarchy CND [ Ege CD Hieraichy Sensiviy Test 1.0 Edge Sensiiviy Test 10| Hissrchy Sensiiy Test 01.00] Edge Sensatviy 0.0




CENTER FOR

L S Simulated Performance

Scenario Duration Direct Rework Coordination Wait Meetings Project

Work Time Risk
Hierarchy 5.9 14.2 1.3 3.3 0.2 12.0 0.2
Baseline
Edge 5.3 14.6 1.8 4.7 0 0 0.3
Baseline
Hierarchy 51 10.0 0.9 3.1 1.4 12.0 0.2
Low
Threat
Edge 3.5 9.2 0.8 1.4 0 0 0.4
Low
Threat
Hierarchy 5.7 1.4 3.4 0.2 12.0 0.2
High 15.0
Threat
Edge 57 15.2 2.1 51 0 0 0.3
High

Threat




s S Risk vs. Duration Plot

Risk vs Duration
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22 Organizational Fit Matrix
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£ Contributions

e Which Organizations Provide the Best
CNO Performance within the NWC
Environment?

e Predominate Hierarchy vs. Novel Edge
CND

e Balance Trade-offs
—Risk
—Speed
—Threat Level Sensitivity
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e Computational Modeling Vice “"Real
World”

e \/alidation in “Live” CNO Environment

e Organizational Consultant (OrgCon)
—Fit and Misfit
—Operatinal Environment
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..g;ECf Questions and Comments
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