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“Hidden Communications Services” - Abstract

* The style of warfare has changed to support sudden regional
conflicts and ad hoc humanitarian missions for disaster relief
(e.g., Hurricane Katrina),

e So has the style of Command & Control (C2) needed to
incorporate civilian intelligence sources (non-government
organizations-NGOs) and embrace government authorities.

e Difficult to predict in advance what sources of intelligence
will be used, and if one is communicating with “small civilian
cells”; the Internet might be the only available channel.

e However, the need still exists to protect the sources &
methods employed for intelligence gathering from disclosure.
Likewise the deployment of military resources, such as naval
vessels, needs to be protected even if serving civilian aid.



“Hidden Communications Services” — Abstract Cont’d

* Possible method of protecting intelligence and C2
communications would be through the creation of a
“Hidden Communications Web Service” in which the
source and destination of IP messaging was kept
hidden/anonymous, but authentication and
authorization for access could be maintained as needed.

e The concept of “Onion Routing” (Tor) was developed
several years ago by Goldschlag, Reed, and Syverson
(1998) at the Naval Research Laboratory to provide
anonymity on the Internet and has led to many “civilian”
implementations world-wide through open-source
software (e.g., Tor).



THE ONION ROUTING (TOR) CONCEPT:
- a distributed, anonymous network

e Tor reduces the risk of traffic analysis by distributing transactions
over several places on the Internet, so no single point can link
someone to their destination.

 The idea is similar to using a twisty, hard-to-follow route in order
to throw off somebody who is tailing you—and then periodically
erasing your footprints.

 Instead of taking a direct route from source to destination, data
packets on the Tor network take a random pathway through
several servers that conceal the tracks, so no observer at any
single point can tell where the data came from or where it's

going.



THE ONION ROUTING (TOR) CONCEPT:
- data structure

 “Onion routing's anonymous connections are bidirectional
and near real-time, and can be used anywhere a socket
connection can be used. Any identifying information must be
in the data stream carried over an anonymous connection.

e Anonion is a data structure that is treated as the destination
address by onion routers; thus, it is used to establish an
anonymous connection.

* Onions themselves appear differently to each onion router as
well as to network observers. The same goes for data carried
over the connections they establish. Proxy aware
applications, such as web browsing and e-mail, require no
modification to use onion routing, and do so through a series
of proxies.” (Dingledine, Mathewson & Syverson, 2004).



THE ONION ROUTING (TOR) CONCEPT: EXAMPLE

In the example below, Alice builds a two-hop circuit and begins fetching a
web page. (Dingledine, R., Mathewson, N., and Syverson, P., 2004-pg. 5)
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“Hidden Communications” Web Service for C2

 NuParadigm has studied the feasibility of creating a “Hidden
Communications” Web Service for Command & Control (C2).

 The Hidden Communications service could be employed as the
situation warrants and offers the promise of enhanced IA
capabilities for C2.

* Important for COCOMs to trust the authenticity, integrity and
delivery of distributed data sources while maintaining the privacy
of users and be able to audit information within the GIG-NCES
framework.

e View the implementation of Onion Routing (Tor) or other
“Anonymizing Techniques” as a valuable component of IA for the
GIG in the future.



“Hidden Communications” Web Service for C2

Implementation of Tor also serves to add “High Assurance” capability
as defined in the Common Criteria (CC) for High Assurance systemes.

For instance the Common Criteria specifications include:
— privacy,
— anonymity,
— pseudonymity (secure auditing),
— unlinkability,
— unobservability, etc.

— components of a High Assurance device such as a HAIPE (High Assurance
Internet Protocol Encryptor)

If possible, why not add selected HA capabilities into the IA for C2 to
be used as needed?

If implemented properly, Tor could be one of a family of special IA
tools for COCOM:s.



CC offers HA Benefits for C2 & Warfighters

* The following diagram is from Part 2 of the Common Criteria Security
Evaluation and highlights the concept of “Target of Evaluation” (TOE).

 “Hidden Communications Services” would be considered the “TOE” and the
“TSF DATA” is the set of “TOE Security Functions” (TSF) that includes
Authentication Data and Security Attributes (for User, Object, Subject and

Information).
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CC offers High Assurance Benefits for C2 &
Warfighters

e The aim is to “bridge the needs” of the Warfighter and GIG IA
Requiremts into a Model for high assurance and accreditation.

* First task is to develop and assess the feasibility of a deployable
service model for providing “anonymity” as a GIG-wide SOA
Service (for “trusted data” that has been authenticated &
validated), while simultaneously making the use of that service
“anonymous” to external parties (i.e. “cloaked”).

 The SOA development environment creates layered object
encryption boundaries which allow for separation of the “data
and control planes” that is key to exposing data/tags/attributes
as necessary, yet keeping data encrypted/hidden (“cloaked”)
per the CC guidelines.



CC offers High Assurance Benefits for C2 &
Warfighters

e Second task is to follow the Common Criteria specifications
including privacy, anonymity, pseudonymity (secure auditing),
unlinkability, unobservability, etc. to enable Certification &
Accreditation. Also enable common DoD-type QoS, CoS, SoM,
etc. functionality across the GIG.

 NuParadigm has extensive experience building object-oriented
integration frameworks allowing the “edge connection task” to
mediate connections locally as required rather than relying on
backbone processes to serve requirements.

e Further, such a system implies a high degree of capability to
extend and customize the “edge” to adapt to the peculiarities
of the systems being connected and enable QoS, CoS, SoM, etc.



CC offers High Assurance Benefits for C2 &
Warfighters

e Finally, insure that an audit trail is securely maintained (with
appropriate authorized access) per the Common Criteria for
pseudonymity. --- The Feasibility Study will conceptualize an
interface that allows both sides of the “Edge Process” (gateway)
to directly control and audit the operation of the portion of the
gateway under their jurisdiction.

e This “separation” will improve the ability to assure both
communities that they continue to have objective control of
what is happening in their own system. In other words, the
Warfighter can set their rules for access to data (without
revealing their whereabouts) and the COCOM can also invoke
the appropriate security policies to insure that they (or the
Warfighter) have not been compromised.



CC offers High Assurance Benefits for C2 &

Warfighters
Per the CC, “These requirements describe the desired security behavior
expected of a Target of Evaluation (TOE) ........ Security functional

components (shown below) express security requirements intended to
counter threats in the assumed operating environment of the TOE
and/or cover any identified organizational security policies and
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CC offers High Assurance Benefits for C2 &
Warfighters

Security Functions (SF) in a distributed TOE------ the NuParadigm secure object framework
introduces a next-generation IA solution: the framework routes objects through a
“Secure Edge Process (Gateway)” rather than routing messages through traditional
transport channels. Object state data is maintained within the service object itself instead
of as system overhead associated with processing the messages related to a service.
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Conclusions & Suggested Direction

e Recommend the Tor technology as a means of creating the
“Inter-TSF Transfer” (TSF = Target of Evaluation Security
Function) channel described in the previous diagram through
the use of a secure, encrypted object-based framework for
communications that satisfy the Common Criteria.

* The secure, encrypted object-based framework for
communications mentioned above could be more accurately be
described as an “object tunnel”.

* The separation of the multiple Data Planes & Control Planes is
critical to support the Common Criteria recommendations and
the “object tunnel” provides the necessary security boundaries
for the “Inter-TSF Transfer” channel.



Benefits of “Hidden Communications Services” for C2

Reliability — achieved through context specific object message
constructs. Just as the DOD promotes “defense-in-depth” for network
security, it is equally important to promote “reliability-in-depth” by
adding peer-to-peer “application layer” technology for reliable data
transfer. Message objects can be tracked for confirmation of delivery at
the application layer just as TCP/IP traffic is acknowledged and resent if
necessary at the “transport layer”.

Security - validation, authentication, and authorization are directly
managed within the object

Object-based monitoring and auditing — object activity is directly
captured within the object as it goes through the service cycle for audit
and reporting purposes. In other words, an encryption boundary is
created within the object to provide secure auditing and satisfy the CC
requirement for pseudonymity.

Resiliency - Object routing also increases attack prevention capability
since all objects are easily validated or rejected within the secure object
framework.




Summary of “Hidden Communications Services” for C2

* In summary, we are taking the TOR Concept, a proven model for
“Anonymous Communications”, and enhancing the underlying
security functionality for C2 by utilizing a secure object framework.

* This method of protecting intelligence and C2 communications could
be deployed through the creation of a “Hidden Communications Web
Service” that also meets the Common Criteria for High Assurance.

 The source and destination of IP messaging would be kept
hidden/anonymous, but authentication, authorization and auditing of
access could be maintained and revealed as needed.

 Acknowledgement of Appreciation: The concept of “Onion Routing”
(Tor) was developed several years ago by Goldschlag, Reed, and
Syverson (1998) at the Naval Research Laboratory to provide
anonymity on the Internet and has led to many “civilian”
implementations world-wide through open-source software (e.g.,
Tor). One of the most robust and pervasive implementations is the
“Great Firewall of China”.
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