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Information Integration

The Web provides a wonderful resource of information, but what
we really want is some way to combine the information from a
multitude of sources

There are two ways to do so
APIs (Application Programming Interface)
Mashup Tools

API Mashup
= Developed by the = Developed by the
information developer or information user

content provider - :
P = Access to specific data is

= Access to specific datais defined by the user
controlled by the what the
developer wants to expose
to the world

» Development process is
very fast

» Development process is
fairly slow
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Web 2.0 Overview

Web 1.0 |]|]|::> Web 2.0
“Web as an “Participatory or
information source” > Semanfic W(}elb”
Centralized Individual Distributed Social
Content Readable I]I]I::> Services/API Writeable
Deliberate Static Spontaneous/ Connected/
Emerging Dynamic

Web 2.0, a phrase coined by O’Reilly Media refers to a
perceived second generation of web-based communities and
hosted services which facilitate collaboration and sharing
between users

Although the term suggests a new version of the World Wide Web, it
does not refer to an update to Web technical specifications, but to

changes in the ways systems developers and end users have used
the web platform
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Web 2.0 Bottom Line

Web 2.0 applications and mashup tools provide a very powerful
ability to retrieve and organize data from multiple sources

If you have an IP address a user can obtain and manipulate the data
in endless ways

This capability is cheap, fast, and easy

Formal coordination between developer and end users are
minimized (or done away with all together)

User typically has trouble defining exactly what they want

Developer seldom understands exactly how the user will operate the
system

MITRE .
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Mashup Description

Definition: A web site or application that combines content from
more than one source into an integrated presentation

A mashup application is composed of three components

APIl/content provider
Mashup site
Client’s web browser

Each site is logically and physically disjoint and are normally
separated by both network and organizational boundaries

The APIl/content providers are often unwitting of how their
iInformation is being used

The term mashup was borrowed from the pop music scene that indicates
a new song that is mixed from the vocal and instrumental tracks from two
different songs (usually belonging to different genres).
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Mashup Development Tools List

Yahoo Pipes

Kapow Technology
Microsoft Popfly

IBM Lotus Mashup
Google Mashup Editor
etc
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Yahoo Pipes

Yahoo Pipes is a free on-line service that provides a visual editor
that allows non programmers to remix popular data types (video,
picture, text, etc)

Currently allows conglomeration and filtering of numerous data
sources

Yahoo Search and Yahoo Local

Fetch (retrieves one of more feeds from URL(S)
Google base

Flickr

More to be added over time (e.g. Google Maps)

Yahoo provides a library of existing downloadable pipes users
can borrow and contribute to

The term pipes comes from the Unix operating system terminology that
provides an ability to connect sources of data to filters and utilities
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Sample Yahoo Pipe

%“Bipeé Copy of Apartment Near Something*

Layout Expand All Collapse All Back to My Pipes MNew Save
Y " URL Builder HE=]

(Fetch cav ) "wihere (location) HE= s

(Feed Auto-Discoveras ) T Base: hitp:iisthay.craigslis

(Fetch Feed ) | & Path elements

(Fetch Data qh) i here Cluery parameters S :

(Fetch Page o) Position: 1 & query - location.city B

(Fetch Site Feed <+ ] Default palo alto, ca & farmat 158

(it <) Debug; palo alto, ca ; —=

[Gu:u:ugle Base _,_;,'_] | = ) BEES- o fl

(tern Builder )| b & I

[‘r‘ahnn! Local 1_:"] T e |

[Yahnn! Search -..:f_:l
b User inputs
b Operators
b Url
b String
b Date
P Location
P Mumber
Favorites
P My pipes
b Deprecated

QURL
& |url [wired)

iterns that match of the following

© Rules
ﬁitem.y:lncatinn_qualiml i greater than v|a|:|

u/’
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Sample Yahoo Pipe (Output)

MITRE

Where |palo alto, ca

| | RunPipe |

2 Get as a Badge [l My Yasool| (@

Goge |

Paortola Valley :
=] i -
o Foathills
5 I, Park
£ Jx,-,@
3 digb
@D

4» Ble

NICE TOWNHOUSE, LARGE
YARD, W/D, NEAR PALO

ALTO (mountain view) $1950 F€
2bd Of

Deluxe 2 bedroom 1 %2 bath townhouse
with front patio & large private back yard.
The living room faces the front yard with
a large kitchen and dining area open to
the backyard through a sliding door. Two
hedrooms are upstairs, each room with
a glass sliding door to a private
patio.The property has mature
landscaping and a nice pool.
Conveniently located, less than two
miles from HWY 101/85, Central
Expressway and Google Campus, less A
than 2.5 miles to San Antonio shopping

center and Charleston shopping...
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Kapow Technology

Provides access to extremely large amount of information on the
network (Internet or Intranet) that is not readily accessible by a
defined Application Programming Interface (API)

Greatly increases the amount of web data available to mashup
tools such as Yahoo Pipes

Provides a “screen scraper” which extracts text data from the PDF,
XML, Excel files

Provides access to the 99% of web sites that do not have an API
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Kapow Example (1)

MMS

Plans Tracking Info
Deepwater Info
FPSO Information
Raoyalty Relief
Safety Information
OCS Reqgulations
NTL's/LTL's

Atlas Project
Fields & Reserves
Resource Assessment

Eastern Activities
Atlantic Activities

Search Topic Index About MMS  What's New

Gulf of Mexico Region 8. Deparimant

Offshore Information Interior
z)eepwater Information

The deepwater portion of Gulf of Mexico has shown a remarkable increase in
oil and gas exploration, development and production. In part this is due to the
development of new technologies reducing operational costs and risks, as well
as the finding of reservoirs with high production wells. There are about 90
announced Gulf deepwater prospects—the Gulf operators have been setting
and surpassing records in water depth and length using new and improved
proven technology.

Current Deepwater Activity (Updated weekly) T

MITRE
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Kapow Example (2)

Search Topic Index About MMS  What's New

MMS Gulf of Mexico Region U.S. Department

Offshore Information Interior

Plans Tracking Info
Deepwater Info z)eepwater Information
FPSO Information
Raoyalty Relief

The deepwater portion of Gulf of Mexico has shown a remarkable increase in
Safety Information

0I| and gas exploratlon development and production. In part this is due to the

__________ i K i LVl - Al A e o -1

Current Deepwater Activity

Area/ OCS Water
Operator Biock Lease  Rig Name Prospect Name  Depth (f1)
Shell Offshore Inc. AC 857 G17565 NOBLE CLYDE BOUDREAUX Great White 7.814
Exxon Mobil Corporation WR 584 G20351 QCEAN EIRIK RAUDE 7,120
Devan Energy Production Company, LP. WR 758 G17015 DIAMOND OCEAN ENDEAVOR Jack 6,964
BP Exploration & Production Inc. GC 743 G15607  GSF DEVELOFPMENT DRILLER 11 Atlantis(GC) 5,824

MITRE
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Kapow Example (3)

Search Topic Index About MMS  What's New

MMS Gulf of Mexico Region R

Offshore Information Interior

Plans Tracking Info

Deepwater Info @eepwater Information
FPSO Information

Raoyalty Relief

== The deepwater portion of Gulf of Mexico has shown a remarkable increase in
Safety information gy and gas exploration, development and production. In partthis is due to the

JUT IR |G N oG NI NN | RN OSSR || PR I U N o U NV | R [Ep———

Current Deepwater Activity

NOAA Satellite and Information Service
NODC med
< .. f -

You are here: NODC Home = Access Data » Buoy Home = Western Gulf of Mexico

National Oceanographic Data Center

Use the Buoy ID text links below Western Gulf of Mexico
ar click on ID in the map.

Western Gulf of Mexico =
42001
42002
42006

42008
42010 — o
42011 . %E *~ﬁ
42017 ™) g A0
42019 421]35
42020 , f
'l:'\
42035 _ o200

42038 N .
42041 N 5T
42055 - 14

= a—- 42019 =
Iviul -I RE s = © 2004 The MITRE Corporation. All rights reserved
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Kapow Example (4)

Search Topic Index About MMS  What's New

MMS Gulf of Mexico Region R

Offshore Information Interior

Plans Tracking Info

Deepwater Info @eenw_ater Information
FPSO Information Rig Maﬂagement

Royalty Relief i " e .
: Meeeld sy W Satellite Hybaid
Safety Information “"‘"T""?-‘t"'m - @iy w P
- Litzin] Roch ¥

o)

NOAA Satellite and Informatio

NODC

National Oceanographic Dat

You are here: NODC Hg

Use the Buoy ID text li
or click on ID in the ma

T

.-r_-:::'-ur-r; 2|

@i, (@)

Western Gulf of
42001 by
42002 ) - Bl 4
42006 : ' Bronksuleld
42008
42010
42011
42017
42019
42020
42035
42038
42041
42055 sl 15
Iyl RE s e 42019 T 7 7" "©2004 The MITRE Corporation. Al rights reserved




Kapow Example (5)

Search Topic Index About MMS  What's New

U.5. Department

Gulf of Mexico Region " of the

Offshore Information Interior

@eenwater Information
Rig Management

Rig Infio 'ﬁ'&ﬂ%ﬂl

Water Temperature: 881 °F
Air Termnper ature: 635 °F

Conditions: HIGH PRES RIDGE ACROSS THE
GULF WALL SHFT E AND WEAKEN THROUCH FRI
APFROACHING COLD FRONT WALL INCREASE SLY
VUNDS N THE WRN GULF SAT. THE FRONTWILL
EXTEMND FROM THE MOUTH OF THE MISSISSIPI TO
19NOBN

You are here: NODC F

Use the Buoy ID text |
or click on ID in the m:

Western Gulf of
42001
42002
42006
42008
42010
42011
42017
42019
42020
42035
42038
42041
42055

fvul RE
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Mashup Implications for the Software
Development Cycle

Since mashup tools are targeted at users (not developers), there
IS the potential to break the lengthy software development
process by empowering end users to create their own

applications

it's like providing a MS-Word like environment where end users (not
developers) can create everything from a grocery list of items to pick
up on the way home, to lyrics for hip hop songs, to treatises on
global warming, to CONOPS, etc

“The entire CONOPS for how services [mashups] are built shifts from a ‘pass-
requirements-to-techies-and-wait-for-the-next-development-cycle’ approach to
a ‘mash-it-up-right-now-and keep-it-if-it-works’ approach. This approach only
works if there is a community of users posting [mashups], using [mashups],
modifying [mashups] and tagging useful [mashups]”.

MITRE Analyst, Jacob Heim
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~ No¥
The OODA Loop

\ K Observe /
\ ;

Act

/ Decide
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Boyd’s Real OODA Loop

Observation Orientation Decision Action
Implicit Implicit
Guidance Guidance
& Control
Quiside
Information
Action Unfolding
Ohzervations (Test) ol Interaction with
Envirenment
Unfolding / i &
Circumstances
Unfolding
Environmental
Interaction
Feedhach
Feedhack

Source: Chet Richards, “Certain to Win”, Xlibris Corp, 2004
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Mashup Support to Army Mission

IED Forensics Use Case

Event 1:
Event 2:
Event 3:

Event 4:

MITRE

Bomb explodes in market square
Eyewitnesses reports indicate bomb was in a white van

Intelligence analyst quickly constructs a yahoo mashup pipe to search
for all instances of ‘white van’ within a 10 mile radius of the market
square

- access feeds from traffic cameras
- access feed from UAYV video

Pictorial history allows analyst to backtrack van to warehouse where it
was fitted with explosive device
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IED Forensics Analysis Mashup

Find [text [wired]

For each itern in input feed, set attribute fickr

o output from

Mame; locationinput

Prompt; Mear Market Square

Position: mambed

Default Basra Market Square

Dehug: Basra Market Square

L

& itern flickr.descriptiork| Copy A5 % |description

\J

Find 1 P irmages of item title [
near O
=+ e,
© Mappings © Sort by

@ itern.Rating AverageFk jn arder

Zz

© Mappings

(- item.descriptinn.desw description

_giﬁﬁ

) &>

Mame: WhiteVan
Frompt;¥What to Find {e.q. \Wine
Position: numbe

Diefault; tesd

Debug; fesdt

MITRE
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IED Forensics Analysis Mashup Result

gﬁ? Attack

Camera/Video
Feeds

uriyah Bridge
ic. Bridge)

E'residentiaﬂ

g

4€ & 0 mi ,".: i

PRy ke ool Eldth D_f,.!.u £ :
Fats Saddam Hussein's _Bri : } ; :
M Official Residence | " & _0km 1
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http://images.google.com/imgres?imgurl=http://www.kent.police.uk/Your%2520Area/West%2520Kent/West_Kent_news/van%25202.jpg&imgrefurl=http://www.kent.police.uk/Your%2520Area/West%2520Kent/West_Kent_news/White_van.html&h=350&w=350&sz=55&hl=en&start=7&um=1&tbnid=Tu2OjnaGdRDC9M:&tbnh=120&tbnw=120&prev=/images%3Fq%3Dwhite%2Bvan%26um%3D1%26hl%3Den%26rlz%3D1T4GGIG_enUS217US217%26sa%3DN
http://images.google.com/imgres?imgurl=http://www.camburg.com/images/FORDE-SERIESVAN/WhiteVan5-E-250.jpg&imgrefurl=http://www.camburg.com/fordsESeriesVanP.html&h=400&w=600&sz=49&hl=en&start=6&um=1&tbnid=_jGuu8ozxg5dtM:&tbnh=90&tbnw=135&prev=/images%3Fq%3Dwhite%2Bvan%26um%3D1%26hl%3Den%26rlz%3D1T4GGIG_enUS217US217%26sa%3DN
http://images.google.com/imgres?imgurl=http://www.freefoto.com/images/21/27/21_27_4---White-Van_web.jpg&imgrefurl=http://www.freefoto.com/preview/21-27-4%3Fffid%3D21-27-4&h=400&w=600&sz=172&hl=en&start=1&um=1&tbnid=_Zs4V2mNbF7BHM:&tbnh=90&tbnw=135&prev=/images%3Fq%3Dwhite%2Bvan%26um%3D1%26hl%3Den%26rlz%3D1T4GGIG_enUS217US217%26sa%3DN

Conclusion

The world (and the military) is awash in data. The total amount
of data collecting during a year is staggering and growing. One
report cited we already don’t process at least 50% of the
iInformation we collect. What is needed isn’t more sensors or
data collection capability, but better tools to process/analyze the
data we already have

“In an age of abundant, almost limitless, information and communications
capabilities, decision makers are increasingly faced with the problem of too
much information, rather than too little. In today’s information-oriented
society, winnowing, filtering, correlating, and fusing information have become
as important as acquiring the information, or (regrettably) even as important
as its content, if not more so.”

Command Concepts: A Theory Derived from the Practice of Command and Control, A
Rand Publication, Builder, Banks, and Nordin
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