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Abstract 
New operations such as effects-based approach to operations, comprehensive approach to 
operations, or net-enabled operations (the Canadian name for Net Centric Operations) 
promise to facilitate effective interaction between people, technology, and effects while 
engaging a borderless but networked adversary. These new operations require effective 
decision support for critical decisions in lieu of potentially large amounts of 
communications and information sharing.   
 
The operations’ decision support requirements are derived by looking at Effects-Based 
Thinking (EBT) from a Control Theory perspective, and then identify the operations’ 
fundamental characteristics in a simple and straightforward manner.  The EBT Control 
Theory perspective has a sequence of effects-based activities – planning, execution, 
assessment, decision-making, and analysis – expressed as a feedback control system 
structure.  After studying each activity’s process, organization, and technology, key 
decision support requirements are derived as follows: 

1) Decision matrices should provide decision options based on desired and current 
effects. 

2) Human-computer interfaces should display the status of effects. 
3) Decisions should complement each other and be made known. 
4) Staffs should understand their competencies, authorities, responsibilities, and the 

mission intent. 
5) Computer technologies should support communications and information sharing. 

 
Arguably, these requirements will provide an engagement advantage when implemented 
in new operations. 

Introduction 
Net Centric Operations (NCO) concepts have become a topic of interest for futurists and 
practitioners alike since the beginning of the 21st century.  In the early nineties with the 
evaporation of the Cold War that led to the Revolution in Military Affairs and the 
emergence of asymmetric threats, Force-on-Force engagements, where both forces had 
geographical borders and fought for national values, were no longer the norm.  Today, 
the adversary is borderless and has adopted trans-national philosophies that are often in 
conflict with western core values and foreign policies.  The adversary does not have large 
forces, but can still successfully engage their opponents and their societies by being 
small, distributed, networked, and by using unconventional and improvised weapons.  
Western forces need to adopt a new way of thinking in order to engage the new 
adversary.  
 



In his speech to the Royal Canadian Military Institute in 2005, the Canadian Chief of 
Defence Staff (CDS), General Hillier, described the past and current security 
environments as the Bear and the Ball of Snakes, respectively (Hillier, 2005).  General 
Hillier’s speech implied that current threats are immune to conventional warfare where 
plans and actions are “stove-piped” for the most part.  A new approach to operations is 
needed that removes the communication and information sharing barriers as well as the 
planning and execution barriers between military services (Army, Navy, Air Force), 
military and non-military organizations, and domestic and international communities.  
NCO promises to do just that by networking people, processes, and assets together, and 
therefore facilitating shared awareness, common intent, and decision-making required for 
planning, execution, assessment, and ultimately mission completion. 
 
One of many human factors issues associated with NCO is the generation of decision 
support tools and methods for the decision-makers, and one might argue that every 
person on the network is a decision-maker.  A decision-maker relies on knowledge of the 
mission intent, information about the situation, and interactions with team members 
before making a decision to act.  The NCO challenge is that decision-makers and their 
staffs may be geographically distributed, but the need for real time communication and 
information sharing still exists.  Decision support will be required to facilitate the 
communication and information sharing throughout the network. 
 
The paper introduces decision support from a human-centric design perspective, defines 
NCO in a Canadian context, and then justifies the need for decision support during NCO 
or any other operation.  A Control Theory model of operations is developed1 starting with 
a specific Effects-Based Approach to Operations (EBAO) as a test case, which leads to a 
generic model for Effects-Based Thinking (EBT) operations (including NCO).  Process, 
Organization, and Technology (POT) system design implications are identified from the 
EBT operations model, and decision support requirements are generated from the 
implications. 

Decision Support and Human-Centric Design 
This section provides a few words regarding the application of basic Human Factors 
principles to a human-centric system design of an operation that leads to the development 
of the decision support requirements.  Decision support for Command, Control, 
Computers, and Communication, Intelligence, Surveillance, and Reconnaissance (ISR) 
systems traditionally focused on the Computers, Communication, and ISR technologies.  
In more recent years, the focus has shifted towards technologies that directly support 
cognitive aspects of decision-making in Command and Control such as common intent, 
situation awareness, information management, and knowledge management (Alberts, 
Garstka, Hayes, & Signori, 2001; Farrell, 2006; Gundling et al., 2003).  On the other 
hand, POT aspects of a system should be intentionally designed to support human 
decision-making.  Thus, decision support is broader than just a single decision aid tool, 
but is also an integral part of human-centric system design with careful consideration of 
the processes and people as they perform their tasks with decision aids and other 
technologies (DOD, 1999; Farrell, 2005; Farrell & Ho, 2000).  Thus the decision support 
                                                 
1 The detailed development of the model is reported in (Farrell, 2007). 



requirements are generated from a human engineering systems analysis perspective of 
NCO. 
Defence R&D Canada scientists have embarked on a multi-year, multi-million dollar 
research project entitled Joint Command Decision Support for the 21st Century.  The 
project’s aim is to “demonstrate a Joint, Net-Enabled Collaborative Environment to 
achieve Decision Superiority (DRDC, 2006).”  This project suggests that the net-enabled 
collaborative environment (or NCO in its entirety) requires a number of decision support 
tools and methods in order to be effective.  Herein, it is assumed that a human-centric 
design of the operation’s POT, which supports decision-making, constitutes decision 
support for NCO. 

Network Enabled Operations: Canada’s version of NCO 
NCO goes by several names.  In Canada, it is referred to as Network Enabled Operations 
(NEOps).  NEOps is called Net Centric Warfare (or NCO) and Net Enabled Capabilities 
in the US and UK, respectively.  NATO has adopted the term, NATO Net Enabled 
Capabilities.  A Canadian working definition for NEOps is: 
 “An evolving concept aimed at improving the planning and execution of operations 
through the seamless sharing of data, information and communications technology to link 
people, processes and ad hoc networks in order to facilitate effective and timely 
interaction between sensors, leaders and effects (Babcock, 2006).” 
 
The NEOps definition is about people communicating and sharing information during the 
planning and execution phase of an operation using computer networks and associated 
software applications and hardware peripherals as the basis for action and interaction 
towards effective mission completion. Senior Canadian Commanders were interviewed 
concerning NEOps and they agreed that "…human networks created through human 
relationships are critical to effective operations and, while technical networks are 
essential to support the human networks, the technical networks must be used in such a 
way that they enable rather than detract from the exercise of command (Sharpe & 
English, 2006).”  The technical network and Internet technologies fundamentally change 
how operations are performed today due to the potential for rapid and global 
communication and access to information, and this raises critical human factors issues 
around human networks and interaction that will require some form of decision support. 
 
Three key tenets of NEOps are 1) the elimination of geographical constraints, 2) a shared 
awareness and understanding of the battlespace and Commanders’ intent, and 3) effective 
linking among entities in the battlespace (Gundling et al., 2003).  The elimination of 
geographical constraints and the linking of people and assets via a network is not enough 
to guarantee shared awareness and common intent.  It still may lead to significant 
misunderstands between humans, human and machines, and machines because of cultural 
differences, inadequate interface design, and poor interoperability, respectively.  A 
human-centric system design has the potential to minimize misunderstandings and 
maximize decision support during the operation. 
 
NEOps also promises timely and relevant information, improved reaction time, activity 
synchronization, and ability to act (Babcock, 2006).  However, computer networks can 



fail catastrophically which increases reaction time by having to reroute the flow of 
information (a key advantage of a network is its built-in redundancy).  Trust in the 
information and communication is fragile and deception is easily disguised with Internet 
technologies.  Moreover, the near-instantaneous nature of communication and the huge 
volumes of information available on the network have the potential to overload operators.  
These technical, cognitive, and social domain issues will need technological, recruiting, 
training and education solutions that will minimize any negative impact of the network 
on decision-making and performance. 
 
The last word of the NEOps definition (i.e., effects) alludes to the fact that definition was 
developed with EBT in mind.  Operations that employ EBT, such as NCO/NEOps, 
EBAO, and the Comprehensive Approach (CA), focus on effects and a desire to change 
those effects.  Like NCO, EBT also needs a network that facilitates effective information 
sharing and interaction amongst people and resources (military services, joint, combined, 
multi-national, other government departments, non-government agencies, media, etc.) as 
they plan, execute, assess, make decisions, and analyze towards achieving the desired 
effects. Thus, it will be shown that NCO/NEOps, EBAO, and CA come from the family 
of EBT operations, and all require some form of decision support since they involve 
many people communicating and sharing information on a computer network. 

Control Theory Model of EBT Operations 
A process model is derived using Control Theory, first for EBAO (JFCOM, 2003, 2006) 
as an example, and then generalized for new operational concepts including NCO as well 
as CA or “Whole of Government” and multinational operations.  The model development 
begins with the identification of re-occurring notions that come from EBT definitions 
(JFCOM, 2005; MOD, 2006).  For example, a proposed Canadian working definition is: 
 
 “An Effects-based approach consists, in part, of operations designed to influence the 
long- or short-term state of a system through the achievement of desired physical or 
psychological effects. Effects are sought to achieve directed policy aims using the 
integrated application of all applicable instruments power or influence. Desired effects, 
and the actions required to achieve them, are concurrently and reactively planned, 
executed, assessed and re-planned within a complex and adaptive system (Grossman-
Vermaas, 2004).” 
 
The NCO definition also refers to planning, execution, and effects.  It also implies that 
the network would be used to gather information for assessment.  The decision-maker 
would use the assessment results to decide whether to continue the operation or re-plan 
and start the cycle over again.  Thus, the NCO and EBAO definitions have several 
notions in common, and these notions may be divided into three mathematical constructs: 
variables, functions, and feedback. 
 
Figure 1 captures these constructs schematically in block diagram form.  The variables 
include the desired situation, desired effects, and desired actions (Rs, Re, and Ra), actions, 
disturbances, and states (A, D, and S), and current effects and the current situation (Ce 
and Cs).  In addition to the Planning, Execution, and Assessment functions, Figure 1 also 



includes a Decision-making function in the form of a difference comparator.  An 
Analysis function operates continuously in the background but does not appear in the 
diagram.  The Analysis function provides valuable information about the operational 
environment to all other functions. 
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Figure 1: Block Diagram of the high-level EBAO functions, variables, and feedback. 

Figure 1 is a classical feedback control system that has been used to describe numerous 
processes particularly in the engineering domain.  One of the earliest examples of a 
feedback control system is a second century B.C. water clock where a floating valve 
controlled the water level in a water supply tank using a feedback (Franklin, Powell, & 
Emami-Naeini, 1991; Miron, 1989).  Mead in 1787 invented a governor, and then 
Boulton and Watt in 1788 used it to regulate the engine speed of a steam engine by 
changing the position of a valve connected to a flywheel that would speed up or slow 
down depending on the engine speed.  Control Theory is a powerful mathematical 
discipline that can be applied to system analysis and design. 
 
Several books and papers acknowledge that NCO and EBAO operations can be modelled 
(conceptually) using Control Theory.  (Alberts et al., 2001) argue that John Boyd’s 
OODA (Observe, Orient, Decide, and Act) loop does not sufficiently describe Command 
and Control in this new era of information warfare and introduce an “adaptive control 
system” that has “much richer constructs than those in the OODA loop.”  For several 
chapters in his book entitled “Effects Based Operations”, (Smith, 2002) exploits the 
“Action-Reaction Cycle” that fully describes the interaction between the cognitive, 
information, and physical domains in terms of a feedback loop.  An explicit reference to a 
feedback control system for operations can be found in (Alberts & Hayes, 2006) that 
describes “Control” from a classical control engineering perspective. 
 
In his book on Complexity Theory and Network Centric Warfare, (Moffat, 2003) 
describes a single differential equation as a function of all state variables including the 
one for which the differential equation is formulated (i.e., feedback), and a control 
solution for the general system is found.  Håkon Thuve (unpublished) wrote a draft paper 
entitled, “State-Space Formulation for Effects-Based Operations” where a state-space 
model was derived for an Effects Based Operations expressed as a feedback control 



system.  The reader of this literature might jump to the conclusion that there is a 
mathematical solution for EBT operations.  Instead, they should be left with two 
thoughts: 
1. Conceptualizing operations as a feedback control system helps understand the 

relationships between the operation’s functions and variables, and 
2. Assumptions are made to make mathematical solutions tractable, yet these solutions 

still need to be evaluated within simulated and real environments. 
 
A conceptual but detailed feedback control system model is developed from a specific 
EBAO concept of operations (CONOPS) (JFCOM, 2005, 2006).  Interestingly, the 
concept developers did not intentionally set out to develop the CONOPS with a feedback 
structure, but the feedback structure emerges from this analysis. 
 

Decomposition Levels 
Level 1 CONOPS: EBAO  
Level 2 Process: EBP  
Level 3  Activity: End State Analysis (ESA) 
Level 3  Activity: Effects Development (ED)  
Level 4 Step: ED1. Develop desired effects 
Level 4 Step: ED2. Develop Commander’s Approved Effects List (CAEL) 
Level 4 Step: ED3. Sequencing the CAEL and develop Cdr’s Guidance 

Purpose:  To determine (and review/revise as necessary) the temporal relationships 
and dependencies between desired effects… 
Input:  CAEL from step ED2 [likely a word processing document] 

Procedures: 
Level 5 • Brainstorm ideas to determine when each desired effect needs to be created.... 
Level 5 • Create the first draft sequencing matrix, relating effects to time. 
Level 5 • Develop the Commander’s Guidance, which must include: 
 - Relevant excerpts from the Coalition Coordinated Strategy 
 - The revised operational level military end state 
 - … 
 - The CAEL with associated MOE [measures of effectiveness] 
 - The first draft desired effects sequencing matrix 

Output:  Commander’s Guidance …[likely a presentation document] 
Staff Participation: 

• Planning Staff 
• Command Group 

Level 3  Activity: Red and Green Teaming (RG) 
Level 3  Activity: Action Development and Resource Matching (ADRM) 
Level 3  Activity: Effects-Based Assessment Planning (EBAP) 
Level 3  Activity: Synchronization and Plan Refinement (SPR) 
Level 2 Process: EBE  
Level 2 Process: EBA 
 

Figure 2: Excerpt from the EBAO CONOPS.  

The human engineering systems analysis starts with the identification of the system 
functions.  In this case, the EBAO CONOPS is already organized the functions as a 
means-end hierarchy, although the CONOPS writers did not select a priori a specific 
decomposition method but it evolved naturally.  The CONOPS has four hierarchical 
function levels: Functions or Processes, Activities, Steps, and Procedures. “Functions” is 
used in the sense of a high level task, rather than in the mathematical sense, and it is 
capitalized when used in this sense.  The highest-level function is labelled as Level 1 



(Functions) in Figure 2.  The Level 1 function is decomposed into Level 2 functions 
(Process), Level 3 functions (Activity), Level 4 functions (Steps), and Level 5 functions 
(Procedures). 
 
The functions at every level have input and output products that are primarily documents 
but could also be intentions, awareness, or decisions.  All functions take time to 
complete, and can be expressed conceptually as a time-varying mathematical differential 
equations.  Each function has input (x) and output (y) variables such as in equation 1.  
The output of one function is an input to another, and this determines the functions’ 
relationships and how they are connected to each other. 
 

y = f(x) (1)
 
The third level functions (Activities) are schematically depicted as a feedback control 
system in Figure 3.  The boxes represent the Activities’ functions.  The Activities’ input 
and output products (from the CONOPs) dictate the connections between functions.  For 
example, the Effects Development (ED) output product is Commander’s Guidance (see 
Figure 2) and Commander’s Guidance is needed to initiate Action Development and 
Resource Matching (ADRM) according to the CONOPs.  Therefore the ED output is one 
input for ADRM.  This logic is repeated for the entire CONOPS resulting in Figure 3. 
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Figure 3: Feedback Control System model based on EBAO CONOPS v0.9 Activity Level.  All 
acronyms are defined in the following paragraphs. 

Lists of acronyms in Figure 3 are provided below for a cursory understanding of the 
CONOPS.  For a full description please refer to (JFCOM, 2006). 
 
The Effects-Based Planning (EBP) Process consists of six major Activities: 

1. End State Analysis (ESA) 
2. Effects Development (ED) 
3. Red and Green Teaming (RG) 



4. Action Development and Resource Matching (ADRM) 
5. Effects-Based Assessment Planning (EBAP) [appears in CONOPs ver. 0.9] 
6. Synchronization and Plan Refinement (SPR) 

 
EBP was fully explored in Multinational Experiment 3 (MNE 3) (Joint Experimentation 
Analysis Division J9, 2004) and refined for play in MNE 4.  EBP requires an 
understanding of the desired situation or the End State in order to develop desired effects 
and desired actions that are planned to achieve the End State.  The RG activity is a form 
of wargaming (or gaming) where team members verify that the desired effects and 
desired actions are robust in lieu of adversarial (red) and neutral (green) reactions. 
 
The Effects-Based Execution (EBE) function consists of three major activities: 

1. Prepare Orders (PREPO) 
2. Control and Coordinate Operations (C&C) 
3. Identify Issues (IDI) 

 
Although EBE is the newest and least mature of the four functions, it is the most familiar 
to militaries.  Fundamentally, EBE involves converting the operational plan into tactical 
orders, controlling and coordinating the actions and resources, identifying issues 
associated with the actions, and generating new orders, if necessary (i.e., a feedback loop 
within a feedback loop).  This cycle repeats itself until the desired actions are achieved.  
Clearly, this function intersects tactical level operations, and overlaps NCO. 
 
The Effects-Based Assessment (EBA) function consists of five major activities: 

1. Qualitative Campaign Evaluation (QCE) 
2. Effects Analysis by use of Measures of Effectiveness (EAMOE) 
3. Actions Analysis by use of Measures of Performance (AAMOP) 
4. Measures of Effectiveness – Measures of Performance Analysis (MMA) 
5. Campaign Assessment (CA for Figure 3 only.  CA is Comprehensive Approach in 

all other cases) 
 
EBA provides feedback for the situation (QCE) and effects.  Collecting information and 
making inferences is a formidable task for these operations where many of the effects are 
more psychological than physical in nature.  However, conceptually, EBA provides 
feedback for making decisions as illustrated in Figure 3. 
 
The Decision-Making function (DM) is represented by a difference comparator (“X” in 
circle with a plus and minus sign), and has inputs and outputs like other functions.  Here, 
a key decision is being made to minimize the difference between the desired variable and 
the current variable.  For example, the IDI difference comparator presents a choice: 
“decide whether to continue to consider the issue, or simply continue with solution(s) 
developed during planning (JFCOM, 2006)” – in other words, either change the desired 
action variable, or continue executing the plan in an attempt to match the desired and the 
current action variables. 
 
 



Table 1.  A Decision Matrix for the Action feedback loop 

Action complete?  

No Partially Yes 

No 
Start Execute Change 

Partially
Assess Continue Assess Effect realised?

Yes 
End End End

 
A decision matrix, like in Table 1, can be generated that represents the logic within the 
difference comparator.  The matrix has two dimensions: the degree to which the action is 
complete and the action’s immediate effect (or state) is realized: e.g., an action might be 
to drop a bomb on a bridge and its immediate effect might be that a) the bomb missed and 
the bridge is still in tact, b) only partial damage was done, or c) the bomb made the bridge 
impassable. 
 
Normally, the decision would be to start performing the action, continue the action until 
the effect is fully realized, at which point the action would end.  If, for some reason, there 
is no action but the effect is partially or fully realized then the decision would be to 
continue assessing the effect or end the loop.  If the action is partially complete then 
execute the action until the effect is fully realized.  If the action is fully complete but the 
change in effect is not realized then one might change the desired action, or if the effect is 
partially realized then one would continue to assess the effect.  Thus, the decision-making 
matrix has both the expected decision-making path as well as contingencies represented 
by the off-diagonal entries.  This Table (and others like it) can be used as a decision 
support tool. 
 
In MNE 4, the World (W) was modelled as a descriptive, static model of the operational 
environment and was used primarily during wargaming.  The model’s information was 
organized along the six dimensions: Political, Military, Economic, Social, Information, 
and Infrastructure (PMESII).  Inference diagrams were used to display the inter-
relationships within and between dimensions.  This model development and analysis 
activity is described in the CONOPs as the Analysis function, and benefits greatly from a 
computer network that links subject matter experts and databases that have information 
about the operational environment. 
 
In summary, Figure 3 represents the sequence of activities for an effects-based operation 
directly from a specific CONOPS where the underlining structure is a feedback control 
system.  In this form, the concept is made clear, simple, and scalable.  The next section 
presents a simplified model without diluting or changing the concept. 



A simplified Operations Model 
The Planning, Execution, Assessment, Decision-Making, and Analysis functions that 
form the feedback control system were analyzed and simplified using Control Theory 
(Farrell, 2007).  The simplified model is shown in Figure 4 and the variable and function 
definitions are listed in Table 2. 
 
The simplified model includes all the original elements of the CONOPS re-arranged as 
three embedded feedback loops – one for each variable (situation, effects, action).  This 
model clearly shows the relationships between the variables and the functions.  It shows 
how the desired situation is decomposed into desired effects (modified by red and green 
information) and desired actions, and then how they are reconstituted at each level using 
feedback from world states.  The model also shows, explicitly, three decision-making 
points where the decision-maker compares the current variable with its desired variable 
and makes a decision on how to proceed.  The effects variable may be further 
decomposed, and a feedback loop would be required for each decomposition level.  Thus 
the model is scalable, and the basic feedback control structure can be generalized to any 
operation. 
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Figure 4: Simplified feedback control system model with parallel feedback.  See Table 2 for list 
definitions of variables and functions. 

 

Table 2: List of variables and functions for the generic model. 

Variables Definition 
Rs[i] ith desired situation from strategic level 
Rs Blue (own forces) desired situation 
Rrs Red (adversary) desired situation 
Rgs Green (neutral) desired situation 
Re[i] ith desired effects 
Re[i+1] (i+1)th desired effects 
Re Blue desired effects 



Rre Red desired effects 
Rge Green desired effects 
Ra Blue desired effects 
A Blue actions 
D Disturbance: Red and Green actions, and forces of nature 
S World states (states are lower-level effects) 
Ca Current effects of blue actions 
Ce Current effects 
Cs Current situation (situation is the highest-level effect) 
Functions Definition 
fs ESA (takes into consideration blue, red, and green desired situations) 
Ges ED 
fe ED (takes into consideration blue, red, and green desired effects) 
GAME ADRM, EBAP, and SPR (the main product is a list of desired effects) 
Gae PREPO (converting desired effects into desired actions) 
Gαa Converting desired actions into actual actions 
W Dynamics of the Operational Environment 
Haσ Action Feedback (converting world states into current effects of blue actions) 
Heσ Effects Feedback (converting world states into current effects) 
Hsσ Effects Feedback (converting world states into current situation) 

Decision Support Requirements from POT Implications 
The general model of Figure 4 is shown in Figure 5 with process and organization concepts 
superimposed on it (see Figure 5).  Decision support requirements are produced from POT 
implications that come from the generic EBT operations model. 
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Figure 5: Generic EBT Operations Model. 

The main process implication of the model is that Comprehensive Approach – which 
includes Multinational Interagency Strategic Planning (MNISP) or the highest level 
planning and assessment, Cooperative Implementation Planning (CIP) and Cooperative 
Implementation Management and Evaluation (CIME) or the next level of planning and 



assessment – EBAO, and NEOps are related hierarchically to each other, and span the 
entire spectrum of EBT operations.  EBT Operations have five general functions 
(processes): Planning, Execution, Feedback (Assessment/Evaluation), Decision-Making, 
and Analysis (not shown).  Analysis is a continuous background process that feeds the 
other functions with relevant information.  Execution (where people and assets influence 
the world states) is more an NCO function than an EBAO or CA function, while 
Planning, Feedback, and Decision-Making appear in all three operations. 
 
A decision aid can be employed in the Decision-Making function that involves finding 
information about the desired and current variables, comparing the variables, and 
knowing about the available decision options.  Table 1 is an example of such a decision 
aid that would meet this decision support requirement. Also, a simple relational database 
that is carefully displayed and dynamically updated would help the decision-maker 
maintain visibility on a large number of variables. 
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Figure 6: Possible interface for a relational database for desired and current variables. 

The interface requirements for the database would be a Graphical User Interface (GUI) 
similar to Figure 6.  A menu item would be available for a user to add abstraction levels 
(rows).  Double-clicking on the left-hand column would allow the user to add, delete, and 
change variables at that abstraction level.  Double-clicking on a variable would display its 



definition/description in a separate window or allow the user to input a definition/ 
description as well as establish links between the current variable and the appropriate 
next variable.  Double-clicking a link should allow the user to delete the relationship and 
re-connect to other variables.  Care must be taken in managing the database and access 
rights to the database. 
 
The organization implications are that the generic model has three organizational 
structures: 

1) Hierarchical layers: Strategic, middle, Tactical 
2) Multiple Dimensions: Defence, Diplomatic, and Development (or PMESII) 
3) Positions: Planners, Executors, Assessors (Evaluators), Decision-Makers, and 

Analysts 
The hierarchical layers, Strategic, middle, and Tactical, come from the scalable nature of 
the model.  At the highest-levels, someone or some organization must have a desire to see 
world states change.  At the lowest-levels someone or some organization must do 
something to change the world states.  The middle layer is somewhat arbitrary and would 
correspond to an Operational layer, which is a familiar military term, but not so much a 
civilian agency concept.  There will be a decision support requirement to ensure that 
decisions are made known and complement each other across hierarchical layers. 
 
The multi-dimensionality of the organization (or a group of organizations) comes from 
the nature of the model’s variables.  That is, the desired situation can be decomposed into 
PMESII or Defence, Diplomatic, and Development (3D: Canadian terminology) effects, 
and 3D actions might be executed in order to influence world states.  This is shown 
schematically in Figure 5 by cascading models.  What is not shown, but certainly 
implied, is the cross-coupling between the 3D actions and the 3D effects.  That is, for 
example, a military action could cause a diplomatic effect.  One should strive to avoid 
cross-coupling wherever possible.  Nevertheless, there will be a decision support 
requirement to ensure that decisions are made known and consistent across the multiple 
dimensions. 
 
An organizational chart can be generated based on the five primary functions consisting 
of Planners, Executors, Assessors/Evaluators, Decision-Makers, and Analysts.  The five 
positions would also have support staff.  The staff must be competent, know the extent of 
their authorities and responsibilities, and must have internalized the overall mission intent 
in order to produce information for the Decision-Maker so that they can make “good” 
decisions.  Thus, a decision support requirement is that staff are trained and/or recruited 
with the required competencies, are given clear authorities, responsibilities, and intent, 
and decisions are clearly articulated back to staff so that they can perform their tasks and 
generate key information for the Decision-Makers. 
 
The main technology implication of the model is the need to support human interaction, 
intent sharing, decision-making, coordinated action amongst various tactical groups, and 
situation awareness – all requirements associated with NCO.  It is presumed that these 
requirements will be achievable with wired and wireless Internet-like networks, 
applications, and computer technologies and solutions. Also, it is assumed that people 



will have access to a computer or computer technology such as a Personal Device 
Assistant. 
 
A computer network would need to be established amongst these devices.  Chat 
capability, Document Management System, and an MS Office™–like suite of tools would 
be a minimum application set required to perform the functions.  There is likely to be 
specialty software applications needed for each of the functions. This technology 
architecture would provide decision support for not only NCO Decision-Making but also 
for all functions within EBT operations. 

Conclusions 
A set of decision support requirements for Net Centric Operations (NCO) were derived 
directly from the Process, Organization, and Technology (POT) implications of a generic 
Control Theory model of EBT operations. 
 
The process implications focused on the decision support requirements to support the 
Decision-Making function: namely, a simple decision matrix (e.g., Table 1) that would 
provide decision options for the decision-maker as well as an interface that would 
eventually provide the status of the variables (desired and current situation, effects, 
actions) that the Decision-Maker needs to make decisions. These decision support 
requirements are valid for not only NCO, but also EBAO and CA operations. 
 
The organization implications yielded three decision support requirements.  The first two 
decision support requirements were to ensure that decisions are made known and 
complement each other across 1) hierarchical layers (e.g., strategic, middle, and tactical) 
and 2) the variable dimensions (e.g., 3D or PMESII).  The third decision support 
requirement was to ensure that the staff receives, understands, and internalizes their 
competencies, authorities, and responsibilities as well as the intent and key decisions.  All 
of these decision support requirements can take advantage of effective communication 
and information sharing tools (i.e., collaboration support tools) as well as proper business 
rules for the staff. 
 
The technology implication of the model is that communication and information sharing 
are not limited to the Decision-Making function, the Decision-Maker, and NCO, but they 
are pervasive throughout all aspects of EBT operations where people must collaborate to 
get the job done.  The technology requirements could be satisfied with a computer 
network plus software applications (chat, document management, word processing, and 
specialty software as a minimum). 
 
The proposed Control Theory model of EBT operations has been an effective analysis 
tool for not only deriving decision support requirements for NCO, but also investigating 
the properties (e.g., observability, controllability, and stabilizability) of the model and 
generating some general principles and guidelines for successful EBT operations.  The 
mathematical nature of the model allows analytical solutions, and it is well suited for 
computer simulation to explore and test various solutions for decision support 
requirements, which will be the topic of a follow-on paper.  Thus, it is recommended that 



the Control Theory model be used as a framework for exploring both conceptual and 
pragmatic issues related to NCO and other EBT operations. 
 
As indicated earlier, General Hillier described the borderless, distributed but networked 
adversary as “the ball of snakes” which, in many ways, describes a computer network.  
NCO could be seen as using the power of a network to combat a networked adversary.  
That is, the adversary’s opponent must also have borderless, distributed, and network 
capabilities in order to at least match the adversary’s capabilities.  Hopefully, these 
decision support requirements are the first step in providing a clear operations advantage. 
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