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Abstract

This paper will review the state-of-the-art in research into MLS,
almost four decades since their original introduction, based partly on
the first authors recent experience in FOB Ripley (Afghanistan). Ex-
amples will also include C2 models and systems being developed by the
Royal Netherlands Army. Finally, the paper will draw conclusions and
recommend further research in order to meet todays, but even more
important, tomorrows complex challenges in military operations.

Introduction

The use of digital or digitised information in the military battlefield has in-
creased tremendously over the past few decades. Complex missions require
more information sharing, not just between military units from different
services and nations, but also between governmental organisations (GOs)
such as Ministries of Foreign Affairs and of Overseas Development, non-
governmental organisations (NGOs), the media, repair organisations, and
suppliers. In the twenty-first century, C2 decision time needs to speed up to
provide military units with the agility to respond more quickly to dynamic
situations, whilst adversaries, - symmetric or asymmetric - become increas-
ingly keen on intercepting classified information. The increasing complexity
and speed, as well as growth in caveats, International Defence Organisation
(IDO) markings and classification levels etc. underline the need for method-
ologies and concepts on how to handle differently marked information in a
Network Enabled Capabilities (NEC) setting.

Since the 70’s, research has been ongoing on the subject of Multi Level
Security (MLS) and has resulted in several theoretical models describing
MLS systems and some implementations of MLS-like systems. Most of these
MLS-like systems and models are merely based on Nato Tempest standards
when it comes to Emission Security (EMSEC), resulting in physically sep-
arated networks or on encryption techniques, often used to securely tunnel
one security level over another.

Current implementations are still largely based on notions developed in
the 70’s or even earlier. It is not clear that this basis is still adequate,
given the increased complexity, need for security and the agility to quickly
adapt to the changing environments of today’s and tomorrow’s worlds. We
have to be prepared to re-evaluate this basis and be prepared to consider
alternatives.

MLS, Bell-LaPadula, and Biba

Strictly speaking, MLS (Multi-Level Security) just means that information
is classified into multiple levels. The standard example of such a hierarchy
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of multiple levels involves the levels unclass-confidential-secret-top secret,
but richer hierachies are possible. More generally, arbitrary lattices can be
considered as hierarchies of security levels [8].

In practice however, the term MLS is used for the combination of of
such multiple levels with mandatory access control (MAC) enforcing the
restrictions of the Bell-LaPadula model [2], i.e. ‘no read up’ and ‘no write
down’ (aka the *-property). We will call this “Classic MLS” to avoid any
confusion. Such a policy ensures confidentiality even in the presence of
malicious users and the presence of Trojan Horses, i.e. if users are tempted
into using malicious applications.

Confidentiality means that information at level X can only depend on
information at the same level X and below. It can never depend on informa-
tion at some higher level Y, which is obviously more confidential. In other
words, no information can leak from a level X to any lower level. This can
be formally proven.

The big problem with Classic MLS is its complexity and restrictivity,
both when it comes to implementing and using it. In fact, Classic MLS is
notorious as a white elephant in the security community, and considered to
be an unworkable approach by many.

Biba [5] is the dual to Bell-Lapadula, to ensure integrity rather than
confidentiality. It also involves some lattice of security properties, but the
MAC policy now enforce ‘no write up’ and ‘no read down’.

Integrity means that information at level X can only depend on infor-
mation at level X or higher. It can therefore never depend on information
at any lower level Y, which is less trusted. In other words, no information
can leak from a less trusted level X to a more trusted level Y. This can also
be formally proven.

Declassification of Information

Bell-LaPadula and Biba are both notoriously restrictive and inflexible, mean-
ing that systems implementing them are difficult — and frustating — to use.

To overcome this problem, one can add some mechanism of declassifi-
cation. Adding a declassification mechanism to Bell-Lapadula means that
a ‘write down’ can under certain conditions be regarded as acceptable. It
is for example possible to introduce a ‘swivel-chair interface’. That means,
a trusted person who is in charge of transferring information from a higher
security level to a lower, i.e. copying data from one system to another by
using a removable storage device. This information would of course first
have to be cleared for declassification by it’s author or creator or any other
authorised person.

With the possibility of declassification, the original confidentiality prop-
erty can no longer be guaranteed: the declassification constitutes a delib-
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erate loophole, and one can only hope - or trust someone - that it is not
abused.

Dually, one can add declassification to Biba by allowing some ‘write up’-
transaction, subject of course to restrictions. (Maybe this should be called
reclassfication rather than decalssification, as the “de” in declassification
suggests a classification downwards in the hierarchy.)

Ensuring both Confidentiality and Integrity

If we want to ensure integrity and confidentiality, we can combine the restric-
tions of Biba and Bell-LaPadula. This ensures there are no flow downwards
(breaking confidentiality) or upwards (breaking integrity). But this means
no communication between different security levels is possible at all: every
process can only read and write information on a single level. The combina-
tion Of Bell-LaPadula and Biba does provide us a “near-perfect” multi-level
secure system with only one remark: there will be no information-flow in
any direction.

The whole idea of the lattice is then gone: each level is completely un-
related to any other level. A system implementing this combination with n
security levels is equivalent to n completely independent and unconnected
systems, one for each security level. This corresponds to the idea of MILS
(Multiple Independent Levels of Security).

System High and High Watermark

Bell-LaPadula restrictions are not only frustating to use, but the complexity
also makes them difficult to implement in a system: in particular, for every
process in the system we have to keep track of its current security level.

One can simplify the implementation by migrating all the processes in
a system to the same level, namely the highest level one of the processes
has. Having such a global level for the whole system is less complicated to
implement, and possibly also easier for the user to understand, but note that
it enforces even stronger restrictions that strictly needed for Bell-Lapadula.

Write downs effectively become impossible in such a system: after infor-
mation of level X has been read, the whole system can only ever be in a
global level Z which is at least that high, and all the files written will then
immediately get level Z.

High Watermark is a Bell-LaPadula variant whereby the security level
of an object changes to the user’s highest security level currently open. This
means that an unclassified news-item will be upgraded to confidential, if a
user A accessing it is also editing a confidential document. If a user B is
however editing a secret intelligence report and at the same time accesses
an unclassified news-item, this news-item will become secret. It is clear that
undesired side-effects show up when implementing High Watermark.
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System High is a security mode where each user with direct or indirect
access to the information system, has a valid clearance for all information
contained within this system. An information system in System High mode
usually has a fixed classification-level. Information leaving the system there-
fore has to be either formally declassified or treated according to the rules
belonging to the system’s security level. An example of a system imple-
menting System High mode is Titaan, the Netherlands Army and Air-force
operational network. Titaan is certified to contain information up to se-
cret level. Access control is being regulated by rules implementing DAC.
Titaan is currently being used in southern Afghanistan by Netherlands and
Australian troops.

Combining Systems

In a typical defence working environment, several securtity-levels exist. When
combining them, various approaches are possible. Although full integration

would be the most desirable option, intermediate solutions are also possible.

If systems are not physically connected, they can coexist in a system called

MILS.

MILS is an approach where multiple computer networks are deployed,
each dedicated to a specific security level. These networks are physically
separated according to Tempest (Emission Security or Emanations Security
- EMSEC) rules. Data can only be copied from one network onto a higher
classified network using some sort of removable storage device. Although
this might seem as a workable solution, other new risks are introduced by
placing classified data on removable media, such as loss or theft of USB-
sticks.

A step closer towards MLS is an approach where several security levels
share physical means, but are logically separated by using encryption and
tunnelling.

MSL (Multiple Single-Levels) is a method where several security lev-
els form a MLS system. Different levels of security are separated by using
separate computers or virtual machines for each level of security. It’s main
advantage is that it gives some of the benefits of Multilevel Security, without
adapting the OS or individual applications. MSL is however more expen-
sive in terms of extra hardware needed than true MLS, but less expensive
compared to MILS.

What Went Wrong

[1] describes technical as well as political and economical issues which have
led tot the current state of MLS systems. The large effort spend on devel-
oping and building classic MLS systems has not only led to several failed
systems, it has clarified many consequences of information flow controls.
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The changed political en economical situation over the past two decades
has led to tremendous budget-cuts whilst the total of all classification actions
reported has increased by more than 60% [1]. As a result governments have
been drawn towards low-security solutions in its most critical and most
targeted components.

According to Bell himself [4, 3], the marketplace has never produced high
security products spontaneously and government versions of MLS products
have never been viable over the long term. To overcome this, he calls for a
government-induced nurturing environment consisting of security standards,
evaluation of secure products against those standards, policy mandating
their use, and evidence that the policy will be enforced.

Conclusions

MLS (Multi-Level Security) is typically taken to comprise a system with
multiple levels of security with Mandatory Access Control enforcing the
Bell-LaPaluda rules. However, most MLS systems used in the defence envi-
ronment, e.g. in Afghanistan or Iraq, implement simpler, but more restictive
forms of this, namely System High or MILS.

Moreover, such systems are typically used used side by side, with some
(often manual) form of communication between them, which effectively al-
lows some form of de-, or more generally re-classification. Considering the
combination of several of these systems, it is less restrictive than classic MLS,
as it implements MLS with the possibility of some form of re-classification.

A further complication in the search for true MLS are covert channels [7],
induced by meta- and history information that can be included in formats
of data, e.g. Microsoft Word documents including information about edits
(incl. deletion) made in the past and about the persons who performed this
[6].

Although a lot of knowledge about security policies and MLS systems
is available and the call for high-security MLS-like systems has increased,
we have not managed to implement true MLS in 3% decades. The question
therefore rises whether the direction of the research into MLS has to be
amended. One thing however is clear: MLS products are unavoidable, now
and in future.
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List of Abbreviations

IDO = International Defence Organisation

MILS = Multiple Independent Levels of Security

MLS = Multi-Level Security

MSL = Multiple Single-Levels

NEC = Network Enabled Capabilities

Titaan = Theatre Independent Tactical Army an Air-force Network
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