13" ICCRTS: C2 for Complex Endeavors

COMMAND AND CONTROL SYSTEMS INTEGRATION: A BRAZILIAN
EXPERIENCE

Topic 8: C2 Architectures
Andersonn Kohl — Major Engineer (POC)
Departamento de Ciéncia e Tecnologia (Science and Technology Department)
Exército Brasileiro (Brazilian Army)

Quartel-General do Exército, Bloco G, 3° andar
Setor Militar Urbano
Brasilia-DF-Brasil
70630-901

tel: +55-61-3415-3090

kohlbr@yahoo.com.br

c2ch@cige.eb.mil.br

gc2adj2@dct.eb.mil.br



mailto:kohlbr@yahoo.com.br
mailto:c2ch@cige.eb.mil.br
mailto:gc2adj2@dct.eb.mil.br

13" ICCRTS: C2 for Complex Endeavors

COMMAND AND CONTROL SYSTEMS INTEGRATION:
A BRAZILIAN EXPERIENCE

Abstract

This paper provides an overview of the Brazilian experience regarding the integration and
interoperability among Command and Control systems. It covers examples spanning
from the high level of all armed Forces, down to the lowest level, both inside and outside
the Brazilian Army. The issues and capabilities related to the physical and link
integration within the Army are presented for a range of technologies covering several
types of radio frequencies, satellite and networks. The use of the Service Oriented
Architectures for systems interoperability, including the civil segment, is also discussed
along with the future for C2 process integration.

Keywords: Interoperability, systems integration, SOA.

1. Introduction

There can be two main approaches for Command and Control (C2) systems integration.
The first one establishes that all existing C2 systems should be discarded in favor of
developing a new one to meet all different users’ requirements. It is a top-down approach.
This is a very attractive concept but leads to a unique huge and complex system, which is
quite utopian due to the cost and time spending. The second approach involves pursuing a
solution that keeps the existing C2 systems as they are and instead concentrates on the
exchange of information, ending as a system of systems (SOS). This is the bottom-up
approach

Due to Brazilian political direction, the top-down approach is a long term goal, which
explains why the bottom-up approach was chosen as a solution for the interoperability
among the existing C2 systems, like Navy and Air Force ones, and new ones like those of
Ministry of Defense, Army and Civil Defense Segment.

Even within this approach, a lot of development must be conducted in order to bind all
different systems together horizontally and vertically. Due to this, a Service-Oriented
Architecture (SOA) based on Web Services was chosen for those systems where
bandwidth is not a constraint in the exchange of information. At the same time a different
approach is being used for solutions under development for tactical levels of the Army
and Air Force.

The remainder of this paper is organized as follows. Section 2 presents the Army
connectivity solution, based on commercial-of-the-shelf (COTS) products, that is fault
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tolerant due to redundant routes concept. Section 3 then presents the proposed joint
systems integration for the tactical level supported by the Army Telematic Module (MT?)
and the Air Force BR-2 Link protocol. Section 4 describes the concept of integration that
will be adopted in strategic and operational levels and its connectivity to the tactical
level. In Section 5 integration to the Civilian Segment is described. Section 6 finishes the
paper by presenting the planned improvement, technically and conceptually, for the
whole system.

2. Brazilian Army Command and Control System

The current tactical C2 development project in the Brazilian Army C? in Combat
(C°Cmb) was started on 2003. Two major segments compose this system: the C2
software and the telecommunications infrastructure.

C2Cmb Software

The C?’Cmb software was developed under directive that its distribution must be free of
any licensing costs. The result is that it is based on open source free database and GIS
software integrated in to a user interface that can run on either Windows or Linux
platforms (Figure 1).
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Figure 1 - C*Cmb software screenshot

! Portuguese acronym.
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It has been completely developed by Army personal and is configured to operate on a
distributed basis (l.e. no centralized servers being employed), even over HF networks.

Data distribution is performed by a set of protocols named RONDON?. For the C2 nodes
exchange data, the diffusion protocol handles information addressed to a specific node in
order that only the needed data flows through the network. This minimizes the flow of
traffic and the available information is well segmented, which minimizes the impact if a
node fails or falls down under control of the enemy.

The information that arrives at a node is handled by one master machine and the
replication protocol ensures each computer gets a copy of the same information as all
other computers within the node. This is a key part of the fault tolerant concept being
implemented across the entire system. Figure 2 presents the conceptual view of how the
diffusion and replication protocols work.
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Figure 2 - C2Cmb Distributed System Concept

C2Cmb Tactical Infrastructure

Brazilian Army has developed a connectivity solution named Telematic Module (MT) in
order to distribute data information as well voice communications.

The MT is the first integration project within the Army to successfully allow different
and separated networks, like net radios (HF, VHF and UHF) and wired nets, to exchange
information transparently with the end user.

2 Portuguese acronym for Replication of Nodal Objects and Diffusion of Nodal Objects.
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The MT is a set of integrated telecommunication and computer equipment that provide
data and voice communications among all the combat elements in the field. It aggregates
a large number of the available technologies; most of them from the civilian segment,
thereby allowing multiples routes to be automatically chosen. Figure 3 illustrates the
components.
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Figure 3 - C*Cmb Telematic Module

There are three types of MT, named “A”, “B” and “C”, which define the technologies and
equipment employed within each set. “A” MT type is highest level, for use at the brigade
level. It is a fully integrated system employing technologies like WIFI, WIMAX,
H/V/UHF radios, SISCOMIS®, Globalstar, ADSL, PSTN and trunk campaign lines. The
“B” type is used at the battalion level and the “C” types are for company and lower
levels.

When the MTs are connected they form a physical and logical network able to transmit
data, images and voice from/to any combat elements as well from/to external networks
like internet, PSTN and cellular network. The MT interconnections are made so as to
allow alternatives paths or routes between two system points on the terrain. When one
route becomes unavailable the system automatically adapts itself to find another
operational route in order to reach the required destination. Alternative routes use distinct
technologies, so the system is independent of transmission conditions that could affect a
specific technology.

® Portuguese acronym for Military Satellite Communication System.
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Future evolution for the system foresees the incorporation of Software Defined Radio
currently under development in Brazil, which will add TDMA and ad-hoc capabilities to
the system.

3. Joint Tactical Data Link System

For tactical interoperability, the proposed implementation solution is based upon MT and
an Air Force protocol under development named the BR-2 link. (BR-2 was derived from
BR-1 link, developed for the SIVAM* project). The BR-1 link is a point-to-point protocol
developed to provide information collected by R99 platforms to the SIVAM ground
segment as well air traffic control. The BR-2 link was developed to exploit TDMA
capability of radio systems employed by R99 platforms. Figure 4 illustrates how the BR-
2 link layers are related to the OSI reference model.
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Figure 4 - OSI and BR2 link layers match

Its main objectives comprise lowest dependence of physical layer, which allows it to be
configurable for different physical layers while being independent from the application
and message catalog.

The application and message catalog independence relies on the Logical-Application (L-
A) API, the physical layer independence relies on the Logical-Physical (L-P) API and the
device driver to be developed for each communication device that is used. This enables
the protocol to be employed over different transmission supports like HF or Satcom.

A major BR2 protocol capability is that it will allow the platform to operate as a gateway.
The MT routing capability as a physical gateway will allow data exchange between the
existing tactical systems within the Armed Forces. The insertion of BR2 protocol into the
MT will increase interoperability and system flexibility. Figure 5 illustrates how.

* System for the Vigilance of the Amazon
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Figure 5 - Joint Tactical Data Link Concept

4. Operational/Strategic C2 Integration System

Systems integration efforts at the tactical level were presented on previous sections. The
adopted approach was primarily to keep the existing systems operating while an
“integrator” is being developed with gateway capabilities. The main constraint for this
development is the need for near real time information processing (and in some
situations, real time processing), which could impact on some of the legacy systems.

A similar approach was adopted for the upper levels of operational and strategic C2
integration. However, there was no requirement for real time processing at these levels.
There are also lots of capabilities spread across the legacy systems that other users might
like to exploit and access to these should be taken into consideration.

The very first approach for Brazilian C? systems interoperability was to develop a
C2IEDM-based solution. However, although the MIP Data Exchange Mechanism (MIP-
DEM) and C2IEDM provide the means to unambiguously encode and exchange
information between two C? systems, this does not ensure interoperability. So a new
approach was attempted based upon Service Oriented Architecture (SOA).

SOA Fundamentals

Service Oriented Architecture (SOA) is a paradigm for organizing and utilizing
distributed capabilities that may be under the control of different ownership domains.
The fundamental parts of a SOA paradigm that guide the infrastructure solution are:
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1) Visibility, which refers to the capacity for those with needs and those with capabilities
be able to see each other that can be translated to the service description; which needs to
be in form where its syntax and semantic be accessible and understandable;

2) Interaction, which is the activity of using a capability. It proceeds through a series of
information exchanges and invoked actions, mediated by exchange of messages. The
service registration in a publisher server and its look up capability are the main tasks of
an interaction proceeding, followed by the capability to send messages between service
consumer and service provider;

3) Effect, which is the result of an interaction. This effect may be the return of
information or the change in the state of entities (known or unknown) that are involved in
the interaction.

Web Services Description Language (WSDL) is a well-suited solution that describes Web
service's capabilities as collections of communication endpoints capable of exchanging
messages. This is a good start to meet visibility requirements.

Figure 6 shows how interaction can be accomplished by a Universal Description,
Discovery and Integration (UDDI), an XML-based worldwide business registry, and by
the use of Simple Object Access Protocol (SOAP), a lightweight XML-based messaging
protocol used to encode the information in Web service request and response messages
before sending them over a network. SOAP messages are independent of any operating
system or protocol and may be transported using a variety of Internet protocols.

AR

Application A ?

Figure 6 - SOA concepts

A service consumer can search for a service in the UDDI registry, get the WSDL for the
service and invoke the service using SOAP.
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Generally, capabilities are developed to solve or support a solution for problems that rise
in the business. It is logical that someone’s needs could be met by capabilities developed
by someone else. This happens all the time around the world.

There is not necessarily a one-to-one relationship between needs and capabilities due to
many reasons mainly because any given need may require the combining of numerous
capabilities while any single capability may address more than one need. The perceived
value of SOA is that it provides a powerful framework for matching needs and
capabilities and for combining capabilities to address those needs.

Although both needs and capabilities can exist independently, in SOA, services are the
mechanism by which needs and capabilities are brought together.

The key to SOA successfulness is the service interface independent of the
implementation. Application developers or system integrators can build applications by
composing one or more services without knowing the services' underlying
implementations.

There are some questions that must be answered when it’s decided to develop SOA
architecture.

First question is how to obtain communication between systems that are uniform and
platform independent? In order to solve this it is necessary to have a common way, a
contract, to establish communication. One possible solution is to employ web services.

A second question is how to integrate and assemble individual web services into
standards-based business processes? To do this it is necessary to create applications
whose processes are composed by distributed services. One possible solution is to
employ a language based on XML named Business Process Execution Language (BPEL)
that rules services joint execution, as in a workflow, that could be synchronous or
asynchronous processing, with or without external agents intervention, like a user or
another system. Without such solution, the communication should be established
individually for each pair of web services systems, creating an infinite mesh of systems
dependencies.

Third question is a technical one of how to connect all SOA participants abstracting
technical complexity existing in lower layers? There can be a lot of different
technologies, like SOAP, CORBA, RMI and data models, as C2IEDM or JC3IEDM and
SOA environment must put them all to work together. The answer to this is Enterprise
Service Bus (ESB) which posses a set of connectors that allows communication with
various distinct technologies. Each service requires not only providers and consumers,
but also a channel in the ESB to connect the two. That channel implements the service
interface just like a provider (but acting as a proxy), including message formats for
service requests and responses that enable remote invocation (such as inter-process
communication) of the service.
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Brazilian C? System of Systems

An architectural concept for C?systems integration was conceived based upon the facts
that C? systems:

1) Are implemented under distinct languages and platforms;
2) Operate under private and secure networks;

3) Must have high redundancy level;

4) Can move without previous advice;

5) Employ different data models.

The first approach clearly points to a web service solution employing an UDDI
repository. However such a solution would become a weak point within the system
because services become unavailable if it fails. The only way to become independent of
UDDI is to standardize services for the whole system so that client applications know
exactly:

1. What are the messages format;
2. What information can be obtained;
3. What services are being offered.

But one issue is still unsolved: how can a client application find a service provider within
the network since the UDDI repository is no longer available? The answer to this issue is
the use of an intermediary server. The intermediary knows where services are located and
does not need to worry to provide WSDL information since it was previously
standardized for the whole system.

Figure 7 shows how the intermediary server acts as an entrance point to access other
application services because it knows the real location of the services. It also compiles
information of the same service provided by many applications returning only one answer
to the requester. It works as reference to DMZ creation, performing the transition of
private networks of each military system.

It won't be necessary to the consumer applications to know where the services are
because they have access only to the intermediary. This allows for easier firewalls
configurations because no system has direct access to other Force applications.

However this gets back to the old “weakness” problem: what if the intermediary server
fails?
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Figure 7 - Intermediary server concept

In order to solve this “weakness”, intermediary servers cluster has been proposed
because:

1. The intermediary server doesn’t posses any critical information;
2. The only one information that must be replied is the services location;

3. Once it doesn’t posses critical information, one intermediary server can be
quickly discarded and replaced;

4. Applications will only need to know another cluster server to work normally if its
intermediary server fails and cannot be replaced.

If an application changes its location it informs the change to its intermediary server and
it broadcast to the cluster the new application location. This same approach can be
employed when a new intermediary server joins to the cluster.

The architecture logical model for this solution is presented on Figure 8. This figure
presents Ministry of Defense, Navy, Air Force and Army C? systems providing services
through the intermediary servers cluster.

The integration to the tactical level will be performed by adding an intermediary server to
the MT and developing web services where possible to supply the systems with services
from/to the tactical level.
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Figure 8 - SOA Logical Model

Figure 9 presents an example of physical configuration for this SOA solution. A strategic
service exchange is performed by adding intermediary servers located outside the
firewalls used by the individual forces. These servers are parts of the SOA intermediary
servers cluster.
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Figure 9 - SOA Physical Model
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For example, suppose an operation is conducted in the Amazon region. The Joint
Command and the Air Force operational command are located within the same city
(Manaus). The Navy and the Army operational commands are located together in
different town (Eirunepé).

The SOA solution would add an intermediary server to each town, but outside the forces
firewall and connected to the others cluster member. Then, within the operational theater
if, for example, an Army system needs to demand a Navy service there are many options
that this could be performed. The first (and preferred) choice is to request that directly to
the Eirunepé server to task the local Navy system and supply the demand. The request
could also be addressed to the server in Rio de Janeiro that could task the Navy local
system but this operation would take a little longer and is only done if the local server
becomes unavailable. If the Ministry of Defense (MD) link fails, the request could be sent
through the Army network to Brasilia, where it is transferred to MD network to task
Navy system in Rio de Janeiro. This simple example shows that the proposed architecture
can exchange information using the C2 systems characteristics listed above.

5. Integration with C2 civil segment

In 2003, it was started the development of C2 Integrated System for the Civil Defense at
Rio de Janeiro, joining the Military Engineering Institute (IME), the Rio de Janeiro State
University (UERJ) and the Secretariat of Security of Rio de Janeiro State. The system
was conceived to work at municipal and state levels. The main objective of this system is
to provide a better planning and quick response to disasters, nature or human caused,
allowing more lives could be saved under such scenarios.

System Description

The system concept was conceived to allow all necessary information to become
available to the decision maker. Under this concept, information sources data from
different segments, like vehicle traffic control cameras, police and firefighting forces, for
instance, must be available in a central place so the decision maker can evaluate different
options and pass his decision to the distinct executors.
System endpoints are constituted by many technical resources which convey information
to the Integrated Management Center (CGI®) and receive orders and information from
there. Basic components of the remote terminal are:

e Handheld computer;
Cell phone with Bluetooth;
Satellite phone (Globalstar);
Digital camera, and
GPS receiver.

® Portuguese acronym
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Updated positions and short messages from the away teams are sent thru the cell phone
network and/or satellite phone. Digitized video also can be sent thru the cell phone
network.
The CGI is composed by:
e GIS server, where teams’ positions are stored and can be played for analysis;
e video and image server, that manages visual information provide by teams’digital
cameras;
e terminals controller, which manages field teams status;
e data manipulator, where contingencies plans, risks, resources and disasters data
are managed to feed the decision maker.
There can be two screens projection to provide situational and image information.
Currently, there are several CGI in operation and that raised a natural evolution for the
system which is the building of a national CGlI, connecting all the states CGI.
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Figure 10 - Integrated Management Center (CGI)
Integration to Military C? System

As described previously, the CGI owns some specific servers which perform a lot of
tasks that can be translated in services. These services can be published thru the cluster of
intermediary servers described in section 4. Capabilities like video transmission and
teams’ position and status will become available to the Defense system, which will
facilitate the coordination with Armed Forces to provide help under disasters scenario.
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6. Future C2 process integration

The first and natural integration approach between two systems is the one that a system
application “A” access data stored in system “B” database. This is the data integration
solution. This approach allows application “A” to treat data according to its needs but can
have two big drawbacks: first one is the possible invasive aspect of data access in system
“B” and the second one is that there is no gain to system “A” of processing solution that
could be implemented on the application “B”.

The next level of integration is that application “A” requests some capability from
application “B” in the web service domain. This applications integration solution is the
current level of C? systems integration within Brazilian Armed Forces.

The foreseen next step is the application component integration. That could be, for
instance, a communication component of C°Cmb request to use BR2 protocol
capabilities. This would be the functional integration level.

The main goal of this whole evolution scenario is the process integration as shown in
Figure 10. All applications within a system are consequence of a well-defined process (or
processes) to attend the business. A well-tuned system will require the integration of
processes that will define, for instance, what services should become available to each
system in order to meet integration requirements. That is the goal of the proposed SOA
solution aims. Once this objective is met, and even during its development, the
requirements for a new and completely joint C? system will be under specification.
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Figure 11 - Future C2 Systems Interaction
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7. Conclusion

The interoperability and integration for C2 systems clearly have two major dominions
related to the Operational/Strategic level and Tactical level. This paper presented current
Brazilian C? systems integration for both Tactical and Operational/Strategic levels. For
tactical level the planned integration resides with the Telematic Module and the BR2
protocol. For the Operational/Strategic level, a SOA is under development that will also
allow the Tactical level to participate, albeit with some limitation. The long-term C2 goal
is the development of process integration as the basis for future joint system development
within the Brazilian Armed Forces.
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9. Glossary
C*Cmb

Command and Control in Combat
CaGl

Portuguese acronym for Integrated Management Center
FAC

Portuguese acronym for Aerial Component Force
FNC

Portuguese acronym for Naval Component Force
FTC

Portuguese acronym for Terrestrial Component Force
MT

Portuguese acronym for Telematic Module.
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RONDON
Portuguese acronym for Replication of Nodal Objects and Diffusion of Nodal
Objects.

SISCOMIS
Portuguese acronym for Military Satellite Communication System.

SIVAM
System for the Vigilance of the Amazon

SOA
Service Oriented Architecture
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