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Preface

Understanding the Emerging
Theory of Warfare

he age we live in is full of contradictions. It is a

time unlike any other, a time when the pace of
change demands that we change while we are still at
the top of our game in order to survive the next wave.
It is a time when our analysis methods are becoming
less and less able to shed light on the choices we
face. It is a time when the tried and true approaches
to military command and control, organization, and
doctrine need to be re-examined.

Fortunately, we are not alone. Organizations in every
competitive space and individuals in every area of
human endeavor are grappling with the relentless
demands of our age. In the private sector, Darwinian
principles are ruthlessly at work. Organizational
genetics are producing mutations that are being
mercilessly tested in the marketplace. Evolution is
about the adaptation of the species through
competitive selection. Individual organisms are not
expected to adapt; rather those organisms that survive
pass on their proven or adapted genetic material to
the next generation.

Industries are like species in that they can adapt as a
whole, even as many individual organizations fail, are
merged, and are acquired. The role of militaries as
they relate to national security and the way militaries

Xiii



will be organized and equipped will undoubtedly
undergo transformation as they adapt to the
Information Age. While each of us harbors some idea
about how militaries will respond to a myriad of
Information Age pressures, it is safe to say that there
will be surprises along the way. Progress will not be
orderly, nor will it be predictable. This will be hard for
many to understand and accept. Cherished notions
of long-range planning and ways of introducing new
technology are arguably outdated.

This book presents an alternative to the deterministic
and linear strategies of the planning modernization
that are now an artifact of the Industrial Age. The
approach being advocated here begins with the
premise that adaptation to the Information Age centers
around the ability of an organization or an individual
to utilize information. This book identifies what this
deceptively simple Information Age characteristic
actually entails and how learning to use information is
an inherently complex and disruptive process. It argues
that innovation, discovery, and experimentation are
fundamental Information Age competencies. Given the
dynamics and complexities of our time and the
incredible pace of change, planning is truly—as the
old adage goes—all about the process, not the plan.

If this book helps you understand why Information
Superiority and network-centric concepts are at the
heart of all Information Age organizations, challenges
the way you think about the future of DoD, provides
you with an idea or two about how to capitalize on the
information we have or could have, or simply makes
you think again about how we change, it will have
accomplished what the authors set out to do.
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CHAPTER 1

Introduction

Background

Armed with a general understanding of the concepts
of Information Superiority and Network Centric
Warfare, enterprising individuals and organizations are
developing new ways of accomplishing their missions
by leveraging the power of information and applying
network-centric concepts. Visions are being created
and significant progress is being made. But to date
we have been only scratching the surface of what is
possible. A great deal of what has been done is
“picking low-hanging fruit” by direct application of new
technology with existing practice. Progress is also “hit
and miss,” in that progress has not been systematic
or achieved across the board. Hence we have only
begun to take advantage of the opportunities afforded
by rapidly advancing information technology. There
are a number of reasons for this. Two stand out. First,
there is the complexity of the task. This involves being
able to deal with the coevolution of mission capability
packages consisting of a concept of operations,
approach to command and control, organization,
doctrine, corresponding C4ISR, weapons, and logistics
systems. Second is the lack of maturity of our
understanding of basics of Information Superiority and
Network Centric Warfare.
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Progress in science and its application to a domain
always involves a mutually re-enforcing spiral of theory
and practice. With respect to Information Superiority
and Network Centric Warfare, we are still in the initial
spiral. For many, Information Superiority and Network
Centric Warfare remain abstract concepts, their
applicability to military operations and organizations
unclear, and their value unproven. Others have seen
the benefits but are unable to adequately “connect
the dots” between improved information (and/or its
distribution) and outcomes in a rigorous (scientifically
rigorous, meaning both valid and reliable) way.

Moving into the next spiral requires that we improve
our understanding of how Information Superiority is
created and how Network Centric Warfare concepts
can translate Information Superiority into increased
combat power and military effectiveness.
Accomplishing this requires progress in three specific
areas. First, we need to articulate the key concepts
underlying Information Superiority and Network Centric
Warfare and the ways they are interrelated. Second,
we need to be able to measure the degree to which
these concepts are realized. Third, we need to be able
to systematically explore the relationships between
the realization of key concepts and the conduct and
results of military operations.

Purpose

The purpose of this book is to contribute to our ability
to move to the next spiral by providing a more detailed
articulation of Information Superiority and Network
Centric Warfare. Toward this end, this book proposes
working definitions, defines the specific characteristics
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and the attributes of key concepts, specifies (and
hypothesizes) the relationships among them, and
offers ways to measure the degree to which these
concepts are realized and the impact they have on
the conduct and effectiveness of military operations.

Foundations of Understanding

As the title of this book is Understanding Information
Age Warfare, itis fitting that we begin with a discussion
about the nature of understanding and the necessary
processes and tools to achieve it.

Nature of Understanding

Developing an understanding of how and why things work
as they do, or could work, is fundamental to being able to
systematically improve functionality. Without such an
understanding, progress will continue to be a hit or miss
proposition. Understanding enables us to focus attention
on making those changes that are most promising.

The initial journey on the road to understanding is
haphazard, characterized by fits and starts. The first
real sign of progress involves the emergence and
acceptance of a special language to describe and talk
about the problem. This language identifies and
defines the primitives needed to build a theory. It
enables meaningful discussions and comparisons.

Next, the theory coalesces. The initial articulation of
the theory identifies and describes the relationships
that are hypothesized to exist among the primitives.
The theory may be quite profound, even if there are
only a small number of primitives (e.g., E = mc?).
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Theories are merely unproven conjectures (or perhaps
sets of related, but untested, hypotheses). They need
to be tested. Sometimes this is very difficult, as it was
with Einstein’s theory of relativity. To test a theory (or
an integrated set of hypotheses), the primitives must
be clearly defined and measured. Measurement
requires two things: a definition of what is to be
measured (validity), and instruments capable of
measuring it consistently (reliability).

Progress Toward Understanding

Developing an understanding of the complex
relationships among information quality, knowledge,
awareness, the degree to which information is shared,
shared awareness, the nature of collaboration, and
its effect on synchronization, and turning this
understanding into deployed military capability,
requires an iterative process. At this point in time we
have a highly immature notion (concept or model) of
how these primitives are interrelated and the nature
of the effects they have on the accomplishment of
military tasks. The existence of a set of primitives and
a set of integrated hypotheses about the inter-
relationships satisfies the minimum specifications for
a conceptual framework or model. With the first
instance of a model, we can now begin a process that
will mature our model and with it our understanding,
thereby enabling us to more systematically field
improved operational capabilities.

However, we cannot afford to wait until we develop a
full understanding of how information and networking
can be leveraged before fielding new and improved
mission capability packages for two reasons. The first
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is that we should take advantage of our existing
understanding (however limited) to make significant
low-risk improvements. The second reason really goes
to the heart of the scientific process. We will never
develop a complete understanding unless we learn
from practical experience and empirical observation.
Hence we need to field capabilities so that we can
learn to improve them. This is not a problem that can
be completely solved in a laboratory, but rather one
that will require a tremendous amount of interaction
between theory and practice. Humans are central to
the problem, and we have no fully valid and reliable
models that will allow us to forecast human and
organizational behaviors. Even if we had such models,
the military arena is so complex and the number of
relevant factors so large that we could not account for
all of them in any set of models or simulations. Hence,
we must find practical, empirical approaches in order
to advance understanding and turn ideas into useful
systems and practices.

From Theory to Practice

The spiral shown in Figure 1 illustrates the efforts
involved in getting one application of the theory into
practice. Just as the theory evolves iteratively as a
result of incorporating the learning from research and
experimental activities and feedback from applications,
so each application of the theory should go through a
spiral development process of its own.
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The application starts as a concept for a mission
capability package identifying the (a) concept for way
the operation will be conducted; (b) the command and
control approach to be employed; (c) the relevant
organization and doctrine, collaborative arrangements,
and information flows; (d) the nature of the education
and training required; and (e) the specification of the
forces and assets. The important thing to note is that
this initial version of the concept is only a point of
departure for a series of discovery experiments that
will help us explore ways to make the basic idea behind
the concept work.

Out of this series of discovery experiments will come
a set of preliminary hypotheses that will serve as the
drivers for a series of experiments designed to test
them. Several series of experiments may be necessary
to sort out all of the issues involved. Ultimately, a
successful concept (as modified and refined) may be
demonstrated. Along the way some concepts and
processes will be eliminated. Others will be found
applicable only under some circumstances.

Once the concept has been successfully
demonstrated, it is ready to be implemented. The
advantage of this spiral process is that it serves to
coevolve each of the elements of the mission capability
package so that these work together synergistically.

With this overview of the process that takes us from
theory to practice in mind, we will now turn our attention
back to the beginning—the development of a language
with which to construct a theory of Information
Superiority and Network Centric Warfare.
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Organization of Book

This volume began with a discussion of the foundations
of understanding, which is followed by introductory
material on the language of Information Superiority and
Network Centric Warfare. The book goes on to discuss
the fundamental role of information in warfare, as well
as what is different in Information Age command, control,
communications, and intelligence (C3I). The fundamental
concepts of Information Superiority and Network Centric
Warfare are explored next, followed by a discussion of
the three domains where C3I occurs: the physical
domain, the information domain, and the cognitive
domain. This is followed by consideration of the key
arenas of awareness, shared awareness, collaborative
planning, and synchronized actions. Applications of these
theories are discussed next, including summaries of key
portions of the accumulating body of evidence that
demonstrate the importance and impact of Information
Age approaches. Finally, a brief assessment of the state
of the art and practice is used to introduce key ideas
about the way ahead—how we can move from a better
understanding of Information Age Warfare towards its
effective practice.



CHAPTER 2

The Language
of Information
Age Warfare

The Language of Information
Superiority and Network
Centric Warfare

Creating a special language that allows us to
express our ideas about Information Age Warfare
concepts in somewhat precise and unambiguous
terms is a necessary prerequisite to useful discourse
and meaningful exploration. For example, as we write
this, definitions of Information Superiority abound.
Each one is an attempt to convey some important
aspect or facet of this complex concept. This
multiplicity of definitions can be frustrating. There have
been many calls for a definitive statement of what
Information Superiority really means. We would
suggest that this is and needs to be a work in progress.
The first order of business is to develop a useful
language that contains the basic ideas from which a
deeper understanding of Information Superiority and
Network Centric Warfare can be built. That is not to
say that we will refrain from offering our view of what



10 Understanding Information Age Warfare

Information Superiority means, expressed in the
language that we develop here, but that we consider
these definitions to be points of departure rather than
etched in stone.

In this section we introduce the domains that are
central to an understanding of the nature and impact
of information and a set of primitives that define the
building blocks from which an indepth understanding
of Information Superiority and Network Centric Warfare
can be developed.

The Domains

To understand how information affects our ability to
perform military operations it is necessary to think
about three domains—the physical domain, the
information domain, and the cognitive domain.?
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12 Understanding Information Age Warfare

The physical domain is the place where the situation
the military seeks to influence exists. It is the domain
where strike, protect, and maneuver take place across
the environments of ground, sea, air, and space.? It is
the domain where physical platforms and the
communications networks that connect them reside.
Comparatively, the elements of this domain are the
easiest to measure, and consequently, combat power
has traditionally been measured primarily in this
domain. In our analyses and models, the physical
domain is characterized as reality, or ground truth.
Important metrics for measuring combat power in this
domain include lethality and survivability.

The information domain is where information lives. It
is the domain where information is created,
manipulated, and shared. It is the domain that
facilitates the communication of information among
warfighters. It is the domain where the command and
control of modern military forces is communicated,
where commander’s intent is conveyed.

The information that exists in the information domain may
or may not truly reflect ground truth. For example, a sensor
observes the real world and produces an output (data)
which exists in the information domain. With the exception
of direct sensory observation, all of our information about
the world comes through and is affected by our interaction
with the information domain. And it is through the
information domain that we communicate with others
(telepathy would be an exception).

Consequently, it is increasingly the information domain
that must be protected and defended to enable a force
to generate combat power in the face of offensive
actions taken by an adversary. And, in the all important
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battle for Information Superiority, the information
domain is ground zero.

The cognitive domain is in the minds of the participants.
This is the place where perceptions, awareness,
understanding, beliefs, and values reside and where,
as a result of sensemaking, decisions are made. This
is the domain where many battles and wars are
actually won and lost. This the domain of intangibles:
leadership, morale, unit cohesion, level of training and
experience, situational awareness, and public opinion.
This is the domain where an understanding of
commander’s intent, doctrine, tactics, techniques, and
procedures reside. Much has been written about this
domain, and key attributes of this domain have
remained relatively constant since Sun Tzu wrote The
Art of War. The attributes of this domain are extremely
difficult to measure, and each sub-domain (each
individual mind) is unique.

Note that all of the contents of the cognitive domain
pass through a filter or lens we have labeled human
perception. This filter consists of the individual’'s
worldview, the body of personal knowledge the person
brings to the situation, their experience, training, values,
and individual capabilities (intelligence, personal style,
perceptual capabilities, etc.). Since these human
perceptual lenses are unique to each individual, we
know that individual cognition (understandings, etc.) are
also unique. There is one reality, or physical domain.
This is converted into selected data, information, and
knowledge by the systems in the information domain.
By training and shared experience we try to make the
cognitive activities of military decisionmakers similar,
but they nevertheless remain unigue to each individual,
with differences being more significant among
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individuals from different Services, generations, and
countries than they are among individuals from the
same unit or Service.

Primitives

We have identified a relatively small number of
primitives that are needed to develop a theory of how
information affects the performance of individuals and
organizations. These primitives are:

Sensing Awareness Decisions
Observations (data) Understanding Actions
Information Sharing Synchronization
Knowledge Collaboration

Each of these primitives will be defined and depicted
graphically in relationship to the three domains. This
depiction is useful because it forces us to think about
where (in which domain(s)) one must measure a
particular primitive.

Sensing

Two modes of sensing are portrayed in Figure 3: direct
sensing and indirect sensing.

Direct sensing takes place when humans experience
an object or event in the physical domain with one of
their senses (such as seeing, hearing, or smelling),
and the sensing registers directly in the cognitive
domain. Indirect sensing takes place when a sensor
of some type is employed by a human to facilitate
sensing some aspect of the physical domain.
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This figure portrays indirect sensing as being mapped
from the physical domain onto the information domain,
and passing through the information domain before it
is filtered by human perception. Direct sensing is
shown as a mapping from the physical domain directly
into the cognitive domain.

For thousands of years, direct sensing was the primary
mode of gathering information about the battlefield.
Starting in the 17th century, direct sensing was
facilitated by technology in the form of telescopes and
field glasses. In World War I, new sensors, in the forms
of radio detection and ranging (radar), and sound
detection and ranging (sonar) were employed. These
greatly increased the ability to see the battlefield and
reduce uncertainty with respect to the position of
airplanes and submarines which where virtually
invisible before. Today, we use a rich suite of sensors
(night vision goggles, heat sensors, satellite
technologies, etc.) to help us sense the battlespace.
When technology is used to extract data, it forms part
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of the information domain. An observation, or data
item, is created. This data is perceived only after it
passes through the human filter and enters the
cognitive domain.

Information

The word information is commonly used to refer to
various points on the information spectrum from data
to knowledge. However, as a primitive term,
information is the result of putting individual
observations (sensor returns or data items) into some
meaningful context.

Cangnilive
Lrvmati

P Preceqrinn

Frfirrnnetion Tnfarmation
Tarmiain

Mirect

Sensing

Figure 4. Domain Relationships: Information

Data is a representation of individual facts, concepts,
or instructions in a manner suitable for communication,
interpretation, or processing by humans or by
automatic means. Examples of data include radar
returns, sensor reports, and recorded observations.
The term processed data is often used, though, in fact,
all datais processed. When this term is used it is meant
to imply additional processing. Note that information
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is created whenever indirect sensing is used. As the
figure illustrates, some observations may be lost, left
inside the information domain, or filtered out by the
perceptual lenses of individuals.

Knowledge

Knowledge involves conclusions drawn from patterns
suggested by available information. Knowledge of the
situation results from conclusions that can be drawn
from information about, for example, the types and
locations of battlespace entities.

Knowledge exists in both the information and the
cognitive domains. Some knowledge is pre-existing.
For example, doctrine is often a means of fitting
together information about a situation and the
appropriate or desired actions given that situation.
Knowledge is accumulated in the cognitive domain
as the result of learning and is stored in the information
domain where it is potentially widely available.
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Figure 5. Domain Relationships: Knowledge
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Knowledge can be loaded into the cognitive domain
of an individual via several possible paths, including:

1. previous education, training, or experience
2. direct experience with the physical domain
3. interaction with other humans

4. interaction with the information domain

Knowledge can also be mapped from the cognitive
domain into the information domain, which occurs
when it is being transferred to other humans, as
instructions or rules to machines, or for storage and
retrieval in computers.

Awareness

Awareness exists in the cognitive domain. Awareness
relates to a situation and, as such, is the result of a
complex interaction between prior knowledge (and
beliefs) and current perceptions of reality. Each
individual has a unigue awareness of any given military
situation. Here, again, professional education and
training are used in an effort to ensure military
personnel with the same data, information, and current
knowledge will achieve similar awareness.
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Figure 6. Domain Relationships: Awareness

Understanding

Understanding involves having a sufficient level of
knowledge to be able to draw inferences about the
possible consequences of the situation, as well as
sufficient awareness of the situation to predict future
patterns. Hence, situation awareness focuses on what
is known about past and present situations, while
understanding of a military situation focuses on what
the situation is becoming (or can become) and how
different actions will impact the emerging situation.
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Figure 7. Domain Relationships: Understanding

Decisions

Decisions also take place in the cognitive domain.
They are choices about what is to be done. Decisions
are acted upon and/or conveyed via the information
domain for others to act upon, resulting in or influencing
actions in the physical domain and/or other decisions.
While they occur at all levels in the organization, the
emphasis traditionally has been focused on
headquarters’ decisions. In order to adequately
explore Information Age concepts, we will need to
expand our view of decisions to include all those that
significantly affect battlefield outcomes. For example,
orders may tell a force what to do, where to do it, and
when to do it. A decision to assign a new mission to
subordinate forces may, in contrast, cause that
organization to undertake new decision processes. On
the other hand, subordinates may implement a
commander’s intent (not explicit command decisions)
by making a series of decisions.
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Although decisions are depicted here as a result of an
understanding,® decisions can obviously be made
absent any understanding. However, such decisions
would essentially be random rather than purposeful and
would, therefore, be unlikely to prove effective in a
military context. We assume here that military
commanders and the forces they command (the
individuals we are concerned about) will always possess
some level of knowledge and some level of situational
awareness. Implicitly, therefore, they have situational
understanding and their decisions are purposeful.

Actions

Actions take place in the physical domain. They are
triggered by decisions in the cognitive domain that
either are directly translated into action or have been
transported through the information domain to others.
This figure portrays an individual’s state of knowledge
as influencing the state of awareness, situation
understanding, and the decisionmaking process. This
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diagram also highlights awareness of a specific
situation as an input to the decisionmaking process.
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Figure 9. Domain Relationships: Action

Figure 10 portrays the observe-orient-decide-act
(OODA) loop.* Boyd developed and initially applied the
concept in an attempt to understand how a competitive
advantage could be achieved by pilots engaged in air-
to-air combat. Boyd'’s initial application of the OODA
loop was to a platform-centric warfighting environment,
where he observed that the speed with which a pilot
moves through the OODA process can serve as a
source of competitive advantage. He developed this
insight by trying to understand all the factors that
contributed to the 10-to-1 Kill ratio that American pilots
flying F-86s were able to establish over their North
Korean and Chinese adversaries flying MiG-15s.5 The
OODA is a sequential process and reflects neither the
way experts are thought to make decisions, nor the
way collaborative decisions are made.®
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Figure 10. Example: Entity OODA Loop

The OODA loop is most applicable for direct action,
action which is taken by the decisionmaker. In fact, it
is useful to make distinctions between different kinds
of decisions. Simple decisions are those that involve
a selection from a set of options with the simplest ones
involving whether to act (e.g., shoot) or not. Complex
decisions involve the development of a set of options,
the criteria for choosing among them, and the
combination of rules by which those criteria are
integrated. For example developing, assessing, and
selecting courses of action at the Joint Task Force
level is generally a complex decision. This distinction
is important in understanding future C3l and how it
must be supported. It is developed in more detail later.

For many simple decisions the OODA loop is short-
circuited because observations may be mapped directly
onto decision options. The application of network-centric
concepts changes both the topology of decisions an
organization makes and the kinds of decisions (simple
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or complex) that are made. Hence the term operating
inside the enemy OODA loop cannot be taken literally
as we move to replace sequential planning and
execution with more dynamic alternatives.

Information Sharing

The sharing of information is an interaction that can
take place between two or more entities in the
information domain. These could be between humans,
databases, or programs such as planning or fire control
applications. The ability to share information is key to
being able to develop a state of shared awareness, as
well as being able to collaborate and/or synchronize.
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Figure 11. Domain Relationships: Information Sharing

This diagram describes an interaction between entities
where information is exchanged. The concept of
sharing extends, or course, beyond two entities. Any
number of entities may be involved and the form of
the sharing can vary significantly. This theme is also
treated in greater detail later.
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When two or more people are located in close
proximity, information can be exchanged by voice via
face-to-face conversation. Other techniques that
employ body movement, such as hand signals, can
also be employed. Body language can also be used
to communicate information, but it is easy to miss or
misunderstand these signals. In some cases, visual
aids can also be used to enhance ideas or concepts
of communication.

When two or more people are geographically
separated, some type of technology must be employed
to share information (e.g., telephone, e-mail, video
teleconferencing). Over time, various types and kinds
of technologies have been developed to capture, store,
and transmit information. As is discussed in detail later,
information technology defines the boundaries and
capabilities of the information domain.

Shared Knowledge

Shared knowledge exists to some degree in all human
efforts to work together. However, the extent of this
sharing varies dramatically. Training and doctrine have
been employed throughout history to develop a high
degree of shared knowledge among troops so that
they will understand and react to situations in a
predictable way. This predictability is essential so
independent elements of a force can coordinate their
actions. It becomes vital when forces attempt to
coordinate their actions without communications or
attempt self-synchronization.
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Figure 12. Domain Relationships: Shared Knowledge

The degree to which shared knowledge can be
developed has a significant influence on the nature of
command and control that can be employed, the
nature and amount of communications that are needed
to develop and maintain shared awareness, and the
ease and degree to which forces can be synchronized.

Shared Awareness

Shared awareness is a state that exists in the cognitive
domain when two or more entities are able to develop
a similar awareness of a situation. The degree of
similarity required (or difference tolerable) will depend
on the type and degree of collaboration and
synchronization needed.
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Figure 13. Domain Relationships: Shared Awareness

Multiple factors influence the degree to which a state
of shared awareness can be developed between two
or more entities. These certainly include the degree
of shared information and knowledge, but are also
heavily influenced by similarities and differences in
worldview, culture, language, and perceived interests.
Shared awareness is an important prerequisite for the
ability to synchronize actions in the physical domain
in the absence of a detailed plan.

Measuring a state of shared awareness is more
complex than measuring a state of shared information.
It cannot be measured directly. Rather, it must be
measured and assessed indirectly based on observable
behaviors and direct questioning of subjects.

Collaboration

Collaboration is a process that takes place between
two or more entities. Collaboration always implies
working together toward a common purpose. This
distinguishes it from simply sharing data, information,
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knowledge, or awareness. It is also a process that
takes place in the cognitive domain. In Figure 14, the
collaboration process is represented as a dotted box
between two entities. Collaboration requires the ability
to share information. One of the key benefits of a
network-centric environment is the ability to share
information and collaborate over distance.

Figure 14. Domain Relationships: Collaboration

Synchronization

Synchronization takes place in the physical domain
(reality). Synchronization is the meaningful arrangement
of things or effects in time and space. Such
synchronization can be the result of detailed planning
and conscious coordination or collaboration. However,
it can also result from shared situational awareness
that provides an adequate guideline for action. The
detailed orchestration of Operation Overlord and other
Allied plans during World War 1l are excellent examples
of formal synchronization. The simple practice of
“marching to the sound of the guns” in 19th century
warfare is an example of guidelines that enabled
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commanders to support one another, or synchronize
their actions, without detailed prior coordination.
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Figure 15. Domain Relationships: Synchronization

Summary of Primitives

This completes the introduction of the set of primitives
from which the concepts that lie at the heart of
Information Superiority and Network Centric Warfare
can be constructed. As noted earlier, this discussion
makes the language used in the rest of the volume
explicit. The authors remain open to better ideas or
more useful definitions. In order to make these
primitives useful, however, we need to explain more
about them, particularly how they can be observed
and measured. A discussion of metrics will set the
stage for more detailed discussions about the
primitives and the relationships between them.



30 Understanding Information Age Warfare

Role of Metrics

Each of the primitives introduced in the previous chapter
has a set of attributes associated with it that help us
measure its value (e.g., information quality) or the degree
to which it is realized (e.g., degree of synchronization).
Each of these attributes represents a feature or
characteristic that is important in understanding the
nature, impacts, and/or value of information. Latency,
for example, is an attribute of information.

A metric is a standard of measurement. measuring
specifically the dimensions, capacity, quantity, or other
characteristic of an attribute so that comparisons can be
made. Hence, without a set of metrics associated with
the primitives, we do not have a standard means of
measuring and comparing their characteristics. Without
a standard way of measuring attributes of interest, we
cannot link theory to practice. We would not be able
therefore to trace an effect back to a cause or set of
conditions necessary and sufficient to achieve an effect.

This describes the current state of affairs all too well.
In the experiments that the community has run so far,
a number of technical capabilities are introduced that
are hypothesized to have some effect on the way
individuals and organizations behave, which in turn is
hypothesized to impact performance positively. These
experiments are almost universally declared
successes. However, because we were not able to
instrument them fully, we cannot know exactly what
happened or why. This greatly limits the usefulness
of these events and squanders opportunities to
contribute to our understanding of how information can
be effectively leveraged.
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Hierarchy of Measures

Figure 16 depicts the primitives in the context of a
hierarchy of measures that can be employed to
understand the Information Superiority/Network
Centric Warfare value chain. Neither Information
Superiority nor Network Centric Warfare are ends unto
themselves. Their value depends upon the impact they
have on military tasks and missions. This hierarchy
consists of four bands of measures: richness, reach,
command and control (C2), and value. The measures
in each band address a key portion of the value chain.
The first band, richness, contains measures that
address the quality of the information content as it
exists in both the information and cognitive domains.
These measures, in effect, can be used to tell us if
this is the right information. The second band, reach,
contains measures that focus on the ability of an
organization to share information and develop shared
awareness. These measures assess whether or not
we are getting the information to the right people. They
also reflect how well individuals are being educated
and trained, the quality of information sharing, and
the collaborative processes designed to help develop
a common perception of the situation. The third band,
command and control, measures the products of a
command and control process—the quality of the
decisions that are made and the synchronization that
is achieved. Finally, the fourth band provides measures
that address the bottom line value of information-
related capabilities; that is, the ability to accomplish
military missions and to use that military mission
effectiveness to achieve policy success.
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This hierarchy of measures is more comprehensive
than the measures that have been traditionally used
in C41SR-related studies, analyses, and models. The
state of the practice employs system performance and/
or rudimentary measures of information quality that
are hypothesized to be directly linked to task and
mission performance. No attempt is normally made to
instrument or parameterize the intermediate links in
the chain. Issues related to how information may be
perceived, what prior knowledge might exist, and how
information sharing affects the process are not usually
addressed. These are but a few of the many factors
which affect the nature of the impact that information
has on the battlespace. Without explicit consideration
of all of the important links in the value chain, it is
impossible to state with any authority the
circumstances under which information is of value and
when it is not. Further, no light is shed on the weak
link in the value chain. In point of fact the hypothesis
that higher quality information will improve task
performance is, in reality, a set of linkage hypotheses
that trace the effects and impacts of information quality
a link at a time through the hierarchy in Figure 16.
Developing an understanding of Information Age
Warfare depends upon our ability to trace information-
related impacts and relate them to measures of value.
This hierarchy provides a point of departure for efforts
designed to do just this.

The value of information is, as was pointed out earlier,
highly dependent upon its application and
circumstances. The search to understand the value
of information to warfighters would therefore be greatly
aided if we had an appreciation of the role that
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information has played in warfare and could play in
the future. This is the subject of the next chapter.
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CHAPTER 3

Information
in Warfare

Information in War: Value
of Knowledge

nformation has been at the core of military operations

through the ages. Throughout history, military leaders
have recognized the key role of information as a
contributor to victory on the battlefield. Commanders
have always sought—and sometimes gained—a
decisive information advantage over their adversaries.
The writings of both Sun Tzu and Clausewitz reflect
the key role of information in warfare. Sun Tzu, writing
2,500 years ago, emphasized the importance of
knowledge in war.

Know the enemy ard know yoursell; in a
hundred bardes you will never know perll
When vou are Ignorant of the anemy it
know yourself, your chances of winnlng or
fosing are equal M Ignorant of hoth vour
enegmy and pourseff, you ars ceraln in every
Battfe to ke In penil,

Sun Tzu

Figure 17. Information War: Value of Knowledge
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The writings of Carl von Clausewitz are famous for
their articulation of the fog and friction of war.

Figure 18. Carl von Clausewitz

The general unreliability of all
information presents a special problem:
all action takes place, so to speak, in a
kind of twilight,...like fog. War is the
realm of uncertainty; three quarters of
the factors on which action in war is
based are wrapped in a fog of greater
or lessor uncertainty...The commander
must work in a medium which his eyes
cannot see, which his best deductive
powers cannot always fathom; and
which, because of constant changes, he
can rarely be familiar.

—From Carl von Clausewitz's On War

As a result of this enduring characteristic of war,
military organizations have, for centuries, been
designed to accommodate the lack of available
information, that is, how to deal with the fog of war.
Fog is all about uncertainty. Uncertainty about where
everyone is, what their capabilities are, and the nature



Chapter 3 37

of their intentions. Until recently a commander could
not even have a timely and accurate picture of his
own forces let alone be comfortable in his knowledge
of where the enemy was and what they were up to.

Friction is all about the glitches that occur in carrying
out plans to synchronize forces or even to accomplish
the most simple tasks. Some of this friction can be
attributed to fog, some to poor communications, and
some to a lack of shared knowledge.

To compound the problem, decisionmaking in war
carries with it an extremely high cost of error.
Therefore, it is not surprising that military concepts of
operation, organizations, doctrine, and training have
always been preoccupied with reducing the effects and
risks associated with fog and friction.

Taken together, these enduring characteristics of war
have shaped our traditions, our military culture, and
our thinking. Departure from these norms will be
difficult and will require a high degree of proof that the
new way is not only better, but is also robust.

Recent advances in technology offer an opportunity
to reduce fog and friction. However, despite all of the
advances that have and will likely be made, significant
residual fog and friction will persist. The nature of this
residual uncertainly is, as yet, unclear and its
implications are not fully understood. Nevertheless,
there is an historic opportunity to reconsider how best
to deal with the fog and friction that will persist, and
this is likely to have profound implications for military
operations and organizations.
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Impact of Fog and Friction

Figure 19 illustrates the relationship between the
amount of fog and friction and the level of
synchronization that is likely to be achieved in military
operations, which is directly related to effectiveness.
For almost all of recorded history, we have operated
in various parts of the shaded area depicted in Figure
19, trying to avoid the worst parts of this space (the
lower right).
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Figure 19. Impact of Fog and Friction on Effectiveness

The Information Age gives us an opportunity to move
into the white area. We must recognize that there is a
limit to our ability to reduce the fog and friction of war
and that in many cases it may not even be possible.
We have witnessed the complexity of 21st century
missions in Somalia and Bosnia as well as our
limitations in being able to collect, process, and
distribute needed information for allied air attacks on
Belgrade during Operation Allied Force.

Hence, our goal in examining the role of information
in warfare is to better understand not only how to create
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and leverage an information advantage, but also how
to better deal with the residual uncertainty that will
surely exist.

Visionaries who have proclaimed that we will have
total awareness or that we will eliminate the fog of
war are indeed false prophets—and dangerous ones
at that. This is not only for the obvious reason that
they could lead some down an unproductive road, but
perhaps more importantly, they are poisoning the well
for ideas to capitalize on emerging information and
networking capabilities that will provide real
opportunities to improve our military effectiveness.

Coping with Fog and Friction

As a direct result of the considerable uncertainty, the
limits on our ability to effectively communicate on the
battlefield, and the very high cost of error, information
flows have historically been tied to the command
structure and battlefield behaviors were consciously
circumscribed and scripted.

Commanders traditionally have dealt with uncertainty
through approaches that minimized risks, most notably
the risk of being surprised. Success often came to the
side that made the least errors, not the side that was
imaginative or bold. However, the price for hedging
against fog and friction have been high because these
solutions carry some significant drawbacks. They lack
the ability to exploit opportunities, lack responsiveness,
and cannot easily adapt to changing circumstances. They
are also highly resource inefficient. In short, these
traditional adaptations are 180 degrees out of phase with
the desirable attributes of an Information Age military.
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Advances in the Information
Domain

For the better part of history information processing
took place only within the brain and communications
were limited to runner, rider, semaphore, drums, or
carrier pigeon.

Until recent times, the capability to collect, record, store,
process, and disseminate information was extremely
limited. Note the relatively similar capabilities that
existed in the times of Sun Tzu and Clausewitz in
contrast with the dramatically different situation that
exists today. The comparative lack of information
technology in Sun Tzu’s and Clausewitz’s times limited
the ability of commanders to know what was going on
and their ability to communicate and collaborate with
their subordinates. These limitations affected the ways
in which militaries were able to operate. Even though
many advances have taken place, particularly since the
introduction of the telegraph in the 19th century, our
ability to collect, process, and disseminate information
continues to constrain how we operate today.
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Figure 20. Advances in the Information Capabilities
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In the section on command and control we explore
the various ways forces have organized, the manner
in which command and control has been exercised,
and the relationships among organization, command
and control, and information and communications
technologies. Here we will very briefly review the
nature of the advances in information-related
technologies, the most significant of which, arguably
those related to the Internet, have taken place only in
the last 10 years.

Information and the
Advantage in Warfare

The chronicles of warfare are replete with examples
of victory being denied to the side with the presumed
competitive advantage. Analyses of these situations
shows that the presumed victor was usually the side
with the relative force advantage; that is, an advantage
in the physical domain (e.g., numbers, equipment).
The causes of these upsets form the basis for much
of military education. A contemporary student of
warfare knows that these upsets were not upsets at
all but the result of a failure to recognize that
competitive advantage is not necessarily equivalent
to force advantage.

A competitive advantage derives from a synthesis of
a critical mass of relative advantages in several
arenas: information, knowledge, understanding,
decisionmaking (command and control), which are
addressed in this book and other arenas including
morale and leadership which have been treated
extensively elsewhere. A failure to achieve a relative
advantage in any one of these areas or a failure to
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synthesize these relative advantages into a coherent
operation exposes one to failure. In these terms, such
historic upsets usually resulted from the underdog
having a relative advantage in at least one of the
arenas enumerated above and/or a failure of the
favorite to develop and execute a concept of
operations that accommodated for this particular lack
of a relative advantage.

To give them the credit they deserve, both Sun Tzu
(importance of knowing) and Clausewitz (fog) identified
the existence of relative advantages in the information
and cognitive domains. However, these ideas have
yet to be regularly factored into many net assessments
that compare two sides. The emphases of these
assessments unfortunately remain focused on force
structure. With the increasing importance of
Information Superiority as a fundamental enabler of
emerging operational concepts (e.g., Joint Vision
2020), it is hoped that more attention will be focused
on the arenas identified here in the information and
cognitive domains. Exactly what we mean by relative
advantage is described and illustrated in the following
sections, beginning with a description of the concept
of a relative information advantage.

Understanding that competitive advantage is the
synthesis of a number of relative advantages leads to
a recognition of the importance of the development of
mission capability packages that properly balance and
integrate capabilities from all of the domains.
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Key Capabilities for a 21st
Century Military

As we prepare for an uncertain future, and as we continue
to undertake the kind of missions that defined military
operations in the final decade of the 20th century, we
need to develop exactly the kind of qualities that (1) are
enabled by improved information and communications
technologies and (2) have been lacking in traditional
concepts of operation, military organizations, and
approaches to command and control.

We increasingly need to be highly responsive,
adaptable, flexible, and precise in our application of
force. The fog and friction of war may be significantly
reduced but they will never go away. They will continue
to be enemy number one. Learning how we can reduce
them where possible and how to deal with them
effectively if necessary is the fundamental challenge
of Information Age Warfare.

The stakes are high, and we must find a way to balance
two critical risks—the risks associated with abandoning
tried-and-true methods of dealing with the fog and
friction of war without thoroughly understanding the
new ways of doing business and the risks associated
with failing to attain the capabilities that the new ways
of doing business provide. If history is a guide, we will
err on the side of not embracing the new ways of doing
business rapidly enough. Only time will tell what the
true cost of this error will be.

Given this institutional inclination our only hope lies in
trying to accelerate progress toward a better
understanding and acceptance of what we can do with
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the incredible capabilities that the Information Age is
giving to us.

What’'s Different?

In order to put the Information Age into focus it is
necessary to identify those things that are (or soon
will be) different. This section addresses technological
capabilities, the economics of information and
communications, emerging concepts that are designed
to leverage information, and the pace of change.
These are the key attributes that distinguish the
Information Age from previous eras.

Information Age Technologies

Technological advances in recent years have vastly
increased our capability to collect, process, disseminate,
and utilize information. Airborne and space-based
sensors are, for example, capable of providing real-
time pictures of increasing dimensionality (hyper-
spectral) and resolution. Perhaps the most significant
advances have come in the technologies related to the
distribution of information. Our ability to broadcast
information, distribute it to a large audience, or to deliver
it in a more focused manner (narrowcast), even to
individuals on the go, has dramatically increased.
However, despite considerable advances in our ability
to process information, these advances have not been
rapid enough to keep pace with the increases in
collection. Humans are still required to make sense of
what s collected. That will remain the case for sometime
to come. However, help is on the way. Technological
advances in pattern recognition, analysis tools, and
visualization techniques are making it increasingly
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easier for humans to increase their throughput as well
as their ability to extract what they need from the
available data and information. We can expect
continuing advances, perhaps even at accelerating
rates. This, in effect, will give us sooner rather than
later the ability to provide access to useful information
on almost any subject, anywhere, anytime.

Of perhaps even more importance, technology is bridging
distances and providing the capability for individuals to
be able to interact with each other in increasingly
sophisticated ways, making it easier for individuals and
organizations to share information, to collaborate on
tasks, and to synchronize actions or effects.

But technological advances alone do not define the
Information Age. Of ultimate importance is what is
being done with these newly provided technical
capabilities. That is, enabling individuals and
organizations to create value in new ways. Of most
immediate interest to the conduct of warfare are new
concepts of organization. These new organizational
forms involve changes in the way authority is exercised
and the way that control is maintained. In numerous
instances these new organizational forms have
outperformed their more traditional competitors. One
of the features of these new organizational forms that
is of great interest to military organizations is their
increased ability to adapt to a dynamic environment.
Of equal importance is the virtual nature of these
organizations that gives them the ability to be
assembled rapidly, to minimize travel (to move
information—not people), and to compress time by
being able to effectively maintain 24-hours-per-day,
7-days-per-week (24 X 7) operations.
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Richness and Reach

The explosion of information and communications
technologies has dramatically altered the economics
of information. In Blown to Bits, Evans and Wurster
introduced the concepts of information richness and
reach to explain how the Internet has changed the
economics of information.! They defined information
richness as an aggregate measure of the quality of
information and information reach as an aggregate
measure of the degree that information is shared.
Historically, one was forced to choose between a rich
information exchange with very limited reach (e.g.,
face-to-face discussion aided by graphics, maps) or a
restricted information exchange that had a wider reach
(e.g., memos, dispatch).

This choice was forced because in the past the
economics of information dictated an inverse
relationship between the richness of the information
that could be exchanged and the number of individuals
it could be exchanged with. This inverse relationship
can be described by a tradeoff as illustrated in Figure
21 showing the boundary between Industrial Age and
Information Age possibilities. The key variables that
influence the shape and location of this curve are the
state-of-the-art information technology and its
underlying economics.
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Figure 21. The Information Domain

As individuals and organizations have become better
able to extend their reach, they have begun to focus
on the quality of reach as well as simply the quantitative
aspects of reach. The quality of interaction has
therefore been added to the richness/reach construct
in Figure 22. It has only been within the last decade or
so that individuals and organizations have been able
to provide all three—high quality information easily
disseminated to those who need it in a way that
facilitates the exchange. To illustrate progress in the
guality of interaction, consider the nature of the
exchanges in military operations that take place
between and among battlespace entities. As the state
of the art in information technology advanced, military
communications progressed from runners to smoke
signals and signal flags to telegraph to radio to
telephone to video teleconferencing to a fully
functioning collaborative work environment.
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Information Age Opportunities

Being able to move into a new part of the three
dimensional space depicted in Figure 22 provides
military organizations with an opportunity to significantly
improve the key links in the value chain that link
information technology to mission effectiveness. The
opportunity now exists for a military organization to
make enormous gains in its ability to share information
(extend reach). This is because technology now enables
organizations to distribute and share information without
significantly degrading its richness. Improvements in
the ability to share information will contribute to
improvements in the ability to generate and maintain
shared awareness which in turn, together with the
greatly enhanced facilities to collaborate (quality of
interaction), will contribute to improved synchronization.
Thus, advances in the information domain that result
from an improved ability to push the envelope in the
richness, reach, and interaction space will affect
processes in the cognitive domain which in turn will be
reflected in the physical domain in the form of
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responsiveness, adaptability, agility, and flexibility.
These competencies will provide a source of competitive
advantage in the Information Age.

Accommodating Change by Coevolution

It is not only the new capabilities and concepts that
accompany the Information Age that are different, but
also the nature of the technology itself and the ever
increasing rate of change that make our times very
different. The discomfort associated with the nature
of the changes combined with the incredibly rapid pace
of change and the very high cost of error associated
with decisions that involve our national security create
a formidable set of challenges. The usual bureaucratic
reaction is paralysis. In these circumstances, however,
this reaction only puts us further behind and makes it
more difficult to respond to the national security
challenges ahead.

Both blitzkrieg and carrier aviation can and should be
viewed as disruptive innovations because over time
they first threatened and then disrupted the established
values and processes of their respective organizations.
In the case of the German Army, it was the infantry
that was threatened and disrupted. In the case of the
U.S. Navy, it was the battleship admirals.

As will become clear in the sections that follow,
Network Centric Warfare can and should be viewed
as a disruptive innovation. Key aspects and attributes
of Network Centric Warfare are fundamentally
disruptive in nature. For example, information sharing
and collaboration disrupt existing organizational
decisionmaking processes, authorities, and values.
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Allocating resources to networks threatens existing
platform-centric power structures. If existing platforms
and their associated tactics, techniques, and
procedures were clearly decisive in Operation Desert
Shield, Desert Storm, why should Network Centric
Warfare be relevant? In the present absence of a peer
competitor, the compelling rationale for pursuing
disruptive innovation in the form of Network Centric
Warfare may be lacking.

Since the beginning of the Information Age,
commanders have been concerned about how
information technologies would affect information flow
on the battlefield. A look at The Unintended
Consequences of Information Age Technologies,?
(requested by General John Shalikashvili, a former
Chairman of the Joint Chiefs of Staff) concluded that
changes in the flow of information could be
dysfunctional if these changes were not also
accompanied by changes to concepts of operation,
doctrine, organization, command concepts, training,
and other elements of a mission capability package.

The solution lies in the concept of coevolution of
mission capability packages. A mission capability
package consists of a concept of operations and an
approach to command and control, along with tailored
organization, doctrine, education and training,
systems, and material (including weapons and
platforms).® 4 This concept works because it explicitly
encourages and facilitates tuning all of the elements
necessary to develop and deploy an operational
concept designed to leverage new capabilities.
Information Age technologies and the innovations they
enable are disruptive because they require that key
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elements of a mission capability package change in
order to reap the benefits that the new capability can
provide. Command concepts and organizational forms
have, in the past, proven to be very resistant to change,
yet it is critical that they adapt if information is to be
fully leveraged. Thinking about mission capability
packages rather than technology insertion causes us
to focus on the need for change to take place
simultaneously in a number of dimensions.
Coevolution dramatically reduces the time it takes to
develop and field integrated solutions and allows for
a continuing process that is better able to keep pace
with the changes that are taking place.

1Phillip B. Evans and Thomas S. Wurster, “Strategy and the New
Economics of Information,” Harvard Business Review
(September-October 1997).

?David S. Alberts, The Unintended Consequences of Information
Age Technologies: Avoiding the Pitfalls, Seizing the Initiative
(Washington, DC: National Defense University Press, 1996).
SDavid S. Alberts, John J. Garstka, Frederick P. Stein,
“Implications for MCPs,” Network Centric Warfare: Developing
and Leveraging Information Superiority, 2nd Edition (Revised)
(Washington, DC: CCRP Publication Series, 1999).

4NSS Strategic Forum, Number 14, January 1995, http://
www.ndu.edu/inss/strforum/z1405.html



CHAPTER 4

Fundamentals
of Information
Superiority and
Network
Centric Warfare

his chapter provides definitions of Information
Superiority (IS) and Network Centric Warfare
(NCW) to serve as a point of departure for a more
detailed understanding of these concepts. These
definitions are meant to provide the reader with a
general sense of these concepts in preparation for a
detailed discussion of each of the key concepts
associated with these terms and the relationships
between Information Superiority and Network Centric
Warfare and between Network Centric Warfare and
mission effectiveness.

Fundamentals of Information
Superiority

Information Superiority is a state of imbalance in one’s
favor (relative advantage) in the information domain®
that is achieved by being able to get the right

53
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information to the right people at the right time in the
right form while denying an adversary the ability to do
the same.? This way of thinking about Information
Superiority combines a specific outcome associated
with Information Superiority and the method that is
used to achieve it.

Information Superiority derives from the ability to create
a relative information advantage vis-a-vis an
adversary. The concept of an information advantage
is not new. Commanders have always sought—and
sometimes gained—a decisive information advantage
over their adversaries. Indeed surprise, one of the
immutable principles of war, can be viewed as a type
of information advantage that one force is able to
establish over another.

Information Advantage

Some have mistakenly thought of an information
advantage simply in terms of the information and
communications capabilities that one force has in
comparison to an adversary. This idea leads to an
over emphasis on information processes—collection,
analysis, dissemination, and so forth. But this is not
what information advantage is all about. Rather, it is
important to assess a force’s information capabilities
relative to their needs. Concepts of operation;
command approaches; organizational forms; doctrine;
tactics, techniques, procedures (TTPs); rules of
engagement (ROESs); level of education and training;
and the characteristics of weapons systems (taken
together these all form a mission capability package)
determine a force’s information-related needs. The
ability of a force to successfully carry out a military
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operation depends in large part on the degree to which
its information needs are met.

Information needs can vary considerably. Throughout
history military organizations, doctrine, command
concepts, and tactics, techniques, procedures (TTPS)
were designed to minimize the amount of information
and communications required because capabilities in
these areas were very limited. The information-related
capabilities we currently have allow us to develop
mission capability packages that can take advantage
of our advanced information capabilities, but do not
force our adversaries to mirror us in this regard.
Therefore, there is no information gap or information
arms race that we can force on an opponent.
Consequently we will face adversaries whose
information-related needs will be asymmetrical to ours.
What will matter is which force does a better job
satisfying their respective information needs, not which
side has better information-related capabilities. Thus
the advantage is determined by comparing each side’s
information capabilities relative to their needs.

Simply minimizing one’s information-related needs is,
however, not a winning strategy. However, matching
concepts of operations to information-related
capabilities is a prerequisite for success. Advantages
accrue to organizations that successfully master the
art of creating and leveraging an information
advantage. Using Information Age technologies,
organizations can put Information Age concepts to
work moving information rather than people,
conducting distributed operations, and substituting
information for mass. The key is to find the right
balance in which information-related capabilities are
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matched with a concept of operations, organization,
approach to command and control, and the capabilities
of the people and the weapons systems.

An information advantage can:
* Be persistent or it can be transitory.

* Exist in some areas of the battlespace but not
others.

* Be measured in the context of a task or set of
tasks.

* Be created by taking actions to reduce our
information needs and /or increase the
information needs of an adversary.

» Be achieved through the synergistic conduct of
information operations, information assurance,
and information gain and exploitation.®

There is historic precedence of the impact that the
possession of relative information advantage can have
in warfare. During World War Il, a key contributor to
the success of Operation Overlord, the Allied invasion
of Europe in June of 1944, was the ability of Allied
forces to establish and maintain an information
advantage at the operational level of war. The ability
of the Allied intelligence apparatus to break German
codes and keep Allied codes secure gave Senior Allied
Commanders confidence that the vast deception
operation that had preceded Operation Overlord had
succeeded.* Furthermore, at the time of the invasion,
Allied forces were aware of the geographic positions
of all but 2 of the 40-plus divisions of German Army
Groups B and G.5 ¢ This significant information
advantage, combined with aggressive deception
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operations, enabled Allied Forces to achieve surprise
and a decisive force advantage on the beaches at
Normandy and the surrounding countryside.”
Nevertheless, at the tactical level, there were several
instances during the invasion where Allied forces did
not have an information advantage, landing craft
attacked the wrong beaches, paratroopers from the
82nd and 101st Airborne Divisions were dropped (or
landed) in the wrong places, and attack aircraft
bombed the wrong targets.®

Fundamentals of Network Centric Warfare

Network Centric Warfare is warfare. To understand
what is different about Network Centric Warfare one
has to simultaneously focus on the three domains of
warfare and the interactions among them. Network
Centric Warfare involves networking in all three
domains. In its fully mature form, Network Centric
Warfare possesses the following characteristics:

Physical Domain:

All elements of the force are robustly networked achieving
secure and seamless connectivity and interoperability.

Information Domain:

The force has the capability to share, access, and
protect information to a degree that it can establish and
maintain an information advantage over an adversary.

The force has the capability to collaborate in the
information domain, which enables a force to improve
its information position through processes of
correlation, fusion, and analysis.
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Cognitive Domain:

The force has the capability to develop high quality
awareness and share this awareness.

The force has the capability to develop a shared
understanding including commanders’ intent.

The force has its capability to self-synchronize its operations.

In addition, the force must be able to conduct information
operations across these domains to achieve
synchronized effects in each of these domains.

The central hypothesis of Network Centric Warfare is
that a force with these attributes and capabilities will
be able to generate increased combat power by:

* Better synchronizing effects in the battlespace;
* Achieving greater speed of command; and

* Increasing lethality, survivability, and
responsiveness.

To date, thinking about and experimenting with
Network Centric Warfare concepts has tended to focus
on the tactical and operational levels of warfare, but
they are applicable to not only all levels of warfare but
to all types of military activity from the tactical to the
strategic. When network-centric concepts are applied
to operations other than war, we use the term network-
centric operations. At the operational level, network-
centric operations provide commanders with the
capability to generate precise warfighting effects at
an unprecedented operational tempo, creating
conditions for the rapid lockout of adversary courses
of action.
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Network Centric Warfare concepts dramatically
improve a force’s ability to quickly, efficiently, and
effectively bring to bear all of its available assets to
accomplish assigned missions. These improved
warfighting capabilities result in part from the ability of
a force to achieve a high degree of integration across
a number of dimensions, the ability to substitute
information for mass, and the ability to move
information instead of moving people and material.
Network Centric Warfare allows forces to adapt more
quickly to a dynamic environment.

Network Centric Warfare Hypotheses

The fundamental characteristics of Network Centric
Warfare can be described with a set of integrated
hypotheses that can be systematically tested in
warfighting experiments. These hypotheses can be
organized into three classes.

Hypotheses of the first class deal with the relationships
among information sharing, improved awareness, and
shared awareness.

Hypotheses in the second class include those that
involve the relationship between shared awareness
and synchronization. For example, the effect of
different degrees of shared awareness or collaboration
on synchronization.

The third class of hypotheses involves the link between
synchronization and mission effectiveness.

While at a high level of abstraction these Network
Centric Warfare-related hypotheses may seem
obvious—for example, that improved sharing of
information will result in more shared awareness—
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there are a host of specifics that need to be better
understood before Network Centric Warfare concepts
can be translated into real operational capabilities. For
example, it is important to understand:

1. The specific conditions under which the shared
information—shared awareness hypothesis is
true;

2. The shape of the transfer function between
information sharing and shared awareness;

3. The variables that influence this relationship
(e.g., nature of the information exchange,
quality of the information, degree of shared
knowledge among the participants);

4. Barriers—such as information overload—that
prevent shared information from becoming
shared awareness; and

5. Approaches for overcoming these barriers.

Value Creation

Information Superiority and Network Centric Warfare
concepts enable warfighters to create value (combat
power) from information. This is nothing new. However,
the information environment in which today’s
organizations operate is markedly different than it was
just a few years ago. The richness and reach construct
developed by Evans and Wurster provides a relatively
straightforward approach for understanding the nature
of the information environment and its relationship to
the ability to create value.® As described in the previous
chapter, this approach (at a high level of abstraction)
describes the information environment as a two
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dimensional space with one axis being information
richness (what we would call the quality of information)
and the other axis being information reach (part of
what we mean by information sharing). They argue
that value is a function of both richness and reach.
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Figure 23. Value Creation

They observe that in the past information environments
required tradeoffs between richness and reach (the
traditional trade envelope) and that only recently have
we been able to simultaneously get more of both—
and by doing so are able to move to a new part of the
information environment space (the part of the space
in Figure 23 that is called the new competitive space).

Organizations that have learned to operate successfully
in this new portion of the information environment have,
in fact, been able to create an information advantage
and turn it into a competitive advantage.

Value and Networks

A clear analogy can be drawn between ongoing
developments in the “dot.com” space (the domain of
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commerce) and the emergence of Network Centric
Warfare (the domain of warfare). Both seek to exploit
the power of the network, which has rendered the
traditional trade envelope a relic of the early phase of
the Information Age. To first order, networks enable
new approaches for creating value by changing the
economics of information that govern the costs of
reach by which a fixed level of information richness
can be accessed or shared. However, in both domains,
key relationships between information and value are
not immediately obvious. As will be discussed later in
this section, much of the trial and error that has taken
place in the “dot.com” space to date has revolved
around trying to figure how to create sustainable
business models that leverage the new economics of
information to create value.

In network-centric operations, the power of the network
is manifested in the following ways, some of which do
not, as yet, appear to have direct commercial analogies.

1. Increasing Richness through Increased Reach:
Networks enable information richness to be
increased by enabling information from multiple
sources to be shared, correlated, fused, and
accessed.

2. Increased Shared Awareness: Networks
contribute to the generation of shared
awareness by enabling richness to be shared.

3. Improved Collaboration: Networks enable
information sharing which transforms shared
awareness into collaborative planning and
synchronized actions that create a competitive
advantage.
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Network Attributes

Different networks and related services can be
compared using the diagram depicted in Figure 24.
The circle is divided into three regions—one for
richness, one for reach (including quality of interaction),
and one for value. Attributes of richness, reach, and
value are represented by radii.
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Figure 24. Network Attributes

Network Comparison

The richness and reach attributes of two networks,
the voice network (the telephone system) and the
Internet (which is, in fact, a value-added network riding
on top of a phone-like network) are compared in Figure
25 (this type of diagram is sometimes referred to as a
“Kiveat Diagram”). Note that the two richness and
reach profiles do not overlap completely. One cannot
say which is better or which creates more value without
a specification of the attributes of value associated
with a given individual or organization and with a given
task to be performed or decision to be made. For many
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situations and tasks, the telephone system provides
the right mix of richness and reach. Similarly, in other
situations and tasks, the richness and reach provided
by the Internet can provide increased value.
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Figure 25. Network Comparison

Comparing Business Models

The information positions of Borders, a brick and
mortar company, and Amazon.com, an e-business,
are portrayed in Figure 26. Note that, to first order,
Amazon.com achieves both greater information
richness and reach. The value propositions of these
two companies are compared in Figure 27. This figure
portrays key relationships among richness, reach, and
value. Each value proposition has dominant attributes.
For example, consider a customer decision to
purchase a book. If a customer wants to browse a
book before purchasing (a type of richness), then
bricks and mortar wins hands down. If a customer is
interested in reading customer reviews of a book, then
online dominates. If there is some sense of urgency
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associated with the purchase (e.g., an upcoming
birthday party), then bricks and mortar dominates. If
selection is important, then online provides a key
advantage. The largest bricks and mortar bookstores
stock approximately 300,000 books, while the larger
online stores have a selection of over 6 million. If cost
is an issue, than online may or may not have the
advantage. If total time spent on the transaction (minus
delivery) is important, than online dominates. When
time for wrapping and mailing are factored in, then
online can be even more compelling. From this
analysis, it is clear that the decision that a customer
makes with respect to where to purchase a book is a
function of their individual preferences (weight that the
customer places on specific attributes).
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Figure 26. Commercial Example
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Figure 27. Comparing Business Models

Military Value Chain

The approach for describing the relationship between
richness, reach, and value in the commercial sector
can be applied to describe key relationships in the
military value chain. Figure 28 portrays key
relationships in the military value chain. In this diagram,
richness and reach are used to describe-an information
advantage, command and control is represented with
quality of interaction, and combat power is the value
metric. This graphical techniqgue enables multi-
dimensional relationships between the information
domain, the cognitive domain, and the physical domain
to be visualized.
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An advantage in the information domain can be
described using the attributes of richness and reach.
An advantage in the cognitive domain can be
described using the attributes of increased awareness
and shared awareness. Both of these attributes are
important because particular innovation may only
increase the quality of awareness or only share a
previously achieved level of awareness. Some
innovations may, in fact, affect both either positively
or negatively. Command and control is, among other
things, concerned with communicating the nature of
the mission and circumstances with others. The
degree to which members of the force can share
information is related to the degree of interoperability
that exists, while the manner in which they operate is
related to the degree of collaboration. Figure 28
provides a number of attributes associated with combat
power. These attributes are logically arranged from
right to left as the degree of synchronization may be
related to the operational tempo that can be achieved,
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which in turn may affect lethality and survivability which
may be related to the time required to achieve the
mission. The attributes for combat power that are
selected will depend upon the situation.

Comparing Warfighting Models

An idealized network-centric warfighting model is
compared with a platform-centric model in Figure 29.
Because of the increased access to information that
a network-centric model provides to battlespace
entities, those entities can have both better information
and an improved ability to generate shared awareness
than a platform-centric model, which restricts the flow
of information. A network-centric model can also
achieve higher levels of interoperability and
collaboration. As a result, the network-centric model
can do a better job of synchronizing actions. This in
turn makes it possible to achieve increased
OPTEMPO, survivability, and lethality as well as
reducing the time required for mission
accomplishment. While Figure 29 is a notional view,
these assertions (testable hypotheses) are fully
supported by the emerging evidence which is
discussed later in this volume.
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Figure 29. Comparing Warfighting Models

Figure 30 depicts an improved information position that
is made possible by improvements in both richness and
reach enabled by networking the force. Thus, the
networked force has access to a region of the
information domain that was previously unattainable.
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The relative locations in the information domain
determine the nature of the advantage. In this example
the gains in richness and reach are presumed to be
roughly proportional, though there is no reason to
believe that the impact of a particular innovation will
be symmetric. Many of the similar improvements
(changes in communications technologies) are largely
improvements in reach or the quality of interactions.
Others provide greater richness. Building information
advantages will often require conscious choices about
the balance among these factors.
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Figure 31. Networking the Force (con.)

One key difference between the alternative warfighting
models is depicted in Figure 32. The difference
(represented by the upper left hand quadrant of the
circle in Figure 29) is in the quality of awareness and
the ability to share it—the richness and rich dimensions
in the information and cognitive domain. This can only
be achieved by robustly networking the force.
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Figure 32. Platform vs. Network-Centric Awareness

New Mental Model

A network-centric concept of warfighting is not simply
an improvement or extension of a platform-centric
model, but involves a new way of thinking about
military operations—a new mental model—as depicted
in Figure 33. This new mental model is focused upon
sharing and collaboration to create increased
awareness, shared awareness, enabling collaboration,
and, as a result, improved synchronization. This model
modifies the existing linear, sequential model in which
information is collected, processed, and provided to a
decisionmaker for decision and then action. The new
mental model serves to integrate military operations
and provides an opportunity to employ new, more
responsive approaches to command and control.
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Domain Interactions

A great deal of attention has been focused upon the
semantics of information, information advantage, and
Information Superiority. Until the defense community
reaches a consensus on a common language, it will be
increasingly burdened by the need to define terms and
the promulgation of insights that are not really insights
at all but are a result of differences in semantics. Figure
33, New Mental Model, utilizes terms from different
domains. That is because it is designed to make the
point that, in the final analysis, military operations are
about trying to achieve effects in cognitive domain of
an adversary (e.g., surrender, cease hostilities). To
achieve this, synchronization must take place in the
physical domain (potentially in the information domain
as well, in the case of information operations) to create
effects in the battlespace. In order to achieve this, we
must first achieve effects in the cognitive domain. The
new mental model captures the interactions among
each of the domains—the information, the cognitive,
and the physical (Figure 34). Figures 35, 36, and 37
further illustrate these views. The views differ in regard
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to the nature of what is being shared, the nature of
collaboration, and the object of synchronization.
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Figure 34. Domain Interactions
Information Elements

To understand the new mental model one needs to start
with the view from the information domain (Figure 35)
with the sharing of information and with collaboration
designed to help ensure quality information (e.g., identify
and resolve conflicting information). The result is what
we would call a common operational picture—that is with
a synchronized set of information across the battlespace.
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Figure 35. Information Elements
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Cognitive Elements

The next step in understanding the new mental model
is to move to the view from the cognitive domain
(Figure 36). It is here that the distinction between
information and awareness is made. From this
perspective, it is awareness and shared awareness
that are increased by sharing and collaboration with
decisions (across the battlespace) being the object of
effects to synchronize.
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Figure 36. Cognitive Elements

Physical Elements

In the physical domain view (Figure 37), it is resources that
are being shared, actions that are the object of collaboration,
and battlefield effects that are being synchronized.
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Figure 37. Physical Elements

Network Centric Warfare Value Chain

Thus, the new mental model is really a synthesis of
what needs to occur in each of the domains. Figure
38 depicts the relation between the results of sharing
and collaboration integrated across the domains and
our goal of achieving a competitive advantage.
Working back from this desired result, a competitive
advantage derives from achieving both decision
superiority and the ability to execute.
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Figure 38. Network Centric Warfare Value Chain

Decision superiority is enabled by an information
advantage, which can be thought of as having less
fog compared to an adversary, and execution

superiority enabled by less friction.

Key elements of the Network Centric Warfare value
chain and their relationship are portrayed in Figure
39. This figure highlights the links in the value chain
as they relate to key Information Superiority and
Network Centric Warfare concepts and also places

these concepts in the appropriate domain.
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Thus the new mental model can be described with a set
of linkage hypotheses, each of which deals with a specific
link in the value chain. While each of these linkage
hypotheses may seem reasonable or even tautological
to some, they need to be explicitly tested to understand
the nature of the relationships between and among the
links in the value chain and the conditions under which
these relationships exist. Equally important, efforts to
gather empirical evidence about these hypothesis and
the circumstances where they apply will provide important
evidence about how they can be realized. It should be
noted that these hypotheses are both within and across
domains, with the domain providing a clue as to where
and what to instrument.

Information Quality

The information domain serves both as the linkage
between reality and the cognitive domain (inside people’s
heads) and as the medium by which information
(technically data, information, pre-real time knowledge,
images, and understandings about the current and
projected situation) is stored, retrieved, and disseminated.
The information domain can be interpersonal (voice, face
to face) or manifested in machines, such as computers
and communications systems.

The discussion that follows first addresses the concept
of information quality and how it has been measured
in the past. These basic measures and attributes
remain relevant in the information age, although they
can and should be organized and understood in some
new ways to better reflect current thinking and future
applications. The information domain’s major
dimensions are then explored: information richness,
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information reach, and the quality of interactions in
the information domain. Finally, the difficult topic of
measuring information advantage is addressed in
some detail.

Linkage Models and Indicants of Information Value

A classic description of how information has been
valued successfully was taken from work done two
decades ago.'° This approach recognizes a distinction
between the attributes of the information itself and the
systems that supply, store, retrieve, and disseminate
information. It also notes that information quality
impacts a variety of decision variables, within the
C4ISR system, that do not, themselves, represent
value to the military organization. Rather these
intermediate decision variables enrich the C4ISR
process and improve the likelihood of effective force
performance. This intermediate level of measures of
system performance is expected to correlate with
better decisions because the higher quality processes
(faster decisions of equivalent quality, greater variety
of futures considered, more options generated and
evaluated, etc.) have been shown (in small group
research, research into decisionmaking under stress,
and some studies of military decisionmaking) to
correlate with better (more effective) decisions. While
these intermediate measures occur and must be
measured in the cognitive domain, their impact (the
true value of information) is in the reality, or physical,
domain and must be measured there.
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This same figure also illustrates some of the more
straightforward linkages among these sets. For example,
one way an information system is seen as better is
through path redundancy. This attribute is a major
advantage of network-centric systems. Given that greater
redundancy, the likelihood that any given message will
be received goes up, making the typical currency and
completeness of information higher for all command
centers and actors that are connected to the system.
This, in turn, increases both the quality of awareness of
the actors in the field and that of the intermediate
decisionmakers, and the degree of shared awareness
among them. Note, however, that these processes are
not automatic. The quality of the information itself and of
the information systems must be augmented by
appropriate doctrine, training, organization, leadership,
and education in order to improve mission effectiveness
in any given mission context.

Direct measurement of value added is impossible.
Good command arrangements can, however, be
recognized by a variety of indicants, or measures, that
reflect good process but are not success in and of
themselves. For example, good decisionmaking is
associated with:

* Reflecting the uncertainty inherent in situations
that consider multiple possible futures;

» Keeping the number of alternatives considered
(futures assessed and courses of action
considered) within the cognitive limits of most
participants—3 to 7 alternatives at most;
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* Gathering information from, and involving in
decisionmaking councils, all the actors who are
relevant; and

* Looking ahead at potential counter-measures
from opponents of any particular course of
action, including coalition partners.

In essence, these types of measur