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Tenets of NCW

— A robustly networked force improves information sharing

— Information sharing and collaboration enhances the

guality of information and shared situational awareness

— Shared situational awareness enables collaboration and
self synchronization, and enhances sustainability and

speed of command

— These In turn dramatically increase mission effectiveness

(from Alberts & Hayes, 2003; Garstka & Pattillo, 2003)
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The Enticement of Technology

» Focusing on technological solutions with little
consideration for the capabilities and limitations of the
warfighters is imprudent.

e Yet, this is often the case.

» Result is that these novel technologies will provide
capabilities not needed by warfighters or they function in
ways that are not compatible with warfighters.

* These solutions will quickly fall into disuse or will distract
warfighters from the tasks truly important for mission
accomplishment.
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e Equally unacceptable is the narrow focus of some
psychologists on cognitive processes of the humans without
considering the military context or the technologies with which
the warfighters must interact.

* While these researchers may gain valuable insights into
human cognition, their findings by themselves may have limited
applicability to warfighting.

* These findings must be shared with technologists who can
then incorporate them into the design of new systems.

e Thus, cooperation and collaboration between technologists
and psychologists or human performance experts are critical to
the success of NCW.
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The Dynamic Model of Situated Cognition
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Flow of data from Oval 1to Ovals 2 & 3
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“The goal in these methods is to map out how the incident
unfolded including available cues, those cues actually noted by
participants, and participants’ interpretation in both the immediate and
In the larger institutional and professional contexts. This is called
process tracing or protocol analysis method because it focuses on
how a given outcome came about.”

“The specific techniques within this family are all oriented towards
externalizing internal processes or producing external signs that
support inferences about internal workings.”

“Process-tracing techniques primarily use data from verbal reports or
from records of problem-solver behavior to build protocols that
describe the sequence of information flow and knowledge
activation.”

(Woods, 1993)
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The Dynamic Model of Situated Cognition
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Depiction of Data Flow through
Dynamic Model of Situated Cognition
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Tactical Network Topology (TNT)
Events

* NPS conducts a week-long field exercise at Camp Roberts, CA each
academic quarter.

» Exercises sponsored by Special Operations Command (SOCOM).

» Referred to as Tactical Network Topology (TNT) experiments after the
communication infrastructure that supports the activity.

» An excellent opportunity for faculty and students (and selected
organizations external to NPS) to test novel hardware or software
applications in a field setting.

* The field setting, coupled with realistic scenarios, provides an attractive
alternative to the laboratory or computer-based simulation activities.
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UAVs Employed at TNT Event
Camp Roberts, CA
October 2006

Buster Raven
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Description of TNT 07-1

e TNT 07-1 conducted 27 Oct — 3 Nov 2006.

» Three days dedicated to comparing two methods for conducting
searches with UAVS.

- ASOM

- Manual (non-ASOM)
* 12 runs were completed — 6 ASOM and 6 non-ASOM.
 UAVs were used to detect and identify 4 enemy vehicles
e Each run was 48 minutes in length.

» For each run, all enemy vehicles entered Camp Roberts thru 1 of 6
checkpoints and proceeded to any of 20 locations.

« ASOM and non-ASOM runs were paired (e.g. enemy start points and
destinations for ASOM Run 1 were identical to non-ASOM Run 5)
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Camp Roberts Terrain Map
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TNT Tactical Operation Center W
Camp Roberts, CA

Work Area of Air Boss Work Area of Video Feed Observers

Human Systems Integration Program



Agenda

a Network Centric Warfare

Q Dynamic Model of Situated Cognition (DMSC)

Q Tactical Network Topology (TNT) Event
Description

Q Applying the DMSC to TNT Data Collection and
Analysis

Human Systems Integration Program



Data Collected at TNT 07-1

« All UAVs and enemy ground vehicles were equipped with
global positioning system (GPS) tracking devices.

 Positions recorded and stored once per second.

* Technology made it possible to reconstruct the footprint of
each UAV camera.

* Video feed observers (in TOC) typed their comments and
observations into a time-stamped digital log.

o Activities in the TOC were recorded with a digital video
camera.

* Digital voice recorders placed on TOC CDR, Air Boss, video
feed observers, and the Red Team CDR.
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» 22 technological hits (Raven — 16; Buster — 6; Tern — 0)

e Only 6 detections by humans (Tern — 5; Raven - 1).

 However, since the 6 detections by humans were not
preceded with technological hits (i.e., the GPS tracking
database did not indicate a UAV and an enemy vehicle were
In close proximity), the human detections had to be
classified as false alarms.
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Data from an ASOM Run with Three UAVs
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Mumber of Detections
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Two Possible Flows Through the

Dynamic Model of Situated Cognition
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Technology Creates Challenges to Data
Collection in Field Settings

Technology can be seductive. Problems include:
e Difficulties in determining ground truth.
 Algorithms may be wrong but presumed correct.
» Undetected lags in data transmission.

» Elegantly displayed data give the appearance of
precision and accuracy.

» Decisions made based on bad data result in errant
feedback loops which propagate errors through the
system.
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Lessons Learned at TNT 07-1

o Capturing ground truth is critical.
e Technological systems may not be trustworthy.

 Data must be collected at all critical nodes and in formats
that facilitate rapid analysis and synthesis.

 Early involvement in the exercise planning increases the
likelihood that the event will result in an empirically sound
field study.
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