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e Mission: exploit key enemy network equipment

Golden Spike Agent> “Hammer” i1s within 10 meters of the “target’.
Golden Spike Leader> can you see the equipment?

Hammer> y chinese?

Hammer> csco/606

Golden Spike Agent> “target equipment” may be “Cisco 7606~

Golden Spike Leader> use your termjack

Hammer> 1505-D35

Golden Spike Agent> termjack classification requires secure access.
Golden Spike Agent> “Golden Spike Leader” has granted access.
Golden Spike Agent> “1505-D35” i1ndicates target equipment 1s “Cisco
75057 with “10S 12.1(5)XM4~

Golden Spike Leader> (@send root kit

Golden Spike Agent> Sending “Cisco 7505, 12.1 access kit’ to
“Hammer”.

Hammer> k rdy njct

Golden Spike Leader> initiating sentinel

Hammer> k njct grn

Golden Spike Agent> ICMP packet traffic confirmed.

Golden Spike Leader> clear the target

Hammer> Kk
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Value Definition Source Physical Value Identifier

ARCnet The IEEE 802.4 network architecture. MIP ARCNET 1000001
The IEEE 802.3 (and derivatives) network

Ethernet architecture. MIP ETHRNT 1000002
A network where more than one architecture is

Mixed used. NDAG MIXED 1000003

Token ring The IEEE 802.5 network architecture. MIP TKNRNG 1000004

Wireless The IEEE 802.11 network architecture. MIP WRLESS 1000005

Not

otherwise The appropriate value is not in the set of

specified

specified values.

ATCCIS

NOS

1000006




neeges ane Uncertaingy In Langlzge

information using

ogies to expedite

Percent Tolerance Hedge

— Compute
i interp 100% 0% Certainty
using this inf 93% 6% Almost Certain
Hedges and ot 75% 12% Probable
uncertain inform
typical problem in 50% 10% Chances About Even
30% 10% Probably Not
7% 5% Almost Certainly Not

0% 0% Impossibility



eSubjective Logic
— Mechanism for r
— Algebra combini

— Works well for
formed based u
(belief), or agai

eOpinion

— Consists of belief
atomicity (a)

e(b+d+u =1.0)

— Atomicity is a measure of proportionality, or base rate

eExample
- w=(0.3,0.6,0.1, 0.5)

out beliefs or opinions
ade by differing authorities

ning, where an opinion is
f evidence in support of
en hypothesis.

ncertainty (u), and




o Agent discoUnuing

— Canpnical tisCoURnEN N eMnENaSEd o SEmantic relevance, a
orlodl siglng, or sectrity

= [feaimed CiscCotmiEA N E IEIRpE e tNE CoElations, Infermation
sy, of lpta gty
O NalEjtivizee) fzet tuolas allows sganis to meiseighWe didssees
thait areEn v cCom Pl eI Bl ZEUNGIRECUIE The SamE
ONLeIGEY

o Agents can e guEneEdNneNEliEispECEaneidiscotnted
dCCording tordiStanCENCPERDLONS

(9.0, @)

a o AN o af _ __a(ap)
v, D(w,Qw))=0, Do,” =o,
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sUpperting Net-centric WalTalns
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