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Department of Systems Engineering

Educating cadets, officers and the 
Army leadership on Systems & 
Engineering Management concepts 
vital for success in a complex and 
uncertain world.

‘The Army’s Systems Engineering Department’
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A Changing Military Environment
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Course Overview

• Purpose – Better prepare cadets for command and 
control challenges they will face as company grade 
Army officers.

• Course Hypothesis:
A trained and cohesive organization enabled by well-
designed collaborative command and control 
systems will be able to apply decentralized command 
and control processes in order to increase unit agility 
and gain a tactical advantage as compared to units 
that are less collaborative and more centralized.

SE490 Command and Control Systems



5

Course Objectives

• Analyze the information age hypothesis that a trained and cohesive organization 
enabled by well-designed collaborative command and control systems will be able to 
apply decentralized command and control processes in order to increase unit agility 
and gain a tactical advantage as compared to units that are less collaborative and 
more centralized. 

• Apply information age command and control concepts to the design and 
implementation of a command and control system. These include globalization, 
mission command, agility, self-synchronization, and power to the edge. 

• Using available technology, design information based command and control systems 
to maximize mission effectiveness.

• Apply network, data, and interoperability engineering concepts to the design and 
implementation of a command and control system. 

• Identify specific decision processes and define command and control capabilities 
which best support those decisions. 

• Estimate the value gained by using a specific command and control system with 
specific capabilities. 

• Re-engineer unit organization and processes to best take advantage of capabilities 
provided by a command and control system. 

• Become familiar with the use of Army Battle Command Systems to command and 
control Army and Joint tactical operations. 
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Approach

• Hands on experience
– Command and control lab exercises
– Simulation software
– In-class collaboration exercises
– Command and control portal design

• Critical thinking and analysis
– Analysis of Army and Marine command and control approaches in 

Operation Al-Fajr (Fallujah)
– Topic briefings
– Command and control case study
– Synthesis paper
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Textbooks

Authors Title

David Alberts and Richard Hayes Power to the Edge: Command and 
Control in the Information Age

David Alberts and Richard Hayes Understanding Command and 
Control

Atkinson, Simon Reay and James 
Moffat The Agile Organization

Headquarters, Department of the Army
FM 6-0, Mission Command: 
Command and Control of Army 
Forces
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Course Structure

SE490 Command and Control Systems

1. C2 Theory
• C2 Functions
• Network Centric Operations
• Network Science
• Social Networks
• Complexity
• Mission Command

2. C2 Design Concepts
• Interoperability and Collaboration
• Data standards
• Communications Standards
• Service Oriented Architectures
• Information Assurance
• Edge Organizations

3. C2 Practice
• Visit C2 Headquarters
• FBCB2 Hands On
• CPOF Hands On

4. C2 Design Experience
• Cadet Summer Training 
Collaborative Portal
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C2 Theory

• Command and control functions
• Industrial age command and control
• Complexity and self organization
• Swarming on the battlefield
• Mission command
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Agent-Based Modeling Exercises

SE490 Command and Control Systems

Netlogo
Complexity

Netlogo
Network Stats

Mana
Self Organization

Swarming
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Empire Earth II Command and 
Control Exercises
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Mission Command
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Theory Exam
Operation Al-Fajr (Fallujah)
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C2 Design Concepts

• Interoperability and Collaboration
• Data standards
• Communications Standards
• Service Oriented Architectures
• Global Information Grid and LandWarNet
• Information Assurance
• Edge Organizations
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Advantages of Standards

• Application to 
application integration
– 55 integration projects

• Standards based 
integration
– 10 integration projects

• Better alignment with 
C2 processes

Enterprise
Service Bus
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LandWarNet
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Edge Organizations
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Hands on C2
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Field Trip
Hudson Valley
Transportation
Management

Center

In-Class FBCB2
Command and

Control Exercise
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Cadet Summer Training C2 
System Design Exercise

• Realistic design exercise
• Elicit requirements from real stakeholders
• Build value model, process model, data model
• Design system as a web portal
• Identify how users can use system to empower 

individuals in the organization
• Present system to actual users
• Plan for implementation
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CFT C2 System Design

Data Model
Value Model

Process Model
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Cadet Field Training Portal
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The Future

• Course is now integrated into USMA Curriculum
• Planning to introduce Command Post of the Future 

(CPOF) lab exercise
• Planning to find away to assess C2 designs using 

simulation
• 27 students enrolled for Fall 2007
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