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C2 Evaluation - Critical Challenges & Need

Critical Challenges:

= Evaluating command &
control (C2)

= Evaluating the impact of
net-centricity on force
effectiveness

= Decision makers require
guantitative methods and

metrics for measuring the

extent to which:

C2 Gaps and
Requirements

C2 Services
& Models

Data-model,
Ontology, ...

C2 Evaluation Results

—’| “As Is” (Baseline)

’| Net-Centric: Portfolio 1

| “As Is” C2 Evaluation

Net-Centric C2 Evaluation

Scenario

Mission Threads
C2 Capabilities
Supporting Data

_..‘ Net-Centric: Portfolio n

Effectiveness Values

MOPs:
Measures of Performance
e.g. Service Latency

MOEs:
Measures o f Effectiveness

Effectiveness
Attributes
(MOPs, MOES, MOFEs)

e.g. Planning time, quality

MOFEs:
Measures of Force Effectiveness | |
e.g. # Terrorist sites destroyed

4

Simulation/ Exercise Environment

» - — Analysis
= Compare Net-Centric to “As-Is”
alyze
MRM Evaluation Framework = Generate recommendations
1) Virtual Simulation (Simulation with Test Bed involving Models, People & HW/SW In-The-Loop)

2) Live Simulation (Simulation with real components in an exercise environment)

= Net-centricity improve C2 and related applications

* The GIG infrastructure and Core Services effectively
and efficiently support C2 and related applications
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Multi-resolution Modeling Evaluation Framework

C2 Gaps and C2 Evaluation Results
Requirements “As 1s” C2 Evaluation

“As Is” (Baseline)
Net-Centric: Portfolio 1

Net-Centric C2 Evaluation l

C2 Services

& Models Agencies  Coalition Military Net-Centric: Portfolio n

}

Data-model,

Ontology, ... Effectiveness Values

MOPs:
Measures of Performance

e.g. Service Latency

User Interface

Operational Environment (OE)
Scenario within OE

MOEs:
Measures of Effectiveness

e.g. Planning time, quality

Dedicated System

Dedicated System

Dedicated System
C2 Systems

C2 Services

C2 Services
Orchestration

Data Model

Gateway - Data & Services Core Services

Transport Layer L~
Network Layer Transport Layer

MOFEs:

Measures of Force Effectiveness ||
e.g. # Terrorist sites destroyed

Data Layer

Scen ario Physical Layer Network Layer
Mission Threads Data Link Layer
C2 Capabilities

Supporting Data l

Effectiveness ﬁ T Analysis

Physical Layer

Simulation/ Exercise Environment

Attributes = Compare Net-Centric to “As-Is”

= Analyze technical & cost data
(MOPs, MOEs, MOFEs) MRM Evaluation Framework = Generate recommendations

1) Virtual Simulation (Simulation with Test Bed involving Models, People & HW/SW In-The-Loop)

2) Live Simulation (Simulation with real components in an exercise environment) APL
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Net-centric C2 Evaluation:

Key Elements

Multi-resolution Modeling
Evaluation Framework
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Process Decomposition
& Assessment

Process Decomposition &
Assessment
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C? Process Decomposition
Serves as the basis for measuring end-to-end performance

Example: Global Strike Mission End-to-End C2 Process

—>|Assessment[={ Planning [ Execution |—

Measures of Force Effectiveness

(MOFE) ’ Campaign Objectives Met ‘
Establish ’ Campaign Timelines ‘
Planning Teams ’ Red vs. Blue vs. Collateral Losses ‘
Measures of Effectiveness
(MOE) ‘ Cognitive Performance ‘

‘ Decision Quality & Timeliness, SA/SU ‘

‘ Workflow Quality & Timeliness ‘

‘ Information Accuracy, Accessibility, & Completeness ‘

Measures of Application: — - - — —
Performance ‘ Efficiency, Service Availability & Reliability ‘

(MOP) ‘

Fault Recovery, Service Interoperability ‘

‘ Latency, Bandwidth Utilization, Execution Time ‘

Measures of GIG : B
Transport Performance ‘ Throughput, COﬂgeStIOﬂ, ROUtlng Overhead ‘

(MOP) ‘ Packet Rate of Loss, HAIPE Discovery ‘
‘ Latency and Latency Jitter ‘

Define detailed measures and metrics to measure and evaluate the quality and
execution time of COA Development tasks at the MOE and MOP levels APL
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Mission Area/Functional Capabilities Map

Organizational Mission Areas

Functional Capabilities

N 5 %X N H O
IS
NENEOENESENES
L L L L L L L
T

Mission Area 1
Mission Area 2
Mission Area 3
Mission Area 4

Mission Area 5

Mission Area

Domain Mapping

>

USSTRATCOM Example

USSTRATCOM Mission Areas

Functional Capabilities

Global Strike
Global Integrated Missile Defense
Global Support for Space-based OPS

Global ISR
Global C2

Global Information & Network OPS

Global Deterrence
Globally Combating WMD
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Decompose High-level Mission Area

High-level Global Strike
Processes

Functional Capabilities

Adaptive Planning

_ Decompose Mission Area
EERIET I < into High-level

Global Integrated Missile Defense Processes

Crisis Action Planning

Global Support for Space-based OPS
Global ISR
Global C2
Global Information & Network OPS

Execution

Global Deterrence
Globally Combating WMD

USSTRATCOM Mission Areas
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Decompose Global Strike Processes
Into Functional Capabilities

Adaptive Planning

Crisis Action Planning

(DP)

DP Trigger

Develop
Guidance

v

(CAP)

Critical Situation
Trigger

Develop
Guidance

Target Effects-based
Development Analysis

JFCC GSI JFCC ISR
Planning Planning

JFCC Strategic
Planning

Develop GS
Support Document

Critical Situation
Trigger

Integration

Brief CDR STRATCOM/
Select Plan

|
Brief SECDEF/
POTUS

v

Execution

SECDEF/POTUS Approval
and/or
Execution Order

Pre-Strike

Strike

Post-Strike
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Map Global Strike Capabilities to Programs of
Record & Web Services

Crisis Action Planning

(CAP) Detailed Capability Current Systems/ Net-centric
Critical Situation Decomposition Infrastructure ISE
Trigger

| GIG UDDI

Directory
Develop \
Guidance « TBMCS/

7 { * Web Service 1
SIPRNET * Web Service 2
JFCC SGS JFCC ISR JFCC Strategic N o GCCS/
Planning Planning Planning —F— » Web Service 3
I | | I I | SIPRNET

> e GCSS/ » Web Service 4
Integration SIPRNET * Web Service 5
» Web Service 6

N WS/
| SIPRNET » Web Service n

Brief CDR STRATCOM/
Select Plan

|
Brief SECDEF/
POTUS
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Mission-specific
Workflow Evaluatio
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Evaluation
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Create & Characterize a Workflow Pattern based on

the Global Strike Process Decomposition

'

—> Assessment > Planning Execution —
STARTEX FINEX
Intel Force Stat || MA Brief || METOC COA Dev. || COA Select | |cDR Est. Brief
I I
| 1.3hr | | 1.0hr] :
0.75 hr
Notional times
| 03hr|[15hr | } to complete sub-
workflow elements
0.25 hr
HQ Tasking| | CDR Intent | Mission Taskg Facts J
| | |
| 1.0hr | 0.5 hr 25 hr
| |
[osnr] [ Lohr]
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Create an Executable Model of the
Workflow Pattern

- H —
STAE}?‘ Assessment Planning Execution —>F|NEX
|
|Force Stat | | MA Brief || mETOC COR Est. Brief| | -+
- I .
13 hr
0.75 hr ()
E T

1.0 hr
D
| HQ Tasking COR Intent Mssmn Tasks | Facts | s
o o~ | R
G|31.Uhr Oﬂﬁh ﬁ}zﬁhr 1.Dhr
D__| | T
(F 05 hr (F 1.0 hr | | 0.5 hr Model's

Knowledgebase
| 0.75 hr wiedg
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GOC-CE: Portal-based Visualization of the Global
Strike TSP Workflow

2} TSP Knowledge Wall - Microsoft Internet Explorer provided by LS Strategic Command

JF\\E Edit View Favortes Tooks Help

| wpack - ”“Addrass [&1 hetps: gesportal. dod.smi. mifsites GNCL/5GS0C gl06B/AdminjKnowlegdes20wall asps: = e |Jmks »

Global Lightning 06 - TSP Knowledge Wall .

Assessment Planning

TSP Knowledge Wision Analysis Tasks : = | COA Development Tasks
Wall site pulls e - '-
status information
maintained in other
TSP workspaces

The Knowledge
Wall provides the
CDR a quick view
of GS TSP process
status

------------------------------- Knowledge
Wall

Assessment Planning Execution
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hotcel Lt Brief Comparison Brief Estimate

B attles pace CDR’s Est
Ewvaluation Brief
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Evaluate Execution of Mission-specific
Workflow Pattern

v
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Automated Data Collection,
Analysis, & Reporting
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Automated Data Collection, Analysis & Reporting

= Developed a set of “analysis services (AS)” that facilitate
automated data collection and detailed analysis of “core” and
“vendor-developed” services and applications

* The AS are bound to those services/applications at run time via
dynamic run-time binding

= Execution of the AS is controlled via runtime configuration
settings

= Gathered metrics and analytic results are intended to be managed
within the GIG infrastructure for each service/application to be
analyzed

* The AS are used to identify and analyze service/application
performance, e.g. time spent per class/method, CPU, 10, and
memory utilization, etc.

» The AS are discovered via a Universal Description, Discovery and
Integration (UDDI) registry
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Example Value-Add Use Case

= During the TSP mission |
assessment phase, the
workflow model identifies STARTEX | ~ssessment
a temporal overflow
exception associated with
INTEL image acquisition Intel | |Force Stat||MA Brief || meToC
(||A) CF 10hr | |13hr

= The web service software 2] Porsm] O—
responsible for that task os5nr] P | —
exceeded its planned

execution time budget by

25%

problem?

20 hr

| 1A Web Service

Planned Value = 1.6 hr

* The question to be answered: is there a problem with the
software or did some external factor contribute to/cause that
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Example Value-Add Use Case (cont.)

= A probe from an envisioned NCES diagnostic
software service was used to analyze the IAA
web service

* That analysis showed

= The web service software was not at fault

* The performance issue was due to a failure of the
software to establish a secure socket connection
to the network, I.e. a network problem

* The software error messages should be
augmented for better diagnostic clarity

APL
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Value of Model-driven Workflow Evaluation Approach

» Employs a disciplined, system engineering
process

= Quantifies workflow shortfalls
= |dentifies areas for capability improvements

* Provides focus for future capabillities
development and helps shape acquisition
decisions
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