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Network Monitoring is vital for good Network Monitoring is vital for good 
CC22 decisiondecision--makingmaking

Get Command CenterGet Command Center information from sources information from sources 
as early as possibleas early as possible

GIG, DCGS, NCCTGIG, DCGS, NCCT

www.chips.navy.mil

Disruptions affect Disruptions affect 
decisiondecision--making making 
processesprocesses

As main users of Network, Command Center As main users of Network, Command Center 
has large stake in managementhas large stake in management
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Role of NetworksRole of Networks
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A

B
C

Potential ProblemsPotential Problems

Standard Requirements:Standard Requirements:

When, Where, & What?When, Where, & What?

Additional requirement:Additional requirement:

So what?So what?
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Standard Network Monitoring ToolsStandard Network Monitoring Tools

© Cisco

© Polystar

© skyeome.net

Physical representations are Physical representations are 
necessary but not sufficient for necessary but not sufficient for 
effective network monitoringeffective network monitoring
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Original Display DesignOriginal Display Design
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TechnologyTechnology--based solutionbased solution
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Known ProblemsKnown Problems
Unable to scale, even with group alarmsUnable to scale, even with group alarms
Does not provide the Does not provide the ““so whatso what”” impactimpact
Overburdens users with cognitive workOverburdens users with cognitive work

Design SolutionDesign Solution
Allows monitoring 100,000+ data points on a Allows monitoring 100,000+ data points on a 
single displaysingle display
Functional representation provides Mission Functional representation provides Mission 
impactimpact
CSECSE--based design allows for easier network based design allows for easier network 
managementmanagement
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ACSEACSE--based redesignbased redesign

Remote 
Locations

Home 
Office 
Locations

Home Office processing of information from 
remote locations
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See Mission Impact of Network See Mission Impact of Network 
ProblemsProblems

Missions dependent Missions dependent 
on a systemon a system

Systems being Systems being 
used for a used for a 
particular missionparticular mission
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CSE principle 1:CSE principle 1:
Data ContextData Context

Placing data in the right context provides meaning to those Placing data in the right context provides meaning to those 
data, easing the cognitive work of the userdata, easing the cognitive work of the user

min

Inflow Outflow

maxmax min

Process Syst
em
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CSE principle 2:CSE principle 2:
Directing AttentionDirecting Attention

Users doesnUsers doesn’’t have to pull information from the system to t have to pull information from the system to 
make a decisionmake a decision

Important events in the network draw the operatorImportant events in the network draw the operator’’s attention s attention 
with enough contextwith enough context
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See upstream and downstream See upstream and downstream 
connectionsconnections

-- Externalize ExpertiseExternalize Expertise

History of a selected queue / History of a selected queue / 
systems can be viewedsystems can be viewed

CSE principle 3:CSE principle 3:
ObservabilityObservability
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A functional representation for A functional representation for 
network monitoring shows the network monitoring shows the 
mission impacts of network faults.mission impacts of network faults.

CSE principles guide the design CSE principles guide the design 
process to visualize these impactsprocess to visualize these impacts
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Questions?Questions?
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1 system node corresponds to 1 row1 system node corresponds to 1 row

Physical Picture of a system nodePhysical Picture of a system node

System
Node

Beacon

System Inflow Software
Processes

Outflow to 
Other Systems
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Display comparison for color 
anomalous viewers

Display comparison for color 
anomalous viewers

*Image conversion done through filter developed by Vischeck
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