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9; 1 Introduction

Complexity and Complex Systems

P

The notion of “System™ is recursive [12]. A system: may include: software,
hardware, human [17], process, doctrines, etc.

CxS: many components and links, intricate interactions, re-organization,
adaptation

Hierarchy Both hierarchy and network

/ Top-down

Authority

Traditional Levels of Hierarchy

@
S
N

Usually tightly Usually loosely coupled, less hierarchic, more
coupled, linear decentralized, flexible, and non-linear 3
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~/ 1 Introduction

Complex systems “in” their Environment

Real External
Complexity

Re-adjust

Complexity

Internal

Regularized

Perceived
External

Complex System )
Environment

From [12] and [15]
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1 Introduction

i Main Sources of Complexity [16], [15]
(Mil. Ops)

ng/Arch & PREN
Systems

attributes

Eng/Arch & Systems

Availability
Reliability
Safety

Self-monitor

Evaluation of needs ) Awareness Dependability [Intearity
: Potentially: Self-analyse Maintainabili
and requirement  Maintainability
i new set of REQ Self-organization Trust
analysis = Optimization High-level Assurance
Self-a daPtlatm" agility | Trustworthiness
il Self-reconfigure Fault avoidance
@ Self-protect
Self-repair Stabilization Confidentiality
Self-recover Integrity
Conception New version of the . |Availability
Design architecture Robustness Security |accountability
Completeness Authenticity
Efficiency Non-repudiation
Effectiveness Fault avoidance
Potentially: new Correctness | Fitness
Development, tests, equilibrium in Responsiveness Upgradability

validation

Maintainability |Reconfiguration
Supportability

Fault prevention

survivability attributes Performance
Scalable
Fault avoidance

Survivability

Fault Fault tol
L avoidance |Fault tolerance
Implementation, F_le’“b]l]l!" Fault remaval
configuration Predictability Manageability Fault forecasting
Servicability Auditability
Configuration
fntak b e | . Measurability
Composition Verification |—=—"— =1
Structure | yodifiability | Usability
Logic| Flexibility
Aggregation Modifiabilit
— Aggregation | y
Utilization Pmeg;'ﬁ'éyé;;‘zn‘?’say & Time ——
Dependability Reliability
Se.cunty Durability |Sustainabili
Fault avoidance Resiliency
Fault avoidance

Ops: Beech [6], Calhoun [8], many others. Eng/arch: [18], [7], [3], many others



o7 1 ntroduction
‘/ The Study of CxS and Complex Problems

il
The task is not easy. ] suradan
Self-organization - St
As shown later, interaction \+
diagrams may help " [Resiionce of
B 1
; ; A Redundant
e +/- contributions + Core / + + multi-way
. . - principle 4 chains of
 Cause-effect interrelationships for ,  [TFitness of ) causality
the whole
e FOcus on selected aspects
)es not depend on domains * )
+
L |
PR e
elements Emergence Tightly
coupled
(_)\ Performance |, elements
of the whole

~ Interaction diagram [12]
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2 Solution Elements
State-of-the-Art on CxT, CxS and Chaos

4

e
471 references + 713

) additional Internet
1- List of Works, Experts, Organizations, addresses + abstracts

Projects, Journals, Conferences and Tools

[9] 64 formulations and
“» measures of systems’
2- Formulations and Measures of complexity
Complexity [10] e y
ey words
3- Glossary [11] "* defineg by different
authors

4- Overview of Theoretical Concepts [12] "* | —— t |
EVIEW OT CONCEPLS

- Solutions [to be published]. u*
| Solutions (...) |

R & D pour la défense Canada ¢ Defence R&D Canada 7



2 Solution Elements
State-of-the-Art on CxT, CxS and Chaos

4

e

SOTA,; as we all know:

o CXT is currently the object of intense R&D all around the world
* Huge literature

* Vocabulary is still evolving

» Concepts related to CxT are abstract; often not easy to grasp

Aim of this work:

* Propose some elements of solution that may help the study of CxS
and complex problems

« Itis an on-going work (please send us your comments/suggestions)
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9; 2 Solution Elements

e Commonalities in the Scientific Literature — Two Perspectives
Static Aspects Dynamical Aspects
(at one given time)
Level 2 - e e (] Emergence at the
(CxS asan rg?(tak:elev?/haole (e:XeSve <¢—p | level of the whole |-<-d—p
entity) CxS
Two perspectives can 1 o
be extracted [13]:
| Components, links Interactions between w
Level 1 and mechanisms at : components at the :
(Components) the level of CxS’s level of CxS'’s
components components
Environment

Perspective 1: Allows to discriminate between conceptual levels of CxS
Perspective 2: Allows to discriminate between static and dynamic aspects
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L_.-- Static Aspects Dynamical Aspects
(at one given time)
Level 2 ) E t th
(CxSasan | |Properesatine fevel evel o the whole. | <4—»-
entity) CxS
5 oo
From these two perspectives:
S
- - - - . . S
we identify 4 modalities [13] that Levell | (endmechanamsat]| | | | 'componemsaiine .
(Components) the level of CxS's | levelofcxs's | T
may be used to study CxS Componert
A A

9; 2 Solution Elements

The Four Modalities

y y

Environment

Modality: a pre-defined condition.

=>» Modalities allow the classification of concepts, phenomena (etc.)
according to pre-defined conditions.

The four proposed Modalities = ...
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Static Aspects Dynamical Aspects
(at one given time)

-
I I I I l Level 2 . Emergence at the
2 S O I u tl O n E I e e tS (Cxsasan P'g?a:gevi’fgltehgles"e' < | level of the whole |«
‘g? entity) Cxs
J Modality 1: Internal Components (and Link 1
.
( O a y e a O pO e S (a S) Components, links Interactions between
= Level 1 and mechanisms at -} | COMPONENts at the
(Components) the level of CxS's level of CxS's
components components
A
9 v

Environment

Environment

\ Willingness |

| Redundancy |

\ Complementary Among Components

\ Coherence Among Components

| I
/fone of RO,
< >

\ Others

Modality #1: Components (and Links) of the CxS

re

-Pla

D

Number of Components

Diversity/Redundancy of Roles, Expertises

Characteristics

Common Knowledge, Understanding

Independence, Autonomy of Components

Compatibility of Values, Beliefs, Culture

Others

Highly Stable and Linear Chaotic 11




Static Aspects
(at one given time)

@; 2 Solution Elements
e

Dynamical Aspects

Emergence at the

CxS

Modality 2: Internal Interactivities

Interactions between
components at the
level of CxS's
components

Components, links
Level 1 and mechanisms at

(Components) the level of CxS's

components

level of the whole | <«t—

Environment

| Abllity to Coordinate with Other Components |

| Synchronization Among Components

\ Understanding Exchange

|
|
|

Outcomes
\ Others
Modality #2: Interactivities between Components of the CxS
ree-Pla
Degree of Decoupling Between Components
Diversity/Redundancy of Links
Characteristics

Degree of Interoperability

Effectiveness/Efficiency of Communications

Others

Highly Stable and Linear Chaotic | 12




Dynamical Aspects
at one given time

Properties at the level > EREEEERCliie

of the whole cxs | TP Ievelofcl:sewhole -

!

Components, links Interactions between
and mechanisms at components at the
the level of CxS’s level of CxS's
components components

entity)

m\; 2 Solution Elements oo

‘} Modality 3: Global Properties of CxS

A A

' '

Environment

Environment

1 Fitness ot the CXS |

1 Robustness, Resilience In Face of Attacks ]

1 Pertormance of the Whole CXS |

| Aqgility of the Whole CXS ]
Outcomes N

l others |

Modality #3: Global Properties of Interacting Components

Internal Complexity, Flexibility, Flow of Data

< >

Characteristics Degree of Decentralization of Control

Decoupling Between Components

Shared/Common Understanding

Others

Highly Stable and Linear Chaotic |13




Static Aspects Dynamical Aspects [
2 S I t- E I t (at one given time) VA‘\
Level 2 . Emergence at the
!E'?V O u I O n el I Ie n S esma | |"TRTALE" |eve|§fcl:§w'h2|e <r>
’ ) @
Modality 4. Emergence _ _
L~ Level 1 and mechamams at It e :
(Components) the level of CxS" levelof Cxs's | ™
components components
Environment
| Seli-organization |
| Seli-adaptation |
| Seli-recovery |
Outcomes L 2eli-repalr J
l Seli-replication ]
l others ]
< Modality #4: Emergence Occurring out of Interacting Components >
Number of Components, Interrelationships
Shared Rules, Values, Beliefs, Models
Characteristics Efficient Understanding Sharing
Ability to Aggregate
Degree of Decentralization of Control
Others
14

Highly Stable and Linear

Chaotic




2 Solution Elements

Recommended Approaches, Processes

1

L—-—"'
Modality 4 Modality 3 Modality 2 Modality 1
(CxS’'s Emergence) (CxS'’s Properties) (Interactions) (Components)
Qutcomes | Charact. Qutcomes | Charact. Outcomes | Charact. Outcomes | Charact.
T T T T
-0 -0 -0 -0
la -
High-level 4
Discovery process L = = =
Mid-level
Low-level \/
- 2ar

The recommended approaches:

Holism =» Holon; a system is a whole in itself as well as a part of a larger system
Classical & Evolutionary engineering: [17], [5] among others

(1) Top-down: [2] among others

(2) Bottom-up: [2] among others

Multiscale Analysis: [4], [5]

=» Cause-effect relationships must be studied (independently of domains)
R & D pour la défense Canada ¢ Defence R&D Canada 15



~/ 3 Application to NCO C2
. 4
[{"} The Use of Modalities \

Military operations

MY M2/ 4amp Environment

| . M4/O
M1. Components, links M1/0 1276

M2: Interactivities P \

, . Eng/Arch & survivabilit
M3: CxS’s properties  Systems PN a’?tllz\i/tl)\lljies“y
M4/0
M4: CxS’s emergence

For instance, M1/C means Modality #1, Characteristic

All relevant cause-effect relationships must be studied (independently of
domains)

» Modalities can be used (characteristics and outcomes)

Holism, top-down and bottom-up approaches

Multiscale analysis, others ...

— Patterns may be identified (behavior, structure, composition, etc.)
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NATQO’s working
groups could help
(SAS-050 & 065):

=>» They identified more
than 350 C2 variables

Agility

Adaptation
Robustness
Resilience

Flexibility>

Collaboration
Willing

Res

Creativity
Autonomy

Nbr possible Solutions

and interdependencies

Heterarchy

Independence, Autonomy,

between them

Synergetic
Proactive

Decentralization

Decoupling

Redundancy of Roles, ...

Diversity of Roles, ..,

Understanding

Sharing/Quality of Knowledge,

Availability/Quality of Data,
Information, Knowl., Expertise

Ease of Reallocating
Responsibilities

Self-synchronization

Self-adaptation
Self-organization
Self-orchestration

Outcomes

Collective Learnin

Self-recovery

Collective Innovation

Outcomes
|

Modality 1:
Components

NCO C2

Qutcomes

Modality 4:
CxS's
Emergence

3 Application to NCO C2

Identification of Modalities” Outcomes

Agility
Creativity
Adaptation
Robustness
Proactive
Resilience

ization
< Flexibility
fveness

Collaboration

|Modality 2: M Smart Links and
Interactivities Protocols
Heterarchy

Smart Comms

Independence, Autonomy
Sharing/Quality of

Knowledge, Understanding
Availability/Quality of Data,
Information, Knowl., Expertise
Redundancy of Links,
Protocols

Able to Deal with Multiple Arenas
Agility

Robustness

Resilience

Modality 3: | outcomes—to iveness
loxs's O Flexibility
Properties Creativity

Interactive Planning and Control
Synergetic
Ease of Reallocating Responsibilities

Alberts and Hayes’s (2007) [1]



~/ 3 Application to NCO C2
o
LR"/ The Use of Modalities and Interaction Diagrams

The Basis =
(Modalities)

Must be
supported by
specialized
tools

Modality 1 Modality 2 Modality 3 Modality 4
(Components) (Interactivities) (CxS Properties) (CxS Emergence)
Outcomes (M1/0) (M2/0) (M3/0) (M4/0)

Characteristics
(M1/C) (M2/C) [\(4M3/C) (M4/C)

]

I |

Interaction Diagrams
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R

3 Application to NCO C2

Identification of Cause-effect Interrelationships Between Outcomes

All shown cause-effect interrelationships are positive (for clarity purposes)

Interaction diagram [13]

Ability to
Face Multiple SRRkt
Arenas \
" Self-
/ Agility / Organize
Robustness Resilience Flexibility Responsiv. Innovative 3 . =3l
synchronize orchestrate
Level 2; st\ \\ \ f
Level 1; Compon.
Decoupling Responsiv.
A
Redundancy \ Heterarchy ,
Roles,etc. | | NbrPossible |_ Flexibilit Collaborative
Solutions y A
Diversity / Decentraliz. Proactive
Roles, etc. Control Willing to
Work Tog.
A
Adaptation
A
Avail./Quality Sharing/Quality
Flexibility Rgdll(Jndancy Data, info, Understanding Trust
i ol Knowl. Expert. Knowledge

19



m); 4 Conclusion
&« The design, study and use of CxS is challenging:
— Intricate interactions between systems (includes human, ...)
— Many concurrent sources of complexity (not static)
« Some solutions were proposed to ease this task.
— Interaction diagrams:
 Study cause-effect relationships (independently of domains)
» The iterative and incremental building of understanding

— A set of four modalities:
* New way to structure complex studies (based on CxT)

» Helps define used key words
— Holism, top-down and bottom-up approaches (Anderson, 2006)
e are currently testing these solutions with the engineering of C2-1-CxS
=>» Evolution of systems, maintenance of their survivability attributes

R & D pour la défense Canada ¢ Defence R&D Canada 20



.S,/ References
RiJ

Fli=

[1] Alberts S. D. and R. E. Hayes, 2007. Planning: Complex Endeavors. Document under review to be
proposed to the DOD-CCRP for publication. The document is available (2007) at: http://www.dodccrp.org/.
Number of pages: 122.

[2] Anderson, C., 2006. Creation of desirable complexity: strategies for designing self-organized systems.
In Complex Engineered Systems — Science Meets Technology. Springer, Braha, Minai and Bar-Yam
Editors, ISBN: 3540328319.

[3] Avizienis, A., B. Randell and C. Landwehr, 2004. Basic Concepts and Taxonomy of Dependable and
Secure Computing. IEEE Transactions on Dependable and Secure Computing, Vol. 1, No. 1.

[4] Bar-Yam (2005). Making Things Work: Solving Complex Problems In A Complex World. Knowledge
Press, ISBN: 0965632822

[5] Bar-Yam, Y., 2006. Engineering Complex Systems: Multiscale Analysis and Evolutionary Engineering.
In Complex Engineered Systems — Science Meets Technology. Springer, Braha, Minai and Bar-Yam
Editors, ISBN: 3540328319.

[6] Beech, F. M., 2004. Observing Al Qaeda through the Lens of Complexity Theory : Recommendations
for the National Strategy to Defeat Terrorism. Center for Strategic Leadership, Student Issue Paper, Volume
S04-01,

[7] Brooks, R. R., 2005. Disruptive Security Technologies with Mobile Code and Peer-to-Peer Networks.
CRC Press, ISBN: 0849322723, 381 pages.

[8] Calhoun, T. M., 2004. Complexity and Innovation: Army Transformation and the Reality of War. Fort
Leavenworth, KS: School of Advanced Military Studies, Army Command and General Staff College.

[9] Couture, M., 2006a. Complexity and Chaos — State-of-the-Art; List of Works, Experts, Organizations,
Projects, Journals, Conferences and Tools. DRDC/RDDC Valcartier Technical Note Number TN 2006-450.
Defence R&D Canada, Valcartier, Quebec, Canada.

R & D pour la défense Canada ¢ Defence R&D Canada 21


http://www.dodccrp.org/

.,  References
RO

[10] Couture, M., 2006b. Complexity and Chaos — State-of-the-Art; Formulations and Measures of
Complexity. DRDC/RDDC Valcartier Technical Note Number TN 2006-451. Defence R&D Canada,
Valcartier, Quebec, Canada.

[11] Couture, M., 2006c. Complexity and Chaos — State-of-the-Art; Glossary. DRDC/RDDC Valcartier
Technical Note Number TN 2006-452. Defence R&D Canada, Valcartier, Quebec, Canada.

[12] Couture, M., 2006d. Complexity and Chaos — State-of-the-Art; Overview of Theoretical Concepts.
DRDC/RDDC Valcartier Technical Note Number TN 2006-453. Defence R&D Canada, Valcartier,
Quebec, Canada.

[13] Couture, M. and R. Charpentier, 2007. Solution Elements for Studying Complex Systems. 12t
ICCRTS, Adapting C2 to the 215t Century, June 19t-21st, 2007, Newport, Rhode Island.

[14] CTW, 2006. The Complexity Tutorial Workshop 2006 — Final Report. Professor Yaneer Bar-Yam
(NECSI) Tutorial that was held December 2006 at DRDC-RDDC Valcartier. DRDC/RDDC Valcartier
Technical Note Number TN 2007-141. Defence R&D Canada, Valcartier, Quebec, Canada.

[15] Jost, J., 2003. External and Internal Complexity of Complex Adaptive Systems. Santa Fe Institute,
Working Paper Number 03-12-070.

[16] Michaud F. and M. Couture, 2007. Survivable Information Systems — State-of-the-art. Document
in preparation.

[17] Minai, A. A., D. Braha and Y. Bar-Yam, 2006. Complex Engineered Systems: A New Paradigm.
In Complex Engineered Systems — Science Meets Technology. Springer, Braha, Minai and Bar-Yam
Editors, ISBN: 3540328319.

[18] Neuman, P. G., 2000. Practical Architectures for Survivable Systems and Networks. Phase-Two
Final Report based upon work supported by the U.S. Army Research Laboratory (ARL), uinder contract
DAKF11-97-C-0020, SRI International, 209 pages.

[19] Serugendo Karageorgos, Rana, Zambonelli (Eds.) (2004). Engineering Self-organizing Systems
— Nature Inspired Approaches to Software Engineering. Springler-Verlag, ISBN: 3540212019




r)i); Questions

This is an on-going work
Please, send us your comments/suggestions

Mario Couture
DRDC-RDDC Valcartier
2459, Pie-XI Blvd North
Quebec, Qc, Canada
G3J 1X5

(418) 844-4000 (4285)
Mario.Couture@drdc-rddc.gc.ca
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