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Background

m Interoperability has been a topic of concern for at least 30 years

m GAO has told Congress
m Interoperability has been a “longstanding problem”

m “Services historically have been unable to communicate effectively
among themselves during joint operations”

m Interoperability failures in “Korea, the Dominican Republic,
Vietnam...(and) Grenada”, “Persian Gulf”

m DoD continues to experience interoperability problems

m Much work has already been done:
Military policy created
Interoperability defined

Types of interoperability identified

Frameworks, methods, models, and measures for interoperability
created

Integrity - Service - Excellence
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m Our paper & presentation are meant to be reference documents
m Interoperability definitions, types, methods, & centers-of-
gravity
m Only highlights of the methods described by the papers surveyed
are presented in our ICCRTS paper and presentation
m Read the original documents for a full understanding!
m Meticulous bibliography is supplied in the survey paper

m We focused on presenting strengths of the methods surveyed
m Applicability of each method is limited to its authors’ intent

m No one method will be useful in all analytical situations

Integrity - Service - Excellence



\} 4
%4

U.S. AIR FORCE

Interoperability Definitions

# of New Interoperability Definitions Proposed per Year
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Most popular definition of interoperability
(13 mentions) of 34 definitions identified was...

Official DoD Definition (JP1-02): The ability to operate 1In
synergy iIn the execution of assigned tasks.
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Interoperability Measurement Models

LISI, Stoplight

OIM (revised),

i-Score

’80 "89 ‘96’98’99 02’03’04 °05 ‘07

14 Interoperability Models Identified

NOTE: Unless otherwise noted, all quotes and figures presented with each model's summary
on the successive slides are attributed to the author of model being summarized.
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Interoperability Measurement Model #1

SolM

Interoperability in Defense Communications, IEEE Trans. Comm., 1980
Gilbert E. LaVean

Type of Interoperability: Communication System

Motivation: Addresses interoperability between communications systems
supporting U.S. DoD, U.S. Civil Government, and Allies.

Abstract: “A spectrum of interoperability is presented that permits system
objectives to be stated in more precise terms and also provides a basis for cost
versus benefit analysis.”

Contribution: Possibly first to recognize and describe levels of interoperability—
1) separate systems, 2) shared resources, 3) gateways, 4) multiple entry points,
5) conformal/compatible systems, 6) completely interoperable systems, and 7)

same system.

T~
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Interoperability Measurement Model #2

QoIM

The Quantification of Interoperability, Naval Engineers Journal, 1989
Dennis R. Mensh, Robert S. Kite, & Paul H. Darby

Type of Interoperability: Battle Force C3 Systems, Units, & Forces
Motivation: Joint Pub 1

Abstract: Provides “an analysis tool to enable specific detailed analysis of the
interoperability of BFC3 systems, units, or forces for the purpose of uncovering
and resolving interoperability issues and problems in the U.S. Navy, Joint, and
Allied arenas.”

Contribution: Possibly first to define components of interoperability to capture
the “totality” of interoperability; attached MOEs in the form of logic equations to
each component in order to perform interoperability analysis of Battle Force C3

systems using actual exercise data.
MITRE
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Interoperability Measurement Model #3

MCISI

Military Communications & Information Systems Interoperability, MILCOM, 1996
Col. Marek Manaowicz & Col. Piotr Gajewski

Type of Interoperability: Military Communication & Information Systems (CIS)

Motivation: Military CIS interoperability between national, multinational, and
allied forces are required in support of traditional military C2 as well as in support
of international dialogue & cooperation, humanitarian aid, and peacekeeping.

Abstract: General concept of military CIS interoperability modeling is presented.

Contribution: Possibly first to recognize that taxonomic methods are useful and
that “great amounts” of data are needed to perform proper interoperability
analysis. Also, possibly first to express an interoperability measure as the
distance between systems, measured in terms of their “features.” Showed that

dendrites can be used to pictorially describe the relationships of CIS systems.
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Interoperability Measurement Model #4

LISI

Levels of Information Systems Interoperability, C4I1SR AWG, 1998
C4ISR Architecture Working Group co-chaired by J6 and ASD(C3I)/CISA

Type of Interoperability: Information Systems (IS)

Motivation: Joint Vision 2010 — “speed and accuracy of prioritizing and
transferring data brought about by advances in technology.”

Abstract: A “practical assessment process for determining the interoperability
maturity level or ‘metric’ of a given system or system pair, and we lack a means
for the community to work collaboratively toward achieving higher states of
assured Joint interoperability.”

Contribution: Possibly first complete reference model for IS interoperability.
Defined 5 levels of interoperability measured across 4 attributes. Described
succinct metrics conveying interoperability of a single IS or system pair. LISI
institutionalized by DoD in support of JCIDS. Complements DoDAF. MlTRE
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Interoperability Measurement Model #5

|IAM

Interoperability Assessment, Proc. 661" MORS, 1998 (revised Aug 2003)
Michael J. Leite

Type of Interoperability: System

Motivation: CINCLANTFLT stated in 1998 that “there is no focus on battle group
and Joint interoperability.”

Abstract: “A methodology that characterizes system interoperability deficiencies
through the measurement and quantification of a set of interoperability system
components.”

Contribution: Defined 7 degrees of interoperability and 9 components of
interoperability. Provided some equations which relate to the 9 components.
Possibly the most valuable contribution was a flowcharted interoperability
assessment process whose utility was demonstrated by a brief appllcatlon to a
Navy Theater Ballistic Missile Defense case study.
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Interoperability Measurement Model #6

OIM

Organisational Interoperability Maturity Model for C2, Proc. 3 ICCRTS, 1999
Thea Clark & Richard Jones

Type of Interoperability: Organizational

Motivation: “The primary challenge of conducting joint operations is increasingly
summed up in one word, interoperability.” While earlier work focused on system
and technical interoperability, this paper addresses “issues associated with
interoperability at the organisational level.”

Abstract: “Understanding organisational interoperability is...vital for the effective
command and control of...task forces.”

Contribution: OIM extends LISI to cover organizational interoperability. Like
LISI, defines 5 levels and 4 attributes. OIM updated in 2003 by Suzanne Fewell
and Thea Clark and re-published in Proc. 9t ICCRTS.

Integrity - Service - Excellence
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Interoperability Measurement Model #7

NMI

NATO C3 Technical Architecture Reference Model for Interoperability, 1999, 2003
NATO Consultation, Command, and Control Agency (NC3A)

Type of Interoperability: Technical, Data

Motivation: “To establish measures of merit to evaluate the degree of
interoperability between two existing systems by applying standard means.”
(Tolk & Muguira)

Abstract: “Enhancing operational effectiveness by structuring and automating
the exchange and interpretation of data.” (Morris, et al.)

Contribution: The original NMI complements LISI by describing 5 levels of data
interoperability. NMI provides categories of elementary services which form a

basis of interoperability profiles. According to Morris, et al., NMI was updated in
2003 to “closely reflect the LISI model.” NMI is no longer available on-line.
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Interoperability Measurement Model #8

Stoplight
An Interoperability Roadmap for C4I1SR Legacy Systems, Acg. Rev. Qtrly., 2002
John Hamilton, Jerome Rosen, & Paul Summers

Type of Interoperability: C4ISR Legacy System

Motivation: “The DoD has made tremendous interoperability gains...without a
way to assess the status of interoperability..it is difficult to quantify this
progress...interoperability successes are easily overlooked.”

Abstract: “Most systems developed today meet the interoperability requirements
...specified in their ORDs...a set of metrics...would highlight the successes of
the many agencies that have labored to produce interoperable systems.”

Contribution: A simple model which assigns a single color code to a system
which indicates how well that system meets operational and acquisition
Interoperability requirements. Possibly first model to directly address the
relationship between requirements and interoperability.

Integrity - Service - Excellence
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Interoperability Measurement Model #9

LCI

Beyond Technical Interoperability—Introducing a Reference Model for
Measures of Merit for Coalition Interoperability, Proc. 8t ICCRTS, 2003
Andreas Tolk

Type of Interoperability: Coalition

Motivation: “Interoperability is definitely not limited to the technical domain, but
IS dependent on organizational aspects as well.”

Abstract: “A framework to deal with possible measures of merit to be used to
deal with the various layers of semantic interoperability in coalition operations.”

Contribution: Emphasizes the importance of measures of merit in measuring
interoperability. Defines a framework of 9 levels for measuring interoperability
which shows the relationship between organizational and technical
interoperability. Describes the continuum between technical and organizational
iInteroperability.
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Interoperability Measurement Model #10

LCIM

The Levels of Conceptual Interoperability Model, Proc. 2003 Fall SIW, 2003
Andreas Tolk & James Muguira

Type of Interoperability: Conceptual

Motivation: “In order to achieve meaningful interoperability of simulation
systems on the technical level, composability of the underlying conceptual
models is a necessary requirement.”

Abstract: “...a general model dealing with various levels of conceptual
interoperability that goes beyond the technical reference models.”

Contribution: Possibly the first model to “bridge the gap between
implementation focused methods and conceptual models.” A layered model
which enhances the DoD Net-Centric Data Strategy for the Global Information
Grid.

Integrity - Service - Excellence
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LCIM
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System of Systems (SoSl): Final Report, CMU Tech. Report, 2004
Edwin Morris, Linda Levine, Craig Meyers, Pat Place, & Dan Plakosh

Interoperability Measurement Model #11

Type of Interoperability: Technical, Operational, Constructive, & Programmatic

Motivation: “Interoperability must occur at multiple levels within and across
programs, and not solely in the context of a system construction.”

Abstract: “In order to have interoperability between operational systems, one
must introduce—and address—the full scope of interoperability between those
organizations that participate in the acquisition of systems.”

Contribution: Proposed that a set of models is needed to “collectively address
all of the dimensions of interoperability.” Introduced the concept of an
interoperability backplane which includes environmental factors such as policy
and standards, especially those prescribed by the program executive officer.

Software Engineering Institute ‘ Carnegie Mellon
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Activities performed to manage the acquisi-
tion of a system. Focus is on contracts,
incentives, and practices such as risk
Program Management management.

Activities performed to create and sustain a system.
Focus is on architecture, standards, and commercial
off-the-shelf (COTS) products.

System
Construction

Activities performed to operate a system.
Focus is on interactions with other systems

Operational System
P Y and with users.
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Interoperability Measurement Model #12

NTI

Non-technical Interoperability in Multinational Forces, Proc. 9t ICCRTS, 2004
K. Stewart, H. Clarke, P. Goillau, N. Varrall, and M. Widdowson

Type of Interoperability: Non-technical

Motivation: “Interoperability in multinational forces generally refers to
compatibility of hardware and software. Connectivity alone, however, does not
confer capability and must be accompanied by interoperability of people,
process, and organisation.”

Abstract: “A valid framework describing factors that underpin NTI.”
Contribution: Extends OIM by describing attributes or factors of non-technical

interoperability, pertaining to multinational forces, largely gleaned from interviews
with 45 British officers ranging in rank from Army Captain to three-star general.

All had served in multinational operations/settings.

Integrity - Service - Excellence
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Interoperability Measurement Model #13

OIAM

An Organisational Interoperability Agility Model, Proc. 10t ICCRTS, 2004
Gina Kingston, Suzanne Fewell, & Warren Richer

Type of Interoperability: Organizational

Motivation: “Joint, combined and coalition operations are now the rule.
Coalitions are often formed on an ad hoc basis...with partners joining and
leaving or scaling their commitments during the course of the...operation.” “This
requires the development...of modelling and measuring techniques to assess
the impact.”

Abstract: A model that “aims to capture the dynamic aspects of working in
coalitions including the ability of an organisation to contribute to the rapid
formation and reformation of coalitions, including novel ones.”

Contribution: Possibly first to define a framework for measuring how capable,
or agile, an organization is with respect to joining a coalition. f
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with other organisalions across Willing ta lirmited. styles of organisations |organisational groups alfegiances and
most organisational groups. accommodate F tivities rel tio from across some and to share some date
diffarences in goals Hg oanref::c ihes il b?:an organisational groups. |classes of information values,
and values and with doctrine/ore ompa h be Wil 4 with them. Encouraged
techniques for procedures have been (Wiling fo adapt to to devalop new skills.
recoanising a common developed with af least one different C2 styles.
" 09” :v'gr'le wiarkin organisation from most Able fo adjust C2 Willing fo develop new
purpo ieatin 9 organisafional and cultural structures before methods and
with organisations with " . N
iple conflicting Groups i.e. multiple sets of operations gmd c2 pmceda_rms !:_:r
goaf; doctrine/procedures have been |staffing during intaracting with the
N developed. operations. other organisations.
A variety of relevant collective
(peri working with other
organisafions across
jorganisational and cultural
groups.
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Interoperability Measurement Model #14

I-Score

The Interoperability Score, Proc. 2007 CSER, 2007
Thomas Ford, John Colombi, Scott Graham, & David Jacques

Type of Interoperability: Technological, Biological, Organizational, &
Environmental

Motivation: In performing network-centric operations, “clearly an important
factor is improving interoperability of systems of all types.” Extant interoperability
measurement methods are “more qualitative than quantitative.”

Abstract: “A generalized measure of the interoperability of systems of all types,
supporting an operational thread.”

Contribution: Possibly the first to define a strictly quantitative means of
measuring the interoperability of a heterogeneous network of systems in the
context of the operation those systems support. Additionally, proposes a means
of defining the maximum measure of interoperability in light of }%“(“AF{F
operational and technical constraints.
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o2 Interoperability Measurement Summaries
U.S. AIR FORCE
Method Measure
Spectrum of Interop., 1980 {1,2,3,4,5,6,7} per system pair
Quantification of Interop., 1989 xly ratio per component
Mil Comm. & Info Systems Interop., 1996 | Pos. integer per system pair
Levels of Info. System Interop., 1998 {G, E, S}#{0...4}9{a...z} per info system
Interoperability Assessment, 1998 Various number & non-number measures
Organisational Interop., 1999, 2003 (0,1,2,3,4} per organization
NATO Ref. Model for Interop., 1999, 2003 | {0,1,2,3,4} per info system
Stoplight, 2002 {R, Y, O, G} per legacy system
Layers of Coalition Interop., 2003 {1,2,3,4,5,6,7,8,9} per coalition
Levels of Conceptual Interop., 2003 {0,1,2,3,4} per model
System of Systems Interop., 2004 User defined
Non-technical Interop., 2004 {1, 2, 4, 8, 12, 16} per attribute per force
Organisational Interop. Agility, 2005 {0,1,2,3,4} per organization
I-Score, 2007 Real number per operational thread
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\,;,/ Mathematics of Interoperability Measurement

U.S. AIR FORCE

m Graph Theory

m Optimization Theory
m Probability Theory
m Matrix Methods

m Mathematical Logic
m Complexity Theory

m Metrology
m Measures of Merit
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Conclusion/Areas for Future Work

1. Refine the field of interoperability measurement

m “acomplete and consistent set of interoperability models” is
needed. (Morris et al, 2004)

2. Pursue mathematical methods for interoperability measurement

m  Qualitative measures are useful, but quantitative methods are
required as the next step in interoperability measurement

3. A method of measure interoperability of self-forming networks is

needed
m OIAM is a starting point

4. Perform applied research on extant models
m Necessary to flesh out the strengths and weaknesses of the models
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Questions?

| welcome comments & criticisms!
thomas.ford@afit.edu
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