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= The problem

» DARPA seedling project

= Proposed solution: NetSTAR
= NetSTAR model

* NetSTAR performance analysis




HUMAN-CENTERED The Problem

I ENGINEERING

Organization Identification as Part of Larger Problem

DUCT

| Adversary Identification =

g —— E ‘_ . = a\’.;‘@ £ ?“ _
: L . -: ; 4 4 ﬁ s o .‘_.
omm. Nets e = _ e

anning staff

Battlefield

*Execute attacks
1 against enemy
sGather intel
scomm. intercepts predicted target vulnerabilities & counteractions,
sevents = Network structures, g counter-action , disruptions &
actions actor transaction impact assessment probes plan

patterns, roles & intent

NetSTAR Benefits to Process

=Increase amount of data that can be analyzed and
uncertainty/complexity that can be handled

»Speed-up & improve accuracy of threat analysis

=Improve understanding of enemy’s vulnerabilities and
effectiveness of counteractions

- =Improve data collection by targeting most critical info

Danra |
STl © 2007, Aptima, Inc. 3

Outcome: enemy’s performance
degrades

=incorrect actions
»delayed commands

mmissed critical information
and engagements
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Challenge of Threat Analysis

Actors

Adversaries

m—b

(communications,

actions, resource use) B Environment -~

4@ Interactions
3l 4

e RTTTNT ¥ ¥ s

Civilians

activity
patterns

_.

Interactions
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Project Focus

Find:

= Enemy STRUCTURE
= Enemy INTENT

= Enemy ACTIVITIES

" SENS0rS
vtext analyses

_ _ intel collection l
This will enable you to:
= Find correct RED high-value targets People Resources
. . gaibtld ew/s = e
= Develop effective BLUE COAs/counteractions
= Avoid unintended consequences of BLUE actions | communication intercepts  Intel on individuals
Krald Maled 140003 120007 FPrepar: Explosbes | RIMRdnar Weapon s mandia canng
[Mizled BEIH 140010 140012 Tim on B Moted  Sovenoms plEmng
. cpr . Involvement in activities
Challenges of _manual threat |dent|f|9at|on e
= Enemy adapting — cannot rely on experience only = e )

= Data explosion — high manpower needs, manual
approaches would not scale

= Large info gaps & complexity
= Bijases in human decisions
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LT ENGINEERING NetSTAR in a Nutshell

= \What is NetSTAR?

— Semi-automated technology to discover transaction patterns and
organization network structures from massively noisy data

= What data does NetSTAR need?

— Communication transactions, activities, and actors + Pattern library

What makes NetSTAR unique?

— Combines organizational science and probabilistic computational
models with intelligence analysts’ experience
= What are NetSTAR key benefits for the intelligence
analyst?
— Reduce the “size of haystack” in search for the needle
— Allow more time for the analyst to explore relevant information




NetSTAR |Idea-1

= QOrganization = infrastructure » [nteraction pattern = use of
infrastructure

e

Difference because of what

IS needed to be done
© 2007, Aptima, Inc. AT 4
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L ENGINEERING NetSTAR Idea-2

Representation

= (C2 organizations can be represented as graphs with
labels

— Node labels = actor profiles
— Link labels = type & frequency of interactions
Formalization

» Find best node-to-node mapping between data &
model nets

=  Select C2 structure with best map score

Observations Hypothesized C2 Network
data model

Tracked Actors
Enemy commanders

I@hlﬂ

Unlts/Assets




The Challenge:

Uncertainty observing interactions

False negatives (Missing data): unobserved transactions (modeled
with miss probability)

False positives (Noisy data): wrongly observed transactions or
irrelevant transactions (modeled with false alarm probability)

°
d. o 0 ° X J °
& P .35 23
®
— °
+ zé —
Red G Environment
Interactions reen .

Interactions Interactions
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ENGINEERING NetSTAR Solution

Inputs: oObservations @ NetSTAR Network Library
«»Tracked actors/groups
+*Real-time activity log Gra p,h
“+Real-time comm. intercepts data Matchlng

s Attributes/features network network

Products: Adversary Predictions & Ranking
Org Network  Transaction Pattern Actor Roles

TR Ced*® famil

Problem difficulty: For 50-node network, probability of correctly
identifying >10 (20%) nodes by chance is 1:1,000,000

© 2007, Aptima, Inc. 10
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JENGINEERING Hldden Random FleldS

observations

Solution

= Mapping to maximize posterior
f*=argmax P(f |G,.G,, )
f

hidden |,; c
nodes

model/
network

=)

P(0L,..,04|V1,..,v

= Approximate posterior via energy
functions due to HMRF theory

P(1 16,6y )= 5 exp(-U(1)~U (GG, | 1))
» Solve using simulated annealing
» Satisfy structural and attribute

P(vl|v2,v3v4)

data network

e

HMRF solution
{vL,..,v4}* :{af(l) e A (4)}
= argmax P(vl..,v4]|ol,..,04)

{v1,..,vaY}e Ay x.xAy ConSIStenCy
Hypothesis: Observation: Random Field: HMRF Observations
Model Network Data Network Hidden Modes

- -, - -
“ g J{:‘E{—}Jﬂa‘nnﬂ
Joe

Lesder EQE Leader -
I\ @\ s\ ez =

o O “ © & |:.s 3

Materials Esecufion Joanna Materisks Execution Joanns
Need to find: Set of node values: Plolvl)
. {Leader M aterials, Execution}—{loe, Steve Joanna} {loe Steve Joanna} =P(Joe's features | Joe is Leader)

(a) Network Mapping Problem (b) Equivalent HMRF Formulation
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NetSTAR Advantages over

» |ndividual actor mapping

Observed actor:

™ \ Role: s
“ Weapons
, Manufacturer
Observed actions: ‘
[

=Purchase fertilizer
=Cash withdrawal [

=Travel to 3-rd world country

Cons: Cannot correlate coordinated
actions of different actors

Measures:

=Betweenness

=Centrality closeness/degree
=Density

=Reachability; etc

= Network analysis

‘ -regional point person
@ -regional leader

e group

@ -liaison

cannot use structural consistency,

Cons: Do not account for uncertainty,
patterns embedded in metrics

© 2007, Aptima, Inc.

Traditional Threat ID Approaches

Use historic experiences/
prior knowledge/hypotheses

= NetSTAR

o1 e-la gin
Model bl ™ Tl * |
Nets & @ “
@Observed Net
Combine Use structural
individual and information to
network improve
properties to detection
perform threat accuracy
mapping
4 = )
u'%'u -~
1
“/@'H'H Noise
- o removal

Extract “signal” from noise — missing data (false
negatives), errors, deceptions (false positives) H




APTIMA — Experiment Test Networks:

JENGINEERING . .
Key leaders and network interactions

Ground Truth Entities Observed Interactions Labeled (“colored”) Network

Commanders Command and

. . . communication links

Leaders +interactions

EEEE )

Units/Assets

+actions

=

Control
links

Coordination
links

Labels: Vectors of values on links &
nodes for quantitatively weighing multiple
relationships and transaction types

Meaning Attributes Observations (real world equivalent)

Communication | Who talks to whom Classes of messages Message between actors and message

Link about what class/category (e.g., from text classification)

Control Link Who controls/ Types of commands issued Commands sent from CMDR to asset; from
commands whom leader to asset

Coordination Who works with Classes of tasks or engagements | Joint actions by multiple assets/units

Link whom

Nodes Cmdrs, Leaders, & Geographic areas of Task execution by actor or asset (attacks,
Assets responsibility; actions performed | recon)

© 2007, Aptima, Inc.
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NetSTAR Product 1:

True Transaction Network

» Decide which hypothesized /model organization is active
— From the list of alternative model org networks

Hypotheses Observations
4 1) )
Rank-order E
every P42
hypothesis- | g,.+3" 3
data pair R
@Y
Model 1 Model 2 Model 3 Data
- MatCh |sresssessmssenssnsenns i

Meaning

=Group/Coalition identification

=Relationship categorization

=Control, communication,
coordination, information links




APTIMA NetSTAR Product 2:

JENGINEERING

Roles of Actors via Node Mapping

Data Network: Observations Model Network: Hypothesis

N

‘ s 3
Y o o \ / Meaning

*Max Structural Consistency _ =Roles of tracked actors
=Max Observed Links NS METRRING e

. ) : »Actors’ positions in the enemy or
=Min False Observations and Miss : g . : Ak
»Actors’ relationships to others

- = i v [

£ 228 0 MM

msmﬂ?ﬂicrm
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NetSTAR Experiment data

flow example

observed message counts

From Name| Total Of Msg Class | CMD1_| CMD2 | CMD3 | CMD4 | CMD5 | CMD6
CMD1 46) 21 21 3] 1

CMD2 47 20 14 3] 5] 5| 4———

CMD3 36) 22) 7] 2 5| RaW Messag €s
CMD4 22| 5] 4 1 12|

CMD5 24 1 6| 7] 10)

CMD6 31 5| 10 3] 13

rule-based preprocessing given to analysts

From Name

.
CMD1

—
CMD2

—
CMD3

—
CMD4

.
CMD5

m—
CMD6

CMD1

XXX

XXX

X

CMD2

XXX

XXX

X

CMD3

XXX

XXX

CMD4

X

X

CMD5

XXX

CMD6

X

XXX

IFrom Name Ereen ﬂed TBrown Purple ﬁue Srange
Green X XXX XXX
Red X X XXX
Brown XXX X X XXX X
Purple XXX X XXX
Blue XXX XXX X
% X XXX X
| | [AAR | |
[AAR |

{ network visualization

network library

f CMD1 A

CMD2
CMD5 CMD3
L CMD4 )

observations

\
\

Model nodes/roles

Green [Red Brown [Purple |Blue Orange
» |CMD1 X
g CMD2 X
< [CMD3 X
8 |[CMD4 X
< |CMD5 X
~ [CMD6 X
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Previous A2C2? Research

Org Net Lib Prclizgs?.gul.cmﬁ:ft‘:eb:gldels Huma n-in-the-loop simulations: Distributed
- - - Dynamic Decision-making (DDD) Simulator

— mw mo- - - Agent X

mmm F.' d e A o SRR
I . _ W \ Agent Y S m T

Functional Divisional Er
| Agent Z ﬁ
I | Transactions/Activities L—!" Agent W
| e z
I '-m o Communications
Activity Log Transcript
I Single Asset Multi Asset Zgent  Szr End Action Tendar  Recelver STart End Contant
x m1d 1043 Explosies AcqulsRion X b 0003 Qa.a7 “FPEpare Explasies™
E Y asav 1232 VBIEDARIK i LS [aLa 5 1] a1z “Fm om K"
= —————
%
e NetSTAR Research:
I Reverse Engineering
I Message Decoding
Observed Events Chatter Levels (assumed known)
I agant  Start End Action tandar  Recalver &tart End {{{:nntant
x 01,10 1045 Etpl:cauaa AosmksRion X A Q0.3 a0a7 é ... e ploskes”. .
| —_ - = = ¥ L3 00.10 00.12 i—
I -
Org Net Prediction

l Agent ¥

Reconstruct the
organization and
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Conducted Human Table-top Exercise and NetSTAR Algorithm Sensitivity Analyses

Actor Mapping Actor Mapping: Sensitivity Analysis
B Random —6— Random
B Humans —-Humans
100 B NetSTAR < 100 ~®- NetSTAR
g o
S S 80 —
& 60 - » 60
S 40 - O 40 ———
5 —
o 20 A o ~.
(&) 20 \.
X
0 n <}O O | o o o \’
low-1 med-2 Human LOW-1 Med-1 Med-2 Med-3 High-1 High-2 High-4
Uncertainty Level Experiment Uncertainty Level
Uncertainty Level Low-1 Med-1 Med-2 Med-3 High-1 High-2 High-4
% missing data 10 30 40 50 55 60 70
% deceptions/errors 10 20 30 30 30 35 45
SNR = true messages/deceptive messages 9 3.5 2| 1.6666667 1.5[ 1.1428571] 0.6666667
NetSTAR provides >2.5X better detection than NetSTAR achieves same performance as human
human analysts under same uncertainty level analysts under 3X uncertainty level
Innovation: Conclusions:
»C2 organizations can be distinguished by sActor node mapping: >70% correct under 50%
structural interaction patterns missing data and 30% deceptions/errors
»Algorithm solves the problem faster and more »Break point: performance degradation over 55%

accurately than humans missing data and 35% deceptions
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NetSTAR Recognizes Unconventional Structures

Actor Mapping Accuracy: Comparing NetSTAR Orga.n_lz.atlonal ty.peS..
Performance for Different Organization Types D = divisional organization

120 =  CMDRs have similar resource mix & geographically
S 100 —-F3 distributed mission responsibilities
2 M@ﬁq D2 Real-world Example: US Army is organized divisionally
S 80 —o-F . S
2 -—-\W\. b F = functional organization
5 60 =  CMDRs have distinct resource mix & functionally
g 40 \ \\ :Humaﬂs(m) distributed mission responsibilities
3 20 .\‘\ \ \K _._:“mansg Real-world Example: US Navy is organized functionally
> . D2, F3 = hybrid organization

0 | | | L =  Some CMDRs similar to D, some to F
Low-1 Med-1 Med-2 Med-3 High-1 High-2 High-4 . .
Uncertainty Level . Current adversaries have hybrid C2 structures
Conclusions: Network Distinctiveness
. . . . 0.8 EF3

= NetSTAR algorithm achieves high detection . D2

accuracy of acting non-traditional organizations ' mr

and is not affected by experience biases 00 mD

0.5

» Performance is affected by distinguishability of
structures

= Some hybrid organizations exhibit unique
structural patterns that enable identification

from hypotheses set
o o o
N W

Min distance to other networks

© 2007, Aptima, Inc.



LA Integrated Process:

f ENGINEERING - !
Organization ID and Intel Planning

"+ -missing node data
-------- -missing link data

Feature indexing
(Action cost: Time, Manpower, Effects)

Observed Network

%)
S8
N
8%
)
NS
RS
23 F1 Actor role? Interrogation
Q w
N -
tqn_; Jg F2 CMD link? SIGINT y
3 NE<H ) . s | C2link? HUMINT z
S3 g i
85 0 F4 .......l' Task link? Comm intercept u
25§
Q

RS . :
% 38 Feature extraction ( ™ - -irrelevant features

N N T I ST ~disti ishi
T 3 «\% » distinguishing features

Org ID (NetSTAR

*M-best hypotheses

Actor-node mapping for all Info Collection Tree

(Selected Probes = Decision Nodes)

sasayy

Update actor NetSTAR Guided

mapping and E(‘ﬁ ) Info Gathering
C2 estimates ™ 3

Intelligence
Collection

Knowledge Base
Hypotheses
Networks

* Max info gain per unit cost to
improve identification
* Probes cost< probing budget

. sequentlaI/batch
probes activation

© 2007, Aptima, ..
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Detalls:

Probes Tree Construction

= 1: Feature extraction: Select unknown information s 3
in observed network that distinguishes current threat 5 =5y :
network hypotheses a3V 3
0 EES
E®Z+
= 2: Feature indexing: For each feature, identify intel ~ '------ - Distinguishing link feature
COIleCtlon aCtlonS (prObeS)’ thelr COSt’ and ablllty to Feature | Net Relationship Question Action/probe Required res Cost
obtain the info (Pr of error, Pr of false alarm) - B8 oo [mersein " -
E2 ﬁ CMD link? SIGINT B y
F3 Ei.-‘.- C2 link? HUMINT CE 2
= 3. Feature organization: Rank-order the features Fa | 2B |reskine  [comminercent |Gk u
and organize them in a decision tree to max info gain ;
(reduce ambiguity of current predictions) and satisfy max( G, 1G5, f,,)-H(G, 1GL. 1,,.0,)) Subject to
intel collection constraints on cost of probes {probes cost}<budget
— Update probabilities for each probe’s result branch Estagﬁshed Z’robes
c Selected Set of hypotheses oy o
H (GM |GB, fM )_ H (GM |GB, fM 'O): _le p(GMi |GB' fMi )Iog p(GMi |GI?)' fMi) action/probe / Probe! Intel
1=

+~ Collection

{0 = G| &
+Z|S { n(:}e MS| Z p(GMi |Gp, fui, O = O)IOQ p(GMi |Gp, fui, O = O) Ln;%:ﬂ:?ni;;’
0 =)

N due to probe :
where : p(GMi |G2, f,,,O, :0) IO( fMi)p(GMi |Gp, fMi) !
Zp( =0|Gy, fiy)P(Gyy 163, fu)

» 4: Feature clusterlng Merge related probes for
mtegrated intelligence collection actions

Distinguished

% subsets of

=0|Gy,;,
| M hypotheses

© 2007, Aptima, Inc.



Details:
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B Intelligence Collection using

JENGINEERING

Probes Tree

» 1: Resource check Probes Tree _
— |s database accessible at the moment? Required
— Are human collection teams available? resources

— What can be consequences of intelligence collection
activity?

=i @
LN M e

= 2: Probes selection
— Select most efficient probe (e.g., intel collection to acquire

F1 = interrogation to elicit role of actor 1) - Prob ‘
rooes cos
Guided [0 & L e
_ Info  g6%_| P J%L %@" / )
= 3: Observation Gathering _ ;s sl
—  Obtain results from probef/intelligence gathering (e.g., role of Intelligence PR
agent 1 is Green) Collection
= 4: Update - -
— Move to next step in probes tree e T
— Update likelihoods - 8
— Recalculate estimated cost of intel collection plan " ‘
= 5: Repeat

— Next probe = feature F3 (establish existence of resource
control between 4 and 5 from HUMINT)

— Observe = F3=0 (no resource control relationship)
> Outcome = correct adversarial network is H3

© 2007, Aptima, Inc.
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Updating Network Predictions

1: Org ID [;‘j_’:. -missing node data ]

. S EECEe -missing link data
Have mission observations
— Obtain best hypothetical/predicted networks of the enemy
— Rank-order enemy C2 networks and obtain network actor-node

mapping a- posteriori . p(fM |GM lGB)
likelihood : p(G,, |G3, f,, )

Observed Network

2: Intelligence collection
—  Obtain new observation “O”

3: Update probabilities
a - posteriori : p(f 1Gy,G5.0)= p(O] f,GM)p(f |GM,GQ,)
likelihood : p(G,, |GL,0, f )= p(0] f.,G,, )p(G,, |1GA, )

4: Update actor-node mapping
— Update energy function component

U(GBsOsGM | f):U(GIg’GM | f)+log p(O| f’GM) Update actor NetSTAR

—  Continue with current mapping to iteratively update best map mapping and E@ )
C2 estimates ™1

5. Update best hypotheses
—  Check likelihood ratio for current best C2 network hypothesis

Knowledge Base
Hypotheses
Networks

Collection
© 2007, Aptima, Inc. 23 [ — 4
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Project Conclusions

Automation

* Proven experimentally that it is possible to build automated tools that
can classify network interaction patterns and identify roles of actors

NetSTAR benefits:

= Speed-up & improved accuracy of threat analysis decisions
» Handling larger volumes of data under higher uncertainty

» Increased efficiency of counteractions

Preliminary analyses indicate that the value-added of NetSTAR
will be even greater for unconventional adversarial structures,
such as those encountered in asymmetric warfare

© 2007, Aptima, Inc.
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ARMA NetSTAR Inputs:

NJENGINEERING _
Network Transactions Data

= Actors Generic Actor Cozn:lrﬁers "Individuals o
— Sources and . p Leaders =Groups, Organizations
targets of T =Phone numbers
. Units/Assets )
transactions EEEEEE =Computer/email address; etc.

© 2007, Aptima, Inc.



ARMA NetSTAR Inputs:

\ JIENGINEERING :
Network Transactions Data

= Classes of Events Msg Classes "Any message
Interactions “Voice: Info == =Command ch.aracterlstlc/classes/categ
— Link attributes exchange, info -Control ories | |
:i\qcl:iiit;.order »Coordination te?(?/r\]/;r:; classification
Launch, Attack, =Can use duration or
Detect means of msg; etc.

© 2007, Aptima, Inc.
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NetSTAR Inputs:

Network Transactions Data

= Types of node
roles

— Node
attributes

© 2007, Aptima, Inc.

Events

Roles Classes

= Attack —) =Task class

=Detect
=Move

»Geography region

=|nfo about transaction
source/target

»Geolocation

=Subnet ID

=Size/type of group
»Actions of target/source




Q@%E!E%‘e NetSTAR Inputs:

Network Transactions Data

SIGINT: 20
messages between
CMD1 and CMD2
= Interaction
summary

Ex: Coordination

_ Messages Summary »Same, or qualitative summary
— # of intercepted Node to (low/med/high)
interactions per e g/?gI‘IName Total Of Msg CIas:&\EﬂD( CMD221 CMD321 CMD43 CMD51 CMD6 grroen;nName Green anZ?j Brown Purple Blue Orange
each class per o[22 /I i E—— — — — | —
each source- 3m e — -
Z [cvDe 31 5] 10 3 13 Orange med

target




QMGI:N.NI‘;E!E%,R@’ NetSTAR Inputs:

Network Transactions Data

IMINT: CMD1
detected 10 times

= Role summary  nVilage

— # of actions or Ex: Geo-responsibility ~ =Same, or qualitative summary
features per ummary (low/med/high)
eaCh type per Name North Gate Village\(g)g';h?aﬁg iCHiagffweaya Name [Apt Building [Public Library [Business |Secure Con
eaCh nOde 8”8; > @ ; ! id176

CMD3 21
CMD4 2 12
4 2

© 2007, Aptima, Inc.



AEIMA NetSTAR Outputs:

I ENGINEERING
Interaction Pattern Classification and Actor Roles

= Rank-order model =Relationship categorization »Group/Coalition identification

network patterns =Control, communication, =Rank any interaction pattern
coordination, information links hypotheses

=|nteraction pattern classification

— From lib of

hypothesized
Observed Net :
pattems Pattern Library EerTemTesTemTesy | HOW well data fit
//F| grr:r:nName Green ERed 5rown E'urgle S)I:(e xoxr:nge 3 \ gEE“ ixx oo h y pOth ese S patte rn S
= Red I o Models |Score
Purpl
e o —— M1 0.5
N grrc;r:nName mued Erown E’urple El(l;e Orange M 2 0 . 34
Red
Brown M 3 [I Il 3?
2 EIL:I eIs l \
en e rown urple ue range
o gr:n ame[Green Xe i n urple xx‘ie nge ; n . X ixx - XXX Best
2 um:?a o :xx X - o :xx t:‘rg 2 XXX = ;xx ixx S O I U ti O n
‘\\\ Orai X boox X ///

© 2007, Aptima, Inc.
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NetSTAR Outputs:

Interaction Pattern Classification and Actor Roles

=Roles & responsibilities of

. “ . tracked actors
Find “who is racked ac

who” =Actors’ positions in the org

— Map actors to
roles

Network Pattern

»Actors’ relationships to others

Observed Net

X

X

—
From Name| CMD1 | CMD2 | CMD3 | CMD4 | CMD5 | CMD6
X

oox

x0¢

Xxx

S

33

v

’ NetSTAR ’

Tracked Actors

=“\Who is who”

Node Mapping

Model nodes/roles

Green

Red Brown [Purple |Blue Orange

CMD1

CMD2

X
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