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Objectives

Evaluate the use of networks, advanced sensors, and
collaborative technology for rapid Maritime Interdiction
Operations (MI0O); specifically, the ability for a
Boarding Party to rapidly set-up ship-to-ship
communications that permit them to search for radiation
and explosive sources while maintaining network
connectivity with C2 organizations, and collaborating
with remotely located sensor experts.

Extend the set of participating organizations to coalition
partners (currently includes international teams in
Sweden, Singapore and Austria) and first responders
(currently includes San Francisco, Oakland Police, and
Alameda County Marine Units)

Provide the recommendations for transforming
advanced networking and collaborative technology
capabilities into new operational procedures for
emerging network-centric MIOs



TNT MIO Testbed

Plug-and-play wide area adaptive network with global reach back
capabilities and rapidly deployable self-forming wireless clusters
(including student network operation services 24/7)

Local networking clusters: ship-to-shore, ship-to-ship, ship-UAV-ship,
ship-USV-ship, ship-AUV, sensor mesh mobile networks

Operational focus: Boarding Parties support, MIO connectivity and
collaboration for radiation awareness, biometrics identification, non-
proliferation machinery parts search , and explosive materials detection on
the board of the target vessel during the boarding party search phase

Testbed backbone: NPS (Monterey), USCG (Coast Guard and Yerba
Buena Island in SF Bay Area, Camp Roberts (Central California)

Global VPN reach back :

-East Coast (BFC, DTRA)

- Sweden (Navy site in Southern Sweden),

-Austria (GATE site in Bavarian Alps-Salzburg Research)
-Singapore (DSTA), and

-Australia (DSTO-new member, first collaborative experiment in
November, 2006)



USSOCOM-NPS
Cooperative Field Experimentation Program

Unique Facilities with TNT Plug-and-Play Sensor-Unmanned Vehicle-
Decision Maker Networking Testbed with Global Reachback
Local Access
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Research backbone to be extended in 06: Sweden, Austria, Australia, Singapore
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MIO OFDM Wireless Network In SF Bay Area
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Background MIO Studies:
Rapidly Deployable Self-Forming Network
for Maritime Interdiction Operations
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Extending the Mesh by the UWB links enabling 1ED e
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Looking inside the building via the UAV:
UWB solution
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*Very harsh multi-path environment
*10-12” Concrete walls

«802.11b/g can’t get past first room
*All doors were fire doors and closed

*UWB video link tested out to 400ft
*UE tracking and respiration achieved

eInformation ex-filtrated via mesh to NOC

Basement
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Urban Eyes
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Background: Prior NPS-LLNL experiments focused
sending data and video in real time within a boarded ship
to external networks

Feb 05 TNT: 802.11B May, Aug TNT UWB comms
affected by radar y, AUgu :
y demonstrated within Cutter Suisun Bay: UWB able

to transmit between
holds of a container ship
with holds closed!

Polar Star — Planned

UWB on board USCGC Munro Collected system performance _
(multi-deck, no radar) data on operational ship (Point experiment w/ USCG
’ Sur) UWB WORKED in difficult R&D Center

high multipath environment



Ship-to-Ship

. Target Ship Enters Monterey
Ad-Hoc Mesh

Bay; Collaboration with
TACSAT for Ship ID
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Radiation Awareness: Collaboration with LLNL for
Radiation Analysis via the TNT
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Life Testing: Rapid Deployment of MIO
Ship-to-Shore Network for the Second Fleet

TF Katrina Relief Effort Support
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Rapidly Deployable Long-haul
Wireless Ship-to-Shore Network

Established a ship-to-shore network using the TNT
Man-Pack MIO OFDM 802.16 solution from the USS
San Antonio (LPD 17) to the relief sites at US Naval
Station Pascagoula.




Extending Ship-to-Shore OFDM link by
self-forming ITT mesh on the ground

Extended the network
beyond a single point by
utilizing the OFDM long
haul ship to shore link and
the wireless mesh
capability. Total wireless
network extends for
approximately 4
Kilometers above the
water
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MIO Testbed Architecture



USSOCOM-NPS
Cooperative Field Experimentation Program

Unique Facilities with TNT Plug-and-Play Sensor-Unmanned Vehicle-
Decision Maker Networking Testbed with Global Reachback
Local Access
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Research backbone to be extended in 06: Sweden, Austria, Australia, Singapore




- Boarding Party Network Integration : Getting
connected to the remote C2 and Expert sites via the
VPN to NPS TNT NOC

Groove
Collaboration
and SA Views

Ship-to-Shore
OFDM 802.16

Link
NIPRNET

VPN Link to the
TNT Testbed via




., TNT 06-1 MIO Boarding Party Network Topology:
IMIFC

-
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OFDM 802.16 15-
30 Mbps
wireless link




TNT 06-1 MIO Network Topology: Forming the
Boarding Party network to the target ship

e
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Target Ship: Sel-forming
ITT Mesh and UWB metal
penetration links

B

Reach back OFDM
802.16 Long-haul link
to TOC/MIFC

Interceptor: Man-
pack OFDM 802.16
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S

IO Testbed Extension Underway
In 2006

 SF Bay Area: Alameda Island MARAD Fleet-MIFC and
Suisun Bay

 State of New Jersey: Health Emergency Network (with Dr.
Dan Boger and Dr. Dan Dolk)

e Canada: C2 Experimentation Center, Port Security
Facilities in BC (with Dr. Kendall Wheaton, CDE)

e Austria: Galileo Testbed in the Bavarian Alps (with Dr.
Ulrich Hoffmann, Salzburg Research)

o Sweden: Port and Border Security Police Facilities In
Southern Sweden (with Dr. Henrik Friman, SNDC)

« Singapore and Australia (exploring connectivity options)



Intercepting Non-Proliferation Machinery

Parts in Europe: Galileo (GATE) Survelllance

Segment of MIO Testbed In the Bavarian
Alps

% Adobe Acrobat - [GATE-Galileo-USA1 (1).pdf]
T File Edit D 5

salzhurg|re search

Y Bookmarks ™,

+— Beispiel ,Stohrhaus*

CEE &N

salzburg Hesearcn

& - @ ~ wW A 7 | e cENETIX [ & 5 Microsoft... | ¥ untitlied - Paint Ei ~dobe Acrob... Er @ C 5B 0:21 P



Global Reach to the Testbed:
GIG-EF Integration

Extensive Industry & Service
Participation in all Venues

DISA Terrestrial
GIG-I‘B‘E Testbed
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TNT 06-1 Boarding Party Experiment : Feasibility
of using self-forming mesh and UWB through-
the-wall networking technologies

(November 20-22, 2005)



TNT 06-1 MIO Experiment Objectives E‘"

e Enable Connectivity and Collaboration for Radiation Awareness,
Biometrics Fusion in Maritime Interdiction Operations

e Explore the Challenges of MIO Network Performance in the
Environment of Big Cargo Ships,

— Ability to establish mobile 802.16/OFDM link.
— Throughput as function of time (OFDM, UWB)
— Awvailability Uplink and Downlink

— Ability to provide biometric data and Radiation Detection Data via VPN
reach back to Biometric Fusion Center, LLNL, and DTRA

— Access time for remote sites (Cpeiaiional)
— reasibility of applications (Groove, SA, and Video)
e Collaborative Performance with the Remote Teams of Experts
— Latency of sync with all sites (out band coordination)
— Frequency of messaging and ACK (by NOCWO log)

— Reliability and quality of asset video and image sharing (remote site
observation)
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TNT 06-2 San Francisco Bay
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TNT 06-1: Discovery and Demonstration @
Technologies |
e Mobile man-portable OFDM backhaul link to TNT test-bed

e ITT Mesh data communications with Boarding party
members across the deck

e Ultra-Wideband interface and data transport to OFDM
node from boarding team below the deck

e Electronic Biometrics gathering and uplink to Biometric
Fusion center in West Virginia

e Pcitabie radiation detection systems to collect data and
for transfer via the network to LLNL for their analysis
support.

e VPN reach back to various TNT collaborative partners



Y VPN Topology
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VPN Connection
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Stretching OFDM Man-Pack Boarding
Party Network to Target Ship (15min)




Sending Target Crew Biometrics via
Boarding Party Wireless Mesh network
to the BFC (4 min




Stretching the UWB link below the deck to
the Radiation Detection officers




other radio services

UWB signals share the frequency spectrum With@
n ==

Narrowband (30kHz)

Wideband (5 MH2z) Part 15 Limit
I UWB (GHz) /____
— ——p
Frequency
Low power spectral density mmmmmp Low probability of detection/intercept

Classified as unintentional radiators s No Interference to conventional radios
Coexist with legacy radio systems mmmmm)p No licensing fees required

Large bandwidth, frequency diversity s Resistant to jamming

Large bandwidth, high capacity mmmml)> Large data rates, large number of users

Covers low frequencies mmmmmlp> Good penetration through materials



UWB Communications Concept E

e Traditional communication systems use Continuous waveforms
(CW) to transmit/receive information

VYV =

Time Frequency

e UWB communication systems use short duration pulses to
transmit/receive information

BW=KHz
A

Amplitude
Power

Power

BW=GHz

PN

Frequency
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Amplitude

Time



A solution to these problems is to use LLNL’s
patented “transmit reference” method
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e Send a pair of pulses with
a fixed/known delay

—Pulses follow same path
—Signal is coded in the delay/polarity

—Coherent pulse addition — integrate
over the entire delay spread

—Noise is de-correlated; signal is
correlated

—Each pulse-pair syncs itself — no
A/D or jitter problem

—PRF can be randomized
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Transmit-reference method exploits multipath for
better performance E

e Both reference and transmit
pulse experience the same
multipath channel

e Correlation is high between
the two pulses

e The overall signal energy is
Increased due to stretching
effect of multipath
phenomenon

Overall signal energy is increased



Real field experiments were conducted in collaboratio
with Naval Postgraduate School

3

e LLNL’s UWB radios have been extensively tested in harsh
propagation environments

— Seamless real time video was successfully
communicated in heavy concrete environment (NPS
Campus and Ft. Ord)

— With miliwatts of power, UWB signals were able to
penetrate through several concrete walls, 3 floors, and
over 100 ft

— Seamless real time video was communicated in heavy
metallic environment (Suisun Bay ship)

e Successful UWB communications was possible from
deck all the way to engine room
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Geographically Distributed Collaborative C2
and Data Fusion Environment

Distributed team of
Experts and Command
Officers: Mobile
Command Post (C2 input),
DTRA (machinery
smuggling), LLNL
(radiation detection),

SOCOM (ops advice)
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TNT 06-1 MIO: Testbed in Action,
Performance Management at NPS NOC
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Key Findings &

Man-Pack OFDM network combined with [IT mesh along the deck and UWB link
two floors down to the radiation and explosive detection sensors appeared to be
feasible. The Boarding Party was able to establish the network within 15 min.

Communication with Boarding Party members along the deck was obstructed by
metal structures. Applying peer-to-peer IIT mesh around the obstacles resolved
the problem.

Robust Groove data sharing applications network between the Boarding Party
Members and remote experts appeared to be feasible.

VPN access to OFDM-ITT Mesh network disabled the Groove clients in several
nodes. Precise configuration of every laptop stack resclved ine problem

Streamlining the VPN woik with mesh routing becomes essential for future
opeiaiions

Boarding Party was able to provide biometric data and Radiation Detection Data
via VPN reach back to Biometric Fusion Center, LLNL, and DTRA expert

The response time for biometrics data sharing and getting response from the BFC
was reduced to 4 min

Latency of sync with all sites (out band coordination): less than 2 min
Frequency of messaging and ACK (by NOCWO log): 3/min
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TNT MIO 06-4 : Feasibility of using innovative self-aligning broad
band wireless solutions to support boarding and target vessels on-

the-move, boarding party real time collaboration with coalition
partners and first responders

(August 30-September 1, 2006)
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“w~ Participating Units “@

NPS
Class on Collaborative Technologies
Network Operations Center and Data Collection site via groove
Network Support team and Experiment Control (act as back up to make all
necessary inject should network connectivity problems exclude certain players).
Swedish Team
Maritime Security Office of the Port of Oakland
observing and supporting experiment control by scenario injects made via groove, SA,
and by video feed (with CDR Leif Hansson in Lead)
Austrian Team
Port of Hong Kong (where the containers were loaded)
observing and supporting experiment control by scenario injects made via Groove,
SA, and by video feed (with Dr. Ulrich Hofmann in Lead, Ulrich Wagner as
Technical POC)
Team in Singapore
Shipper of the cargo containers
observing and supporting experiment control by scenario injects made via Groove,
SA, and by video feed (with Dr. Yu Chiann in Lead)
DHS Science & Technologies CounterMeasures Test Beds
Office of Emergency Services
Assists CalOES and DOE RAP



W Participating Units ||@

Alameda County Sheriff’s Office Marine Patrol
Unit Boat and RHIB- Boarding vessel, deploys
boarding party and does drive by (carries IST detector)

Oakland Police Boat 35 the target vessel

OFT Stiletto Ship-remote early warning command
post en route to San Diego area

USCG

District 11 Watch Officer

PAC Area Watch Officer

MSST Level Two capable boarding team with

radiation detection equipment?



W Participating Units ||@

LLNL
Providing source, source security, and data files for detection teams
(if necessary)
Providing remote analysis cell from Livermore via Groove
Provide mapping facility of bay showing critical facilities (HOPS),
radiation detection reachback and atmospheric modeling reachback
LLNL Watch Officer — remote cell (operating from NPS)
2 members of Boarding Party (with radiation detectors)

BFC (Biometrics Fusion Center)
Providing data files for detection teams,
Providing remote support for exercise database search and results
reporting via Groove collaborative software

SOCOM Observers
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MIO Adaptive Ship-to-Ship and Ship-to- =~

Shore Networking On-the-Move: First
SAOFDM node




Adaptive SAOFDM 3-5 Mbps Ship-to-Shore link

operational on-the-move in SF Bay at distances of 4.4 km
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Adaptive Ship-to-Shore link with Boarding Vessel
operational behind port structures in the
Oakland Channel
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Boarding Party Situational Understanding
Development via Collaboration with Expert and
Command Remote Sites
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MIO 06-4 Findings ||@

e SAOFDM-based experimental adaptive on-demand ship-to-shore
network provide expected connectivity and level of bandwidth capable
of carrying on several video streams and data sharing situational
awareness applications. While on the move at speeds 3-5 nm/hour and
zigzag maneuvering of the Boarding Vessel trying to chase the Target,
the SAOFDM node by using designed self-aligning algorithm applied
via the control channel enabled to keep ship-to-shore directional link
intact, providing transmission rates up to 5 Mbps.

e Collaborative technology (shared workspaces, SA, video tools)
performed well, enabling simultaneous radiaticn detection and
analysis taking place in diiierent geographically distributed locations.

e We observed successful SA integration with early drive-by detection of
radioactive source on board of truck in Bavarian Alps (upper right
view), by the first time in action Stiletto ship in San Diego (lower right
view) and plum detection of the boat in SF Bay (lower left view). For the
first time three surface nodes and three overseas command posts
(Swedish Navy, Singapore DTSA, and Austria (Salzburg Research)
acted together with District 11 (CG), YBI TOC and NPS NOC.



ey . - m
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e An environment for Rapid Research Response Based MIO
Operations ( R3-based Operations). Enabling 5-8 hours
feasibility/constraint analysis experiment to support the
ongoing operation

e An immediate access to the network of radiation detection,

biometric fusion, non-proliferation machinery, and intelligence
experts

e Integration remgte ieams of observers from the theater
locations

e Integration with GIG-EF via DREN (CONUS), GIG-BE (theater
locations, satellite links), and Abilene (Internet 2 backbone)
(overseas clusters)



Questions?

Contact Information:
abordets@nps.edu
Telephone: (831) 915-2408
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