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Combine all nodes in the system
• Reconnaissance (Sensors, INTEL.)
• C2
• Actors (Effect systems)

Aim: achieve information superiority to improve mission 
effectiveness and dominating the battlespace

Power of the NCW Global Information Grid (GIG)

GIG

Reconnaissance

Actors

Command & Control
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Basic idea: Global information sharing
• Everybody can – in principle – communicate with anybody else and 

fetch any desired/necessary information from the GIG

Challenges:
• Potential information glut (too much data)

– Find the relevant information
• Information assurance

– e.g. proper authorization?

Power of the NCW Global Information Grid (GIG)

GIG

Reconnaissance

Actors

Command & Control
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Power of the NCW Global Information Grid (GIG)

NCW potential
• (Shared) situational awareness
• Mission effectiveness

Available
(shared) 
information

Information glut,
Security risks
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Mission Relevant Information

Restricting information to mission relevant data – the right 
amount of information (but not more)

 

Potential Information (Real World) 

  

Misison Relevant 

Available Information 
in GIG 

unknown 
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Mission Relevant Information

Orders

INTEL

Recon.

Force
Status

Other
infos

COP /
Information Pool

CROP /
Relevant and Authorized
Information

Omitting
unnecessary 
information

Handling the information glut
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Mission Relevant Information: Potential Selection Criteria

• Information category
– e.g., blue-force, red-force

• C2 hierarchy
– Sub-ordinate units, commander, coalition partners, ...

ASS

Category 
(Blue-Force)
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Mission Relevant Information: Potential Selection Criteria

• Information category
– e.g., blue-force, red-force

• C2 hierarchy
– Sub-ordinate units, commander, coalition partners, ...

• Locality
– Geo-referenced objects in, e.g. n-km radius

– Area of interest
• E.g. Afghanistan/Kabul, Lebanon, …

ASS
ASS

Location
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Mission Relevant Information: Potential Selection Criteria

• Information category
– e.g., blue-force, red-force

• C2 hierarchy
– Sub-ordinate units, commander, coalition partners, ...

• Locality
– Geo-referenced objects in, e.g. n-km radius
– Area of Interest

• Time
– Current data values vs. past time points

• Other



10

FORSCHUNGSINSTITUT FÜR KOMMUNIKATION, INFORMATIONSVERARBEITUNG UND ERGONOMIE

Informationstechnik und FührungssystemeFGAN

Information Assurance

• Objective: keep information advantages over adversary
⇒ Restrict information access to ‘‘need-to-know‘‘ basis

Potential Information (Real World)

Mission Relevant Security Restrictions

Available Information 
in GIG

unknown
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Information Assurance: Security Criteria

• Objective: keep information advantages over adversary
⇒ Restrict information access to ‘‘need-to-know‘‘ basis

• Security criteria:
– Confidentiality

• Ensure only authorized access

– Authentication
• Check password, biometrics, …

– Integrity
• No unauthorized modification/deletion

– Non-repudiation
• Provide proof of identity; log accessed information

– Availability
• Ensure data/services can be used
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IA: Confidentiality

Restrict access to authorized users:

Hide sensitive information from the adversary:

Probl.: Also restrictions for multinational operations (cf. OIF)

NOYes



13

FORSCHUNGSINSTITUT FÜR KOMMUNIKATION, INFORMATIONSVERARBEITUNG UND ERGONOMIE

Informationstechnik und FührungssystemeFGAN

IA: Authentication

Verify individual‘s authorization, e.g. by

• Password

• Biometrics 
(e.g. fingerprint 
sensor in PDA)
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IA: Integrity

Protection against unauthorized modification or destruction 
of information

Adversary changes category code danger of fratricide

A

A
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IA: Non-repudiation

Is this really the correct communication partner?

• Provide proof of identity of sender/receiver
• Log accessed information What was seen by each 

user?
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IA: Availability

Ensure required data and services can be used if needed
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Challenges of Tactical C4ISR Systems

• Communication restrictions
– Bandwidth limitations
– Network fragmentation

• Mobile devices limited capacities

• Risk of radiation
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• Bandwidth limitations in tactical networks (orders of magnitudes) 

– Ethernet/LAN, fiber lines:  Gbit/s
– Satellite connections: up to 492 kbit/s (Inmarsat-BGAN)

– Tactical radio communication: 16 kbit/s (VHF FM)

Tactical Systems: Communications Restrictions (1)

(High-Level) Command PostsTactical Level

Fiber line
(Gbit/s LAN)

Radio
(VHF FM
16 kbit/s)

Satellite
(Inmarsat-
BGAN
.. 492 kbit/s)
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Tactical Level

• (temporarily) unavailability of network connections
– Shielding
– Radio interference
– Required radio silence

Tactical Systems: Communications Restrictions (2)

(High-Level) Command Posts

Fiber line
(Gbit/s LAN)

Radio
(VHF FM
16 kbit/s)

Satellite
(Inmarsat-
BGAN
.. 492 kbit/s)

(Temporarily)
unavailable

Network 
fragmentation
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Bandwidth limitations (by orders of magnitudes) and 
network fragmentation

Availability of data & services cannot be guarantied

Tactical Systems: Communications Restrictions (3)

(High-Level) Command PostsTactical Level

Radio
(VHF FM
16 kbit/s)

Satellite
(Inmarsat-
BGAN
.. 492 kbit/s)

Fiber line
(Gbit/s LAN)

(Temporarily)
unavailable

(e.g. shielding, 
interference,
Required silence)
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Tactical Systems: Mobile Devices

• Communication restrictions require ability to work locally
even without permanent network connection
– Replicate data in mobile devices (Store data locally)
– Maintaining confidentiality?

• Mobile devices Limited storage and processing 
capacities
– Only limited amount of data (and code) can be held locally
– Logging data access: only worst-case assumption possible 

(affects non-repudiation)

• Restrict (and prioritize) information on tactical level
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Tactical Systems: Signal Transmission

On tactical level: units get close to enemy forces 
Cannot ensure proper distances to prevent intercepting 
radiation (internally information decrypted)

Use harnessed devices
Avoid processing too sensitive information on mobile 
devices
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Tactical Systems: Information Access

Further restrictions of information access:

 

Potential Information (Real World) 

  

Misison Relevant  Security Restrictions 

Technical Restrictions   
(Tactical C2IS)  

Available Information 
in GIG 

unknown 
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Applying Information Filters

• Restrict information by
– System: enforce security regulations
– Commander: hide certain information
– User: extract mission relevant data

• Basic filters (Selection criteria):
– Security access restriction filter
– Category filter
– C2 hierarchy filter
– Locality filter
– Time filter
– ...
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Applying Information Filters: Semantics

Combine multiple filters to deliver desired information –
Semantics

• Parallel application = disjunction

f1( X) || … || fn( X )  =  (f1 v … v fn)( X )

• Sequential application = conjunction

fn( … ( f2( f1( X )) …) = (f1 ^ f2 ^ … ^ fn)( X )

– f1 = fSecurity
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Applying Information Filters: Combination

Combining multiple information filters

ASS
ASS

fLocation

fCategory
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Applying Information Filters: Combination

Combining multiple information filters – different order

ASS
ASS

fLocation

fLocation

fCategory fCategory
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Applying Information Filters: Security Access

Security filter is mandatory: f1 = fSecurity

ASS

fSecurity

ASS

fCategory
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Applying Information Filters: Security Access

Security filter is mandatory: f1 = fSecurity, otherwise hide result

ASS

fCategory

fSecurity

ASS

fCategory

fSecurity

Hide information
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Use smart push/pull approach for security filter
• Filter data directly at information source (not at 

destination)
• Do not deliver unauthorized data

• Especially useful for tactical C4ISR systems (reduces 
network traffic)

Ensuring Security

Producer Consumer

P Cf
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Systems allows weakening security restrictions 
• If required for certain missions: grant access explicitly by 

authorized commander

Granting Required Information Access

SOFINTEL

fSecurity

Commander

fSecurity

Explicitly grant 
(partial) access

Access denied
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Conclusion

• Restrict information to 
– relevant data (CROP) and 
– information assurance criteria

• Use combinable, basic filters to deliver desired 
information

• Security filter is mandatory ( smart push)
• Others are user-selectable

information

It’s the right information that counts.

Effectiveness
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Questions?

nitsche@fgan.de
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