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Power of the NCW Global Information Grid (GIG) 2

Combine all nodes In the system
 Reconnaissance (Sensors, INTEL.)
e C2

« Actors (Effect systems)

Reconnaissance

Actors | N\ '

-
'''''''''

Command & Control

Aim: achieve information superiority to improve mission
effectiveness and dominating the battlespace
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Power of the NCW Global Information Grid (GIG) 3

Basic idea: Global information sharing

« Everybody can — in principle — communicate with anybody else and
fetch any desired/necessary information from the GIG

Reconnaissance

---------

Challenges: e Command & Control

« Potential information glut (too much data)
— Find the relevant information

e Information assurance
— e.g. proper authorization?
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Power of the NCW Global Information Grid (GIG) 4

NCW potential
e (Shared) situational awareness
« Mission effectiveness

Information glut,
Security risks

Avalilable

(shared)
Information

Informationstechnik und Fihrungssysteme
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Mission Relevant Information

Restricting information to mission relevant data — the right

amount of information (but not more)

Potential Information (Real World)

Available Information
in GIG

Misison Relevant

unknown

— FGAN
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Mission Relevant Information 6

Handling the information glut

COP/ CROP /
Information Pool Relevant and Authorized
Information

Orders ——

INTEL —
Recon. —
>

Force _, Omitting
Status unnecessary

information
Other
infos

Informationstechnik und Fihrungssysteme
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Mission Relevant Information: Potential Selection Criteria 7

* Information category
— e.g., blue-force, red-force

Category
(Blue-Force)

e C2 hierarchy
— Sub-ordinate units, commander, coalition partners, ...

Informationstechnik und Fihrungssysteme
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Mission Relevant Information: Potential Selection Criteria 8

» Information category

— e.g., blue-force, red-force
e C2 hierarchy

— Sub-ordinate units, commander, coalition partners, ...
o Locality

— Geo-referenced objects in, e.g. n-km radius

Location

— Area of interest
» E.g. Afghanistan/Kabul, Lebanon, ...
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Mission Relevant Information: Potential Selection Criteria 9

Information category

— e.g., blue-force, red-force

C2 hierarchy

— Sub-ordinate units, commander, coalition partners, ...
Locality

— Geo-referenced objects in, e.g. n-km radius

— Area of Interest

Time

— Current data values vs. past time points

Other
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Information Assurance

10

e Objective: keep information advantages over adversary
= Restrict information access to “need-to-know* basis

— FGAN

SR Mission Relevant

........................................................................................................................

RN in GIG EERERERE
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Information Assurance: Security Criteria 11

* Objective: keep information advantages over adversary
= Restrict information access to “need-to-know* basis

e Security criteria:
— Confidentiality

* Ensure only authorized access

— Authentication
» Check password, biometrics, ...
— Integrity
* No unauthorized modification/deletion
— Non-repudiation
* Provide proof of identity; log accessed information
— Availability

e Ensure data/services can be used

Informationstechnik und Fihrungssysteme
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IA: Confidentiality 12

Restrict access to authorized users:

‘2 5520017 - Microsoft Internet Explorer |:||E|

Datei Bearbeiten  Ansicht  Faworiten  Extras 7

3
'lf
@Zurﬂck . \_/I Iﬂ Iﬁ _;j /..__\J Suchen ‘*Ej:(’ Favoriten ﬁ‘j [__:* :; Wl - J ﬁ :’&

fdresse ‘@ hikbpe v, dtic, il fwhis fdirectivesfcorres/htmlfsS2001 7 hkm V| Wiechseln zu  Links

This Directive 18 nlocument Secret documents are not cleared to be
placed on the Directives and Records Branch unclassified web site. Users may
contact the POC listed n the Index to obtain a copy of this Directive

@hl Fertig ﬂ Internet

Hide sensitive information from the adversary:

Probl.: Also restrictions for multinational operations (cf. OIF)
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|A: Authentication 13

Verify individual‘s authorization, e.g. by

- Login - Microsoft Internet ... |

Datei  Bearbeiten  Ansicht  Favatiten  Extras 7

@ Zuriick - \_) @ @ \-_h ;__] Suchen
Adresse |@ https:_srq’login.p b | Wechselnzu  Links

e Password

SquirrelMail

webrmail
for
nuts

e Biometrics
(e.g. fingerprint
sensor in PDA)

Bouirtelhl ail version 1.2.10
By the Squittelllail Development Team

Login

Mame: |

Paszword: |u-u

@ Fertig é ﬂ Inkernet

-8
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lA: Integrity 14

Protection against unauthorized modification or destruction
of information

Adversary changes category code - danger of fratricide
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IA: Non-repudiation

Is this really the correct communication partner?

Datei Bearbeiten

Ansicht

‘A welcome to the White House - WWW.WHITEHOUSE.ORG - Microsoft Internet Explorer

Favoriten Extras 2

o ) suchen <¢ Favoriten AP Medien £2) A~ @ - LJ &

28

White House Home
Newsroom
Department of Faith
Homeland Security
The First Lady
Patriotic Initiatives
Bush Administration
Fraternal Affairs

iy FOR KIDS ONLY!
White House History
White House Tours

% Texas White House
n Espaiol!
The Gift Shop

5 Contact

AIL UPDATES

your address

Ads by Google White House

04.11.2006: Brian .J. Doyle, Homeland
Security Senior Official, Takes Your
Questions in a Special "Ask the White
House" Chat

04.07.2006: Press Briefing by Scott
McClellan That is Actually a Wondrous
Fantasmo-Magical Dream Induced by
Eating Spicy Tacos

04.04.2006: Transcript of President
Bush's Phone Call of Concerned Support
to Mercilessly Tormented
Congressnegro Cynthia McKinney

04.15.2006: President’'s Easter
Statement Commemorating the 1976th
Anniversary of Jesus Christ's Magical
Reanimation Into an Uber-Righteous
Zombie of Salvation: “Today, we celebrate the
1976th anniversary of the debut of Jesus Christs
blockbuster Night of the Living Dead prequel, ‘Easter —
which guaranteed the triumph of His fledgling religious
cult over such fly-by-night, penne ante superstitions as
‘Buddhism’ and 'Hinduastrianism’...”

President Bush

= -
& @ IMMIGRATION:

. GUEST WORKER BILL OF RIGHT S:

Learn More About the President's
Compassionate Labor Program
BORDER SECURITY IN ACTION:
Understanding the Inspired Wartime
Logic of the “Sombrero Loophaole
IMMIGRATION POLICY POSTER:
Support the Immigration Status Quo:
Print This Handsome Foster!

Patriotic Posters: Frove Your Love of

>

~ | Ed wechseln zu  Links

S IGIET @i
“*rSEop @)
1000°s of Shirts, Stickers,

Hats & More Featuring:
MEWH WWimp & Chimp!

(153

) rerto

) & Internet

* Provide proof of identity of sender/receiver
* Log accessed information = What was seen by each

user?
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IA: Availability 16

Ensure required data and services can be used if needed

PuTTY Error x|

Unable ko open connection ko
wieny, dod, il

Hosk does nok exisk
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Challenges of Tactical C4ISR Systems 17

e Communication restrictions
— Bandwidth limitations
— Network fragmentation

 Mobile devices - limited capacities

 Risk of radiation
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Tactical Systems: Communications Restrictions (1) 18

 Bandwidth limitations in tactical networks (orders of magnitudes)

— Ethernet/LAN, fiber lines: Gbit/s
— Satellite connections: up to 492 kbit/s  (Inmarsat-BGAN)
— Tactical radio communication: 16 kbit/s (VHF FM)

Radio-...
(VHF FM

16 kbit/s) Fiber line

(Gbit/s LAN)

Satellite
(Inmarsat-
BGAN

.. 492 kbit/s)

Tactical Level (High-Level) Command Posts
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Tactical Systems: Communications Restrictions (2) 19

o (temporarily) unavallablllty of network connections

— Shielding
— Radio interference
— Required radio silence

Radio

(VHF FM : : :

16 kbit/s) v Flb_er line
Temporarily) (Gbit/s LAN)

Satellite unavailable

(Inmarsat- | GEEEE W <<(Ff — — — — — — —

BGAN

.. 492 kbit/s) Network
fragmentation

Tactical Level (High-Level) Command Posts
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Tactical Systems: Communications Restrictions (3) 20

Bandwidth limitations (by orders of magnitudes) and
network fragmentation

Radio
(VHKIB_F/I\/I Fiber line
16 kbit/s) _ (Gbit/s LAN)

_ (Temporarily
Satellite unavailable
(Inmarsat- | ol W <« — — — — — — —
BGAN _ (e.g. shielding,
.. 492 kbit/s) interference,

Required silence)
Tactical Level (High-Level) Command Posts

-—> Avallability of data & services cannot be guarantied
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Tactical Systems: Mobile Devices 21

« Communication restrictions require ability to work locally
even without permanent network connection
— —> Replicate data in mobile devices (Store data locally)
— Maintaining confidentiality?

 Mobile devices - Limited storage and processing
capacities
— Only limited amount of data (and code) can be held locally

— Logging data access: only worst-case assumption possible
(affects non-repudiation)

> Restrict (and prioritize) information on tactical level

Informationstechnik und Flihrungssysteme
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Tactical Systems: Signal Transmission 22

On tactical level: units get close to enemy forces

- Cannot ensure proper distances to prevent intercepting
radiation (internally information decrypted)

- Use harnessed devices

—> Avoid processing too sensitive information on mobile
devices

Informationstechnik und Fihrungssysteme
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Tactical Systems: Information Access

- Further restrictions of information access:

— FGAN

23

Potential Information (Real World)

Available Information
in GIG

Misison Relevant Security Restrictions

Technical Restriction
(eeleszll C21S

unknown
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Applying Information Filters 24

e Restrict information by

— System: enforce security regulations
— Commander: hide certain information
— User: extract mission relevant data

e Basic filters (Selection criteria):
— Security access restriction filter
— Category filter
— C2 hierarchy filter
— Locality filter
— Time filter

Informationstechnik und Flihrungssysteme
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Applying Information Filters: Semantics 25

Combine multiple filters to deliver desired information —
Semantics

o Parallel application = disjunction
GO (X)) = (v vE)(X)
e Sequential application = conjunction

il oo (B Fi(X)) ) = (LA A L ARY(X)

—f, =1

Security
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Applying Information Filters: Combination

Combining multiple information filters

Location

f

Category

26
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Applying Information Filters: Combination 27

Combining multiple information filters — different order

Location

f f

Category Category

Location
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Applying Information Filters: Security Access 28

Security filter is mandatory: f;, = f

Security

f

Security

f

Category
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Applying Information Filters: Security Access 29

Security filter is mandatory: f, = f otherwise hide result

Security?

f

Security

1:Category 1:Category
Hide information ===+
1:Security
FGAN FORSCHUNGSINSTITUT FUR KOMMUNIKATION, INFORMATIONSVERARBEITUNG UND ERGONOMIE
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Ensuring Security 30

Use smart push/pull approach for security filter

* Filter data directly at information source (not at
destination)

e - Do not deliver unauthorized data

Producer Consumer

« Especially useful for tactical C4ISR systems (reduces
network traffic)
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Granting Required Information Access 31

Systems allows weakening security restrictions

 If required for certain missions: grant access explicitly by
authorized commander

fSecurity

Explicitly grant
(partial) access

INTEL SOF

Informationstechnik und Fihrungssysteme
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Conclusion 32

e Restrict information to
— relevant data (CROP) and
— Information assurance criteria

 Use combinable, basic filters to deliver desired
Information

o Security filter is mandatory (= smart push)
o Others are user-selectable

Effectiveness

It's the right information that counts.

information
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Questions?

nitsche@fgan.de
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