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. 1) Summary
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@ Introduction

® The National Information Infrastructure

@ Risk Analysis and Risk Management Model

® The Emergence of an Information Strategy

@ Implementing the National Information Strategy
@ NIl Protection

@ Conclusions
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1) Technological Evolution Impact
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Networked Society: A System of Systems
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i )1) Concepts

Source: Taborda, Jodo e Ferreira, Miguel (2002), Competitive Intelligence:
Conceitos, Praticas e Beneficios, Editora Pergaminho, Cascais, p. 61.

Competitive Intelligence

The ethic and systematic process of
retrieving, analyzing and managing
Information that could affect planning
activities, decision making and the
operations of an organization.

Achieve an Information Advantage over Competitors in a
Ethic and Legal Way
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4 j/) Concepts

Source: FM 100-6 \

Information Warfare \ (1996, p.GL9

encompasses all kinds of actions that we can
conduct to preserve our information systems and
resources from the exploitation, corruption or
destruction and to explore, corrupt and destroy the
Information systems and resources of an adversary”

© Information Superiority;

o & Defensive Information Warfare;
®bjective:

& Offensive Information Warfare.

Achieve a Information Advantage/Superiority
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\J National Information Infrastructure

4

W ke . .

@® Undefined States’ traditional Sovereignty Borders (Transnational
Communications Networks);

@ Difficulties to establish territorial jurisdictional principles;

@® Emergent need to rethink and redefine NII's Security and
Protection.
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National Critical Infrastructures:
Interdependencies Model
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Risk Analysis and Risk Management Model
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IW Threats to States’' Government ...
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Fontes: Martin Libicki (1996);

Morris (1995)
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INFORMATION

Information
Strategy

Conflictual
Arena

NATIONAL INFORMATION STRATEGY

The art and science of the information
(resource/weapon) development and Its
use with the aim to fulfil the objectives
defined by National Policy.

7Y
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OWN CYBERSPACE o1HER ACTORS

Infosphere Infosphere

Exploration Exploration

Protection Protection

Acquisition Acquisition

Information-Based
Conflict

Source: Canadian Forces Information Manual Operations (1998)
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National Information Infrastructure
Protection: Conceptual Model

MAJOR CONCERNS:

~ Avalilability and Integrity of Information of National interest;

& Country’s efficiency in its information processing and exploitation.

Defensive Information Warfare /
Defensive Information Operations

Critical Information Infrastructure Protection

( INFORMATION ASSURANCE

Source: Lars Nicander (2001)
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National Information Strategy:
Related Activities

National Information Strategy

(Information Assurance)
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} NIl Protection: Important Issues

< New Organization/Structure? New Function?

@ Critical Information Infrastructures Security Standards
Definition (Governmental & Private);

@ National CERT (Alert & Report System)
® Education &Training Programs;

@ Security mechanisms and Critical Information Infrastructures
redundancy Financing;

@ International Cooperation Programs (e.g. ONU, UE, OTAN).

& Risk Management Philosophy: Protection, Detection &
Reaction.

© Protection: Information Operations (Military/Civilian);

© Detection and Reaction: National Information Security
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1) Conclusions

/

e Paradigmatic relationship between Social
development and security (Information Age

vulnerabilities dynamics)

@ IW s aglobal concept that deeply influences
Nation-States’ Policy as well as its Security and
Defense;

@ Modern conflicts epicenter moved to the geo-
economics and transnational arenas (ex:Echelon
e Carnivore);

@ National interests fulfillment requires a clear
definition of a National Information Strategy.
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