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NEC Themes

Effects
Synchronization

Achieving the desired effects through the synchronization of activities within 
and between mission groups.

Agile Mission Grouping Enabling the dynamic creation and configuration of task orientated mission 
groups that share understanding and that employ and co-ordinate 
available assets to deliver the desired effect.

Dynamic Collaborative 
Interworking

Enabling agile command and control within and between mission groups 
through the ability to concurrently plan and execute operations in a way 
that is dynamic, continuous and synchronized. 

Shared
Understanding

Enabling each user to generate an understanding of the battlespace that is 
appropriate and adequate to their task and consistent with the 
understanding of other users. 

Full Information
Accessibility

Enabling users to search, manipulate and exchange relevant information of 
different classifications (respecting security constraints) captured by, or 
available in, sources internal and external to the battlespace.

Resilient Information 
Infrastructure

Ensuring information is managed coherently across the battlespace and that 
the potential for secure and assured connectivity is provided to all 
battlespace users.

Inclusive Flexible 
Acquisition

Co-ordinating processes across MOD, OGDs and industry that promote the 
rapid insertion of new technologies, facilitates coherence between 
acquisition programmes and provides an incremental approach to 
delivering and maintaining ‘net-ready platforms’.
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NEC Enabled – Future Scenarios

• Changing Nature of Threat
– Growth of Urban environment
– Cultural and Psychological dimension

… the world’s urban areas are increasing in size; by 2025 
nearly 60 percent of the world’s population will live in 
urban areas. Given this growth, it is prudent to assume …
forces will continue to be deployed to urban areas for 
combat and post-conflict stabilization operations for the 
foreseeable future.

• New Threats
– Asymmetric
– Information Age

• Enduring Characteristics
– Social
– Organisation
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NEC Issues

• Command and control
– Importance of ‘Social Dimension’
– Cultural Inertia
– Evolutionary rather than Revolutionary

• Security
– Subjective
– Transient

• Technology and Standards
• Legacy Capability
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trigger
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operate
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external 
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Critical Outputs are :
• Information Plane
• Information Space

Capability Development – Design Process

Need ‘offensive
air capability’

Acquire aircraft

Design
‘aircraft’

Aircraft in Hangar

Capability portfolios

Deploy capability

Commit capability

Behaviour:
Dynamic
Process
Model
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Design Framework - Behaviour
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Behaviour Layer

Behaviour
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Design Framework - Information
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http://www.modelenium.co.uk/models/ModelDetail.asp?PC=55606
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Design Framework - Information
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Information Principles  

Ser Principle Elaboration 
1 A stimulus shall have an ID and affective value set by the intent   
2 An alert is based on an affective value and is set in a CONTEXT   
3 A local CONTEXT can be generated by an entity.  

•Only an entity able to act as a CONTEXT ID Auth can generate a ‘local’ CONTEXT  
•The extent of the local context is defined by the entities identified 

  

4 The CONTEXT ID authority is responsible for:  
•generating an alarm in its own context  
•Managing the context 

  

5 Trust must be verified and GOAL must be validated at the global level  
•Establishment of trust at the local level, verification at the global level  
•ID auth must have mechanism for authentication before trust can be established  
•To have a goal there must be a command relationship (with the association-
authentication) of this relationship 

  

6 Trust component in a relationship is the basis for authentication   
7 An ENTITY is given its 'goal' from a command entity. The goal is received from a 

trusted entity within its local context 
  

8 A GOAL sets domain to develop the global CONTEXT and resolves conflict (behaviour) 
for an ENTITY. Successful completion of a goal represents knowledge that can be 
applied to specific domains. 

  

9 The CONTEXT ID authority will interpret specific data (‘facts’) to represent an entity 
and relationships among entities. It will be able to infer, from specific data, changes 
needed to assignments, eg including identity of entities referred to in the CONTEXT. 

  

10 An ENTITY will be assessed in CONTEXT. CONTEXT may be nested to discover non-
stereotypical activities. 

  

11 The CONTEXT ID authority will represent a concept that is consistent with current 
domain knowledge about the ENTITY, but does not exclude features that appear 
irrelevant until the concept is proven. 
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Design Framework – Information Exchange
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Design Framework - Services
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Design Framework - Components

Information

Services

Information Exchange

Pe
rf

or
m

an
ce

Behaviour

Components

People Equipment Product

resource & connectivity protocols

C Component

C Port

C Connector

Protocol

*
*

*

*

0...1 0...1

0...1

1

C Connector

C Role

C Component

Protocol

*
*

*

*

0...1 0...1

0...1

1 VIRTUAL ORGANISATION
Dynamic self assembly.
Virtualisation of Resource

Multiple interacting autonomous components
Fractal Compositions

QoS MANAGEMENT
MONITORING + ADAPTATION

Design for QoS awareness
fitness for purpose, systemic
eg reliability - not achieved
by adding a component

REGULATION VIOLATION DETECTIONQoS monitoring

QoS & ilities
Functional & non-functional

Trust

A
A

AGENT
COMMUNITIES

Federation
of Groups

[Ensembles]
[societies] ENTERPRISE COMPONENTS

Objects and
wrapped legacy appsGRID



THE INTEGRATION AUTHORITY: improving the DEFINITION and DELIVERY of Integrated Military Capability

Design Framework - Performance

Information

Services

Information Exchange

Pe
rf

or
m

an
ce

Behaviour

Components

People Equipment Product

QoS & ilities
Functional & non-functional



THE INTEGRATION AUTHORITY: improving the DEFINITION and DELIVERY of Integrated Military Capability

CONCLUSIONS

• Designing for Performance and behaviour
• Information Design
• Enabling Decision Superiority
• Effects-Based Decision Making
• NEC Entry Criteria
• Dynamically Reconfigurable Information Building 

Blocks
• Assured Delivery of Required Behaviour
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Assurance – IA Core Business
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Illustrative Example: Fratricide
Op Provide Comfort (N Iraq) Apr 1994

Two F-15 patrolling N Iraq air exclusion zone mis-identify 2 Blackhawk (conveying CTF pers) as Hind and destroy

Diyarbakir

Outline:

Black Hawks dep Diyarbakir for Zakho
AWACs on station ex Incirlik
Blackhawks call AWACS
Black Hawks tracked
Blackhawks land Zakho
AWACS Blackhawk track fades

F-15s dep Incirlik
F-15 check in with AWACS

Blackhawks ex Zakho for Irbil
Blackhawks call AWACS
Black Hawks tracked
AWACS Blackhawk track fades
Black Hawk IFF Intermittent

F-15 reports radar contact @ 40NM
Black Hawk IFF & radar fades
F-15 ‘visual’ @ 5NM – 2 Hinds
AWACS ‘copy Hinds’
Black Hawks destroyed

Incirlik Zakho

0522

0635

0654

0722

0729

Entity - Relationship View
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Relationship: CommandRule 3: Form Local Context

Alarm (4)

GOAL(alarm on 4)

Breach
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4
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?
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http://images.google.co.uk/imgres?imgurl=http://www.hasegawa-model.co.jp/toukou/SIGEN/asi/F-15.jpg&imgrefurl=http://www.hasegawa-model.co.jp/toukou/3.htm&h=452&w=658&sz=47&tbnid=H-g_uEvXbhgJ:&tbnh=93&tbnw=136&hl=en&start=35&prev=/images%3Fq%3DF-15%2Bmodel%26start%3D20%26svnum%3D10%26hl%3Den%26lr%3D%26sa%3DN
http://www.modelenium.co.uk/models/ModelDetail.asp?PC=55606
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Level 0 – Principles

Information Principles  

Ser Principle Elaboration 
1 A stimulus shall have an ID and affective value set by the intent   
2 An alert is based on an affective value and is set in a CONTEXT   
3 A local CONTEXT can be generated by an entity.  

•Only an entity able to act as a CONTEXT ID Auth can generate a ‘local’ CONTEXT  
•The extent of the local context is defined by the entities identified 

  

4 The CONTEXT ID authority is responsible for:  
•generating an alarm in its own context  
•Managing the context 

  

5 Trust must be verified and GOAL must be validated at the global level  
•Establishment of trust at the local level, verification at the global level  
•ID auth must have mechanism for authentication before trust can be established  
•To have a goal there must be a command relationship (with the association-
authentication) of this relationship 

  

6 Trust component in a relationship is the basis for authentication   
7 An ENTITY is given its 'goal' from a command entity. The goal is received from a 

trusted entity within its local context 
  

8 A GOAL sets domain to develop the global CONTEXT and resolves conflict (behaviour) 
for an ENTITY. Successful completion of a goal represents knowledge that can be 
applied to specific domains. 

  

9 The CONTEXT ID authority will interpret specific data (‘facts’) to represent an entity 
and relationships among entities. It will be able to infer, from specific data, changes 
needed to assignments, eg including identity of entities referred to in the CONTEXT. 

  

10 An ENTITY will be assessed in CONTEXT. CONTEXT may be nested to discover non-
stereotypical activities. 

  

11 The CONTEXT ID authority will represent a concept that is consistent with current 
domain knowledge about the ENTITY, but does not exclude features that appear 
irrelevant until the concept is proven. 
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Level 0 – Design Principles

Level 0 Design Principles  

Ser Principle Elaboration 
1 A stimulus will have a unique ID which can be used as a label in the system of interest 

the extended system 
  

2 All unique IDs shall comply with the corporate naming system.   
3 Syntax and Semantics must be global and not domain specific eg SoI   
4 There must be a method of maintaining specific focus at the SoI level, which must be 

consistent with Shared SA 
  

5 Establishment of 'trusted for goal' exchange must be global. GOAL shall form part of 
the extended system. 

  

6 Authentication of the command-trust relationship is global and pre-agreed   
7 A command-trust relationship for a goal must form part of Shared SA   
8 A goal must be consistent with a coherent global strategy / COA   
9 Local autonomy of action must be consistent with the goal   
10 Predicted behaviour must be recognised (ie feature in predicted data set)   
11 Datasets must be used to recognise salient features of entity behaviour.   
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