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Agenda

= Effects-Based Planning and Operation
= High-Level Enterprise Architecture & Business Model

= Technical Architecture Approach for an ISG
— Service Oriented Architecture

— Secure Enterprise Bus

= Security & Privacy
— IT as a Business

— Management Domains
— Identity Federation & Regulatory Compliance (Privacy)

= Semantic Models — evolving Management Infrastructure
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Source: MNIOE White Paper: InfoOp in Future Coalition Operation
(Multinational Information Operations Experiment)
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Collaborative
Decision Making

Respond

Precision
Force

Model Driven
Architecture

* ESB: Enterprise Service Bus

» SOA: Service Oriented Architecture

Transportation Health Care « ITIL: Information Technology Infrastructure Library
* OODA: Observe, Orient, Decide, Act

* S0SA: System of Systems Analysis

* NCO: Network Centric Operation
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Sense&Response Operation — Terms & Characteristics
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Core Enterprise Services in the Global Information Grid
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ESB Value Proposition in NCO
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Source: NATO Network Enabled Capabilities Feasibility Study, 2005
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Facets of Security
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Networked Era: Running IT as a Business (SOA)
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Managing Different Layers in the SOA Stack
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policy
\-\Set business-related IT goals /

e Consistent authorization across
the infrastructure components

» Map identities between various
security sub-systems

« Compliance to security policy

o

payload (SOAP/XML), origin,
destination, service characteristics

Uit

Problems detected: SLA violations,
invalid services, dependency or
relationship mismatch

Control the message flow in the
service environment through
management mediations like log,
filter, and route

Centralize services management

network failures
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ldentity Federation & Regulatory Issues
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IBM Enterprise Privacy Architecture
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Regulatory Modelling P
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GOALS:
= A systematic approach to regulatory
compliance management
- Model-driven
- Uniform
- Temporal logic with modern object concepts
» Policy-based compliance management

= Recall disclaimer: This is not legal advice by
IBM. It is only a technique for tracing
requirements and bringing them closer to
business process models and IT.

111 ICCRTS |

- end-to-end lifecycle law — policy — runtime
integration with existing modeling standards
(UML2.0, CBM, BOM, IFW)

- Automated policy deployment

- Continuous monitoring and enforcement

. empowers Policy-Based PKI
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Close up with Semantics:
Knowledge Management Framework for EBO

Effects-based
Planning& Operation
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Mobile Software Agents in Simulation & Decision Support

User 1 User 2 Useru

Goal and Task
Zpecifications

Results

Tasks Zolutions

Info & Service Information Integration
Requests Contlict Resalution Replies

Belief
Editor
\ CGF Model //

Multi-Agents-System
Architecture Simulation

Environment

CGF = Computer Generated Forces

11th ICCRTS | Security and Privacy within an Intelligent Sensor Grid | Cambridge, UK, September 26-28, 2006

© Copvright IBM Corporation 2006



Coaliton C2 in the Networked Era

DN

.’\

Platform
Independent
Model

LML

Platform
Specific Model
- CORBA -

LIML

Source Code
— C.|..|. —

Application

11" ICCRTS |

Security and Privacy within an Intelligent Sensor Grid |

Platform
Specific Model
-EJB -

LML

Tool generated

Source Code
- JAVA -

Application

LCIM DEVS/HLA MDA
LEis Sl SR Domain overarchin
Conceptual Business models, such Bepasion: of PIMQ
Interoperability as DoDAF POt
Level 4
Dynamic/Pragmatic DEVS PIM
Interoperability
s[;er:::lgc DEVS PIM
Interoperability Reference FOM PIM-PSM-Mapping
Level 2 .
Syntactic HLA P'M'PSP"'”S',[‘:EPF""Q
Interoperability
Level 1 Net standards Repository of PSM
Technical Web connectivity describing net/web
Interoperability TCPEAPR efc. solutions

Cambridge, UK, September 26-28, 2006

© Copvright IBM Corporation 2006




Coaliton C2 in the Networked Era N

!\

Summary

= Effects-Based Planning and Operation (EBO) shall be enabled through the
semantic opening of the information domain.

= An Intelligent Sensor Grid (ISG) lays the foundation via semantic integration
and reduction of complexity by virtualizing physical network characteristics.

= Risk management, securing of the network and EBO build on advanced
techniques regarding modelling, simulation and analysis. On the resource
and component level, technologies and products are plentiful and available
today.

= |T-Security and Compliance Management (doctrin
enforcement) are mandatory enablers for NCO.

= Model-Driven Development and Architecture (MDA) paves
the way to flexible operation planning and execution support.
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