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ABSTRACT

The notion of ‘networking’ is generally held to imply an increase in complexity.
Whether applied to operational networking, information-sharing or physical
connectivity, networking implies the creation and exploitation of linkages between
nodes. Here ‘nodes’ could be entities (e.g. commanders, force elements, physical
HQs or platforms), actions (tasks being carried out), roles or resources.

In this paper, we re-examine the context in which this need for ‘networking’ arises, to
argue that the blanket use of the term ‘complex’ actually conceals phenomena and
structures which are perfectly capable of being managed. In other words, there are
networked command and control behaviours which are not necessarily defeated by
some combinatorial explosion or non-deterministic consequences.

In a sense, the paper is not about complexity per se: it is concerned with building a
simple model of the military business to which complexity considerations can be
applied. The resulting framework now makes it possible to address the practical
aspects of organising command (and control) because we are able to draw formal
connections between the nature of interactions and structural forms. The model
provides a way to understand how inherent complexity drives the structural
requirements for C2 (including all aspects of delegation of authority, information
sharing, depth and fidelity of supervision and monitoring, etc.).
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INTRODUCTION
The military problem

Current doctrine and future concepts require that the United Kingdom Armed Forces
are organised and equipped to conduct operations that are:

= Joint, that is, where elements from the three military domains (maritime, land
and air) must operate together in a single environment;

= Combined, that is, in concert with alliance or coalition partners such as
NATO;

= Comprehensive in their approach, that is, being able to work with Other
Government Departments (OGDs) and Non-Governmental Organisations
(NGOs), both national and international.

These future operations will be conducted in an environment of high uncertainty
where the unexpected is always likely to occur and the opponent can evolve his
modus operandi very quickly to negate our effectiveness. In other words, the
environment in which our organisation exists can invalidate its behaviour and rapidly
make it uncompetitive if it is unable to change itself to meet the new world. How can
we respond to this uncertainty with an evolving enemy and stay ahead of the game?

In these circumstances, networking may offer a route to survival: the hypothesis is
that if we can ‘network’ elements together and share not just information but
understanding, then we can have a more effective way of doing things: ‘doing better
things’ as opposed to ‘doing things better’. Hence we put a premium on decision
makers being creative and coming up with novel ways of operating with the forces
they have, or can access through the network.

The technical question — coping with complexity

The notion of ‘networking’, whether applied to operational networking, information-
sharing or physical connectivity, implies the creation and exploitation of linkages
between nodes. Here ‘nodes’ could be entities (e.g. commanders, force elements,
physical HQs or platforms), actions (tasks being carried out), roles or resources.
Creating such linkages is generally held to imply an increase in complexity.
Mathematical definitions of complexity usually involve measures such as the number
of “arcs’ in a node-and-arc (i.e. a lattice or directed graph) description of a domain,
recognising that there are many different viewpoints from which such graphs can be
constructed (and hence many different types of node which can appear). The situation
is made even more complicated by the fact that different domains, for example, social,
cognitive, information and physical, are themselves linked to each other, creating a
problem that is socio-technical in nature.

The aim of this paper is to explore what ‘being complex’ means in relation to military
operations, which requires us to decompose and decouple the many views that make
up this ‘complexity’. The objective is to provide a language that provides a basis for
reasoning about it meaningfully, and to guard against the blanket, and therefore
meaningless, use of ‘complexity’ in descriptions or models of military operations.
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How can we learn to cope with this complexity? Almost by definition, complexity is
something which will defeat attempts to manage or control it in a traditional, linear”,
Industrial Age fashion. The simplest strategy for coping with complexity appears to
be to ignore it and substitute the ‘complex and ‘uncomfortable’ view with something
recognisable. For example, the phrase ‘the global war on terrorism’, with its
emphasis on ‘war’, is greatly appealing as it keeps people within their comfort zone,
allows them to make sense of current policy and doctrine, and gives meaning to
familiar terms such as ‘the enemy’. This has a radical effect on the way in which
objectives are interpreted: and steps which would, in a familiar context (such as
‘war’), lead towards those objectives may have a quite different outcome in the
context of post- 9/11 operations, for example in Iraq or Afghanistan..

Another solution to coping with complexity, it is argued [1], is to appeal to the natural
world of self-organising systems and to ‘free market economics’ and thence to argue
that we should give up our traditional desire to manage or control. Specifically, we
may be able to pre-condition a market, or a market-like environment (e.g. through
regulatory action), but we must eschew attempts to *‘micro-manage’ (linearise) it.
Information Age thinking posits the creation of an information market-place in which
suitably-primed agencies can find, in their information fields, the stimuli to individual
action which lead in a non-deterministic fashion to corporate success. Thus unity of
purpose can be maintained without holding on to (Industrial Age) unity of command.

The Information Age thesis has many virtues and poses many puzzles which are
beyond the scope of this paper which, as we have stated, is much more modest. In it,
we re-examine the context in which this need for ‘networking’ arises, to argue that
the blanket use of the term ‘complex’ actually conceals phenomena and structures,
many of which are perfectly capable of being managed, rather than being abandoned
to the principles of self-organization. In other words, there are command and control
behaviours which are not necessarily defeated by some combinatorial explosion or
non-deterministic consequences.

ORGANIZATIONAL DYNAMICS
Perrow’s Quadrants

Developing a fit-for-purpose model to predict future behaviour of a complex system
can be formidably difficult, and when the only fit-for-purpose model is the system
itself then prediction logically vanishes. Where the system is not closed (i.e. every
real system) then even modestly complex systems can defeat the ability to model them
through lack of knowledge of the external interactions [2]. However, the work of
Perrow [3] provides a particularly accessible perspective on the behaviour of complex
nonlinear systems, and in an earlier paper [4] we have shown how Perrow’s
framework supports a ready characterisation of different styles of organizational
working.

! At this point we use the term ‘linear’ loosely — it will acquire a more specific meaning later in the
paper.

Paper # 1-079 3



Paper #1-079

In Perrow’s view, system damage (dysfunctional behaviour) is treated as the
consequence of the character of the system itself, that is, its intrinsic structure and
organisation, although the stimuli mostly originate from outside the system. Here, a
damaged system is one which is not coping with events (plural). In other words, the
system is being degraded by a series of events rather than by events taken in isolation;
it is being invalidated by its environment. As we will show, this concept of system
damage can provide useful insights into military organizational effectiveness in the
context of future operations.

Perrow characterises systems in terms of:

= The complexity of interactions with which they have to deal where the main
influence of the interactions axis is in one’s ability to project forward in time; in
particular, unintended and unanticipated consequences due to interactions that are
difficult to ‘linearise-out” because of their inter-dependencies’.

= The coupling, which he describes as “the amount of slack, buffer or give between
two items”. The “coupling axis” relates to system criticality due to constraining
factors; it is about tolerances, buffering and tightness.

Perrow then constructs four quadrants, as shown in Figure 1.
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massve ramfications throughout the sysbem. control mechamsms

Figure 1: Perrow’s quadrants

In each of the quadrants in Figure 1, Perrow identifies whether a centralised or
decentralised style of management is most appropriate (Figure 2).

2 Forward projection in time is important because the essential basis of planning is to anticipate future
events in the wider environment and develop some form of response to those anticipated events.
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Figure 2: Preferred management styles

Perrow’s assertions are that centralised management structures cannot cope with
complex interactions®. When organisations are configured tightly to restrict resources
and their use, yet the number and nature of interactions (internal and external) is
complex (making it very difficult to make confident interpretations of future
outcomes) (i.e. Quadrant 2), there is a natural tendency for “normal”™ events to
become incidents (dysfunctional behaviours) that severely damage the organisation
because of its structure. However, it can also be inferred that it would be inefficient,
and probably ineffective, to be configured loosely when the interactions are linear
(Quadrant 3). Hence it is organisationally effective and efficient to configure tightly
when the interactions are linear, and to configure loosely when interactions are
complex.

Build time, run time interpretation of Perrow

The two axes, coupling and interactions, can be resolved on to “build time” and ‘run
time’ characteristics. Here, “build’ refers to the composition of the organization (and
in particular its management structures) and ‘run time’ refers to the events that occur
through the interaction of the organization and the environment, that is, actions
performed by the organization and environmental stimuli. In this view, therefore,
‘couplings’ refers to the pathways or potential connectivity created at ‘build time’,
and ‘interactions’ refers to the ‘run-time’ excitation or stimulation of these potential
linkages that create the active linkages.

Perrow uses the terms ‘linear’ and ‘complex’ to denote the different ends of the
interactions or ‘run time’ axis; ‘linear’ denotes the case where the excitation is simple

® This could be equated to ‘low command freedom’ approaches in the military context.
* Note that the Perrow definition of “normal” includes the possibility of there being accidents.
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and hence the interactions are predictable, implying that the response of the system
can be mapped even if there are a large number of potential pathways created by the
build-time coupling. In contrast, a ‘complex’ environment implies a richness of
stimuli inducing numerous and unpredictable interactions affecting the organization®.
Perrow says that, if subjected to ‘complex’ stimuli, we ought to be loosely coupled
(Quadrant 4), because ‘complex’ stimuli have the potential to excite all of the
couplings which the *build’ has explicitly or implicitly created — and complex
excitations of highly-connecting pathways results in unexpected (and potentially
unwanted) systemic behaviour (Quadrant 2).

It is important to note from this section, that the term ‘complex’ has a particular
meaning in Perrow’s framework and refers to a particular aspect of run-time active
linkages. We could compute a complexity metric (e.g. based on number of inter-
nodal pathways) on the ‘built” organization, but we would have to label this as a
different form of ‘complexity’ i.e. connectivity at build time. What is important is
that the two metrics of run time and build time should not be confused, and, as the
paper proceeds, we will meet other forms of complexity.

MILITARY ORGANIZATION AND COMMAND
Translating Perrow

We can now translate this view of Perrow’s framework into the military domain, as
part of assembling a language for discussing the nature of complexity in military
operations. In this military view of Perrow, we are concerned with the fitness of the
organization to survive and react to events, rather than simply tuned to deliver pre-
defined effects.

Each of the quadrants, thus, has its own characteristics which the commander must
recognise and it is safe to assume that in given circumstances one may provide better
options than another. Thus, while Quadrant 4 may suggest the best option for dealing
with complex stimuli, there are drivers, such as the need for accuracy and resource
limitations, which call for tight coupling and hence inhibit working in Quadrant 4.
Likewise, particular operational activities may require tight coupling to maintain the
linearity inherent in the concept of operations. This suggests not some optimal
coupling /interaction point but mobility around a command space such that the
commander can define, dynamically, where he wants to operate for particular phases
and mission types, trading command freedoms to work within other constraints. In
terms of a military conflict, if the complexity of interactions is viewed as an
independent variable (i.e. inherent in the situation), the commander of a force should
be moving the style of working within his organization (or at least specific parts of it)
in response. Note that, although Perrow treats an organization as homogeneous, there
is the possibility that military command can induce different parts of the organization
to operate in different quadrants at the same time.

The commander’s art is knowing when he can seek to impose his will on the
environment, and there are times when he will seek to achieve his ends through

> Here we make no distinction between these stimuli being generated randomly or at the direction of a
brilliant concealed mind.
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actions that appear ‘complex’, for example attacking an enemy at a number of points
of weakness at the same time (simultaneity), but are better described as complicated.
This simultaneity will be critical to the achievement of the desired effect, for example,
to destroy the enemy’s command and control capability. Guaranteeing simultaneity
requires co-ordination and it must be predictable. Nonetheless, despite its
complication, it should be regarded as linear. Air manoeuvre is another example of a
class of operations which involves many dependencies between military elements but
which is essentially linear.

In the face of rising complexity and loss of predictability, such complicated and co-
ordinated activity must not be attempted. The traditional hierarchical (linear
centralised) structure must be abandoned and a more distributed model of command
decision-making adopted, with greater responsiveness to the environment as
perceived by individual fighting elements (groups, or even individual platforms).
This configuration of the organization can now be described as ‘complex’, eschewing
the simplicities (‘uncomplicatedness’) of centralised hierarchical control.

As fhe complexdy of possihis
irferactions increases, fhe

qaemrcarmramiermﬁl mave
fowards looser cougding bedween
his subordinates’ aciivilies

Complex
FAE]
13
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fo take advardage of iighfer coupdng (2o fo
gain termpo, do more with fewer resowroes)

Thie ‘independani vanable' =may be & function of
thie situsdion, fol of e structure of the Blue forte

Tght Coupling Laose

The "confrollable vanaila® —set by command
managemen] The commandar cannot
lineanze a sviuabon, but ha has some control
over The coupling {walher sorme exde mally-
IMPOSed ¢ ONEhanis)

Figure 3. Commander's response to rising interaction complexity

Indicative styles are portrayed in Figure 4.
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Figure 4. Different styles of command, overlaid on Perrow’s quadrants

The red box in the bottom left-hand corner is indicative of a hierarchical organization,
mechanistic and highly procedural with little need to share information as tactical
actions are already hard-wired by doctrine. The green shading represents a generally
sound region of feasibility and sustainability from the point of view of the UK
military (and probably most western organisations). The blue box is a representation
of current UK military organization: the dominant directions in UK concepts and
doctrine, in particular the long-espoused belief in mission command and the exercise
of command freedom, make it natural to contemplate operating in Quadrants 3 or 4.

The top right of the diagram (Quadrant 4, loose-coupled, high command freedom) is
where unconstrained ‘Edge’ [1] organizations would be able to operate, having
complete freedom to act in any way using any resource. Quadrant 4 is a resilient state
but it may not always be the most appropriate: other drivers may dictate that our
default force setting is in Quadrant 1, while retaining the ability to adapt by moving
between Quadrants 1, 3 and 4 as events demand.

There are open questions concerning the sort of ‘complex’ organisation which we
need in order to operate in Quadrant 4. The complex environment implied by
amorphous opponents employing asymmetric approaches require us to use all the
Instruments of Power® at our disposal, but doing so in a tightly-coupled manner puts
us straight into Quadrant 2, which Perrow regards as an untenable position.

It may in any case be untenable to operate at the very extremes of this figure. A
military commander who refuses to recognise the penetration of strategic and political
factors into an operation could simply concentrate on his own immediate tasks but
would surely be undone rapidly by events on the broader stage. Likewise, a
subordinate commander operating with no boundary to his activities creates
significant accountability problems which would ultimately question the legitimacy of

® Military, Political and Economic
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using military force in the interests of liberal democracies. Nevertheless there is a
significant ‘command space’ within which it is feasible to consider military operations
being conducted by UK forces.

Resource sharing

The issue of resource-sharing provides a ready demonstration of the nature of
coupling in the context of military organization. If we posit a military organization in
which there are recognisable functional capabilities, then networking, in the widest
socio-technical sense, provides a way in which groups within the organization can
gain access to a wider range of functionality. Integrating like-functions across these
stable, utilitarian operational groupings, results in a defined set of functional
integrations through which resources can be shared and requisite variety (in particular
for C2 functions) found.

Broadening access to functionality across the groups is in effect a form of out-
sourcing functionality which may traditionally have been held organically (i.e.
intrinsic to the unit) and this can be valued in terms of responsiveness and availability.
In the military context, complete out-sourcing of a given function is at one end of a
spectrum of sharing functionality, where the opposite extreme is complete (organic)
ownership. This notion of a spectrum of participation and membership is important in
considering what dynamic reorganisation means, how it might be achieved and the
associated costs and risks.

The term “out-sourcing’ is used here because, in one respect at least, the process
reflects similar behaviour to that employed in the commercial world. Coase’s Law
suggests that out-sourcing occurs when networking makes the cost of ownership more
expensive than out-sourcing’. In its purest form, this assumes that the
commoditisation of the product or service is such that it makes any provision of equal
value, and, as such, cost is the only determining factor. In other contexts (including
the military situation), the value delivered may depend heavily on the means of
service provision and there will be real issues of assured support and requisite
responsiveness for an out-sourced military function.

In summary, the merit of networking is that it offers the commander access to a wider
range of capabilities than he could be justified (using value / cost calculations) as
holding in the form of organic assets / resources. The downside is the loss of the
certainty of access implied by the organic asset or resource.

The trade-off between these two effects has implications for command freedom.
Having potential access to a wider diversity of capabilities clearly increases command
freedom, as it loosens the constraints on the commander’s choice of ways and means
to prosecute his ends. This reinforces the degrees of autonomy which may be
exercised in loose-coupled organizations, in turn suggesting a move rightwards in
Perrow’s framework, i.e. towards looser coupling and Quadrants 3 and 4. On the

" Ronald Coase asserts that companies will expand until ‘the costs of organising an extra transaction
within the firm become equal to the costs of carrying out the same transaction on the open market’ [5];
see also [6].
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other hand, contention for a shared resource creates inter-dependencies which, in
Perrow’s terms, represent a form of coupling across the organization®.

Which of these two effects is dominant? The primary influence on this is the relative
abundance or scarcity of resources:

— If resources are abundant, the wider range of capabilities available to the
commander reinforces his command freedoms and his autonomy of action
within a loosely-coupled regime.

— If resources are scarce, couplings are induced by resource sharing. The
exercise of any nominal command freedoms is undermined by the *queue
for resources’ and the effect is to move leftwards, i.e. towards tighter
coupling.

Hence, if networking is seen as a way to make economies, i.e. “doing more for less”,
it can induce a state of capability scarcity. The effect of this is to contract the
available command space into Quadrant 1 and increase its vulnerability to being
driven into Quadrant 2 (tight coupling and complex interactions), which is difficult
and potentially dangerous to sustain.

Run-time, build-time and design-time issues

In the military context, ‘build’ refers to the commander’s composition of his force
(including his command and control structures), which we can now see as part of the
deliberate planning process at the outset of a period of operational activity, and ‘run
time’ refers to the pattern of events (i.e. actions performed by the military force and
environmental stimuli, including reactions or consequences of military actions) which
we see as the dynamic planning /execution process.

The allocation of resources at ‘build-time’ creates coupling which can (depending on
environmental complexity) give problems at run-time. There are other examples of
coupling, and Table 1 represents our initial attempt at identifying, and classifying, a
range of candidate coupling-types, each of which is a mechanism for moving to the
left in Perrow’s framework (Figure 2).

® The standard military response to a scarcity of resources or assets is prioritisation. However, an asset
cannot itself set the priority, it can only accept, reject or delay tasks. Priorities have to be set, and
priority-handling mechanisms identified, by a commander with sufficient visibility and understanding
of the problem. The more scarce the asset, the greater the tendency is to hold this at a higher level of
command, thereby tightening the organisational coupling through the created dependencies.
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Examples of coupling Consequential problems arising at run-
time
e Dependence on inappropriately-tasked or e Uncertainties about the situation
non-responsive sources of information caused by imposed constraints
and/or delays on delivery of critical

e Shortage of allocated communications
bandwidth

e Inappropriate apportionment of assets /
resources for information provision

information

e Inappropriate exercise of priorities

e Inefficient procedures for allocation

e Inappropriately bounded tasks e Difficulties in maintaining command
dominance, i.e. an understanding of
the battlespace, that is appropriate to
the task, in a stressful and potentially
e Indiscriminate distribution of information complex environment

e Inappropriate criteria for quality control on
released information

e Loss of transactional qualities of
information distribution

e Over-prescriptive orders from superior e Run-time decision space is

e Inflexible procedures (e.g. for constrained

deconfliction) o Inappropriate exercise of procedures
(e.g. for deconfliction)

e Shortage of assets / resources e Synchronisations (implying
constraints and/or delays) imposed
by the need to use non-responsive
inorganic assets / resources

e Inappropriate apportionment of assets /
resources / battlespace

o Inefficient procedures for allocation e Inappropriate exercise of priorities

Table 1: Examples of coupling and their run-time consequences

For each of the examples above, there are forms of complexity (e.g. complex
prioritisation schemes, complex procedures for battlespace management) in the ‘built’
organization. These forms of complexity are quite distinct from Perrow-like
complexity in the environment.

The commander’s freedom to build and rebuild his forces depends on the flexibility
inherent in them when designed, in both organisational and equipment terms. For
example, an air defence aircraft cannot be used for ground attack without major
conversion but a multi-role aircraft, though more expensive and perhaps less
optimised for any one particular role, can be rapidly retasked at run time. This
introduces the notion of “design time’ constraints over which the commander will
have no control but which inherently constrain his options for building a force to carry
out the operation in the way he has envisage. Likewise, these constraints will carry
forward into the ability of his forces to reconfigure dynamically in response to real
world events as the operation progresses. In summary, constraints propagate forward
from design time to build time, and from build time to run time.
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INFORMATION AND DECISION-MAKING

Can information be treated as a resource like any other, so that (for example) high
dependency on information sharing equates to high coupling? This is problematic for
a number of reasons: information is difficult to ascribe a value to® ; the relevance of
information to a situation is not simply defined (and too much information can be as
problematic as too little); and the contribution of information to military outcome, the
basis for a utility measure of information, depends on having a model of military
decision-making under uncertainty [8].

In relating information to the preceding discussion and in particular to Perrow’s
quadrants, the insight which we focus on here is that different information is needed
depending on the degree of initiative which is held by the commander (i.e. his ability
to dominate proceedings or impose his will on the environment). A commander with
the initiative can assign his forces specific tasks. Task-orientated communities, in
particular those focussed on coal-face activities, may be using well-defined and well-
rehearsed drills. Once tasked, a properly trained task-orientated group should be able
to maintain coherence in co-operative execution through exchange of a limited
number of cues and slot-fillers (instance data) in relation to a well-defined script.

Clearly, contingencies, including reports on enemy activity, will lead to additional
‘unscripted’ flows of information. In the event of major departures from the script
(which may equate to a loss of initiative, perhaps because the environment has
become more complex), the variety of information required will increase, being
limited only by the ability of the community to reason about its own situation and
devise alternative approaches and plans in response to contingencies. This relates to
the degree of empowerment of the commander: a commander who is not empowered
to improvise may simply need to report the basic facts of the situation upwards, and
the search for comprehension and resolution of the situation generates a substantial
increase in information sharing at a superior level of command.

Hence, there is, at least, a requirement to distinguish between ‘task-orientated’
information the need for which can be anticipated in a plan and ‘task-free’
information the need for which cannot be anticipated, but which contributes to re-
orientation of the organization. The value of ‘task-free’ information may, by
definition, be unknowable to the participants at the time, being related to the
unfolding of military conflict over a period of time.

MILITARY CONFLICT

So far we have talked entirely about an organization located in an environment which
generates ‘numerous and unpredictable’ stimuli. In military conflict, these stimuli
will not be arising randomly but will, in some measure, be at the direction of an
enemy, and his exploitation of our systemic weaknesses is usually the result of his
conscious appreciation of our vulnerabilities. In turn, we should appreciate that his

% Various attempts have been made to define information value in entropic terms, but there are
significant challenges in the military context [7].
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capacities for observation, cognition and intervention are not infinite, and may have
their own fallibilities which we can exploit.

To address military conflict, we need to move from Perrow’s isolated organization to
a two-, or many-, player gaming analysis. This also means we must consider how
organizations can change (under own and external influence) over time. Whereas
previously we considered the “‘optimal’ state for an organization, given a set of
environmental characteristics, we must now consider the need for the organisation to
change as the situation unfolds. For example, an attack on a conventional enemy’s
command and control cohesion, by decoupling the enemy’s component organizations,
may actually give them the freedom to respond, opening the way to local initiative.
(Indeed we can now see how and why, when this has happened to British forces,
Victoria Crosses get won!) To avoid being overwhelmed by such local threats which
may of themselves begin to reinforce each other in a simple way, we need to adapt to
a different configuration ourselves.

Cannot impose will {initiative).
Complex || Must avoid self-synchronization Minimum explicit command coupling;
reinforcing failure — involuntary maximum run time sharing of
adaptation into Quadrant 2. information. Seek to (a) survive, (b) act
to regain the initiative and impose my
will. May have to operate here to cope
with envirommental complexity but it iz
E expensive.
g 2 4 (There will be
§ To operate here successfully, 113 intermediate forms)
= commmander must know that he
can impose his will (initiative). Exercise of mission command
Maximum command and — command freedom within
direction; minimal requirement superior’s intent and resources
to share run-time information. allocated
May have to be ready to adapt o
Linear other forms if “linearity’ of
events starts to break down.
Tight Loose
Coupling

Figure 5: The commander’s ability to impose his will, overlaid on Perrow’s quadrants

However, as this is a two-sided game, it is not purely about responding to the enemy’s
organization and its implications for the environment, where just moving into
Quadrant 4 resolves the problem. We may still have to impose our will on an enemy
who, for example, is not vulnerable to an attack on a centralised C2 system. One way
could be to seek to force the enemy to move down the curve by getting him to
organise in a more structured way, thus leaving him more open to a linearised attack.
This suggests that our organisation needs to be both adaptable'® and adaptive.

19We need to distinguish between adaptable and adaptive. Adaptive means having appropriate
measures and mechanisms to feedback signals at run-time for "need to change®, whereas adaptable
means that the organisation receiving such signals is then able (and willing) to make the appropriate
changes. As a further complication, in the military domain the term adaptability has tended to be used
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Command and Control in military conflict

‘Command agility’ (more precisely, structural agility of command) implies the ability
to move the organization from one Perrow-state to another in response to unfolding
events in the battlespace, i.e. it is both a “build time” and ‘run-time’ capability. This
is characterised in Figure 6 below as the ability to transit between stable states, which
are states in which the organization can be sustained for a finite length of time."".

Y .
Potential
Complex transitional B -
paths Y
) al 2 r’ ':I
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Figure 6. Structural agility

Transitions such as those shown in Figure 6 will have a cost associated with them, and
crudely speaking we should expect the transitional costs incurred to be greater if the
range of styles of command is broader, i.e. we wish to maintain the possibility of
operating at the extremes. These transitional ‘costs’ will include the use of resources,
including consumption of space and time, in making the transition happen, as well as
in mitigating or accepting consumption or losses incurred because of any increased
vulnerability during the transition. The ability to perform particular transitions may
be inhibited by shortage of the appropriate resources (notably time).

Figure 7 shows two alternative paths for the particular demanding®? transition from
Quadrant 1 to Quadrant 4,.

as a design-time term, and the term agility has been used to indicate the ability to change within an
operation (i.e. at build or run-time).

1 We assume that there is no particular difficulty in finding stable states in Quadrants 1, 3 and even 4;
Quadrant 2 (as discussed below) can be characterised as ‘unstable’.

12 Because of the magnitude of the differences in character between the two organizational
configurations.
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Figure 7. Alternative paths

The lower pathway ‘a—b—c—d-e’ can be described as a ‘controlled’ approach in that it
moves through a series of intermediate states which are themselves potentially stable,
and could represent points at which the commander could hold (or indeed reverse) the
transition as the operational situation unfolds. However, the costs, including the time
required, to execute the entire path may prove to be considerable, and this transitional
path can only happen when the commander can anticipate future events with an
adequate lead-time. The time taken to traverse this path also increases the likelihood
that events will occur to disrupt the predictions, in which case many of the hitherto
dormant pathways through the military organization will give rise to interactions
under ‘complex stimuli’, at which point we are back in Quadrant 2 and the inability of
the commander to impose his will.

In contrast, the upper pathway (‘a-f-e”) goes through Quadrant 2, which is a zone of
inherent instability. This need not be unduly alarming provided it is recognised as
only a transition: it becomes dangerous, however, when the commander finds himself
there without any further options, but it may have the advantage of being a lower-cost
route to get to Quadrant 4 and enable the commander to move more quickly.

There are costs associated with residing in each of the quadrants, as well as costs
incurred in moving between them. Quadrant 2, for example, is an expensive state in
terms of the effort required to maintain it (e.g. in terms of the effort taken to
appreciate task-free information and, where necessary, to reconcile it with task-
orientated information). This gives rise to an energy™>-curve for the two pathways in

13 This is the component of energy involved in maintaining command and control.
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Figure 8. The pathway via ‘f” is a form of *annealing’ process, using a high-energy
state’ as a means of transitioning to a lower-energy state. Nevertheless it may be a
lower-cost path overall because the residence time in Quadrant 2 is relatively brief.
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Figure 8. Energy consumption rates for the quadrants on the 2 pathways

We cannot plan capability, therefore, on the assumption of any certainty about the
operations we are likely to undertake. But what we can do is plan our capabilities on
the assumption that agility (i.e. ability to adapt at build-time and run-time) is the key
characteristic if we are to achieve resilience and robustness. Sharing of ‘task-free’
information provides one mechanism for maintaining agility at run-time**. Moreover,
for a system to be able to adapt, survive and evolve, it must contain sufficient
resources™ and be capable of sufficient C2 variety for the emergence of a viable
solution to be a reasonable probability. Reducing, as an economy, these sufficiencies
from force elements on the grounds of substitution or out-sourcing from others (or,
worse, another) will affect a force’s ability to adapt to rapidly changing
circumstances. We will accept here what is technically inefficiency but is in reality
sufficient redundancy in the form of ‘buffers’ and *margins’ (e.g. spare capacity,
discretionary authority) to maintain the high levels of agility we seek.

1 We characterise Quadrant 2 as ‘high energy’, i.e. expensive to maintain, because it is ‘inefficient’ in
its use of information, for example. We envisage the commander having given his forces more ‘task-
free’ information than they actually need; from the perspective of their current tasks this is a potential
encumbrance and distraction, but this is an essential prerequisite if the military force is to comprehend
(individually and collectively) a changing situation and evolve to new organizational forms and the
generation of new and appropriate responses.

15 Resources sufficient for the viability of the end-states (c.f. scarcity of resources discussed earlier in
this paper) and of the transitional path (which itself will consume resources).
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A framework for the management of complexity

Perrow’s analysis provides us with a powerful mental model® for understanding
complexity-related issues in the context of the military business. This model needs to
be applied within a framework which draws proper distinctions between
organizational dynamics, military organization, information sharing and military
conflict.

Each of these domains gives rise to measures of complexity, and there is a clear need:

¢ Not to confuse the domains (e.g. to equate complex management arrangements
with a complex operational environment).

¢ Not to confuse design-time, build-time and run-time properties (e.g. to avoid
measuring complexity in terms of run-time connections between nodes, when
these are merely the emergent consequences of a more-easily understood set of
build or even design-time constructs).

The perception of the complexity of a specific operational situation is a question of
standpoint. The good commander ‘sees’ the military situation differently from his J6
(Information and Communications) staff officer. As observers or analysts, we may
characterise a situation as complex and potentially unmanageable if we focus on an
inappropriate domain (e.g. looking at run-time information flows), simply because
this is the visible manifestation of a command process which resides in part in the
cognitive domain.

The main features of the military business, as they relate to each of the four domains,
are shown in Table 2. This table summarises the content of earlier discussions,
including figures like Figure 4, which have overlaid the features of the various
domains on the Perrow’s quadrant view of organizational dynamics.

16 |.e. a simple analogous form, rather than a fully-formed theory.
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Organizational

Military organisation and

Information and decision making

Command and control in military

Risks, vulnerabilities,

Dynamics command conflict downsides
Quadrant 1 - Strongly hierarchical, detailed Very low degree of command freedom; little situational | Low levels of agility at coal-face. Assumes predictable
Linear planning. Highly directive, high | understanding required. No or little peer to peer, high | Superior commander can use this linearised enemy: may be

interactions,
tight coupling

levels of control. Resources
allocated and highly prioritised.
Based on stable structures
determined largely by design
time constraints.

superior interaction. Very low levels of information
transfer needed; no need for ‘task-free’ information.
Process before dissemination. Highly procedural
(drills).

quadrant if he can impose his will on
proceedings through linear, if
complicated, actions.

slow to appreciate rising
environmental
complexity.

Quadrant 2 -
Complex
interactions,
tight coupling

Strongly hierarchical, detailed
planning. Highly directive, high
levels of control. Resources
allocated and highly prioritised.
Superficially cheap but
simplistic option, highly
procedural. Based on structures
that have considerable design
and build time constraints on run
time adaptability and are
unstable in context.

High superior interaction, but hierarchical control over

information flows and decision-making breaks down in

face of complex stimulation. Low degree of command
freedom granted. Significant but fragmented peer-to-
peer interaction (including sharing of ‘task-free’
information) may emerge. High situational
understanding required to make sense of environment,
but what is provided becomes increasingly incoherent.
Levels of information transfer grow exponentially in
face of complex stimulation. Obligation to process
before dissemination implies rising costs.

Agility at coal-face is constrained.
Superior commander will find it
increasingly difficult to impose his will
on proceedings through complicated
command & control arrangements (e.g.
synchronisations, resource sharing).

Lacks resilience:
instabilities (under
complex stimulation) give
rise to significant costs,
and cannot be maintained
for any length of time;
distribution of decision-
making rights faces
breakdown.

Quadrant 3 -
Linear
interactions,
loose coupling

Moderately hierarchical. Some
levels of control. Unnecessarily
complicated structures in context
that have some design and build
time constraints on run time
adaptability.

High degree of command freedom; high degree of
situational understanding maintained. High peer to
peer, low superior interaction. , Sharing of ‘task-free’
information whose value is never fully exploited
because environment is linear and actually quite
predictable. High levels of information transfer.

Medium levels of agility at coal-face.
Superior commander has surrendered
ability to impose his will through
coherent coupled action, but has
acquired resilience against sudden
increase in environmental complexity.

Expensive and hard work
to maintain; requires
abundant resources.

Quadrant 4 -
Complex
interactions,
loose coupling

Weakly hierarchical, based on
widely distributed / understood
command intent. Very ‘hands
off’, low levels of control. Few
design and build time constraints
on run-time adaptability..

Very high degree of command freedom; high degree
of situational understanding required. High peer to
peer, low superior interaction. High levels of
information transfer needed. Dissemination before
processing. Considerable need for ‘task-free’
information.

Very high agility at coal-face. Superior
commander has surrendered ability to
impose his will, but can continue to
operate resiliently in complex
environment, and coherent action
against enemy may be emergent.

Expensive and hard work
to maintain; requires
abundant resources.

Table 2. Characteristics of each of the domains of analysis, arranged against Perrow’s quadrants
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It should be appreciated that the alignment across the columns of Table 2 reflects the
matching of characteristics between the domains. It is possible to generate
mismatches, for example where the shape of information-sharing and decision-
making are not matched to the environmental characteristics.

A prime cause of mismatches will be a failure to correctly appreciate the complexity
inherent in the environment. Clearly the military organization and command is set up
on the basis of the commander’s perception of environmental complexity (since he
has no access, of course, to its intrinsic measure). This gives rise to the possibility of
error and mis-alignment, whose effects could be relatively benign (excessive caution
leading to an inefficient organizational model) or disastrous (over-optimism about the
ability to manage environmental complexity leading straight into Perrow’s Quadrant
2).

CONCLUSIONS

In this paper, we have examined the context in which the need for “networking’ arises,
to argue that the blanket use of the term *‘complex’ actually conceals phenomena and
structures which are perfectly capable of being managed. To do so we have taken the
work of Perrow and shown how the use of his notions of interactions and coupling
used to describe organisational behaviour in the face of disruptive stimuli, translates
into the military domain. The need for loose coupling between force elements to cope
with complex situations, while retaining the need for tighter structures to deal with
linear problems requiring accuracy and precision, leads to the concept of a command
space within which the commander can manoeuvre and re-configure his organisation
to deal with the environment. We have shown how the availability of resources can
dramatically affect the commander’s freedom to move within this space and the effect
of design-, build-, and run-time constraints. Finally, we have described the costs
associated with having organisations that are adaptable, and agile.

The need to exercise care in the choice of viewpoint or domain which we adopt for
viewing the military business also comes with the imperative to distinguish between
something that is ‘complex’ and that which is ‘complicated’. In the case of the latter,
we mean it is composed of, and therefore is decomposable into, a number of elements
which can be treated as linear, and that the result is a low degree of emergent
behaviour. The opposite is true of ‘complexity’: it cannot be decomposed into linear
forms and it shows a high degree of emergence.

Finally it should be noted that the commander is a participant in the ‘gaming’ model
of military conflict — he does not have an all-seeing ‘God-like” view. Hence the
objective measures of conflict complexity are themselves hidden to the participants,
who must work with world-models built from subjective assessment.

Using this language, it is now possible to address the practical aspects of organising
command (and control) because we are able, through this understanding of Perrow’s
work, to draw formal connections between the nature of interactions and structural
forms. Perrow provides a way to understand how inherent complexity drives the
structural requirements for C2 (including all aspects of delegation of authority,
information sharing, depth and fidelity of supervision and monitoring, etc.).
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