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1. Conceptual Approach to Effects-Based Planning & Op-

eration

The worldwide market trends globalization, integration
and innovation do not miss the military and defense
domains. Security organizations therefore are undergo-
ing a process of transformation with the goal to enable
effects-based planning and operation (EBO). Within
this concept, intelligent information management on
the semantic level provides a common relevant opera-
tional picture (CROP), which leads to shared situ-
ational awareness (SSA) and eases decision making
and the achievement desired effects on the base of
command and control superiority.

Such a transformation process is generally considered
to be iterative and thriving for the development of an
overall decision supporting knowledge database to
assist both in operation planning and during operation
execution.

Operation Planning Process |  Flexible Operation

Knowledge Base
Development
Effects-based Effects-based
Planning Planning
Effects-based Effects-based
Execution Execution

Effects-based Effects-based

—  Assessment | Assessment

time

Figure 2: Knowledge-Based Development

Commiand & Control Supexionity

INFORMATION

Figure 1: Effects-Based Operation

Both planning and execution phases un-
dergo the steps planning/modeling, exe-
cution/simulation and assessment within a
system-of-systems analysis (S0SA), lead-
ing to proposed adjustment in future en-
gagements (lessons learned). Knowledge-
base development has been rudimentarily
exercised with in various national and
multinational experiments — both apart
from any real systems and processes as
well as concentrating on tool evaluation
rather than doctrin verification.

Despite from that is the concept of KBD widely adopted and the only valid base for the envi-
sioned partial automation of the command and control cycle:
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Figure 3: partial atomation of the OODA cycle

There is nothing new in the C2 approach of observe-orient-decide-act (OODA), but performing it
within a networked world bears new possibilities. The evolving knowledge base can be used to
unfold implicit information by the means of both stochastic and agent-based modeling and simu-
lation. Despite the fact, that the process of model building for reference scenarios (like evacua-
tion, peace enforcement, stabilization operation) is very much at its beginning and that the fund
of analyzable (digitally available) experience is still small, the methods and tools for this special
type of business intelligence for network centric operations, which can be viewed as an intelli-

gent sensor grid, are plenty and manifold.
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Respond

+ Information
Advantages

Model Drlvsn
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. “-’s Sl g

Transportation Health Care

Figure 4: model-driven architecture for mission-specific decision support
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EBO is characterized by the iterative KBD, which can also be interpreted as a model for sense-
and-response operation of the organization, which integrates and fuses the physical domain (of
sensors and effectors) with the information and cognitive domain.

Such a generic business model has to be brought to life individually for each due operation. In
order to do this instantiation in a timely and effective manner, evolving standards for model-
driven architecture (MDA) should be used.

Whereas the architecture building blocks for EBO are still under development, the technical en-
ablers exist — in form of the standardized frameworks enterprise service bus (ESB), service-
oriented architecture (SOA) and IT infrastructure library (ITIL) and the available implementa-
tions of these standards.

There are different definitions how this concept should be implemented and lived, not all of them
by the military:
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A company whose business Collaborative Planning -- AC3P
processes—integrated end-to-end
across the company and with key Overall Hypothesis
partners, suppliers and customers—can
respond with f|exibi|ity and speed to any If a collaborative information and contemporary
. operating environment can be constructed that will
customer demand' market opportur_my or provide the capabilities for seamless connectivity
external threat. An on demand business and interoperability between Services, Stakeholders,
has four key attributes: it is and Partners, and there is transparency in the use
Y : of the tools to accomplish missions, then the
and . Adaptive, Continuous, Concurrent, and Collaborative

Planning Process will provide the mechanisms for
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| DN DEMAND BUS]NESS" Superiority over the Adversary.

Figure 5: sense & response operation — terms and characteristics

2. Architecture Approach for an ISG
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Figure 6: Core Enterprise Services
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The intelligent sensor grid refers primarily, but not only to the manner, how information is enter-
ing the grid to be used within the generation of the situational picture (common relevant opera-
tional picture, CROP). An enterprise service bus (ESB) is the mean of choice for the underlying
management infrastructure.

— _ 5 Sensors in this context can be very multi-
e __ | faceted, delivering native data streams
o s ' r |t like GPS or audio/video, pre-evaluated
gt P oo weps | information like tactical data links (TDL)
SR L ormeton /o =tion i J Gs | orbeing autonomic information systems
q == = - ] which publish certain data services based
: J‘ k I\l on a common data model. Core function-
o : ality of the ESB is the management of
y data flow in the grid, especially the mes-

{: N & saging, publish/subscribe and transforma-
.. - L 8 tion services. Role-, domain- and situa-
infoSys L Sensor Sensor é tion-specific application logic allows for
e &) the rendering of the CROP and its pre-
Figure 7: Secure Enterprise Service Bus sentation in the portal. Key for the effect-
tiveness and survivability of the ISG is

the end-to-end securing of the ESB by implementing an all-encompassing private key infrastruc-
ture (PKI1). Such a secure ESB is the foundation for future networked capabilities:
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Figure 8: NCO Capability Transformation (Source: NNEC Feasibility Study, 2005)

An ESB is about integration by providing technical and procedural interoperability and therefore
turns out to be the foundation for the necessary refinement of the operational architecture and the
knowledgebase development.

3. Security and Privacy in an ISG

There are many aspects to security in an ISG covering the main issues of availability, confidenti-
ality, integrity and authenticity.
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Figure 9: security management disciplines

On a coarse-grain level there are the issues of systems management on the one hand and the
question of compliance to security and privacy regulations on the other. The former are rather
classical for IT environments and can be addressed by a variety of techniques and COTS-
products. Methods and technologies needed to ensure regulatory compliance and manageable
risk in coherent effects-based operations are the subject of many research, development and stan-
dardization efforts throughout the IT world.

3.1 Running IT as a Business

On the dawn of service oriented

ITIL® . . architectures (SOA) there is a
Thekeyto Managing IT services . .o
growing need for chief informa-
PR SIEE tion officers (C1Os) to run IT
Commercial/Policy HRM IT Strategy Architecture Finance depal’tmentS as bUSineSSGS in
——— Account Mgmt. Development Service Planning themselve ThIS |S Supported by
Department <. Relaonship Build & besin Pualabity Mg & best practices for service proc-
es > : A - - -
L senicelewl semice | Semie Seauty M. } esses which build on widely
Management Fnancial . capacry /| adOpted, open standards based
{ e | \\Mwm“ services and are listed in the IT
o oem T o infrastructure library (ITIL) ar-
Management t Management Managfmentl ChiteCture diagram.
v
End User Wanagement " Management - . :
Note, that the service planning
operationst Operations process does not p.rmC|paIIy' dif-
fer from an operation planning
Figure 10: best practices IT infrastructure library process and will also be based
on

an underlying knowledgebase,
keeping reference models about f.e. service consumer patterns, user interest profiles and analysis
and simulation tools to f.e. develope predictive capacity growth plans in order not the endanger
the securing of service level agreements (SLAS) in the future.
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3.2 Managing Different Layer in the SOA Stack

The management of IT services has to take place on different levels. The physical characteristics
of each level are being virtualized for all the others.

The lowest level is the one
of the single IT-resources —
both hardware and software.
Proper infrastructure design
can lead to autonomy on this
level. Technology and prod-
ucts are plentiful and mature.

Figure 11: ITIL resource management

On the next higher level the physical
components of the application ser-
vices have to be monitored and man-
aged. Two major architecture frame-
works for components exist and are
state-of-the art: J2EE (Java) and
WebServices (XML).

Figure 12: ITIL component management

A

/ \ Although SOA is not restricted to

WebServices, most implementation
are based on this standard today. Keys
to the management of services are
performance monitoring and SLA
securing.

-

\& )

Figure 13: ITIL service management
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Foundation for the C2 process
management is a process model

and the definition of perform-
ance indicators — basically a
scorecard for decision support.
These indicators have to be
monitored, event-driven alarms
and actions have to be enabled.

Figure 14: ITIL process

management

identities

/é? ]
\ _/ [ ] /

Finally, service security has
to be ensured. Again, pre-
requisite is a consistent au-
thorization model, which
reflects to the basic authori-

5

Figure 15: ITIL security management

zation rule: a service may
only be used, if and only if
the consumer has at least the
authorization for the ser-
vice’s rating. Within a net-
worked SOA the consumers
identity has to be federated
between various security
subsystems.

3.3 Federated Identity Management & Privacy

Integrated identity and ac-
cess management (IAM) is
the major enabler to secure [ Management |

- gement
monolithic systems as well /
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for implementation on all
state-of-the-art platforms.

Pure browser case.
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For SOA new challenges

arise mainly within the man-
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}
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*More liability and privacy issues
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Figure 16: federated identity management (FIM)



service via a portal, thus creating the need for event-driven directory integration (on demand).
Open standards for the technical enablement are evolving — mainly on basis of WebServices. On
the content side new metadata exchange needs arise — while liability and privacy issues amplify.

Today, regulatory compliance especially in the financial market becomes a new driver for tech-
nology development, which can be reused in other regulated (f.e. data privacy laws) or doctrin-
/policy-driven environments like NCO.

IBM has derived a sense-and-response enterprise privacy architecture (EPA), into with regula-
tions expressed as logical models (research activity REALM) can be fed and monitored:

Figure 17: enterprise privacy architecture (EPA)

Whereas middleware exists (as COTS) to hosts the privacy management process, the real chal-
lenge lies in the modelling area — a very special text mining and business intelligence application
within an ISG, in this case using legal or enterprise doctrin documents as data source (sensor).
Innovative technology can assist, but not certify the process.
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requirements and bringing them closer to - Continuous monitoring and enforcement

business process models and IT.

Figure 18: regulatory modelling
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3.4 Pervasive Security

Once a compliant security model exists and can act as policy, the enabling PKI can be based on
that policy.

v Folicy based WFN Management
+ Administrator defines high-level policies
v Policy Tool translates policies into configuration of
devices in the network
v Device configuration is distributed to individual devices
v Devices enforce compliance with configured parameters
+ Tool validates compliance with configured policies
v Characteristics
v Allows centralized configuration of IPSec capable
devices
v Allows the definition of IPSec configuration in terms of
high-level abstractions
v Eases management of Policies

Policy . Server
Definition & g

Gl

igh Lew el PolicyBusiness Policy

-------------------------------------------------------

Firewall

Feasibility Policy Caonsistency || Dominance

Analsis || validator Checker Checker iLDgiC = \Weh Server S _ _ .
; »used for distribution of configuration from a website.
; 5 = Security Agent
S R A AR : »Registers with Web-Server
Law Lev el Palicy/Configuration »gets configfscripts and installsfexecutes them
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canfiguration
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Figure 19: policy-based PKI

Canfiguration files/Directary Entries/CLI scripts

4. Itis all about Semantics

The architecture aspects mentioned up to now show a common pattern — any event-driven ser-
vice, whether it is on the level of self-healing data storage or on the operational level of EBO
relies on a model of the desired state of the respective ecosystem, the constant monitoring of key
indicators and the ability to decide for proactive actions on the basis of analysis tools. In other
words, the semantics of the (sub)system under evaluation have to be opened up.

4.1 Global Information Grid

The Semantic Web provides a common framework that allows data to be shared and reused
across application, enterprise and community boundaries. It is a collaborative effort led bay W3C
with participation from a large number of researchers and industrial partners. Its purpose is to
extend the current web by giving information a well defined meaning. The vehicles therefore
encompass taxonomies, ontologies and integrated management infrastructure. For the latter lots
of standards for database access and integration services (DAIS) are evolving:
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Figure 20: information grid — evolving standards

4.2 Advanced Information Mining

Research regarding the semantic exploitation of heterogeneous, networked environments is being
conducted in different projects and causes the need for the development of an integrated man-
agement infrastructure to host the various capabilities and lead them to product maturity.

 Common Architecture

Standard

- » Sharing / Reuse

» Accelerated Research

Prototypes « Speed to Product
Adoption e Quantum Improve-
ments
Convergence

Figure 21: unstructured information management infrastructure (UIMA)

IBM has overtaken the task to develop an unstructured information management middleware
(UIMA) in a three-folded way:
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e Open source SDK (software developer kit): www.alphaworks.com
e Research: www.research.ibm.com/UIMA/UIMATopPage.html
e COTS: WebSphere Information Integrator Omnifind Edition

Effects-bhased
UIMA can be used in Planning& Operation

networked C2 systems:

Figure 22: knowledge management framework with UIMA

4.3 Intelligent Software Agents

Multi-agents-systems can be the enabler for the system-of-systems-analysis (S0SA) within EBO
as well as for the intelligent risk management in the underlying IT systems.
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Figure 23: mobile software agents within simulation and decision support

Multi-Agents-System
Architecture Simulation

Environment

Again, modelling and simulation builds and supports major parts of the decision support process.
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4.3 Model-Driven Architecture & NCO

MDA is an initiative and standardization process of the OMG, which addresses the platform-
independent application design through modelling techniques based on open standards and auto-
matic generation of runtime- and platform-specific executable code (“model compiler”).

Platform
Independent
Model
UnML

Platform Platform

Specific Model Specific Model
- CORBA - -EJB -

LIML UML

Source Code Source Code
— C#+ — - JAVA -

Assembie
Application Application

Figure 24: application generation within MDA

MDA is also a way to harmonize interoperability models evolving in different networked envi-
ronments; it enables especially the combination of live C2 and simulation systems:

LCIM DEVS/HLA MDA
Level 5 Domain specific : :
: Domain overarching
Conceptual Business models, such Repositorv of PIM
Interoperability as DoDAF P v
Level 4
Dynamic/Pragmatic DEVS PIM

Interoperability

Level 3

Semantic e LI
Interoperability Reference FOM PIM-PSM-Mapping
Level 2 )

Syntactic HLA F M'PSPMS'::,'A apping
Interoperability
Level 1 Net standards Repository of PSM
Technical Web connectivity describing net/web
Interoperability TCF/IP etc. solutions

Figure 25: LCIM — DEVS/HLA — MDA framework comparison
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5. Summary

An intelligent sensor grid relies on the trustworthy ingestion of heterogeneous data, not necessar-
ily given trustworthiness of the particular information itself. Therefore, risk management has to
be conducted in all its facets. The OODA cycle is the process model for performing this task.
Realizing this cycle for the securing of security and privacy/regulatory compliance in the net-
worked world will be the enabler for EBO.
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A.2. Abbreviations

Acronym Description

ICCRTS International Command & Control Research and Technology Symposium
CCRP Command & Control Research Program

IFOR Implementation Force

SFOR Stabilization Force

KFOR Kosovo Peacekeeping Force

ISAF International Security Assistance Force
Cc2 Command & Control

NCO Network Centric Operation

SOF Special Operations Force

NRF NATO Response Force
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NATO North Atlantic Treaty Organization
NNEC NATO Network Enabled Capabilities

KPI Key Performance Indicator

VPN Virtual Private Network

IPSec Internet Protocol Security

EBO Effects-Based Planning and Operation
CROP Common Relevant Operational Picture
SSA Shared Situational Awareness

SoSA System-of-Systems Analysis

KBD Knowledge Base Development
OODA Observe-Oriente-Decide-Act

ESB Enterprise Service Bus

SOA Service Oriented Architecture

ITIL IT Infrastructure Library

MDA Model-Driven Architecture

PKI Private Key Infrastructure

IT Information Technology

RFC Remote Function Call

HRM Human Resource Management

SLA Service Level Agreement

DPM Declarative Privacy Management

ISG Intelligent Sensor Grid

GIG Global Information Grid

CES Core Enterprise Services

Col Community of Interest

GPS Global Positioning System

TDL Tactical Data Link

GIS Geographical Information System
InfoSys Information System

IAM Identity and Access Management
FIM Federated Identity Management

EPA Enterprise Privacy Architecture
EPAL Enterprise Privacy Architecture Language
BPEL Business Process Execution Language

REALM  Regulations Expressed As Logical Models
COTS Commercial of the Shelf

UML Unified Modeling Language

BOM Business Object Model

CBM Component Based Modeling

IFW Information FrameWork

C4ISR Command, Control, Communication, Computer, Intelligence, Surveillance and Re-
connaissance

1&C Information & Communication

MQ Message Queuing

J2EE Java 2 Enterprise Edition

CPU Central Processing Unit

1/0 Input / Output

XML eXtended Markup Language
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EJB Enterprise Java Bean

JCA Java Connector Architecture

JDBC Java DataBase Connector

SOAP Service Oriented Architecture Protocol
Simple Object Access Protocol

GUI Graphical User Interface

CLI Command Language Interface

w3C World Wide Web Consortium

DAIS Data Access & Integration Services

UIMA Unstructured Information Management Architecture
CGF Computer Generated Forces

OoOMG Object Management Group

CORBA  Common Object Request Broker Architecture
MOF Meta Object Facility

LCIM Level of Conceptual Interoperability Model
DoDAF  Department of Defense Architecture Framework

HLA High Level Architecture

TCP Transport Control Program

IP Internet Protocol

DEVS Discrete Event System Specification
PIM Platform Independent Model

PSM Platform Specific Model
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